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Abstract

This document is a Cybersecurity Framework (CSF) Community Profile developed to support
United States-based transit agencies. This “Transit Profile” is aligned with transit sector
priorities and best practices and can be used as a guide for prioritizing cybersecurity activities
and outcomes or as a starting point for building a new program. The Transit Profile was
developed to complement, not replace, any existing cybersecurity programs, guidelines, or
policies that transit agencies may rely on or have in place.

Keywords

Bus, commuter rail, cybersecurity, Cybersecurity Framework (CSF), operational technology (OT),
public transportation, rail, risk management, subway, transit.

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance
the development and productive use of information technology. ITL’s responsibilities include
the development of management, administrative, technical, and physical standards and
guidelines for the cost-effective security and privacy of other than national security-related
information in federal information systems. The Special Publication 800-series reports on ITL's
research, guidelines, and outreach efforts in information system security, and its collaborative
activities with industry, government, and academic organizations.

Patent Disclosure Notice

NOTICE: ITL has requested that holders of patent claims whose use may be required for
compliance with the guidance or requirements of this publication disclose such patent claims to
ITL. However, holders of patents are not obligated to respond to ITL calls for patents and ITL has
not undertaken a patent search in order to identify which, if any, patents may apply to this
publication.

As of the date of publication and following call(s) for the identification of patent claims whose
use may be required for compliance with the guidance or requirements of this publication, no
such patent claims have been identified to ITL.

No representation is made or implied by ITL that licenses are not required to avoid patent
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Executive Summary

The Transit Cybersecurity Framework (CSF) Community Profile (“Transit Profile”) is a voluntary,
risk-based guide designed to help U.S. transit agencies enhance cybersecurity while maintaining
safe and resilient transit services. Built on the National Institute of Standards and Technology
(NIST) CSF 2.0, it translates transit mission needs into a community-informed baseline of
cybersecurity outcomes that transit agencies can adopt and tailor to their unique operational
environments.

Transit agencies operate complex networks of business and operational systems, such as rail
signaling, bus charging, scheduling, ticketing, and public information systems. The transition to
digital, network-based communication has expanded the cyberattack surface, requiring
agencies to manage cybersecurity risks alongside safety and operational demands. To address
these challenges, this Transit Profile focuses on three strategic priorities: securing and
managing critical assets to ensure safe and reliable operations, fostering collaboration with
stakeholders and suppliers to enhance resilience and supply chain security, and continuously
improving organizational processes and workforce cybersecurity awareness and capabilities.

The Transit Profile can help transit agencies focus resources on cybersecurity activities aligned
with these strategic priorities by mapping them to relevant CSF Subcategories. This enables
transit leaders to prioritize cybersecurity capabilities, perform gap analyses, and make informed
risk-based decisions. It integrates industry-specific cybersecurity considerations and guidelines
for agencies of all sizes, including small- and medium-sized transit agencies (SMTAs) with
limited resources and supports scalable actions based on size and maturity. This Transit Profile
can enhance existing cybersecurity programs, helping agencies adopt best practices, establish a
shared taxonomy for discussing cybersecurity risk with leadership, plan strategically, and
communicate cybersecurity needs to stakeholders, suppliers, and funding entities.

The Transit Profile is intended to complement, not replace, existing programs, standards, and
regulatory obligations. As a non-regulatory and neutral entity, NIST developed the Transit
Profile in collaboration with the transit community to provide cybersecurity considerations and
guidelines tailored to the sector’s unique challenges. By working closely with transit operators,
federal agencies, and other stakeholders, NIST ensures the Transit Profile reflects industry
needs while supporting voluntary adoption of cybersecurity best practices.
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1. Introduction

The National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0
introduced the concept of a Community Profile, which is a baseline of CSF cybersecurity
outcomes that is created and published to address shared interests and goals among several
organizations. It is typically developed for a particular sector, subsector, technology, threat
type, or other use case, and can be used by an organization as the basis for its own
Organizational Target Profile [CSF2.0].

NIST developed the Transit Profile to provide a voluntary, risk-based approach for managing
cybersecurity activities, reducing cybersecurity risks, and improving the cybersecurity posture
of the transit community.

1.1. Purpose and Scope

This document represents a CSF Community Profile that describes shared interests, goals, and
outcomes for mitigating cybersecurity risk within the transit community. For the purposes of
this Profile, “transit agencies” include owners and operators of public transportation services,
such as bus and rail systems (e.g., light rail, subway, commuter rail), as well as paratransit,
microtransit, and demand-responsive transit services [FTA-Definitions]. The term also
encompasses affiliated entities, such as federal agencies and county governments, that oversee
and/or fund transit agencies. The Transit Profile focuses on the operational systems (including
information technology (IT) and operational technology (OT) that transit agencies own and
operate, as well as the challenges involved in managing these services. The Profile is not
intended to cover automated driving systems or national rail passenger or freight rail services.

This Transit Profile suggests proposed priorities of cybersecurity outcomes to meet specific
strategic business/mission focus areas for the transit community and identifies relevant and
actionable security practices that can be implemented in support of those areas. The Transit
Profile is intended to complement, not replace, any existing cybersecurity programs, guidelines,
or policies that transit agencies may already have in place.

The Transit Community Profile:

e Describes a shared taxonomy to support communication about cybersecurity risk
management for transit owners/operators

e Offers a framework to aggregate transit cybersecurity considerations and guidelines
from multiple industry resources

e Develops common target outcomes that transit owners and operators can use to
support strategic planning efforts and cybersecurity assessments

e Assists in identifying and communicating cybersecurity needs to the broader transit
community of suppliers, operating partners, and funding entities

e Provides scalable and achievable cybersecurity considerations and guidelines for transit
owners/operators of all sizes, including urban, rural, and resource-constrained transit
agencies
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1.2. Audience

This document focuses on cybersecurity considerations specific to transit agencies and assumes
readers have a foundational understanding of OT and general IT security concepts. The
intended audience includes:

Control engineers, integrators, system suppliers, and architects involved in designing or
implementing secure transit systems

System and network administrators, cybersecurity professionals, physical security
personnel, and OT operators responsible for managing, patching, or securing transit
systems

Executives and management teams overseeing transit operations

Senior security officials evaluating cybersecurity risks and implementing cybersecurity
programs to support transit operations

Affiliated entities (such as federal agencies and county governments) that oversee
and/or fund transit agencies

Transit industry associations and researchers seeking to understand the unique
cybersecurity needs of transit systems

Small and medium-sized transit agencies (SMTAs), along with any transit agency with
evolving cybersecurity capabilities or resource constraints for a cybersecurity risk
management program

1.3. Document Structure

The remainder of the Transit Profile is divided into the following sections:

Section 2 provides a summary of challenges to securing transit systems.
Section 3 provides an overview of the NIST CSF 2.0.
Section 4 describes the Transit Profile development methodology.

Section 5 provides the transit sector-specific rationale, guidelines, and considerations
for prioritized CSF Subcategories.

References provide a list of references used in the development of this document.
Appendix A provides a complete listing of all CSF Subcategory designations.

Appendix B provides a list of symbols, abbreviations, and acronyms used in this
document.
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2. Challenges to Securing Transit Systems

Transit agencies manage a complex network of business and operational systems to support
their mission. Examples can include:

e Rail signaling and train control systems

e Bus fueling, battery-electric charging, and charge management systems

e Scheduling and dispatching

e Facility management systems

e Emergency communications systems

e Control and communication systems

e Ticketing systems

e Command centers

e Revenue collection systems, including back office and fare payment systems

e Publicinformation systems, such as station-based electronic signage and web and
mobile applications/systems

Traditionally, many of these systems relied on direct connections for communications. Today,
communication between and among these systems is digital and network-based, including
through the extensive use of wireless connectivity. This dependence on digital technology and
interconnections to sustain daily operations has widened the cyberattack surface for transit
agencies. Operators must now manage the cybersecurity risk of their IT and OT systems while
meeting increasingly demanding safety and operating requirements.

Several aspects of the transit sector make it uniquely challenging to protect and require a more
tailored approach to prioritize and apply cybersecurity risk management measures. These
include:

e Safety-centric culture. A transit agency’s top responsibility is safety. Cybersecurity
knowledge and awareness in many agencies is still maturing. The American Public
Transportation Association (APTA), federal agencies, suppliers, and the operating
agencies themselves have worked to develop and organize resources to advance
cybersecurity awareness and protections specific to transit operations. Cybersecurity
measures, including training, must be integrated into an agency’s overall safety
framework to improve effectiveness.

e Safety-critical control systems. Safety-critical control systems (e.g., signaling and train
control for rail, and steering, acceleration, and brake control for buses) are governed by
strict standards and are typically certified as an integrated package of technologies. A
failure or compromise of these systems could directly endanger human life. Any
cybersecurity controls applied, even well-intentioned ones, must be carefully planned,
tested, validated, and continuously monitored to preserve their safety certification.
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Moreover, because availability is often the primary security objective for safety-critical
systems, especially legacy ones, adding safeguards intended to improve confidentiality
and integrity can create practical implementation and architectural challenges.

e Long-lived and legacy systems. Most transit agencies simultaneously manage both
modern and legacy IT and OT infrastructure and systems. Many systems and assets in
the transit sector have long lifecycles measured in decades, not years, and may not be
able to accommodate modern cybersecurity controls (e.g., multifactor authentication
(MFA), advanced encryption, and automated patch management). This is evident in
legacy systems and long-lived OT systems that are remote, difficult to access, or
challenging to update. Retrofitting these systems for cybersecurity purposes can be
cost-prohibitive and disruptive, and compensating cybersecurity controls may be an
alternative to meet security outcomes.

e Communication systems. Communication systems (e.g., Wi-Fi, radio, cellular, satellite,
wired, mesh networks) are the backbone of public transit operations, supporting
coordination between buses, vehicles, trains, control centers, and infrastructure. They
facilitate real-time updates, signaling, dispatching, and monitoring. Any disruption or
compromise of these systems can lead to operational failures and delays, adversely
affecting the safety and reliability of transit systems.

e Vendor supply chain. Transit agency systems and components are supplied by a large
variety of domestic and global suppliers that offer varying levels of baseline
cybersecurity assurance. Likewise, transit agencies rely heavily on vendor services and
contractors to install, manage, and maintain their IT and OT systems and infrastructure.
Cybersecurity supply chain risk management must be part of an organization-wide risk
management strategy.

e Distributed and mobile operations. Transit operations and their support systems are
geographically dispersed. Rail operators, for example, manage systems and sensors that
encompass the rail network and associated facilities. Likewise, bus operators support
mobile assets, garages, and maintenance facilities that are deployed across a
metropolitan region.

e Physical security concerns. Transit assets and infrastructure are both accessible to and
used by the public. Many of the supporting systems are also distributed across a broad
region, making physical security more challenging and exposing certain elements, such
as telecommunications systems or wayside equipment, to potential unauthorized
physical and logical access by malicious actors.

¢ Funding. Transit agencies often face resource constraints and must balance
cybersecurity investments against competing operational and capital priorities. Transit
agencies, as public sector entities, generally rely on subsidies to cover all or some part of
their capital and operating costs. This reliance creates a unique challenge to securing
the funds necessary to implement and manage cybersecurity measures for protecting
their systems. While agencies can pursue a variety of funding sources, such as capital
funding, operating funding, and grant funding, these sources must address multiple



NIST IR 8576 Transit Cybersecurity Framework
August 2026 Community Profile

competing priorities. Additionally, even when funding is approved, it could involve a
lengthy authorization process, making it difficult to secure resources for cybersecurity
needs. This unpredictability and longer lead-time can work against efforts to address
cybersecurity needs promptly.

e Emerging Al/ML-enabled systems. Transit agencies are exploring or adopting Artificial
Intelligence/Machine Learning (Al/ML) capabilities (e.g., for predictive maintenance,
operations optimization, customer-facing services, and security monitoring). These
systems can introduce new cybersecurity and privacy risks through expanded data
collection and sharing, new cloud and APl dependencies, and reliance on vendors and
third-party services for models and model management. Al/ML systems also require
continuous monitoring and governance to ensure the integrity, security, and reliability
of outputs and safe transit operations as operating conditions, data, and threat
landscapes evolve.
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3. Overview of the NIST Cybersecurity Framework

This Transit Profile is based on the NIST CSF 2.0 [CSF2.0], which provides a flexible and risk-
based approach to managing cybersecurity.

The CSF helps organizations of any size, sector, or level of cyber maturity address their unique
cybersecurity risks while improving communication and collaboration across stakeholders. For
the transit sector, the CSF provides a foundation to:

e Establish a common understanding of cybersecurity risks, threats, and priorities
e Align on desired outcomes and target states for cybersecurity practices

e I|dentify and prioritize opportunities for improvement in a consistent, repeatable
manner

e Support cross-organization communication and coordination to manage cybersecurity
risk effectively

The CSF Core is a taxonomy of high-level cybersecurity outcomes that can help organizations
manage their cybersecurity risks. The Core components are a hierarchy of Functions,
Categories, and Subcategories that detail each outcome. These outcomes can be understood by
a broad audience, including executives, managers, and practitioners, regardless of their
cybersecurity expertise [CSF2.0].

The CSF Core Functions (Govern, ldentify, Protect, Detect, Respond, and Recover) organize
cybersecurity outcomes at their highest level. The Core then identifies underlying key
Categories and Subcategories for each Function [CSF2.0]. The six Functions of the CSF 2.0 Core
are composed of 22 Categories, which are further broken down into 106 Subcategories of more
specific outcomes.

Section 5 provides more detailed information on each Function, Category, and Subcategory as
part of defining the Transit Profile. Additionally, NIST provides supplemental resources to help
organizations understand, adopt, and use CSF 2.0 and achieve the desired outcome of each
Subcategory, including Implementation Examples and Informative References. The NIST CSF
website contains the most current information regarding available Implementation Examples
and Informative References. Communities and organizations can choose to add their own
Implementation Examples and Informative References that are unique to their transit
environment in the future.

The following sections present the CSF Functions and their associated Categories, beginning
with the Govern Function.
3.1. Govern (GV)

The organization’s cybersecurity risk management strategy, expectations, and policy are
established, communicated, and monitored.


https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
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Table 1. Govern (GV) Cybersecurity Framework Categories

Category Cybersecurity Outcome

The circumstances—mission, stakeholder expectations, dependencies, and legal, regulatory,

GVv.0C and contractual requirements—surrounding the organization’s cybersecurity risk management
decisions are understood

GV.RM The organization’s priorities, constraints, risk tolerance and appetite statements, and
assumptions are established, communicated, and used to support operational risk decisions

GV.RR Cybersecurity roles, responsibilities, and authorities to foster accountability, performance
assessment, and continuous improvement are established and communicated

GV.PO Organizational cybersecurity policy is established, communicated, and enforced

GV.0V Results of organization-wide cybersecurity risk management activities and performance are
used to inform, improve, and adjust the risk management strategy

GV.SC Cyber supply chain risk management processes are identified, established, managed,
monitored, and improved by organizational stakeholders

3.2. Identify (ID)

The organization’s current cybersecurity risks are understood.

Table 2. Identify (ID) Cybersecurity Framework Categories

Category Cybersecurity Outcome

Assets (e.g., data, hardware, software, systems, facilities, services, people) that enable the

ID.AM organization to achieve business purposes are identified and managed consistent with their
relative importance to organizational objectives and the organization’s risk strategy

ID.RA The cybersecurity risk to the organization, assets, and individuals is understood by the
organization

ID.IM Improvements to organizational cybersecurity risk management processes, procedures and
activities are identified across all CSF Functions
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3.3. Protect (PR)

Safeguards to manage the organization’s cybersecurity risk are used.

Table 3. Protect (PR) Cybersecurity Framework Categories

Category Cybersecurity Outcome

PR.AA Access to physical and logical assets is limited to authorized users, services, and hardware and
managed commensurate with the assessed risk of unauthorized access

PRAT The organization's personnel are provided with cybersecurity awareness and training so that
they can perform their cybersecurity-related tasks

PR.DS Data are managed consistent with the organization’s risk strategy to protect the confidentiality,
integrity, and availability of information

The hardware, software (e.g., firmware, operating systems, applications), and services of
PR.PS physical and virtual platforms are managed consistent with the organization’s risk strategy to
protect their confidentiality, integrity, and availability

PR.IR Security architectures are managed with the organization’s risk strategy to protect asset
confidentiality, integrity, availability, and organizational resilience

3.4. Detect (DE)

Possible cybersecurity attacks and compromises are found and analyzed.

Table 4. Detect (DE) Cybersecurity Framework Categories

Category Cybersecurity Outcome

DE.CM Assets are monitored to find anomalies, indicators of compromise, and other potentially
adverse events

DE.AE Anomalies, indicators of compromise, and other potentially adverse events are analyzed to
characterize the events and detect cybersecurity incidents
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3.5. Respond (RS)

Actions regarding a detected cybersecurity incident are taken.

Table 5. Respond (RS) Cybersecurity Framework Categories

Category Cybersecurity Outcome

RS.MA Responses to detected cybersecurity incidents are managed

RS.AN Investigations are conducted to ensure effective response and support forensics and recovery
activities

RS.CO Response activities are coordinated with internal and external stakeholders as required by laws,
regulations, or policies

RS.MI Activities are performed to prevent expansion of an event and mitigate its effects

3.6. Recover (RC)

Assets and operations affected by a cybersecurity incident are restored.

Table 6. Recover (RC) Cybersecurity Framework Categories

Category Cybersecurity Outcome

RC.RP Restoration activities are performed to ensure operational availability of systems and services
affected by cybersecurity incidents

RC.CO Restoration activities are coordinated with internal and external parties
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4. Transit Profile Development Methodology

Developing a Community Profile involves active participation and collaboration from
community stakeholders. The NIST National Cybersecurity Center of Excellence (NCCoE)
engaged with representatives from key federal agencies and national organizations (listed
below) to identify a cross section of small, medium, and large transit agencies to take partin a
series of Community Profile working sessions for developing the Transit Profile.

Federal Agencies:

e United States (U.S.) Department of Homeland Security (DHS) Transportation Security
Administration (TSA)

e U.S. Department of Transportation (DOT) Federal Railroad Administration (FRA)
e U.S. DOT Federal Transit Administration (FTA)
e U.S. DOT Office of the Chief Digital and Information Officer (OCDIO)
National Industry and Research Organizations:
e American Public Transportation Association (APTA)
e Community Transportation Association of America (CTAA)
e Mineta Transportation Institute

During these working sessions, transit agency representatives (see Acknowledgements for a
complete list) took part in facilitated discussions and tailored activities designed to gather and
consolidate information and perspectives on their unique cybersecurity challenges, mission
priorities, organizational capabilities and resources, and general insights and expertise to
inform the Community Profile.

In these discussions, transit community participants:

e |dentified high-level community priorities based on importance/criticality to the
transit community and its operations

e Discussed ranked cybersecurity outcomes that enable each transit community priority

e Shared their expertise, challenges, perspectives, and expectations to enrich the
Community Profile and ensure that it addresses the specific threats and vulnerabilities
unique to the transit sector

e Shared key transit-specific cybersecurity resources and guidance, including APTA’s
Cybersecurity Resources, FTA’s Cybersecurity Resources for Transit Agencies, and TSA’s
Surface Transportation Cybersecurity Toolkit to inform Profile development

The team used insights from this process to create NIST Cybersecurity White Paper (CSWP) 51,
Developing a Transit Cybersecurity Framework Community Profile: Project Update [CSWP 51],
which outlines key industry challenges, themes, and preliminary Transit Profile content. The
white paper was released publicly to allow industry participants and the public to review

11


https://www.apta.com/research-technical-resources/safety-security/cybersecurity-resources/
https://www.apta.com/research-technical-resources/safety-security/cybersecurity-resources/
https://www.transit.dot.gov/regulations-and-programs/safety/cybersecurity-resources-transit-agencies
https://www.tsa.gov/for-industry/surface-transportation-cybersecurity-toolkit
https://www.tsa.gov/for-industry/surface-transportation-cybersecurity-toolkit

NIST IR 8576 Transit Cybersecurity Framework
August 2026 Community Profile

preliminary findings and provide input on transit priorities, challenges, and recommendations.
Feedback gathered through this process was incorporated into the Profile.

4.1. Transit Sector Strategic Focus Areas

The Transit Profile was developed considering common Strategic Focus Areas for transit
agencies. The Strategic Focus Areas are made up of the business/mission priorities that the
community identified during working sessions and through public feedback. These Strategic
Focus Areas provide the necessary context for identifying and managing applicable
cybersecurity risk mitigation measures. Three common Strategic Focus Areas identified by the
transit community were initially identified along with key cybersecurity practices for supporting
each of the community’s business/mission priorities. This information allows users to better
prioritize actions and resources according to their defined needs. While the three Strategic
Focus Areas each address transit-specific cybersecurity risks from a different angle, they share
common elements and mutually reinforce one another as part of a holistic approach to
enterprise risk management and managing an enterprise-wide portfolio of risks [IR8286],
[SP800-221], [SP800-221A].

The Strategic Focus Areas are not listed in priority order.
Strategic Focus Area 1: Secure and Manage Critical Assets

To ensure safe, efficient, and reliable operations, transit agencies across the U.S. must be able
to secure and manage critical assets. Within Strategic Focus Area 1, this extends to:

e Delivering Safe, Efficient, and Reliable Transit: Ensure safety, efficiency, and resilience
in transit operations by identifying and protecting critical assets, monitoring for threats,
maintaining business continuity, and complying with safety regulations.

e Protecting Data: Safeguard sensitive information and financial systems and comply with
data protection laws.

e Protecting IT/OT Systems and Assets: Maintain asset inventories, secure legacy and
communication systems, protect physical and remote assets, and leverage modern
cybersecurity solutions without compromising safety.

Strategic Focus Area 2: Collaborate with Partners and Suppliers

Effective cybersecurity in transit agencies depends on strong collaboration and consensus
among internal and external stakeholders. Within Strategic Focus Area 2, this includes:

e Fostering Collaboration Among Stakeholders: Align cybersecurity goals with
stakeholder needs, define roles and responsibilities, and support incident response and
recovery.

e Delivering Reliable “On Time” Service: Coordinate with internal and external partners
to maintain and/or restore services during disruptions by implementing robust disaster
recovery and continuity planning, ensuring resilience in both routine and emergency
operations.

12



NIST IR 8576 Transit Cybersecurity Framework
August 2026 Community Profile

e Securing the Transit Supply Chain: Manage risks from vendors and suppliers, integrate
cybersecurity into procurement, and plan for equipment replacement to ensure
business continuity.

Strategic Focus Area 3: Continuously Improve the Organization and Workforce

Building a resilient transit organization requires ongoing investment in people, processes, and
technology. Within Strategic Focus Area 3, this encompasses:

e Engaging in Continuous Improvement of Transit Operations: Evaluate and secure
new/emerging technologies (e.g., AI/ML), enhance operational efficiency, and apply
lessons learned to strengthen cybersecurity.

e Cultivating a Cyber Aware Workforce: Train back office and frontline staff, integrate
cybersecurity into enterprise risk management, and promote awareness and
accountability.

4.2. Prioritization Process

The considerations and priority of each Subcategory were determined based on observations in
the field, subject matter expertise, and input from stakeholders during working sessions and
public comment on CSWP 51 [CSWP51]. The NCCoE team of transit sector and cybersecurity
subject matter experts (SMEs) analyzed outputs from the CSF Profile working sessions, Strategic
Focus Areas, community priorities, and CSF Category prioritization activities with stakeholders.
Analysis of stakeholder input and contributions informed the selection and prioritization of CSF
Subcategories in the Transit Profile.

The Transit Profile offers proposed Subcategory priorities to assist transit agencies in identifying
which Subcategories they may decide to address sooner. The priorities are not intended to
reflect the degree of difficulty in achieving the Subcategory. When implementing the Transit
Profile, a transit agency may decide to adjust (i.e., raise, lower) a proposed Subcategory priority
based on their unique environment, needs, risk tolerance, and other factors. The proposed
Subcategory priority is indicated in each Table using the following designations:

e Elevated (E): These Subcategories are considered the most critical to address the
challenges for a Strategic Focus Area, as communicated by the stakeholders. They
should typically be addressed first, based on available resources.

e Supporting (S): These Subcategories are generally important to a Strategic Focus Area
but are generally less urgent than Elevated Subcategories. The “Supporting” designation
does not imply a Subcategory should be excluded or is unnecessary; rather, these
Subcategories should be addressed based on available resources and risk
considerations.

For clarity and usability, only Subcategories with one or more Strategic Focus Areas labeled as
“Elevated” are included in the Transit Profile mapping in Sec. 5. Appendix A provides a
complete list of both Elevated and Supporting designations for all CSF Subcategories across
each Strategic Focus Area.
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The Transit Profile prioritizations highlight cybersecurity outcomes that can have the greatest
impact on addressing transit-related challenges within each Strategic Focus Area. Transit
agencies are encouraged to pursue a comprehensive cybersecurity program that addresses all
CSF 2.0 Subcategories consistent with the challenges and priorities of each agency. The
prioritizations in this Transit Profile are intended as a community-informed starting point for
transit risk management and as adaptable guidance on the cybersecurity capabilities most likely
to help meet transit-related challenges in each Strategic Focus Area.

Subcategory designations in this Transit Profile are relative and may not align exactly with the
needs of every transit agency. Transit agencies should consider their specific goals, priorities,
unique risk context and tolerance, operating environment, resources, and cybersecurity
program maturity when deciding how to apply and tailor the Transit Profile. The trade-offs
among mitigation strategies will vary depending on each agency’s environment and
circumstances.

4.3. Transit Agency Size and Risk Management

Discussions with transit stakeholders revealed that differences in transit agency size can shape
cybersecurity risk management priorities and challenges. While both large and small agencies
face financial pressures, the source of those pressures and the operational priorities may differ.
Smaller and rural agencies, for example, often operate with limited technical and financial
resources, requiring staff to operate in multiple roles and rely on vendor-supplied and -
supported solutions. While their smaller scale allows for quicker response and closer
coordination between IT and OT teams, these agencies face challenges in implementing and
managing advanced cybersecurity controls while also delivering comprehensive cybersecurity
systems governance, oversight, and consistent training.

In contrast, larger agencies often benefit from dedicated technical staff and greater resources,
but at the same time must contend with complex, geographically dispersed systems and
extensive legacy infrastructure. These agencies therefore often face challenges managing
cybersecurity programs across large regions and with outdated or difficult-to-maintain systems.

This diversity makes protecting the transit sector particularly challenging as solutions must be
tailored to each agency’s unique characteristics and priorities. Regardless of size, all transit
agencies must balance operational needs with cybersecurity risks.

This Transit Profile is designed to help agencies of all sizes reduce and better manage their
cybersecurity risks. It does so by exploring the full spectrum of priorities and risks and
identifying key considerations for each, so that each agency can align their plans with their own
specific circumstances. It is also designed to complement, not replace, any existing
cybersecurity standards and industry guidelines already in use by transit agencies. As such, the
discussion of Subcategory considerations and guidelines includes citations for the many
references and resources available to the industry. These references include resources (e.g.,
NIST CSF 2.0 Quick Start Guides (QSGs)?, Cybersecurity and Infrastructure Security Agency

L NIST CSF 2.0 QSGs are available at: https://www.nist.gov/cyberframework/quick-start-guides .
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(CISA) Cross-Sector Cybersecurity Performance Goals (CPGs) [CISA-CPGs], CISA CPG Final Report
Version 2.0 Report [CISA-CPGs-Final-Report]) available for use by smaller organizations or
organizations with less mature cyber capabilities to help them manage cybersecurity risks while
considering their agency’s size, cybersecurity risk management program maturity, and resource
constraints.

In short, the Transit Profile is not a one-size-fits-all solution for managing cybersecurity risk but
is designed to help agencies identify activities essential to critical service delivery and prioritize
investments to maximize the effectiveness of their resources.
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5. The Transit Profile

Tables 7-12 below use the CSF Core to summarize transit-related considerations and guidelines,
where relevant, for those CSF Subcategories designated as Elevated (indicated as a bold “E”)
within at least one of the three Strategic Focus Areas for the transit sector. Each table
addresses a single CSF Function. To support usability, only Subcategories with a Strategic Focus
Area marked as “Elevated” are included in Tables 7-12. Appendix B provides a complete list of
all “Elevated” and “Supporting” CSF Subcategory designations for each Strategic Focus Area.

Each table contains the following columns (depicted in Fig 1. How to Read the Transit Profile
Tables 7-12):

e NIST CSF 2.0 Subcategory: Lists the unique identifier and description of the CSF
Subcategory.

e Strategic Focus Area and Subcategory Priorities: Indicates the priority level (“Elevated”
or “Supporting,” as described earlier) for each Strategic Focus Area, indicating how
important it may be for a transit agency to achieve the Subcategory’s outcome(s) to
meet the objective of each Strategic Focus Area.

e Subcategory Rationale, Considerations, and Guidelines: Contains the following:

o Bold Number (i.e., 1, 2, 3) and Rationale: Identifies Subcategories prioritized as
“Elevated” for a Strategic Focus Area, with the bold number indicating alignment
to a Strategic Focus Area(s). The rationale explains the importance of a
Subcategory in relation to a Strategic Focus Area. These rationales may reflect
stakeholder input shared during working sessions and public feedback on CSWP

51 [CSWP51].

o Considerations and Guidelines: Provides non-comprehensive recommendations
to help transit agencies achieve the outcomes of the Subcategory, relevant to
the Strategic Focus Area. Considerations are informed by observations in the
field and subject matter expertise. Guidelines provide context for implementing
a CSF Subcategory in support of a Strategic Focus Area consistent with existing
transit cybersecurity resources such as APTA standards, NIST publications, and
CISA CPGs [CISA-CPGs] that transit agencies may already be using.

o Informative References: Includes mappings to publicly available and applicable
resources (e.g., laws, standards, guidelines). These mappings reference a
relevant? subset of NIST SP 800-53 Revision 5 [SP800-53r5]3 controls and CISA
CPGs [CISA-CPGs] for each Elevated Subcategory. These references can assist
transit agencies in achieving Subcategory outcomes and understanding
alignment with existing transit resources. Agencies can also use these references
to identify where they may already meet the outcomes.

2 0nly those NIST SP 800-53 security controls and CISA CPGs that align with community feedback and are informed by a Subcategory rationale,
and expert insights and experience are included as Informative References.

3 The mapping between CSF 2.0 and NIST SP 800-53, Rev 5, as available at: https://csrc.nist.gov/projects/olir/informative-reference-
catalog/details?referenceld=131#/ (last accessed 12/22/2025).
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Strategic Focus Rationales for Strategic Focus Areas with
Area and Elevated Subcategory prioritization and
Subcategory Considerations and Guidelines to help inform
prioritization implementation of the Subcategory
| |

Informative
References

NIST CSF 2.0

Subcategory Subcategory Rationale, Considerations, and Guidelines

2. Collaborate with Partners
3. Continuously Improve the
Organization and Workforce

and Suppliers

1. Secure and Manage
Critical Assets

GV.RM-05: Lines of 2, 3: Defining and formalizing metheds for communicating cyber risk across a transit NIST SP 800-
communication across agency, such as with management, IT/OT operations, legal, precurement, physical 53 Rev. 5;
the organization are security, and human resources, can help enable timely escalation and regular sharing | PM-09
established for of cybersecurity risk information, including risks from third parties and suppliers. PM-30
cybersecurity risks,

including risks from Considerations and Guidelines: CISA CPG:
suppliers and other s Have a written plan that details who gets what cybersecurity risk information, 1A

third parties S E E how often, and in what format. Ensure information is appropriate for each

group’s needs and the sensitivity level of the information being shared.

* Coordinate activities, to include information sharing, throughout the
organization. [APTA-55-ECS-RP-001-14R1]

*  Establish and maintain continuous collaboration between IT and OT teams to
build relationships between different disciplines which will facilitate
communication during cybersecurity incidents and emergency situations. [CISA-

CPGs]
Informative References mapping
between a CSF Subcategory and NIST
SP 800-53 Rev 5. and / or CISA CPGs

Subcategory identifier and description
(color-coded to match CSF 2.0)

Fig. 1. How to Read the Transit Profile’s Tables 7-12

NIST’s Transit Profile and IEC Standards

NIST recognizes the importance of the International Electrotechnical Commission
(IEC) 62443 series of standards, which defines requirements and processes for
securing industrial automation and control systems, and the emerging IEC 63452
series being developed for railway cybersecurity.

Because the Transit Profile is an outcome-focused, transit-specific resource, it
does not include direct mappings to broader IEC standards. Providing CSF-to-IEC
mappings at the level of detail needed for control-systems security would make
this document significantly more complex. Instead, those detailed mappings are
handled in separate crosswalks, such as the Online Informative References
(OLIR)%, which are maintained by NIST and other organizations.

In addition, IEC 63452 is still under development. Once that standard is finalized,
NIST may consider adding references or mappings to it in future updates of this
Transit Profile. Transit agencies that require detailed alignment with IEC 62443
or other control-system standards are encouraged to use this Transit Profile
together with existing APTA-focused resources.

4 NIST OLIR is available at: https://csrc.nist.gov/projects/olir.
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Table 7. Subcategory-level Guidelines for the Govern Function

Organization and Workforce

Subcategory Rationale, Considerations, and Guidelines

1: Cybersecurity is an enterprise risk that senior leaders should consider alongside
others, such as operational, financial and reputational risk. A transit agency’s mission
and vision inform and help prioritize cybersecurity risk management decisions related
to safe and reliable transit services, and the need for, or use of, new or emerging
technologies.

2: A transit agency’s mission depends on a network of internal stakeholders, external
partners, and suppliers. A shared understanding, alignment, and coordination across
this ecosystem enables a transit agency to have confidence that its mission is
understood in a way that meaningfully informs cybersecurity risk management.
Clarifying roles, strengthening communication channels, integrating mission
requirements into contracts, and coordinating decision making provides a foundation
to align stakeholders in their efforts to collectively improve a transit agency’s security
posture.

3: Understanding the transit operator’s mission helps identify and prioritize the
groups or functional areas where cybersecurity training and awareness would be
most beneficial, including groups that administer technology or handle sensitive
information both inside and outside of IT (e.g., OT/Supervisory Control and Data
Acquisition (SCADA), garages, vehicles) and organizational elements such as senior
management, operations, safety, security, human resources, legal, and
procurement/contracts.

Informative
References

NIST SP 800-
53 Rev. 5:
PM-11
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2. Collaborate with Partners

1. Secure and Manage
and Suppliers

Critical Assets

Transit Cybersecurity Framework
Community Profile

Subcategory Rationale, Considerations, and Guidelines

Considerations and Guidelines:

e Review the agency’s mission, vision, and strategic plan and understand how
cybersecurity risk can disrupt the mission. Determine if major projects (e.g.,
system build out, renovation, integration with partners, use of new and emerging
technology) will be undertaken in the next 1-5 years and to what extent they
involve technology and influence cybersecurity risk. [APTA-SS-ECS-RP-004-23],

AI-RMF1.0

e Tailor cybersecurity programs to support the organization’s vision, mission,
values, and requirements such that the program not only remains relevant but is
aligned with organization-level priorities. [APTA-SS-ECS-RP-003-19]

e Define organizational mission and business processes with consideration for
information security and privacy and the resulting risk to organizational
operations, organizational assets, individuals, and other organizations.

e Envision cybersecurity as a contributor to concrete, visible, positive progress for
the transit operator and its mission. [APTA-SS-ECS-RP-004-23]

Informative
References

GV.0C-02: Internal
and external
stakeholders are
understood, and their
needs and
expectations regarding E E S
cybersecurity risk
management are
understood and
considered

1, 2: A transit agency needs to document stakeholder needs and expectations for
activities and concepts such as data protection, privacy, service availability, incident
response, regulatory compliance, and communications during disruptions and should
actively consider them when creating cybersecurity policies and practices.
Stakeholders can include, among others, staff, management, contractors, service
providers, the public, regulators, and emergency responders. By understanding what
stakeholders expect, transit operators can prioritize cybersecurity efforts to ensure
the protection of their most critical assets and services, such as operational control
centers, fare systems, communications, and maintenance systems.

Considerations and Guidelines:

NIST SP 800-
53 Rev. 5:
PM-09
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2. Collaborate with Partners

1. Secure and Manage
and Suppliers

Critical Assets

Transit Cybersecurity Framework
Community Profile

Subcategory Rationale, Considerations, and Guidelines

e Identify relevant external stakeholders and their cybersecurity-related
expectations (e.g., privacy concerns of passengers/staff, business expectations of
suppliers/vendors/partners, expectations of regulators and state and local
agencies).

e Use atool like SIPOC (suppliers, inputs, processes, outputs and customers) for
identifying stakeholders who contribute inputs to, or consume outputs of, a
transit operation or business process/function. [APTA-SS-ECS-RP-004-23]

e Meet with stakeholders to understand what motivates them, what they need
from a cybersecurity program or security professional, what cybersecurity can
contribute to them, and their relationship to others within the enterprise. [APTA-
SS-ECS-RP-004-23]

Informative
References

GV.RM-02: Risk
appetite and risk
tolerance statements
are established,
communicated, and
maintained

1: To manage IT and OT risk strategically, risk appetite and tolerance statements are
needed to communicate and establish the mitigations needed for protecting IT and
OT assets and system operations. Risk appetite (i.e., statements about risk you can
accept) and tolerance (i.e., statements about risk you cannot accept) will evolve as
risks and threats evolve. This requires transit agencies to regularly review decisions
about which protections, controls, or safeguards cannot be implemented, identify
what risks remain that still need to be addressed to maintain the required operating
conditions, and determine what protection mechanisms (compensating controls) can
be implemented instead.

Considerations and Guidelines:

e Recognize, analyze and categorize a risk to determine its appropriate disposition
(common dispositions include avoid, accept, monitor, transfer and mitigate) and
identify response activities. [APTA-SS-CCS-RP-006-23]

NIST SP 800-
53 Rev. 5:
PM-09
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2. Collaborate with Partners

1. Secure and Manage
and Suppliers

Critical Assets

e  Establish the organizational risk tolerance and communicate it throughout the
organization, including guidance on how risk tolerance impacts ongoing decision-
making activities. [APTA-SS-ECS-RP-001-14R1], [AI-RMF1.0]

GV.RM-05: Lines of 2, 3: Defining and formalizing methods for communicating cyber risk across a transit NIST SP 800-
communication across agency, such as with management, IT/OT operations, legal, procurement, physical 53 Rev. 5:
the organization are security, and human resources, can help enable timely escalation and regular sharing | PM-09
established for of cybersecurity risk information, including risks from third parties and suppliers. PM-30

cybersecurity risks . . -
Y Y ! Considerations and Guidelines:

including risks from ) . o . CISA CPG:
. e Have a written plan that details who gets what cybersecurity risk information,
suppliers and other ) . A . 1.A
. . S E E how often, and in what format. Ensure information is appropriate for each
third parties i . , ) )
group’s needs and the sensitivity level of the information being shared.
e Coordinate activities, to include information sharing, throughout the
organization. [APTA-SS-ECS-RP-001-14R1]
e  Establish and maintain continuous collaboration between IT and OT teams to
build relationships between different disciplines which will facilitate
communication during cybersecurity incidents and emergency situations. [CISA-
CPGs]
GV.RR-01: 3: A single leader must be responsible and accountable for cybersecurity within a NIST SP 800-
Organizational transit organization. 53 Rev. 5:
Ieadersr?lp 'S Considerations and Guidelines: PM-02
responsible and . e . . .
S S E e Identify a named role/position/title as responsible and accountable for planning,

accountable for

cybersecurity risk and
fosters a culture that
is risk-aware, ethical,

resourcing, and executing cybersecurity activities. This role may handle activities
such as managing cybersecurity operations at the senior level, requesting and
securing budget resources, or leading strategy development to inform future
positioning.
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2. Collaborate with Partners
Organization and Workforce

1. Secure and Manage
and Suppliers

Critical Assets

Transit Cybersecurity Framework
Community Profile

Subcategory Rationale, Considerations, and Guidelines

e Ensure the most senior executive in the organization is accountable for
identifying and neutralizing cybersecurity risks. Being accountable does not mean
the executive does the work; the executive may appoint others who are
responsible for doing the detailed work. The executive must hold relevant staff
and contractors accountable on a regular basis to ensure that cybersecurity risks
are routinely identified and addressed. [APTA-SS-ECS-RP-003-19]

Informative
References

GV.RR-02: Roles,
responsibilities, and
authorities related to
cybersecurity risk
management are
established,
communicated,
understood, and
enforced

2: |dentifying and understanding roles and responsibilities among stakeholders who
may be responsible for certain aspects of the transit ecosystem such as specific IT
systems, OT or field systems, networking equipment, workforce (e.g., contractors,
vendors), or those that may have a role during an incident response or recovery
process are critical to document and socialize. Memorandums of Understanding
(MOUs) between operators and stakeholders will help document, communicate and
enable these roles, responsibilities, and authorities.

3: Workforce success depends on establishing, documenting, and enforcing

cybersecurity roles, responsibilities, and authorities. This is often documented in a

cybersecurity program plan or associated policies (e.g., account management plan,

incident response plan, contingency plans). Personnel must know what’s expected of
them in their cybersecurity risk management roles, and the organization should have
the mechanisms in place to communicate those expectations so they can be
enforced.

Considerations and Guidelines:

e Appoint a senior information security officer (e.g., CISO) with the mission and
resources to coordinate, develop, implement, and maintain an organization-wide
information security program.

e Identify a named role/position/title as responsible and accountable for planning,
resourcing, and execution of OT-specific cybersecurity activities. For small- and

NIST SP 800-
53 Rev. 5:
PM-02
PM-13
PM-29
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2. Collaborate with Partners

1. Secure and Manage
and Suppliers

Critical Assets

medium-sized transit agencies (SMTAs), this may be the same position as named
in GV.RR-01.

e Document authorities and decision-making responsibilities, ensuring that no
conflicts of interest are created for individuals assigned multiple roles. This
should be implemented by all transit organizations, especially SMTAs where staff
often perform several functions within the organization.

e  Establish cybersecurity roles and responsibilities for the entire workforce, as well
as third-party stakeholders (e.g., suppliers, customers, and partners). [APTA-SS-
ECS-RP-001-14R1]

GV.PO-01: Policy for 1: Cybersecurity risk management policies ensure consistency in how security NIST SP 800-
managing measures are implemented across an organization. 53 Rev. 5:
cybersecurity risks is AC-01

3: Clear, well-communicated cybersecurity policies promote a culture of security

established based on s N . S . AT-01
. within the organization, encouraging employees to prioritize and take ownership of
organizational context, - . . s . . AU-01
. security in their daily activities. These policies should address risks related to both
cybersecurity strategy, . . . . . CM-01
T g legacy and emerging technologies and tools, including those that are unauthorized or cp-01
communicated and E S E not yet mature. This cultural shift helps create a more resilient organization. IR-01
enforced Considerations and Guidelines: MA-01
e Ensure cybersecurity policies are consistent with applicable laws, regulations, PE-01
standards, and guidelines. For applicable transit operators, develop policies PM-01
related to handling Sensitive Security Information (SSI) with review by legal staff. | PT-01
[APTA-SS-ISS-RP-003-23] RA-01
SA-01
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Organization and Workforce

Transit Cybersecurity Framework
Community Profile

Subcategory Rationale, Considerations, and Guidelines

e Maintain an up-to-date Cybersecurity Incident Response Plan to quickly identify,
isolate, and contain affected systems during a cybersecurity incident. [TSA-SD-
1582-21-01CJ°

e Maintain security policies, processes, and procedures that address purpose,
scope, roles, responsibilities, and management commitment and coordination
across the organization. These should guide the protection of information
systems and assets, including the use of new and emerging technologies (e.g.,
Al/ML) by transit agencies. [APTA-SS-ECS-RP-001-14R1], [SP800-218r1-ipd], [Al-
RMF1.0

e Communicate cybersecurity risk management policy and supporting processes
and procedures across the organization.

Informative
References

GV.SC-01: A
cybersecurity supply
chain risk
management
program, strategy,
objectives, policies,

established and
agreed to by
organizational
stakeholders

and processes are S

2: Establishing a cyber supply chain risk management (C-SCRM) plan or strategy is
essential to systematically identify, assess, communicate, and address risks
associated with sensitive information and the use of various technologies and
services in a transit organization. C-SCRM should take a comprehensive approach that
considers supply chain risks to both technology-based inputs (e.g., software,
hardware) and non-technology-based inputs (e.g., personnel, physical facilities). This
process requires approval from key stakeholders, including those in charge of IT, OT,
and safety-critical systems, to align the organization’s broader cybersecurity
strategies and objectives with risk management efforts across the transit ecosystem.
A cybersecurity supply chain risk management plan involves a cross-functional team
with representation from groups across the transit organization, including
cybersecurity, IT, operations, legal, procurement/contracts, physical security, and
safety.

NIST SP 800-
53 Rev. 5:
PM-30
SR-02

SR-03

° While having an incident response plan is considered a cybersecurity best practice, it is important to recognize that not all organizations are bound by the TSA Security Directive (SD). This
requirement applies specifically to certain transit agencies.
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Considerations and Guidelines:

e Develop a C-SCRM plan along with policies and procedures that guide
implementation and improvement of the plan and the capability; socialize those
policies and procedures with organizational stakeholders. [SP1305

e  Establish a cross-organizational mechanism that ensures alignment between
functions, such as IT, cybersecurity, legal, human resources, engineering,
operations, that contribute to C-SCRM management. [SP1305]

Informative
References

GV.SC-02: 2: Transit operators are highly dependent on external service providers to help NIST SP 800-
Cybersecurity roles deliver and maintain critical technologies. Establishing and communicating clear and 53 Rev. 5:
and responsibilities for mutually acceptable requirements, plans, and procedures serves as protection for SR-02
suppliers, customers, both the transit operator and their suppliers, customers, and partners. SR-03
Z:ggﬁsr::jr,s are 3: Transit. staff with a mature Ievgl of cyber literacy will be neFessary to iqentify,
communicated. and communicate and promote security needs and requirements in vendor discussions,
. ) requests for proposals, contracts, and service level agreements.
coordinated internally
and externally Considerations and Guidelines:
e Identify one or more specific roles or positions that will be responsible and
accountable for planning, resourcing, and executing C-SCRM activities. [SP1305],
IR8276
e  Establish a known set of security requirements or controls for all suppliers.
Especially robust security requirements should be used for critical suppliers
during procurement. [IR8276]
GV.SC-04: Suppliers 1, 2: A necessary precursor to managing C-SCRM is knowing your organization’s NIST SP 800-
are known and technology suppliers and determining how critical each one is to your organization 53, Rev 5:
prioritized by criticality and its mission. Not all system components, functions, or services require the same RA-09
level of protection. When considering the criticality of systems or their components, SR-06
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consider applicable laws, regulations, directives, policies, standards, system
functionality requirements, and system and component interfaces and
dependencies.

Considerations and Guidelines:

e Develop criteria for supplier criticality based on, for example, the importance of
the supplier’s products or services to the agency’s business, the sensitivity of
data processed or stored by the supplier, and the degree of the supplier’s access
to the organization’s systems. [SP1305

e  Prioritize suppliers into criticality levels based on agency-specified criteria. See
NIST IR 8179, Criticality Analysis Process Model: Prioritizing Systems and
Components for more information on a structured method for prioritization.

IR8179

e Identify alternative sources of critical components to ensure uninterrupted
production and delivery of products. [IR8276

e Keep arecord of all suppliers prioritized based on the criticality criteria. [SP1305

e Incorporate Al/ML-specific criticality factors into prioritization criteria, such as
the operational impact of Al service unavailability, the sensitivity of data
processed (e.g., passenger/staff data, surveillance video), the degree of
privileged access or connectivity the supplier has, and whether Al outputs could
influence mission- or safety-impacting decisions. [AI-RMF1.0

e Identify where Al components are embedded inside larger procurements (e.g.,
vehicle onboard systems, fare systems, security monitoring platforms) so they
are not missed during critical supplier prioritization.

GV.SC-05: 1, 2: Clearly defining cybersecurity requirements (e.g., software development NIST SP 800-
Requirements to E E S attestations, secure remote access requirements, patching service level agreements 53 Rev. 5:
address cybersecurity [SLAs], vulnerability disclosure policies, incident notification timelines, right-to-audit,
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risks in supply chains and end-of-life/end-of-support commitments) in contracts and agreements SA-04
are established, establishes accountability for suppliers and third parties. It ensures that they SA-09
prioritized, and understand their responsibilities and are held to the same security standards as the SR-06
integrated into transit operator. In defining requirements, encourage suppliers to prioritize SR-03
contracts and other cybersecurity in their own development and delivery processes, which can create a
types of agreements culture of security throughout the supply chain. CISA CPG:
with suppliers and 1.D

Considerations and Guidelines:

other relevant third . . . . . .
e Specify minimum cybersecurity requirements and response expectations in all

parties vendor agreements. For SMTAs, see NIST’s C-SCRM QSG for how to use the CSF
to define and communicate supplier requirements. [SP1305
e Involve staff with cybersecurity knowledge in developing rational and risk-
informed cybersecurity requirements in contracts and SLAs.
e Consider leveraging CISA’s guidance on cybersecurity-relevant questions to ask
OT vendors/suppliers during the procurement process, and the North America
Transit Cybersecurity Consortium’s transit-specific considerations for OT
procurement. [CISA-OT-Secure-By-Demand], [NATCC]
e  Ensure that procurement documents and contracts, such as SLAs, stipulate that
vendors and/or service providers notify the procuring customer of confirmed
security vulnerabilities in their assets within a risk-informed time frame as
determined by the organization. [CISA-CPGs]
GV.SC-08: Relevant 1, 2: Transit services are time-sensitive and critical to the daily lives of passengers. A NIST SP 800-
suppliers and other cybersecurity incident, such as a ransomware attack or data breach, could disrupt 53 Rev. 5:
third parties are E E S operations, delay services, or compromise passenger safety. Suppliers and third CP-08
included in incident parties often have specialized knowledge, tools, and resources to address incidents IR-01
planning, response, involving their systems or products. Including them in planning and response SR-08

and recovery activities
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activities ensures a coordinated and rapid recovery, minimizing downtime and service
disruptions.

Considerations and Guidelines:

e Include key suppliers in incident response, disaster recovery, and contingency
plans and tests. [IR8276], [IR8374R1]

e  Ensure procurement documents and contracts, such as SLAs, stipulate that
vendors and/or service providers notify the procuring customer of security
incidents within a risk-informed time frame as determined by the organization.
[CISA-CPGs]

Informative
References

CISA CPG:
1.D
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Table 8. Subcategory-level Guidelines for the Identify Function

Subcategory Rationale, Considerations, and Guidelines

1: An up-to-date inventory of all hardware—including more difficult to inventory OT
hardware such as wayside devices, onboard vehicle equipment (e.g., computer-aided
dispatch (CAD)/automatic vehicle location [AVL] systems, video surveillance systems,
fare payment devices, Wi-Fi routers, cellular gateways, private cellular core
infrastructure, small cells, distributed antenna systems, network slicing components),
radio communication systems, and station infrastructure—is vital to ensure agencies
know what equipment they have and what security measures are required. Well-
designed inventory management also supports cybersecurity efforts, such as
identifying and addressing security weaknesses, managing equipment configuration
and lifecycles, and controlling device access.

Considerations and Guidelines:

e Maintain a regularly updated inventory of all organizational digital assets,
including OT assets. The inventory should identify each asset and key attributes,
such as criticality, date of receipt, cost/contract number, model, serial number,
manufacturer, supplier information, component type, and physical location. Use
this inventory to support efforts to secure hardware used by transit agencies
across their systems and fleets throughout the asset lifecycle, from design and
development through coding and testing. [CISA-CPGs], [APTA-SS-CCS-WP-005-19]

e Leverage NIST SP 1800-23, Energy Sector Asset Management for an example
implementation of and reference architecture for monitoring industrial control
system assets in an OT network, including those located in remote sites. [SP1800-

23]

Informative
References

NIST SP 800-
53 Rev. 5:
CM-08
PM-05

CISA CPG:
2.A
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Informative
References

ID.AM-02: Inventories 1: Rationale for this Subcategory is similar to ID.AM-01 above. Maintaining NIST SP 800-
of software, services, inventories of software, services, and systems is vital to manage licensing, 53 Rev. 5:
and systems managed updates/patches, and vulnerabilities. AC-20
by the organization Considerations and Guidelines: CM-08
are maintained o . . i . PM-05
e Maintain inventories for all types of software, including commercial-off-the-shelf,
open-source, and custom applications. Software details may include software
name, version, vendor, deployment location (e.g., server, endpoint, controller),
and licensing and expiration details.
ID.AM-04: Inventories 1, 2: Some transit operators rely on external services and vendors for both NIST SP 800-
of services provided by transportation services and general operations. 53 Rev. 5:
suppliers are AC-20
maintained An inventory of services, including cloud services, helps ensure that only authorized SA-09
users and systems have access to specific services, reducing the risk of unauthorized SR-02
access. In the event of a security breach, knowing which suppliers/services are in use
and their associated data flows can help a transit agency respond quickly and
effectively.
Considerations and Guidelines:
e Inventory and record the purpose and details of all external services used by the
organization, including infrastructure-as-a-service (laaS), platform-as-a-service
(Paas), and software-as-a-service (SaaS) offerings; APIs; and other application
services. Where feasible, external information systems providing these services
should be catalogued. Details can include service name, vendor, deployment
location, and licensing and expiration details.
ID.AM-05: Assets are 1: Prioritizing assets based on classification, criticality, and the impact of their loss on | NIST SP 800-
prioritized based on mission execution is essential for effectively allocating security resources. Mission- 53 Rev. 5:
classification, critical systems, also called “crown jewels,” in transit can include operationally- and RA-03
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Critical Assets

criticality, resources, safety-critical systems such as CAD/AVL assets, communications systems and RA-09
and impact on the software (e.g., cellular, radio, satellite), fare payment gateways, train control
mission interfaces, traction power/SCADA, depot charging/energy management, public
information systems, and enterprise identity platforms. Asset prioritization also
supports risk-based decision making and resource allocation across the supply chain,
while criticality helps inform contingency plans and disaster recovery plans.

Considerations and Guidelines:

e Leverage APTA’s Using Asset Criticality to Make More Informed Decisions in a
Transit Agency to provide guidance on how to perform a criticality analysis of
assets and use this analysis for decision making. Asset criticality methods can be
based on consequences of failure, risk of failure, and total cost of ownership.
[APTA-SUDS-TAM-RP-010-21]

e Estimate the degree of impact relative to each critical asset; the likelihood of an
attack by a potential threat; and the likelihood that a specific vulnerability will be
exploited. This can be based on factors such as prior history, attacks on similar
assets, threat intelligence, warnings from law enforcement agencies, consultant
advice, and the company’s own judgment. [APTA-SS-CCS-RP-001-10]

ID.AM-07: Inventories 1: Cataloging and classifying all business data is an essential step in safeguarding data | NIST SP 800-
of data and and ensuring compliance with relevant privacy regulations and security standards 53 Rev. 5:
corresponding (e.g., Payment Card Industry Data Security Standard [PCI DSS]). Identifying and CM-12
metadata for categorizing data based on its sensitivity and importance will help a transit agency

designated data types E S S focus protection efforts where they are most needed. This approach ensures that

are maintained highly sensitive information, such as personally identifiable information (PlI),

payment card information, or other security sensitive information, is secured with
stricter controls, while less critical data is managed with proportionate measures.
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Considerations and Guidelines:

e Identify and document the location of security sensitive information (e.g., Pll,
protected health information, payment card data), some or all of which may
reside in user account information) and the specific system components on
which the information is processed and stored. Include data classification,
ownership, access controls, and retention policies in the inventory.

ID.AM-08: Systems, 1: Actively managing assets throughout their life cycle is essential to maintain NIST SP 800-
hardware, software, security, performance, and compliance across the transit ecosystem. This supports 53 Rev. 5:
services, and data are risk management, operational efficiency, and the secure decommissioning of assets. MA-02
managed throughout SA-03

Enterprise IT typically has established life cycle management processes that may
need to be adjusted for OT systems, which have unique dependencies, vendors, and
service contracts (e.g., warranties). As such, life cycle management processes for OT
may differ from the organization’s IT processes. Cloud services and virtualized assets
may require separate life cycle management practices.

their life cycles

E S S
Considerations and Guidelines:
e  Utilize the system development life cycle (SDLC) process to more efficiently
manage IT systems. Utilize security activities outlined within each phase
developed by NIST SP 800-100 to have a broad understanding of necessary
security activities. [SP800-100], [APTA-SS-ECS-RP-001-14R1]
e  Regularly schedule, perform, document, and review maintenance and repair
activities for all system components to ensure operational integrity and
compliance.
ID.RA-01: 1: Identifying, validating, and recording vulnerabilities is crucial for effectively NIST SP 800-
Vulnerabilities in E S E managing cybersecurity risks. This supports proactive risk mitigation, patch 53 Rev. 5:
assets are identified, management, and secure supply chain practices. Since vulnerabilities can exist in any
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hardware, software, or service, identification and validation are key in prioritizing
remediation.

3: Frontline transit employees are the eyes and ears of every transit system. Bus and
rail operators and maintenance employees, with the appropriate training, can be
crucial in identifying and reporting unusual behavior or anomalies in vehicles,
stations, and facilities that could indicate potential system vulnerabilities.
Organizational development efforts (such as training, policy creation, and cross-team
collaboration) are essential to ensure vulnerabilities are effectively identified,
validated, and recorded. The broader workforce is involved both directly (in technical
roles) and indirectly (through awareness and reporting).

Considerations and Guidelines:

e Ensure all employees are trained in security awareness, behavioral awareness,
and suspicious activity or potential vulnerability reporting. [APTA-SS-SRM-RP-
005-12R1

e  Conduct carefully planned activities (e.g., penetration testing in IT environments,
vulnerability scanning, simulation-based testing, vendor-supervised testing) that
support continuous monitoring and risk assessments of systems to identify,
analyze, and validate potential vulnerabilities. For safety-certified systems (e.g.,
vital programmable logic controllers (PLCs), train control, interlocking), limit
penetration testing to vendor-approved methods that do not compromise safety
certification.

e Monitor sources of cyber threat intelligence for information on new
vulnerabilities in products and services.

e  Ensure that third parties with demonstrated expertise in (IT and/or OT)
cybersecurity regularly validate the effectiveness and coverage of an
organization's cybersecurity defenses. Validation exercises, which may include

Informative
References

CA-02
CA-07
CA-08
RA-03
RA-05
SI-04

SI-05

CISA CPG:
2.C
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penetration tests, bug bounties, incident simulations, or table-top exercises,
should include both unannounced and announced tests. [CISA-CPGs]

Informative
References

and tracked

feasible—which may, in turn, lead to delayed implementation or necessary trade-off
decisions.

Considerations and Guidelines:
e  Establish a configuration management control that includes a risk/impact
analysis of proposed changes prior to implementation; explicit

ID.RA-05: Threats, 1: Realistic and actionable risk models depend on a thorough understanding of NIST SP 800-
vulnerabilities, threats, vulnerabilities, likelihoods, and impacts to both IT and OT assets and systems. | 53 Rev. 5:
likelihoods, and Risk models built around this understanding ensure a complete view of the RA-03
impacts are used to organization’s risk posture and enable informed decision-making. RA-07
u.ndersta‘nd |nhe.rent Considerations and Guidelines:
risk and inform risk . . . .
respese et . C.onc!uct' risk assessment's to understam;l the |r1herent risk present, determline the

risk likelihood and magnitude of harm (including any adverse effects), and inform

appropriate risk response options. Develop risk response options that enable the

ability to address impacts appropriately. For more information on conducting

security risk assessments, see APTA SS-SIS-S-017-21, Security Risk Assessment

Methodology for Public Transit. [APTA-SS-SIS-S-017-21]

o Develop a threat and vulnerability assessment (TVA) as part of a Safety and

Security Certification Verification Report (SSCVR). Incorporate physical and

cybersecurity threat and vulnerability assessment mitigation measures into a

system’s overall safety and security requirements. [APTA-SS-ISS-RP-008-24]
ID.RA-07: Changes and 1: Managing changes and exceptions is crucial for maintaining operational integrity NIST SP 800-
exceptions are and adapting to new requirements or technologies. To achieve this, processes for 53 Rev. 5:
managed, assessed for addressing vulnerabilities often use a risk-based approach that takes operational CM-03
risk impact, recorded, constraints into account—such as situations where patching OT devices is not CM-04
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approval/disapproval prior to implementation; documentation and retention of
records of all changes; and monitoring of the impacts of such changes.
e Include OT security and safety personnel in change process management if the
change to the system may impact safety or security. [SP800-82r3]
ID.RA-08: Processes 1: Failure to effectively manage vulnerability disclosures can lead to a transit NIST SP 800-
for receiving, operator’s noncompliance with legal obligations and regulatory requirements, 53 Rev. 5:
analyzing, and jeopardize passenger safety, and undermine stakeholder trust. RA-05
\r/islrr:::adblﬁi%cjo 2: Establishing clear processes for vulnerability disclosures enables transit owners and RA-05(11)
) operators to communicate with suppliers and customers, outline expectations for
disclosures are ) e . CISA CPG:
established addressing vulnerabilities in contractual agreements, and define roles, 2D
responsibilities, and coordinated actions to address potential risks.
Considerations and Guidelines:
e  Establish a process to monitor and scan for vulnerabilities. The process should
E E S . . . e
include a way to share information and scan results, as well as a notification
procedure for relevant stakeholders, so they are aware of issues and can take
remediation actions as appropriate.
e Maintain a public, easily discoverable method for security researchers to notify
(e.g., via email address or web form) a transit agency of vulnerable,
misconfigured, or otherwise exploitable assets. [CISA-CPGs
e Consider using NIST SP 800-216, Recommendations for Federal Vulnerability
Disclosure Guidelines, for guidance on establishing a vulnerability disclosure
program, properly handling vulnerability reports, and communicating the
mitigation and/or remediation of vulnerabilities. [SP800-216]
ID.RA-10: Critical 1, 2: By assessing critical suppliers for cybersecurity and supply chain risk prior to NIST SP 800-
suppliers are assessed E E S acquisition, a transit operator can proactively identify and mitigate threats to OTand | 53 Rev. 5:
prior to acquisition IT systems—such as signaling systems, dispatch systems, communications, fare SR-06
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collection systems, vehicle onboard systems, and operations control centers. This
ensures that suppliers align with transit-specific security and compliance
requirements and protect their operations and data. This is a fundamental part of a
robust supply chain risk management strategy and helps the operator maintain a
strong cybersecurity posture.

Considerations and Guidelines:

e Review suppliers to identify potential supply chain-related risks.

e Understand associated security impacts when integrating legacy and newer
assets and systems or modernizing IT/OT. [APTA-SS-CCS-RP-006-23]

Informative
References

ID.IM-02:
Improvements are
identified from
security tests and
exercises, including
those done in
coordination with
suppliers and relevant
third parties E E S

1, 2: Engaging both internal and external stakeholders—such as operations control
center staff, maintenance teams, fare collection and IT systems personnel, and
contractors—in security tests and exercises to identify potential incident response
strategies and areas for improvement in advance. Involving all relevant parties in this
process helps uncover necessary updates to policies, processes, and procedures,
ultimately enhancing overall operational effectiveness. These exercises evaluate not
only the capability and impact of external adversaries attempting to breach the
network but also the potential actions of internal threats or an “assume breach”
scenario. Evaluation identifies improvement opportunities, and improvement
planning provides a disciplined process for implementing corrective actions.

Considerations and Guidelines:

e Conduct tabletop exercises with key stakeholders. Organize tabletop exercises
with staff involved in incident responses to simulate different cyber attack
scenarios, helping everyone understand roles and improve response
coordination. Ensure that any third-party cybersecurity or IT service providers, as
well as OT suppliers/vendors, are included in tabletop exercises and are aware of
the business’s SLA expectations.

NIST SP 800-
53 Rev. 5:
CA-02
CA-05
CP-01
CP-02
IR-01
IR-04
IR-08
RA-03
RA-05
RA-07
S1-02
SI-04

CISA CPG:
1.C
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e  Prepare, maintain, update, and regularly drill IT and OT cybersecurity incident
response plans for both common and organizationally specific (e.g., locality)
threat scenarios and tactics, techniques, and procedures (TTPs). When
conducted, tests or drills are as realistic as feasible. Incident response plans are
drilled at least annually and are updated within a risk-informed time frame
following the lessons learned portion of any exercise or drill. [CISA-CPGs

e Consider leveraging the Integrated Preparedness Plan process to develop
planning, training, and exercise cycles. Refer to APTA SS-SEM-S-004-09, Rev. 2,
Transit Exercises, for minimum practices for conducting transit exercises,
including cybersecurity exercises. [APTA-SS-SEM-S-004-09R2]

Informative
References

ID.IM-04: Incident
response plans and
other cybersecurity
plans that affect
operations are
established,
communicated,
maintained, and
improved

1, 2: Establishing and maintaining incident response and other cybersecurity plans
(e.g., contingency plans, vulnerability management plans) supports a transit agency’s
mission and operation. While the robustness of implementing these plans will vary,
these plans establish direction and guidance to transit agencies, enable proactive
responses, and improve resilience to cyberthreats.

Considerations and Guidelines:

e Incorporate lessons learned into plans as part of achieving overall continuity of
mission and business functions. Plans may include contingency, incident
response, and system security plans.

e Develop and maintain a current Cybersecurity Incident Response Plan to address
potential cybersecurity incidents affecting rail systems or facilities, minimizing
the risk of operational disruptions and other significant impacts on critical
business functions. [TSA-SD-1582-21-01C]®

NIST SP 800-
53 Rev. 5:
CP-02

IR-08

PL-02

SR-02

& While having an incident response plan is considered a cybersecurity best practice, it is important to recognize that not all organizations are bound by the TSA Security Directive (SD). This
requirement applies specifically to certain transit agencies.
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e Consider developing Industrial Control System (ICS)-aligned cyber incident
playbooks that integrate IT, OT, operations, and external parties (e.g., TSA, FTA,
local emergency management).
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Table 9. Subcategory-level Guidelines for the Protect Function

Subcategory Rationale, Considerations, and Guidelines

Informative
Reference

PR.AA-01: Identities 1: Implementing robust identity and access management practices allows a transit NIST SP 800-
and credentials for agency to safeguard sensitive information and critical systems, such as wayside and 53 Rev. 5:
authorized users, station monitoring and management (i.e., OT) equipment, by ensuring that only AC-01
services, and authenticated and authorized entities have access. These practices should also AC-02
hardware are extend to vendor and third-party user accounts. AC-14
mana_ged_by il Considerations and Guidelines: 1A-02
organization . 1A-03
e Carefully manage administrator, shared, and vendor accounts for support IA-04
through established processes to mitigate risks. Restrict use of shared accounts, IA-05
when possible.
E S e Provision unique and separate credentials for similar services and asset access on CISA CPG:
IT and OT networks. [CISA-CPGs] 30 '
e Store credentials securely using a credential/password manager, vault, or other 3'D
privileged account management solution. [CISA-CPGs 3.K
e Ensure users do not (or cannot) reuse passwords for accounts, applications,
services, etc. [CISA-CPGs
e  Assign service account/machine account passwords that are unique from all
member user accounts. [CISA-CPGs
e  Physically label authorized hardware with an identifier for inventory and
servicing purposes. [IR8183r2]
PR.AA-03: Users, 1: Many OT systems continue to rely on default passwords, lack robust credential NIST SP 800-
services, and E S management systems, and fail to implement policies for deleting old accounts, 53 Rev. 5:
hardware are enforcing password changes, or ensuring password complexity. These gaps can AC-07
authenticated AC-12
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significantly increase the risk of unauthorized access, compromising the security of
critical operational systems. CISA CPG:
Considerations and Guidelines: ;:
e Use MFA for all IT accounts, cloud accounts, and remote access services, 3:E
prioritizing high-risk and privileged accounts. [CISA-CPGs], [CISA-Cloud-IAM- 3F
Practices]
e Change default passwords for all hardware, software, and firmware before
network connection, including IT assets for OT systems such as administration
web pages. If default passwords cannot be changed, document and monitor
compensating controls for network and login activity. [CISA-CPGs
e Require strong passwords for all password-protected IT and OT assets, when
technically feasible; use passphrases and password managers, and apply
compensating controls with logging, if needed. [CISA-CPGs]
e Limit failed login attempts and take action when limits are reached. [CISA-CPGs
e Implement additional physical access controls and auditing measures to track
access and activity on systems when OT systems cannot accommodate modern
authentication mechanisms. [SP800-82r3
e Use shared accounts with caution. If shared accounts are necessary, ensure their
use is tightly controlled and monitored. [SP800-82r3
e Ensure that authorized personnel can access accounts for safety systems under
emergency conditions. [SP800-82r3]
PR.AA-05: Access 1: Managing access permissions by adhering to the principles of least privilege and NIST SP 800-
permissions, separation of duties is a foundational cybersecurity best practice for protecting 53 Rev. 5:
entitlements, and E S S sensitive data and systems. However, safety must remain a priority when AC-01
authorizations are implementing these solutions. Access control mechanisms must be designed to AC-02
defined in a policy, AC-03
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minimize latency or operational delays that could impact the real-time functionality
of OT devices and safety-critical operations.

In large, distributed transit networks, agencies often rely on third-party technicians
for field changes to cabinets, poles, and wayside enclosures. Remote access for these
vendors is operationally necessary but can undermine network segmentation and
safety controls if it is persistent, unmanaged, or routed around monitored paths.

Considerations and Guidelines:

e  Restrict access and privileges to the minimum necessary. [CISA-CPGs], [CISA-
Cloud-IAM-Practices], [CISA-Cloud-KeyMgmt]

e Require administrators to use separate accounts for non-administrative tasks
(e.g., for business email, web browsing) and reevaluate privileges regularly to
validate the need for elevated privileges. [CISA-CPGs

e Identify and document actions that can be performed on critical systems without
identification or authentication (e.g., emergency stop).

e Review logical and physical access privileges periodically and whenever someone
changes roles or leaves the organization, or when a contract is
expired/terminated; promptly rescind privileges that are no longer needed.

CISA-CPGs]

e Scan for rogue wired or wireless devices attached to control/communications
networks every other month or on a frequency informed by a risk assessment.
[APTA-SS-CCS-RP-004-16]

e Define and document usage restrictions, configuration and connection
requirements, and implementation guidelines for each permitted type of remote
access. Ensure that each type of remote access is authorized before enabling
connection to the system.

Informative
Reference

AC-05
AC-06

CISA CPG:
3.D
3.G
3.H
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e  Consider just-in-time, time-limited connections tied to approved change tickets
or work orders for vendor and contractor remote access, rather than persistent
accounts or always-on tunnels.

e Ensure remote access paths respect established OT network segmentation and
monitoring; prohibit unmanaged backdoor connections (e.g., unvetted cellular
modems or vendor VPNs) that bypass agency firewalls, logging, and change

windows.

PR.AA-06: Physical 1: Physical security is a critical component of a comprehensive cybersecurity strategy | NIST SP 800-
access to assets is for transit agencies. Cyberattacks on OT systems can begin with physical access, such | 53 Rev. 5:
managed, monitored, as plugging unauthorized devices into network ports or tampering with hardware. PE-02

d enfi d . . . . . PE-03
aid EIToree . Many OT assets in the transit sector, such as trackside equipment, substations, and
commensurate with . . - PE-06
risk communication towers, are in remote or distributed areas. These assets are PE-08

particularly vulnerable to theft, vandalism, or tampering. PE-20

By securing physical access points, transit agencies can reduce the risk of cyber-
physical attacks and protect safety- and operationally-critical systems and sensitive
data.

For older transit technology that cannot readily accommodate modern security
controls, well-designed, layered, and enforced physical protections (e.g., controlled
access, tamper-resistant enclosures, monitoring) can be among the most effective—
and sometimes the primary—means of protecting legacy systems.

Considerations and Guidelines:
e Deploy physical monitoring systems (e.g., cameras, sensors, and identification
systems) to monitor facilities and restrict access. [SP800-82r3]
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e House operational and safety-critical electronic equipment in a six-sided physical
enclosure with two-factor authentication to access and warn on unauthorized
physical access. [APTA-SS-CCS-RP-002-13], [APTA SS-CCS-RP-004-16]

e Lock equipment cabinets when not needed for operation or safety; set OT asset
keys of devices (e.g., PLCs, safety systems) to the protected operating mode (e.g.,
RUN, OPERATE, or equivalent manufacturer-specific designation) unless
maintenance activities require otherwise. [SP800-82r3

e Implement a key management system to manage and secure physical keys.

SP800-82r3

e Extend physical access control beyond physical hardware storage to include the
location of communication transmission wires, electric power sources, HVAC
systems, and other resources linked to IT infrastructure. [APTA-SS-ECS-RP-001-
14R1]

e  Assess the security controls at remote locations and analyze their potential
impact on the overall system, with a focus on how weaker security at these sites
could influence the broader network. Use this evaluation to prioritize the
implementation of additional or enhanced controls based on risk. [SP800-82r3

e Consider environmental, legal, and regulatory factors when designing physical
access controls. [SP800-82r3]

PR.AT-01: Personnel 3: Consistent and targeted training for all staff, including frontline workers—drivers, NIST SP 800-
are provided with dispatchers, and technicians—plays a critical role in fostering efficiency and safety 53 Rev. 5:
awareness and across operations. AT-02
MLl T 13 S S E Considerations and Guidelines: AT-03
possess the e Provide initial cybersecurity training for new employees prior to accessing

knowledge and skills CISA CPG:
to perform general systems. [CISA-CPGs] 3.
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e Conduct at least annual training for all organizational employees and contractors
in recognizing social engineering attempts and other common attacks, reporting
suspicious activity, complying with acceptable use policy, and performing basic
cyber hygiene tasks such as selecting and protecting passwords. [CISA-CPGs]

Informative
Reference

PR.AT-02: Individuals
in specialized roles are
provided with
awareness and
training so that they
possess the
knowledge and skills
to perform relevant
tasks with security
risks in mind

1, 2, 3: Provide additional training for individuals with specialized roles in operating
buses and rail systems and incident response, as well as for those in leadership
positions, to prepare them for responding appropriately in both normal and adverse
operating situations. Emphasize training as essential for delivering services and
maintaining safe operations. Training and awareness should prepare the transit
workforce with skill sets to safely manage existing and emerging technologies,
possess knowledge of new cyber and operational risks not present in legacy
environments, and train the workforce on risks of unauthorized and/or immature
tools and technologies.

Considerations and Guidelines:

e Create a training program for employees, vendors and partners around transit
agency control and communications security. [APTA-SS-CCS-RP-004-16]

e Provide adequate training for employees in security-sensitive positions to
identify and respond to potential threats. [49-CFR-1582.113]

e Implement training programs for software developers to recognize coding flaws,
incorporating the NIST Secure Software Development Framework (SSDF) to guide
secure coding practices; ensure software development management provides
secure coding training and uses testing tools, techniques, and industry best
practices, such as DevSecOps, to identify and address flaws in software. [SP800-
218rl-ipd], [APTA-SS-CCS-RP-004-16]

NIST SP 800-
53 Rev. 5:
AT-03

CISA CPG:
3.
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e Conduct OT-specific cybersecurity training for personnel who maintain or secure
OT as part of their regular duties, in addition to basic cybersecurity training, on at
least an annual basis. [CISA-CPGs

e Provide role-based training for personnel who procure, configure, develop,
operate, or rely on Al/ML-enabled capabilities used in transit, such as predictive
maintenance for railcars/buses, traction power/SCADA anomaly detection, bus
battery/charge management optimization, service planning and scheduling
optimization, and security operations center (SOC) analytics. Training should
cover how cybersecurity and privacy risks can arise across the Al/ML lifecycle
(data collection, model development, deployment, monitoring, and updates).

[AI-RMF1.0]

PR.DS-01: The 1, 2: Proper protection of sensitive data at rest, such as through encryption and NIST SP 800-
confidentiality, secure backups, ensures that critical information can be restored quickly in the event | 53 Rev. 5:
integrity, and of a cyber attack, hardware failure, or other incident. When using third-party CA-03
availability of data-at- services, transit agencies should also verify that providers implement robust data CP-09
rest are protected protection measures, including encryption, secure backup procedures, and clear SC-07

recovery processes, to safeguard sensitive information and maintain operational SC-13

continuity. SC-28

E E S
Considerations and Guidelines: CISA CPG:
e Use encryption, digital signatures, and cryptographic hashes to protect the 3K ’

confidentiality and integrity of stored data in files, databases, virtual machine
disk images, container images, and other resources.

e  Prohibit the storage of sensitive data, including credentials, in plaintext across
the organization, and ensure access is restricted to authenticated and authorized
users. [CISA-CPGs]
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e Protect and control portable storage devices containing sensitive transit agency
data-at-rest while in storage, to include cloud storage. [CISA-Cloud-Secure-Data]

e  Perform a risk analysis to determine how data-at-rest is protected by vendors or
third-party service providers and whether additional protections should be
implemented.

PR.DS-02: The 1: Implementing and configuring encryption in transit is critical to protecting the data | NIST SP 800-
confidentiality, of the agency and its users. However, in transit environments, signaling and control 53 Rev. 5:
integrity, and systems have strict timing requirements that operators must understand and CA-03
availability of data-in- manage. System managers therefore must consider the risk that any added latency SC-07
transit are protected from security controls (to include encryption) could negatively impact operational SC-11
performance. SC-13
Considerations and Guidelines: CISA CPG:
e  Monitor transit systems at the external boundary and at key internal points to 3K ’
detect unauthorized information flows.
E S S e Use secure socket layer/transport layer security (SSL/TLS) to protect data in
transit when feasible. [CISA-CPGs], [CISA-Cloud-Secure-Datal]
e Identify and replace weak or outdated encryption with strong algorithms;
prepare for post-quantum cryptography. [CISA-CPGs
e  Encrypt OT communications, especially for remote or external connections, and
where latency issues would not impact operations. [CISA-CPGs
e Document latency impact of security controls and confirm that the resulting
end-to-end performance remains within the limits/thresholds defined by
applicable safety standards (such as IEC 62280) and/or agency-specific
requirements.
PR.DS-11: Backups of 1: Regularly backing up operational systems and tracking the physical location of NIST SP 800-
E S S - . . NI
data are created, backups are essential for ensuring rapid recovery from cyber incidents, hardware 53 Rev. 5:
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protected, maintained, failures, or data loss. Special attention should be given to systems whose loss may CP-06
and tested interrupt service or compromise safety. CP-09
Considerations and Guidelines: CISA CPG:
e  Back up all operational systems regularly based on a risk assessment, but no less 30 ’
than annually. [CISA-CPGs
e  Backup frequency should be based on each system’s risk and criticality and be
aligned with defined recovery time objectives and recovery point objectives.
e  Establish processes and procedures for maintaining and validating backup OT
configuration settings to maintain system availability and prevent the loss of data
in the event of accidental or adversary-initiated configuration changes.
e Periodically test data backup and restore capabilities so that OT backup systems
are available when the need arises. [SP800-82r3
e Maintain a list of system backups, test them for reliability and integrity, and store
backup procedures separately in a centralized location. [SP800-82r3
e Track the physical location of backups. [SP800-82r3
e Consider the use of immutable storage (e.g., write once, read many [WORM]
storage), which could help further isolate and protect recovery data. [SP800-209]
e  Store backups separately from source systems, test procedures for restoring
from backup at least annually, and include documentation on OT assets including
configurations, roles, PLC logic, engineering drawings, and tools. [CISA-CPGs
e  Evaluate accounts with access to backups and limit to those administrators who
directly maintain and test backups. [CISA-Cloud-Secure-Data]
PR.PS-01: 1: Proper configuration management helps maintain up-to-date software and NIST SP 800-
Configuration E S S hardware, reducing the risk of vulnerabilities caused by outdated or misconfigured 53 Rev. 5:
management practices systems. Change management in both IT and OT must consider their impacts on each | CM-01
other, especially at points of integration and where shared services exist. CM-02
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Informative
Reference

are established and Configuration management oversight extends to ensuring visibility into change CM-03
applied orders, as even seemingly innocuous changes to networks can have significant CM-04
consequences across both environments. By standardizing and monitoring CM-05
configurations, transit agencies can enhance system integrity, streamline CM-09
maintenance, support compliance with regulatory standards, and protect the
infrastructure that underpins daily operations. CISA CPG:
Considerations and Guidelines: 3N
e Document baseline and current configurations for all critical IT and OT assets to
improve vulnerability management, response, and recovery. Perform and track
periodic reviews and updates. Retain previous versions of the baseline
configuration to support rollback. [CISA-CPGs], [APTA-SS-CCS-RP-004-16]
e Use a centralized or distributed configuration management system, whether
manual or software-based, to manage software, executables, and configuration
files for each safety- and operationally-critical device. [APTA-SS-CCS-RP-004-16]
e Configure systems to provide only required capabilities. Review the baseline
configuration and disable unused capabilities. Conduct security impact
assessments in connection with change control reviews.
PR.PS-02: Software is 1: Proper maintenance of software through patching, removal, or replacement NIST SP 800-
maintained, replaced, ensures that systems remain functional, secure, and up to date. A transit agency 53 Rev. 5:
and removed should be able to confirm the integrity of files on each PLC or controller in safety- CM-11
commensurate with critical systems. SI-02
LS € > In transit environments, vulnerability management must also balance the need for 3107
timely patching with the operational reality that many systems cannot be easily taken CISA CPG:
offline. 3.p ’
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Considerations and Guidelines:

e Require approval for installing or deploying new software/software versions;
maintain a risk-informed allowlist of approved items. [CISA-CPGs

e Test patches in OT environments before deployment, establish recovery plans,
and schedule updates during maintenance windows. [SP800-82r3

e  For agencies without dedicated OT test environments, use a risk-based approach
to patching. This could include vendor-validated patch testing where available,
staged deployment during planned maintenance windows with defined rollback
procedures, and documented acceptance criteria (e.g., expected behavior,
performance, and monitoring checks) based on vendor guidance and system
criticality.

e  Apply compensating controls, such as network isolation and physical access
restrictions, for OT systems with unsupported software that cannot be patched
or updated. [SP800-82r3

e Verify host file integrity using cryptographic checksums on safety-critical
controllers, such as vital PLCs, except where large or complex file structures
make this impractical. [APTA-SS-CCS-RP-002-13]

e Limit remote vendor access to temporary, security-controlled sessions for
installation or maintenance tasks. [SP800-82r3]

Informative
Reference

PR.PS-03: Hardware is
maintained, replaced,
and removed
commensurate with
risk

1: By prioritizing hardware maintenance actions according to risk, a transit agency
can address vulnerabilities proactively, minimize the likelihood of failures or security
breaches, and optimize resource allocation. This approach helps prevent the
continued use of unsupported or obsolete devices, reduces exposure to cyber and
operational risks, and supports the overall safety and integrity of critical
infrastructure.

NIST SP 800-
53 Rev. 5:
CM-07(09)
SC-49

SC-51

CISA CPG:
3.P
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Considerations and Guidelines:

e Require approval for installation or deployment of new hardware or firmware,
maintain a risk-informed allowlist of approved assets and versions, and align OT
asset changes with defined change control and testing activities. [CISA-CPGs

e Inspect maintenance tools brought into the agency (e.g., diagnostic test
equipment, network taps, and laptops). Scan maintenance tools and portable
storage devices for malicious code before they are used on transit systems.

e Disable or secure any unnecessary USB ports or other entry ports on safety-
critical devices and equipment, as well as on publicly accessible systems such as
ticketing machines, passenger information displays, and other vehicle, station, or
track-based equipment. [APTA-SS-CCS-RP-002-13]

e Document device maintenance and related issues, record hardware no longer
maintained or manufactured, and develop end-of-life plans for unsupported
devices. [SP800-82r3

e Implement an asset disposal program that includes wiping or destroying critical
information or media before disposing of information-bearing assets. [SP800-

82r3]
PR.PS-04: Log records 1: Audit logs enable accountability and support forensic investigations by showing NIST SP 800-
are generated and when cybersecurity measures were active and when issues occurred. Regular analysis | 53 Rev. 5:
made available for of logs helps identify unexpected conditions. AU-02
continuous monitoring Considerations and Guidelines: AU-03
E S S . . o AU-11
e Collect and store access- and security-focused logs for detection and incident AU-12
response; notify security teams when critical log sources are disabled. [CISA-
CPGs] _ o . CISA CPG:
e  Collect network traffic and communications for OT assets lacking standard logs. 3.Q
[CISA-CPGs] '
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e Compare and synchronize the internal system clocks to an authoritative time
source (e.g., Network Time Protocol [NTP] server, radio clock, Global Positioning
System [GPS]) to maintain consistent timestamps across all systems.

e Store logs in a central system accessible only to authorized, authenticated users,
and retain logs for a duration based on risk or regulatory requirements. [CISA-
CPGs]

e For additional guidance on logging, refer to “Best Practices for Event Logging and
Threat Detection,” published by the Australian Cyber Security Centre (ACSC) in
partnership with CISA, the U.S. National Security Agency, and other international
partners. This document outlines recommended log sources, retention practices,
and analysis techniques to improve detection of cyber threats and support
effective incident response. [ACSC-Logging-Best-Practices]

Informative
Reference

PR.IR-01: Networks
and environments are
protected from
unauthorized logical
access and usage

1: Transit agency cybersecurity and safety engineers should work together to
document and justify that network protections—particularly for safety-certified OT
systems like communication-based train control and vital interlockings—do not
introduce unacceptable latency or adversely affect certified operation of the system.
This can help avoid triggering recertification by demonstrating that changes are
isolated and non-intrusive.

Modern rail vehicles contain complex internal communication networks that
interconnect safety-critical train control systems (e.g., braking, door control) with
non-critical passenger service systems (e.g., passenger Wi-Fi, ticketing). Without
segmentation and monitoring of these networks, there is an increased risk that
vulnerabilities or compromises in non-critical systems could be leveraged to affect
safety-critical functions.

NIST SP 800-
53 Rev. 5:
AC-03

SC-07

CISA CPG:
3.1
3.5
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Additionally, when vehicles are coupled into multi-consist formations, inter-consist
communication links may become an important attack surface if they are not
sufficiently protected and monitored.

In geographically distributed transit environments, OT network segmentation should
extend consistently across depots, yards, wayside signaling backhaul, and
station/enterprise interconnects.

Considerations and Guidelines:

e  Configure applications and external network connections to block unauthorized
access by using firewalls, closing unnecessary ports, enforcing authentication,
using encrypted connections like SSL, monitoring data exchange, and
incorporating network segmentation where appropriate (e.g., isolate identity
federation servers from cloud environments). [APTA-SS-ECS-RP-001-14R1], [CISA-
Cloud-IAM-Practices], [CISA-Cloud-Segmentation]

e  Protect attack points at vehicle and field/roadside environments by
implementing safeguards that limit authorized access to equipment and record
attempts at unauthorized access to networks (e.g., value-added network) and in-
vehicle control networks such as engine, steering, and braking networks on
buses. [APTA-SS-CCS-WP-005-19]

e Incorporate network segmentation as a primary strategy to mitigate risks from
external connections and new infrastructure, such as battery-electric bus
charging systems that connect to and communicate with external charge
management and grid systems. Design OT network segmentation across depots,
yards, wayside signaling backhaul, and station/enterprise interconnects to
minimize lateral movement. [IR8473], [IR8374R1]

52



NIST IR 8576
August 2026

NIST CSF 2.0
Subcategory

)]
i =
-
)]
>
(<]
-
Q
E
=
(%2}
=]
o
=]
(=
=
[=
o
O
o

2. Collaborate with Partners
Organization and Workforce

1. Secure and Manage
and Suppliers

Critical Assets

Transit Cybersecurity Framework
Community Profile

Subcategory Rationale, Considerations, and Guidelines

e Deny all connections to the OT network by default unless explicitly allowed for
specific system functionality and ensure necessary communications between IT
and OT networks pass through monitored intermediaries such as firewalls,
bastion hosts, jump boxes, or demilitarized zones (DMZs) that capture network
logs and only allow connections from approved assets. [CISA-CPGs

e Enforce OT network isolation using unidirectional gateways, such as data diodes,
to support one-way data transfer from OT to the corporate network, minimizing
exposure and ensuring that no remote access into OT is required. [SP800-82r3]

Informative
Reference

situations

contracts, along with an understanding of how other entities in an agency’s supply

PR.IR-02: The 1: Physical risks such as fires, failures in heating and air conditioning systems, NIST SP 800-
organization’s flooding, and other natural disasters may cause service interruption and damage 53 Rev. 5:
technology assets are equipment or data. CP-02
pro?ected from Considerations and Guidelines: PE-09
environmental threats . . . . PE-10
e Implement and enforce policies and regulations regarding environment PE-11
protection systems (e.g., emergency and safety systems, fire protection systems, PE-12
and environment controls) for transit systems. Protections should be PE-13
implemented in consideration of the risks and relative impacts to transit agency PE-14
IT and OT systems. PE-15
e Include considerations for local environmental threats, such as floods, fire, wind, PE-18
and excessive heat and humidity, in site-specific evaluations. [SP800-82r3],
[APTA-SS-ECS-RP-001-14R1]
PR.IR-03: Mechanisms 1: Identifying and mitigating critical risks, including single points of failure, in transit NIST SP 800-
are implemented to systems is essential for maintaining availability, data integrity, security, and 53 Rev. 5:
achieve resilience operational resilience. Employing redundancy, decentralization, regular testing, and CP family
requirements in robust security measures help minimize vulnerabilities, ensure continued service, and | IR family
normal and adverse rapid recovery from failures. Resiliency measures should be clearly defined in SC-39
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chain address adverse situations. Ensuring the availability of transit services is a top
priority, and it is essential to incorporate resilience mechanisms, such as including
backup suppliers or alternative sourcing agreements in contracts, into supply chain
management for this sector.

Considerations and Guidelines:

e Develop contingency plans to identify alternative locations for business
operations and information security in the event that buildings are
compromised. [APTA-SS-ECS-RP-001-14R1]

e Identify and implement redundancies to ensure uninterrupted service. [APTA-SS-
ECS-RP-001-14R1]
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Table 10. Subcategory-level Guidelines for the Detect Function

Organization and Workforce

Subcategory Rationale, Considerations, and Guidelines

1: A transit operator should be able to monitor IT and OT networks, systems, and
services. Operators should seek to enable detection and alerting of anomalous
activities and events or unusual activity where technically feasible, while planning and
building the capability to do so across legacy systems and infrastructure, as needed.

Complicating this responsibility is the fact that transit OT systems use a mix of
industry-standard and proprietary signaling protocols deployed by the operator or
vendor.

Safety-critical OT systems such as positive train control, communications-based train
control, centralized traffic control, interlockings, and traction power SCADA should be
continuously monitored for cyber threats without altering certified configurations or
affecting safety integrity levels.

Considerations and Guidelines:

e Develop and implement access management, configuration management, and
continuous monitoring strategies and practices to enable transit agencies to
safeguard transit systems and networks; have practices and procedures in place
to detect potentially adverse events.

e Consider using passive network monitoring techniques on safety-critical OT
networks to observe OT traffic without impacting safety certifications.

e Where possible, agencies should use tools that understand OT- and rail-specific
protocols to detect anomalous commands or unexpected state changes in
trackside or onboard equipment, alongside traditional network-layer indicators
of compromise. For SMTAs, consider implementing layered, lower-complexity

Informative
Reference

NIST SP 800-
53 Rev. 5:
AC-02
CA-07
CM-03

SI-04
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Critical Assets

controls (network baselining, simple allowlists, log collection, and strict change
management) and document residual risk and compensating controls.

e Include wired and wireless networks, network communications and flows,
network services (e.g., Domain Name System [DNS] and Border Gateway
Protocol [BGP]), and the presence of unauthorized or rogue networks in system
monitoring practices. [SP800-61r3

e Ensure OT cybersecurity personnel are part of the diagnostic process of
interpreting alerts provided by network monitoring tools. [SP800-82r3

e Subject system use monitoring solutions and sensors to extensive testing and
implementation in a test environment before deploying to devices in the OT
system. [SP800-82r3

e Improve incident detection using enterprise incident management systems as
part of a holistic approach to incident response. [APTA-SS-ECS-RP-001-14R1]

DE.CM-02: The 1: Transit assets are highly accessible to the public, which can increase the risk of NIST SP 800-
physical environment adverse events affecting transit IT, OT, and data. As a result, it is essential to 53 Rev. 5:
is monitored to find implement monitoring tools and techniques within the physical environment to CA-07
potentially adverse protect transit assets and identify potential adverse events as part of an effective PE-03
events incident response strategy. PE-06

E S S Considerations and Guidelines:

¢ Implement monitoring capabilities, such as video surveillance systems (VSS),
closed-circuit television (CCTV), and intrusion detection systems (IDS) that can
detect and alert transit agencies to potential threats and physical attacks to
transit assets. [APTA-SS-SIS-S-010-13R1]

e  Monitor physical environments, including all successful and failed access
attempts into all controlled areas, the movement of people and equipment into
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Subcategory Rationale, Considerations, and Guidelines

and out of secure areas of facilities, and signs of tampering with physical access
controls. [SP800-61r3

e Develop and implement continuous monitoring strategies and practices that
enable transit agencies to execute monitoring activities for physical
environments and assets in those environments. This includes monitoring and
implementing physical access controls to prevent access to non-public areas and
assets.

e Implement layers of physical security for transit assets (e.g., camera pointed
toward electronic equipment cabinets in buses to monitor and record
unauthorized access attempts). [APTA-SS-CCS-WP-005-19]

e  Establish physical presence and patrols at critical infrastructure locations in
addition to cybersecurity measures. [APTA-SS-ISS-RP-007-24]

Informative
Reference

DE.CM-06: External
service provider
activities and services
are monitored to find
potentially adverse
events

1: Transit operators that depend on external service providers require robust systems
to protect, detect, and contain malicious or suspicious events that could put a transit
operator and its assets at risk. Real-time visibility enables early identification of
threats, making detection capabilities essential for ensuring the safety and security of
assets from both cyber and operational standpoints.

2: External service providers—such as vendors, supply chain partners, and managed
security service providers (MSSPs)—often exercise significant control over the
security of the activities or services they deliver, including OT, cloud solutions, threat
detection, and subscribed systems. Consequently, the ability to detect potentially
adverse events depends on these providers implementing effective monitoring tools,
techniques, and capabilities to identify deviations from expected behaviors. Transit
agencies may formalize their monitoring expectations through documentation such
as contracts or MOUs and may require enhanced communication protocols when
potential events are detected.

NIST SP 800-
53 Rev. 5:
CA-07

SA-04

SA-09

SI-04
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Considerations and Guidelines:

e Conduct ongoing security monitoring of external service providers’ remote and
onsite activities on transit systems (e.g., unauthorized external personnel,
activities, connections, devices, access points, software).

e  Monitor activity from cloud-based services, internet service providers, and other
service providers for deviations from expected behavior. [SP800-61r3

e  Establish procedures and processes to meet the security requirements expected
of external service providers, enabling effective detection of potential adverse
events. [APTA-SS-ECS-RP-001-14R1]

DE.CM-09: Computing 1: Similar to Subcategories DE.CM-01 and DE.CM-06. Hardware, software, runtime NIST SP 800-
hardware and environments, and their data are critical to transit agencies’ infrastructure and 53 Rev. 5:
software, runtime enterprise information systems. CA-07

i t d . . - CM-06
;:;/ilrr(;r;:;eanr:, an Considerations and Guidelines: CM-11

e Establish configuration settings to keep track of hardware, software, and runtime

monitored to find . . ) . - SI-04
. environments, as well as important data, to help identify potential issues.
potentially adverse o . . . .
events E S S Monitoring activities may include regularly checking for unauthorized software
installations, reviewing access logs (e.g., user, managed service provider [MSP])
for unusual activity or authentication attempts, and keeping an eye on email and
file sharing services for signs of malware or data leaks. [SP800-61r3], [APTA-SS-
SIS-5-010-13R1], [CISA-Cloud-MSP-Risk]
e Periodically compare systems to known good configurations to spot any
unexpected changes that might indicate tampering or compromise. [SP800-
61r3], [APTA-SS-ECS-RP-001-14R1]
DE.AE-02: Potentially 1: Analyzing potentially adverse events (e.g., multiple failed login attempts, NIST SP 800-
adverse events are E S S unplanned shutdowns, unusually heavy network traffic, unauthorized communication | 53 Rev. 5:
analyzed to better to external IPs) enables transit agencies to determine whether an incident is genuine | AU-06
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understand associated or a false positive, and to take the necessary actions to protect assets and maintain CA-07
activities uninterrupted or minimally disrupted services. Automated tools, such as security IR-04

information and event management (SIEM) and security orchestration automation SI-04

and response (SOAR) systems, can accelerate the monitoring and identification of
events that warrant further examination by staff.

Considerations and Guidelines:

e Review audit records (e.g., logs), which may provide further insight into
suspicious activity or a potential threat that requires further investigation. [APTA-
SS-CCS-RP-006-23]. Use of automated tools can improve detection accuracy and
provide details related to a threat actor. Manually review log events where
automation is not appropriate. [SP800-61r3], [APTA-SS-CCS-RP-006-23]

e Conduct analysis combined with other data points to process potential threat
activities and disseminate information to appropriate recipients. [APTA-SS-CCS-
RP-006-23

e  For SMTAs: Consider partnering with an MSSP to provide monitoring and
response capabilities; leveraging cloud-native tools and/or open-source security
tools that offer basic automation and monitoring features; and collaborating with
other local organizations and industry groups (e.g., information sharing and
analysis centers [ISACs]) to share resources, threat intelligence, and best
practices.

e For OT environments, adverse event analysis should use baselines of normal
communication patterns across train control and SCADA systems. Deviations
from these baselines—such as unusual command sequences to interlocking or
switch controllers, communications between wayside devices that do not
typically interact, configuration changes to PLCs or remote terminal units outside
approved maintenance windows, or atypical data flows between onboard and
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trackside equipment—can indicate potential compromise even when traditional
IT-centric indicators are absent.

Informative
Reference

DE.AE-06: Information
on adverse events is
provided to authorized
staff and tools

1, 2: Comparable to Subcategory DE.AE-02, once an adverse event is confirmed,
relevant information should be shared with authorized personnel and systems to
support recommendations for appropriate actions. By combining automated tools for
rapid information correlation with human expertise and analysis, a transit agency can
respond swiftly and make informed, risk-based decisions to safeguard assets,
maintain service continuity, and communicate promptly with both internal and
external stakeholders.

Considerations and Guidelines:

E E S e Coordinate with personnel and provide the appropriate tools for them to
respond and provide operations within the context of adverse events and
elevated threats. [APTA-SS-ISS-RP-007-24]

e Implement automated anomaly detection through use of tools (e.g., SOAR) that
can support a 360-degree perspective of an incident. Provide information to
appropriate staff (e.g., analysts) for evidence-gathering, investigation, and
recommendations on the best course of action. [APTA-SS-CCS-RP-006-23]

e Designate a Cybersecurity Coordinator (and alternate, if appropriate) to work
with appropriate law enforcement and emergency response agencies to manage
security incidents. [TSA-SD-1582-21-01C]’

NIST SP
800-53 Rev.
5:

PM-16

7 It is important to note that not all organizations are bound by the TSA Security Directive (SD). This requirement applies specifically to certain transit agencies.
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Table 11. Subcategory-level Guidelines for the Respond Function

Subcategory Rationale, Considerations, and Guidelines

Informative
References

RS.MA-01: The 1, 2, 3: Transit agencies should be prepared to manage incidents quickly to protect NIST SP 800-
incident response plan service delivery and sensitive data. They may coordinate response efforts across 53 Rev. 5:
is executed in different teams or asset types (IT and OT) for consistency. Effective incident response | IR-06
coordination with requires clear documentation and communication among stakeholders, including IR-07
relevant third parties event confirmation, notifications, and alerts. Plans should also address supply chain IR-08
once an incident is disruptions. SR-08
G Considerations and Guidelines:
e  Establish formal agreements and communication channels with third parties
(e.g., local police/fire/emergency medical services [EMS], external vendors,
digital forensic services) in advance of a security incident to enable rapid and
effective incident response.
e For OT environments: Work with external vendors, integrators, or suppliers to
ensure they can effectively handle incidents involving embedded components
and devices. [SP800-82r3
e Follow the transit operator’s response plan for incident reporting, which outlines
who to notify both internally and externally, what details to include, and the
expected timeframe for completing those actions.
e Use technology, where feasible, to expedite incident reporting. [SP800-61r3]
RS.CO-02: Internal and 1, 2: Effective incident communications rely on notifications to stakeholders to NIST SP 800-
external stakeholders promote collaboration. When responding to large-scale or large-impact incidents that | 53 Rev. 5:
are notified of could compromise transit agency assets, reporting and communication are crucial. IR-04
incidents Transit operators should understand their notification requirements and/or policies IR-06
and be prepared to alert internal and external parties, as required. For transit IR-07
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agencies/operators, OT and IT assets may be the responsibility of a single office or SR-03
role, while for others, they may be split between different offices or roles, requiringa | SR-08
transit agency to establish capabilities to disseminate notifications among different
owners. Internal stakeholders (e.g., the organization’s workforce) should have CISA CPG:
training that prepares and enables them with appropriate methods to respond to an 5.B
incident. Transit agencies may also need to report to external stakeholders (e.g.,
vendors, supply chain partners, local law enforcement, and passengers) during
incident response to allow for external collaboration and asset protection.

Considerations and Guidelines:

e Consider maintaining documented policies and procedures specifying the
appropriate external entities to whom confirmed cybersecurity incidents must be
reported, such as state or federal regulators, customers, Sector Risk
Management Agencies (as required), ISACs/ Information Sharing and Analysis
Organization (ISAOs), and CISA, as well as the methods for reporting. [CISA-CPGs

e Provide information to appropriate staff (e.g., analysts) for evidence gathering,
investigation, and recommendations on the best course of action. [APTA-SS-CCS-
RP-006-23

e Report known incidents to CISA and other relevant parties within the time
frames specified by applicable regulatory guidance, or, if no guidance exists, as
soon as it is safely possible to do so. [CISA-CPGs], [TSA-SD-1582-21-01C] &

e Coordinate with and notify internal and external stakeholders of incidents
consistent with incident response strategy and capabilities. Internal personnel
and external stakeholders (e.g., supply chain partners, vendors, external service
providers) may have roles in reporting, responding, and mitigating declared

8 It is important to note that not all organizations are bound by the TSA Security Directive (SD). This requirement applies specifically to certain transit agencies.
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incidents. Agencies may use tracking systems to notify and coordinate with
appropriate personnel and stakeholders (internal and external), especially if
there are established notification agreement requirements on compromises and
potential compromises. Coordinate and perform notifications with appropriate
stakeholders who may have a role in incident coordination or response. [SP800-

61r3]
RS.MI-01: Incidents 2: To contain incidents and prevent further spread or impact to other systems that NIST SP 800-
are contained contain sensitive data or to IT or OT systems and assets, transit agencies should plan 53 Rev. 5:

to coordinate the response with relevant stakeholders. These coordination plans may | IR-04
extend to vendors and supply chain partners, depending on the extent of the incident
and the parties’ roles. Transit agencies may include requirements in contracts or
agreements (e.g., MOUs) to identify, codify, and enforce stakeholder expectations,
roles, and responsibilities, which supports incident mitigation efforts.

Recommendations/Guidelines/Considerations:

e Develop an incident response plan to proactively detect, contain, eradicate and

S recover from a security breach. [APTA-SS-ECS-RP-001-14R1]

e  Consider how the organization would respond, and the additional time required
to coordinate the response, for incidents in which OT components are physically
remote and not continually staffed. The system may need to be designed with
the ability to minimize impacts until personnel arrive on-site (e.g., remote
shutdown or disconnects). [SP800-82r3

e Understand that cyber incident mitigation may involve process shutdowns or
communication disconnects that impact operations and communicate these
impacts during incident mitigation. [SP800-82r3

® |mplement containment procedures to prevent additional damage. Consider if
technologies or their features can be configured to support aspects of automatic

63



NIST IR 8576 Transit Cybersecurity Framework
August 2026 Community Profile

NIST CSF 2.0
Subcategory

Informative

Subcategory Rationale, Considerations, and Guidelines
References

v Q
£ ¢
o
B
ao
g3
>
>

- ©
3 c
8.8
S ®
s N
c c
O ®©
O @
on O

2. Collaborate with Partners

1. Secure and Manage
and Suppliers

Critical Assets

containment in addition to incident handlers performing containment. [SP800-
61r3]
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Table 12. Subcategory-level Guidelines for the Recover Function

Organization and Workforce

Subcategory Rationale, Considerations, and Guidelines

1: Recovery after a cybersecurity incident should be approached systematically, with
a focus on restoring critical operational capabilities to minimize service disruptions
and ensure passenger safety. The primary focus for recovery should be getting transit
systems back online, with a clear emphasis on the tools and systems directly involved
in service delivery, such as signaling systems, vehicle operations, and fare collection
equipment. The order of recovery should be prioritized based on the impact to safety,
service continuity, and passenger experience.

2, 3: Recovery plans should be developed, regularly maintained, and tested to ensure
they remain current and effective in supporting recovery efforts after an incident,
and to prevent outdated information or guidance. Additionally, transit operators
must consider requirements outlined in contracts, MOUs, and other supplier
agreements related to recovery and restoration and ensure third-party vendors and
suppliers are aware of recovery expectations and protocols to support seamless
recovery/reconstitution. Transit operators can enhance organizational resilience by
using different forms of workforce training (e.g., tabletop exercise, unannounced
testing) to strengthen the skills and procedures necessary for effective incident
recovery.

Considerations and Guidelines:
e Develop, maintain, and execute plans to recover and restore to service any
business- or mission-critical assets or systems that might be impacted by a

cybersecurity incident. [CISA-CPGs], [CISA-Cloud-MSP-Risk]

Informative
References

NIST SP 800-
53 Rev. 5:
CP-10

IR-04

IR-08

CISA CPG:
6.A
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Subcategory Rationale, Considerations, and Guidelines

e  Ensure that all staff (including external suppliers and vendors) involved in
recovery and reconstitution, coordinate and respond based on the incident
response plan or playbook. [SP800-61r3

e  Restore systems within a predefined time-period (as defined in contingency
plans) from configuration-controlled and integrity-protected information
representing a known, operational state for the system and its components.

e Track the actual time that critical services were unavailable or diminished,
comparing the actual outage with agreed-upon service levels and recovery times.
SP800-184

e Validate that restored assets and systems are fully functional and meet the
security requirements of the transit agency. [SP800-184

e Routinely test a transit agency’s ability to recover and restore system
functionality. [APTA-SS-SEM-S-004-09R2]

o Leverage NIST SP 800-184 for additional guidance on incident recovery plans and
plan execution. [SP800-184]

Informative
References

RC.RP-03: The
integrity of backups
and other restoration
assets is verified
before using them for
restoration E S S

1: Attackers may target primary systems, assets, and data and attempt to
compromise or modify backups. The reliability and usability of backups directly affect
a transit operator’s ability to maintain operations after an incident. Transit operators
should ensure that assets are restored from clean backups, including offline backups,
that are free from corruption or integrity issues. This verification must take place
before beginning the restoration process, particularly for assets critical to workforce
and rider safety or when urgent restoration is required during an active incident.

Considerations and Guidelines:
e  Maintain regular backups of system data and implement, review, and enforce
policies on backups. [APTA-SS-ECS-RP-001-14R1]

NIST SP 800-
53 Rev. 5:
CP-02

CP-04

CP-09
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e  Check restoration assets for indicators of compromise, file corruption, and other

integrity issues before use. [SP800-61r3], [IR8374R1], [TSA-SD-1582-21-01C]°

e Define recovery objectives when planning for recovering from disruptions to OT

assets and services affected by cybersecurity incidents. Restoration processes
and procedures (e.g., disaster recovery plan (DRP) that contains instructions for
restarting failed components) should consider OT safety and security
interdependencies and facilitate a speedy recovery of OT systems if data is lost
due to cyber attacks or other reasons. OT-specific recovery considerations may
include verifying PLC logic, safety system configurations, and engineering
drawings against known good operational states. [SP800-82r3]

Informative
References

RC.CO-03: Recovery
activities and progress
in restoring
operational
capabilities are
communicated to
designated internal
and external S E E
stakeholders

2: Effective communication with stakeholders is crucial during recovery efforts, as it
helps maintain situational awareness, restore confidence in transit operations, ensure
passenger safety, and support decision-making and resource allocation. Regular and
ongoing updates about recovery activities and progress should be provided to all
stakeholders involved in or affected by the recovery process. If standard
communication channels are disrupted during a cyber incident, alternative methods
such as phone lines, messaging apps, or social media platforms should be used to stay
connected with staff and customers. Additionally, recovery efforts may include
managing after-action activities, such as collaborating with external stakeholders
(e.g., vendors, supply chain partners) to assess and address potential supply chain
disruptions.

3: During a cyber event, it is important that the workforce knows how, when, and
with whom to communicate about the incident. This reduces confusion, prevents the
spread of misinformation, and enables the right people to take appropriate action. It

NIST SP 800-
53 Rev. 5:
IR-04

IR-06

SR-08

° It is important to note that not all organizations are bound by the TSA Security Directive (SD). This requirement applies specifically to certain transit agencies.
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also supports coordinated incident response, protects sensitive information, and
helps maintain the safety and trust of staff, customers, and other stakeholders.

Considerations and Guidelines:

e Identify in the Cybersecurity Incident Response Plan who (by position) is
responsible for implementing specific measures, including communications
during incident recovery, and any necessary resources needed to implement
these measures. [TSA-SD-1582-21-01C] 1©

e  Establish and adhere to a crisis communications plan, including procedures for
reporting incident status to personnel and templates for public press releases.
[APTA-SS-ECS-RP-001-14R1]

e Communicate recovery efforts to the public in accordance with the incident
response or contingency plan.

e Direct any press inquiries regarding an investigation of a cyber incident to the
organization’s designated public information officer. [APTA-RT-OP-S-002-02R4]

e Keep employees and the public updated on system recovery status through
public awareness messages via social media and other communication tools, and
coordinate messaging with public information officers. [APTA-SS-ISS-RP-007-24]

e Abide by rules and protocols established in contracts related to information
sharing with suppliers. [SP800-61r3]

10 It is important to note that not all organizations are bound by the TSA Security Directive (SD). This requirement applies specifically to certain transit agencies.
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Appendix A. Complete CSF Subcategory Designations

Secure and Collaborate with Continuously
NIST CSF 2.0 Subcategory Manage Critical Partners and Improve the Org.
Assets Suppliers and Workforce

GOVERN
GV.0C-01: The organizational mission is understood and E E E
informs cybersecurity risk management
GV.0C-02: Internal and external stakeholders are
understood, and their needs and expectations regarding E E S
cybersecurity risk management are understood and
considered
GV.0C-03: Legal, regulatory, and contractual requirements
regarding cybersecurity—including privacy and civil liberties S S S

obligations—are understood and managed

GV.0C-04: Critical objectives, capabilities, and services that
external stakeholders depend on or expect from the S S S
organization are understood and communicated
GV.0C-05: Outcomes, capabilities, and services that the

organization depends on are understood and communicated > > >
GV.RM-01: Risk management objectives are established and S S S
agreed to by organizational stakeholders
GV.RM-02: Risk appetite and risk tolerance statements are

. . s E S S
established, communicated, and maintained
GV.RM-03: Cybersecurity risk management activities and
outcomes are included in enterprise risk management S S S
processes
GV.RM-04: Strategic direction that describes appropriate risk S S S

response options is established and communicated
GV.RM-05: Lines of communication across the organization
are established for cybersecurity risks, including risks from S E E
suppliers and other third parties

GV.RM-06: A standardized method for calculating,
documenting, categorizing, and prioritizing cybersecurity S S S
risks is established and communicated

GV.RM-07: Strategic opportunities (i.e., positive risks) are
characterized and are included in organizational S S S
cybersecurity risk discussions

GV.RR-01: Organizational leadership is responsible and
accountable for cybersecurity risk and fosters a culture that S S E
is risk-aware, ethical, and continually improving

GV.RR-02: Roles, responsibilities, and authorities related to
cybersecurity risk management are established, S E E
communicated, understood, and enforced

GV.RR-03: Adequate resources are allocated commensurate

with the cybersecurity risk strategy, roles, responsibilities, S S S
and policies

GV.RR-04: Cybersecurity is included in human resources S S S
practices
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GV.PO-01: Policy for managing cybersecurity risks is
established based on organizational context, cybersecurity
strategy, and priorities and is communicated and enforced

Suppliers and Workforce

GV.P0O-02: Policy for managing cybersecurity risks is
reviewed, updated, communicated, and enforced to reflect
changes in requirements, threats, technology, and
organizational mission

GV.0V-01: Cybersecurity risk management strategy
outcomes are reviewed to inform and adjust strategy and
direction

GV.0V-02: The cybersecurity risk management strategy is
reviewed and adjusted to ensure coverage of organizational
requirements and risks

GV.0V-03: Organizational cybersecurity risk management
performance is evaluated and reviewed for adjustments
needed

GV.SC-01: A cybersecurity supply chain risk management
program, strategy, objectives, policies, and processes are
established and agreed to by organizational stakeholders

GV.SC-02: Cybersecurity roles and responsibilities for
suppliers, customers, and partners are established,
communicated, and coordinated internally and externally

GV.SC-03: Cybersecurity supply chain risk management is
integrated into cybersecurity and enterprise risk
management, risk assessment, and improvement processes

GV.SC-04: Suppliers are known and prioritized by criticality

GV.SC-05: Requirements to address cybersecurity risks in
supply chains are established, prioritized, and integrated into
contracts and other types of agreements with suppliers and
other relevant third parties

GV.SC-06: Planning and due diligence are performed to
reduce risks before entering into formal supplier or other
third-party relationships

GV.SC-07: The risks posed by a supplier, their products and
services, and other third parties are understood, recorded,
prioritized, assessed, responded to, and monitored over the
course of the relationship

GV.SC-08: Relevant suppliers and other third parties are
included in incident planning, response, and recovery
activities

GV.SC-09: Supply chain security practices are integrated into
cybersecurity and enterprise risk management programs, and
their performance is monitored throughout the technology
product and service life cycle

GV.SC-10: Cybersecurity supply chain risk management plans
include provisions for activities that occur after the

conclusion of a partnership or service agreement
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Secure and Collaborate with Continuously
NIST CSF 2.0 Subcategory Manage Critical Partners and Improve the Org.
Assets Suppliers and Workforce
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Secure and Collaborate with Continuously
NIST CSF 2.0 Subcategory Manage Critical Partners and Improve the Org.
Suppliers and Workforce
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Secure and Collaborate with Continuously
NIST CSF 2.0 Subcategory Manage Critical Partners and Improve the Org.
Assets Suppliers and Workforce
DETECT
DE.CM-01: Networks and network services are monitored to E S S
find potentially adverse events
DE.CM-02: The physical environment is monitored to find E S S
potentially adverse events
DE.CM-03: Personnel activity and technology usage are S S S
monitored to find potentially adverse events
DE.CM-06: External service provider activities and services E E S
are monitored to find potentially adverse events
DE.CM-09: Computing hardware and software, runtime
environments, and their data are monitored to find E S S
potentially adverse events
DE.AE-02: Potentially adverse events are analyzed to better E S S
understand associated activities
DE.AE-03: Information is correlated from multiple sources S S S
DE.AE-04: The estimated impact and scope of adverse events S S S
are understood
DE.AE-06: Information on adverse events is provided to
. E E S
authorized staff and tools
DE.AE-07: Cyber threat intelligence and other contextual S S S
information are integrated into the analysis
DE.AE-08: Incidents are declared when adverse events meet
. . L. S S S
the defined incident criteria
RESPOND
RS.MA-01: The incident response plan is executed in
coordination with relevant third parties once an incident is E E E
declared
RS.MA-02: Incident reports are triaged and validated S S S
RS.MA-03: Incidents are categorized and prioritized S S S
RS.MA-04: Incidents are escalated or elevated as needed S S S
RS.MA-05: The criteria for initiating incident recovery are S S S
applied
RS.AN-03: Analysis is performed to establish what has taken
. . . S S S
place during an incident and the root cause of the incident
RS.AN-06: Actions performed during an investigation are
recorded, and the records’ integrity and provenance are S S S
preserved
RS.AN-07: Incident data and metadata are collected, and S S S
their integrity and provenance are preserved
RS.AN-08: An incident’s magnitude is estimated and
. S S S
validated
RS.CO-02: Internal and external stakeholders are notified of E E S
incidents
RS.CO-03: Information is shared with designated internal and S S S
external stakeholders
RS.MI-01: Incidents are contained S E S
RS.MI-02: Incidents are eradicated S S S

82




NIST IR 8576 Transit Cybersecurity Framework
August 2026 Community Profile

Secure and Collaborate with Continuously

NIST CSF 2.0 Subcategory Manage Critical Partners and Improve the Org.
Assets Suppliers and Workforce

RECOVER
RC.RP-01: The recovery portion of the incident response plan

is executed once initiated from the incident response process E E E
RC.RP-02: Recovery actions are selected, scoped, prioritized, S S S
and performed

RC.RP-03: The integrity of backups and other restoration E S S

assets is verified before using them for restoration
RC.RP-04: Critical mission functions and cybersecurity risk
management are considered to establish post-incident S S S
operational norms

RC.RP-05: The integrity of restored assets is verified, systems
and services are restored, and normal operating status is S S S
confirmed

RC.RP-06: The end of incident recovery is declared based on
criteria, and incident-related documentation is completed
RC.CO-03: Recovery activities and progress in restoring
operational capabilities are communicated to designated S E E
internal and external stakeholders

RC.CO-04: Public updates on incident recovery are shared
using approved methods and messaging
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Appendix B. List of Symbols, Abbreviations, and Acronyms

ACSC
Australian Cyber Security Centre (Australian Signals Directorate)

Al/ML
Artificial Intelligence/Machine Learning

API
Application Programming Interface

APTA
American Public Transportation Association

BGP
Border Gateway Protocol

CAD/AVL
Computer-Aided Dispatch/Automatic Vehicle Location

CASB
Cloud Access Security Broker

CBTC
Communication-Based Train Control

CCTV
Closed-Circuit Television

CISA

Cybersecurity and Infrastructure Security Agency
cMS

Charge Management Systems

CPG
Cybersecurity Performance Goal (CISA)

C-SCRM
Cyber Supply Chain Risk Management

CSF
Cybersecurity Framework (NIST)

cswp
Cybersecurity White Paper (NIST)

CTAA
Community Transportation Association of America

DHS
Department of Homeland Security

DMZ
Demilitarized Zone

DNS
Domain Name System or Server
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DOT
Department of Transportation

DRP
Disaster Recovery Plan

EMS
Emergency Medical Services

FRA
Federal Railroad Administration

FTA
Federal Transit Administration

GPS
Global Positioning System

laaS
Infrastructure-as-a-Service

IACS
Industrial Automation and Control Systems

ICS
Industrial Control System

IDS
Intrusion Detection System

IEC
International Electrotechnical Commission

IPD
Initial Public Draft

IR
Internal Report (NIST)

ISA
International Association of Automation

ISAC
Information Sharing and Analysis Center

ISAO
Information Sharing and Analysis Organization

ISS
Infrastructure & Systems Security (APTA Standards Topic)

IT
Information Technology

ITL
Information Technology Laboratory
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MFA
Multifactor Authentication

MoOuU
Memorandum of Understanding

MSP
Managed Service Provider

MSSP
Managed Security Service Provider

NATCC
North America Transit Cybersecurity Consortium

NCCoE
National Cybersecurity Center of Excellence

NIST
National Institute of Standards and Technology

NSA
National Security Agency

NTP
Network Time Protocol

0oCDIO
Office of the Chief Digital & Information Officer (DOT)

OLIR
Online Informative References (NIST)

oT
Operational Technology

PaaS
Platform as a Service

PCI DSS
Payment Card Industry Data Security Standard

PHI
Protected Health Information

Pll
Personally Identifiable Information

PLC
Programmable Logic Controller

QsG
Quick Start Guide (NIST)

RP
Recommended Practice (APTA)
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Saa$
Software-as-a-Service

SCADA
Supervisory Control and Data Acquisition

SD
Security Directive (TSA)

SDLC
System Development Life Cycle

SIEM
Security Information and Event Management

SIPOC
Suppliers, Inputs, Processes, Outputs, Customers

SLA
Service Level Agreement

SME
Subject Matter Expert

SMTA
Small- and Medium-sized Transit Agencies

SOAR
Security Orchestration Automation and Response

SOC
Security Operations Center

SP
Special Publication (NIST)

SRM
Security Risk Management (APTA Standards Topics)

SSCVR
Security Certification Verification Report

SSDF
Secure Software Development Framework (NIST)

SSI
Sensitive Security Information

SSL
Secure Socket Layer

TLS
Transport Layer Security

TSA
Transportation Security Administration
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TTPs
Tactics, Techniques, and Procedures

TVA
Threat and Vulnerability Assessment

u.S.
United States

usB
Universal Serial Bus

VsS
Video Surveillance System

WORM
Write Once, Read Many
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