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Abstract

Industrial Wireless system performance can be degraded by various factors (aggressors)
found in operational environments. Non-communications electromagnetic aggressors are
defined as any over-the-air emissions that lower communications performance of the in-
dustrial wireless system under test where those emissions are not produced for commu-
nications purposes. Examples may include emissions from microwave ovens, welding sta-
tions, and variable speed drivers. In order to test an industrial wireless system prior to
deployment, non-communications electromagnetic aggressors should be produced in a
repeatable and controllable fashion. In this report, we introduce a playback approach for
non-communications electromagnetic aggressor reproduction. The approach include sig-
nal measurements, data processing, and radio-based synthesis. Tungsten Inert Gas (TIG)
welding emissions at the 2.4 GHz frequency band were reproduced to validate the ap-
proach using a software-defined radio for signal reproduction.

Keywords

welding; electromagnetic interference; industrial wireless; smart manufacturing; factory
communications; RF; IEEE 3388.
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1. Introduction

An industrial wireless system (IWS) consists of a number of industrial wireless networks
(IWNs) for data communications between operational industrial equipment. An IWN is
a wireless network that is responsible for transferring signals between various industrial
processes that carry related information to the underlying industrial process. The perfor-
mance of a specific IWN is usually assessed under ideal conditions. However, ideal condi-
tions rarely occur in these settings. Several factors (aggressors) exist that could degrade
the performance of an industrial wireless system. Aggressors can be classified based on
their nature into physical and electromagnetic. The surroundings of an industrial wire-
less system defines its physical aggressors. Electromagnetic aggressors are systems that
produce electromagnetic emissions that impact the communications performance of the
industrial wireless system under test. The emerging IEEE P3388 [1] standard provides a
reference test architecture for the performance evaluation of industrial wireless systems
and an assessment process for various industrial wireless use cases.

A classification of industrial wireless aggressors is shown in Fig. 1. Physical aggressors are
defined by the impact of the surrounding environment on the transmissions of the IWN
under test through specifying the wireless channel characteristics between the nodes of
the IWN. Categories of electromagnetic aggressors include communications-based inter-
ference and non-communications-based interference. Coexisting communications-based
interference may include other networks, adjacent channel activity, and a raised noise
floor from poorly filtered adjacent channel transmissions. Non-communications-based in-
terference may originate from machinery in the surrounding environment or intentional
jamming.

Aggressor

Electromagnetic Physical
Aggressor Aggressor

Coexistin, Non-
>tng Communications Path Loss Blockage
Communications
Interference

Fig. 1. Industrial Wireless Aggressor Classification based on their nature and source.
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In industrial environments, in addition to interference resulting from various communica-
tions networks, equipment can also produce electromagnetic over-the-air (OTA) emissions
that may occupy the radio spectrum. As an example, we measured the OTA activity from a
Tungsten Inert Gas (TIG) welding station and found that it produces interference in the 2.4
GHz band [2]. In general, the source of electromagnetic emissions can be varying electric
current in equipment, the high electric power values used, or the electromagnetic emis-
sions that are produced in the industrial process itself. Some of these sources could have
very wide-band emissions [3, 4]. However, the band of interest and the focus of this work
is the band where the deployed industrial wireless network operates.

Adoption of wireless networks can be made more acceptable if the uncertainty of the wire-
less medium is better understood and wireless devices are designed to accommodate such
uncertainty. This can be achieved through analysis of the RF environment beyond its prop-
agation characteristics and the standardized evaluation of wireless network performance
prior to deployment [5]. One of the most difficult steps in testing wireless networks for
deployment is emulating and reproducing the interfering networks that may exist in the
deployment environment. The ability to reproduce the electromagnetic aggressors in an
experimental wireless platform provides repeatable and reproducible experimental testing
and allows for the creation of large datasets under various circumstances [6, 7].

In this report, we discuss the various options for reproducing non-communications elec-
tromagnetic aggressors from the signal processing and wireless equipment viewpoints.
We further discuss the required properties of the reproduced signals to fulfill the testing
needs. Then, we introduce a playback approach for non-communications electromagnetic
aggressor reproduction and describe its various processing steps such as signal measure-
ments, data processing, and electromagnetic signal synthesis. Finally, we demonstrate the
approach through a validation example for TIG welding emissions at the 2.4 GHz frequency
band using a Universal Software Radio Peripheral (USRP) for signal reproduction.
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2. Industrial Wireless non-Communications Aggressor Reproduction

2.1. Reproduction Process Entities

While reproducing non-communications electromagnetic aggressors, a number of related
entities should be considered. The specific connections between entities will depend on
the reproduction process. General definitions are discussed below:

¢ Non-communications measured data: The recorded data of the electromagnetic ag-
gressor where the signal type, format, and resolution depend on the measurement
equipment and process.

¢ Signal Processing: The set of data transformation techniques that are applied on the
measured data to prepare it for reproduction.

e Reproduction Equipment: The equipment used to reproduce the aggressor over the
air, which may perform further data processing steps as well.

e Reproduced Aggressor: The over-the-air signal that is produced by the reproduction
equipment and should have similar impacts of the original aggressor on the IWN at
the frequency band of interest.

e Testing Scenario / Testbed: The scenario or the testbed where the reproduced ag-
gressor should be applied to study the impacts of the non-communications aggres-
sor on that scenario.

2.2. Characteristics for Reproduced Aggressors

In order to achieve the goals from reproducing non-communications aggressors, a set of
characteristics should be evaluated. The specific metrics corresponding to these character-
istics differ depending on the specific aggressor and application scenario. The connections
between various entities and the corresponding characteristics are shown in Fig. 2.

e Accuracy: The measure of how close the reproduced aggressor to the original non-
communications aggressor. Various error or correlation metrics can be used to mea-
sure the accuracy of the reproduced aggressors.

e Controllability / Interactivity: is the measure of the ability to control the parameters
of the reproduced aggressors and the reproduction equipment including its power
level, frequency band, and temporal characteristics.

e Repeatability: The closeness of agreement between independent instants of the
reproduced aggressor to be able to test other scenario parameters independently.
This definition covers the signal processing and reproduction equipment entities and
their repeatability characteristics.
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e Computational Efficiency: The amount of time, memory, and/or processing power
required for the applied signal processing techniques to transform the measured
data into the required form for the reproduction equipment.

¢ Integrability: The ability of the reproduced aggressor to be interconnected to the
application scenario or testing environment using over-the-air transmissions, coaxial
cables, or any other mean of connectivity.

Accurac

Non-communication

Measured Data

Repeatability Computational Efficiency

Signal Processing

Reproduction

Reproduced
Aggressor

Equipment

Controllability / Interactivity

Testing Scenario /
Testbed

Integrability

Fig. 2. Required characteristics for aggressor reproduction.

2.3. Approaches for Aggressor Reproduction

Reproduction of non-communication electromagnetic aggressor can follow a number of
approaches in signal generation. These approaches are different from the viewpoint of
signal processing and data generation. However, similar reproduction equipment can be
used as discussed in [6—8]. Examples of widely used techniques are in the following.

¢ Playback of Measured Signal: An approach where the measured signal is recorded,
processed to format for the reproduction equipment, and then played back in a con-
trolled fashion.

¢ Statistical Modeling and Generation: An approach where the measured signal is sta-
tistically modeled, such as Markov modeling. The model is then used to generate
signals that statistically follow the aggressor model.

¢ Generative Neural Networks: Another modeling approach that uses generative neu-
ral networks for modeling the aggressor behavior and generates signals that follow
that behavior.
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3. A Playback Approach for Aggressor Reproduction

In order to deploy a playback approach for reproducing electromagnetic measurements
for experimental studies, high quality measurements have to be captured and processed
for playback. Fig. 3 represents the proposed playback approach and various phases of
the process. Each of the signal processing blocks will be used only when needed. The
need for specific blocks depends on the measured data and the required characteristics
for aggressor reproduction. Each block is defined as follows:

RTSA Noise
Measurement Threshold

\

USRP
Transmission

Resampling &d Gain Control

Fig. 3. Measured aggressor playback approach.

¢ Real time spectrum analyzer (RTSA) Measurement: A high-resolution measurement
is captured in the 1Q format for a period that is long enough to represent the mea-
sured aggressor. The sample rate is set at least four times the measurement band-
width.

¢ Noise threshold: Any part of the recorded data that is below the noise floor does
not represent the aggressor and must be removed before further processing of the
signal.

¢ Filtering: Before downsampling the signal to be ready for the playback, a low-pass
filter is used to prevent aliasing as a result of the downsampling process.

e Resampling: The reproduction equipment sample rate and bandwidth determine
the playback sample rate that is achieved in this resampling step which also deter-
mines the bandwidth of the filter in the previous step.

¢ Gain control: A gain control function is used to maximize the digital power level
of the interference signal going into the USRP transmitter while maintaining signal
purity prior to transmission (e.g., avoiding digital and analog saturation).

e USRP Transmission: A USRP is used to stream the convert the digital interference
signal to an over-the-air analog signal. Antenna gain and spatial pattern should be
considered as a part of the reproduction process.
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4. TIG Welding Aggressor Signal Measurement and Characteristics

As an example of non-communications interference, we consider TIG welding electromag-
netic emissions. The welding machine used is the Miller Syncrowave 350LX, which is set
up for applying AC current of 200 Amperes. It was used to weld an aluminum plate with
supplied Argon gas. To capture the corresponding electromagnetic emissions, we used
a Rhode and Schwartz spectrum analyzer with 160 MHz of instantaneous real-time band-
width and a TSA900 directional ultra-wideband PCB Tapered Slot antenna with a frequency
range from 900 MHz to 12 GHz. The antenna was placed 4 meters from the welding lo-
cation. A photo of the welding location at the far side of the table and the measurement
antenna is shown in Fig. 4.

Fig. 4. The NIST machine shop welding station and measurement antenna.

We measured the spectrum of the measured TIG welding in the 900 MHz and 2.4 GHz
bands. The spectrum on both bands was found to be almost flat over each of the bands.
The time-domain signal was found to be formed as a pulse train where random idle peri-
ods existed, as shown in Fig. 5. The measurements were sampled at a rate of 625 Msam-
ples/second. The measured signal follows an almost periodic on-off pattern while the
pulses are not identical. The exact amplitudes of the pulses randomly vary and the in-
tervals between the pulses are not exactly the same.
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Fig. 5. The time-domain measured data at 2.4 GHz.

In Fig. 6, we zoom in to one of the pulses to further understand the structure of the mea-
sured welding signal. Multiple non-uniform impulses of different power levels composing
each of the pulses from the TIG welding signal including smaller idle periods.

-30

-35 1

40|

Power (dBm)

13 14 15 16 17 18 19 20 21
Time (ms)

Fig. 6. The composition of one TIG welding pulse.

At a very small time scale, we look into the shape of the impulses composing the TIG weld-

ing signal. In Fig. 7, the shape of an impulse follows an exponential decay after a relatively
very fast rising edge.
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Fig. 7. A deeper look into the impulses of the TIG welding signal.

Additionally, we present the histogram of the impulse peak power levels of the measured
TIG welding signal in Fig. 8. The peaks of the impulses vary approximately over a range of
12 dB and cannot be directly approximated using a fixed value.
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Fig. 8. The histogram of the impulse levels within the measured TIG welding signal.

As a result, the process of modeling the TIG welding signal is not straight-forward using
traditional modeling techniques. The variation of the signal at time domain happens on
multiple scales where the larger scale of tens of milliseconds can be almost characterized
by a periodic signal. The second time scale is a random process that generates impulses
with peak powers following the histogram. The third time scale is the shape of the impulses
which follows an exponential pulse shape. Note that, depending on the network under test
and its time scale, a modeling approach can be implemented. However, capturing all the
characteristics of the measured welding signal in high-fidelity would be computationally
expensive, as shown in [2].
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Additionally, the signal at 900 MHz is also measured using the same exact settings for the
welding apparatus and the measurement equipment. In Fig. 9, the time-domain signal
at center frequency of 900 MHz follows similar pattern to the signal at 2.4 GHz band. The
observed difference of the measured signal at 900 MHz was the power level. The difference
in power is due to the difference in path loss and the difference in Fourier harmonic level
at these frequencies of the arc weld driving pulse train.

-20

-30

-80
0 10 20 30 40 50 60 70 80

Time (ms)
Fig. 9. The time-domain measured TIG welding signal at 900 MHz.
To further validate the similarity between measured signals at 900 MHz and 2.4 GHz, the
curves of the cumulative density function (CDF) of the impulse peak levels within the mea-
sured TIG welding signals at the two center frequencies are presented in Fig. 10. The curves
at both frequencies follow the same trend and have similar patterns but shifted in the im-
pulse peak levels.

2.4 GHz
= = =800 MHz

0.9

0.8

0.7

0.6

CDF

0.5
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0.3
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01
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Fig. 10. The cumulative density function of the impulse peak levels within the measured
TIG welding signal at 900 MHz and 2.4 GHz.



NIST IR 8563 IndustrialWireless
February 2025 AggressorReproduction

The propagation path loss is dependent on the signal frequency (or, inversely, the wave-
length) of the interference signal [9]. In addition to the path loss dependency on frequency,
we hypothesize that the source of these signals at 900 MHz and 2.4 GHz is a result of the
high frequency harmonics emanating from the high-frequency (HF) modulation of the TIG
arc generator or the arc itself. This high frequency modulating signal is a periodic pulse
train at 27 MHz where the harmonic coefficients get smaller geometrically at higher fre-
guencies in accordance with a Fourier Series expansion.

5. TIG Welding Aggressor Playback

In order to be able to integrate the TIG welding signal in various scenarios, we describe
an approach for adapting the playback TIG welding signal against distance from the TIG
welding apparatus and the center frequency of the wireless network under test. The focus
in this section is to adapt the power level of the TIG welding signal. The adaptation allows
torunthe playback approach when the network under test is located at a different distance
than the measured TIG welding distance and operates at a different frequency band.

5.1. Signal Fitting and Adaptation

We considered two sources for varying the power of the TIG welding signal, namely, the
path loss and the level of the harmonics resulting from the TIG welding high frequency
driving pulses. Let us denote the pulse rate of the driving pulses by Ry,, which has a typical
value of 27 MHz. The pulse shape of the driving pulse train was fitted using the measured
data. In this work, we considered Trapezoidal pulses with rise time of zero and a variable fall
time. The assumption of negligible rise time follows the measured pulse shape, as shown
earlier. We denote the complex-valued Fourier coefficient value of the pulse train at a
frequency f as H(f). Additionally, we use the path loss equation for an indoor industrial
environment in [10]. The path loss, denoted by PL, s, is defined as follows:

PLios = 31.84+21.5 log;o(d) +19.0 log;,(f), (1)

where d is the distance in meters and f'is the frequency in GHz. The constants in the above
equation are obtained using empirical data in multiple indoor industrial environments.

To tune the pulse shape to fit the obtained data at 900 MHz and 2.4 GHz that was measured
4 meters away from the welding apparatus, we denote the total TIG welding signal power
in dB at a specific frequency and distance by Py(f,d). For generalization of the tuning
approach, we denote these two reference frequencies by f; and f>, and the reference
distance by d,¢f. The fall time of the pulse is exhaustively searched to achieve the following

condition H(f ) s
1 2
P, —P, =201 —~2119.01 —=.

w(f1:dref) — Pu(f1,dres) = 201l0g HA) +19.0 logy i

Note that the pulse tuning condition depends only on the frequency difference as both
signals are measured at the same reference distance.

(2)

10
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Once the pulse shape is tuned to fit the measured data, the power of the playback signal
at an arbitrary frequency band, fx and distance dy can be evaluated using the tuned pulse
shape and the path loss equation as follows:

H d
Py(fr,dy) = Pu(f1,dres) —2010gy Ll) —191og fe _ 21.5logg——- (3)

(fx) 10 fl dref

5.2. Reproduction Example and Results

The process described in Section 3 is followed for the measured TIG welding signal to make
it ready for reproduction. The playback approach was selected due to the complexity of
the TIG weld signal. The selected reproduction equipment was the USRP X-300 that is
a high-performance, scalable software-defined radio (SDR) platform. The daughterboard
used was UBX-160 that has a full-duplex wide-band transceiver and covers frequencies
from 10 MHz to 6 GHz and an instantaneous bandwidth at the transmitter of 160 MHz.

The data was processed using Matlab to get the IQ time-domain samples to be ready for
streaming. To stream the processed data through the USRP, we used GNU Radio software
toolkit. GNU Radio is a free and open-source software development framework that pro-
vides signal processing blocks to implement software radios and can be used with RF hard-
ware to control the SDRs. The processed data was streamed to the USRP using a 10 Gbps
network interface to avoid any underflows in the USRP buffers that can occur from starv-
ing the input queue. Gain control was performed using by selecting a maximum digital
gain prior to streaming samples to the USRP. The gain control is applied to achieve the
right power following the adaptation procedure to reproduce the TIG welding signal level
in accordance with the distance and frequency requirements of the test scenario. In some
case, the required power of the testing scenario cannot be achieved using the rated power
output of the USRP; therefore, a power amplifier may be deployed in such cases.

We performed the various signal processing steps using Matlab where the recorded 1Q
data is initially imported. We applied a simple noise threshold to remove any samples
below that threshold. The threshold was tuned to allow only for the samples that were
considered part of the signal that should be reproduced. We used the Matlab decimation
Chebyshev default filter for the downsampling. Some FIR filters can be more computation-
ally efficient for larger sizes of data. The downsampling process may require interpolation
if the new sampling rate is not an integer divisor of the original sampling rate.

The reproduction error is measured using the relative mean squared error (RMSE) which
is defined as the ratio between the mean of the squared error between the reproduced
signal and the original measured TIG welding signal to the mean of the squared original
signal. The evaluation equation can be stated as

E|[(Reproduced — Original)?]

RMSE =
E|Original?| ’

(4)

11
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Table 1. Reproduction Parameters and Metrics

Parameters and Metrics Values
Measurement Parameters

Center Frequency 2.45 GHz
Resolution Bandwidth 160 MHz
Sample Rate, F, 625 x 10° Hz
Capture Length 80 ms
Reproduction Process Parameters

Playback Sample Rate, F; 125 x 10° Hz
Filter Order 30
Noise Threshold -64 dBm
Performance Metrics

RMSE 0.305

where E[] is the expectation. In order to calculate the error, we aligned the reproduced
signal to the original signal using a correlation approach where we applied a simple lin-
ear interpolation to the reproduced signal and then aligned the interpolated signal to the
original signal to get the maximum correlation between the two signals. A summary of the
used parameters and results are shown in Table 1.

Additionally, in Fig. 11, we present the reproduced signal in comparison to the original
signal at the level of the impulse shape. This figure demonstrates the closeness of the
reproduced signal to the original signals. The main causes for the differences between
them are the downsampling and filtering of the original signal before playback.
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Fig. 11. Comparison between the reproduced signal and the original signal.
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The histogram of the impulse peak power levels of the reproduced signal is shown in
Fig. 12. This figure can be compared to the histogram of the original signal in Fig. 8. Both
histogram show similar trends and very close values.
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Fig. 12. The histogram of the impulse levels within the reproduced TIG welding signal.
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6. Conclusions

In this report, we described and demonstrated the use of a playback approach for a TIG
welding data signal reproduction. This approach can be further generalized for various
non-communications electromagnetic signal aggressors. The use of playback approach
in non-communication aggressor reproduction is favorable compared to other modeling
approaches because of the higher computational efficiency and ease of implementation.
However, applying this approach for non-communication interference presents a challenge
in that the interference signal must be captured in advance. It is even more challenging
when the characteristics of the interference could change significantly from site to site.

Future directions include the tuning of reproduction process parameters to optimize the
performance. These parameters include signal processing and over-the-air signal genera-
tion parameters. More performance evaluation metrics need to be defined and assessed
to capture the various characterizing requirements of the reproduced signal compared to
the original measured signal. Additionally, the output power of the used USRP is limited,
and hence, a power amplifier could be used to achieve the required power level of the
over-the-air aggressor signal in some cases.

The widespread adoption of interference reproduction for testing and performance as-
sessment of industrial wireless systems requires large amounts of measurement data for
various non-communications aggressors. The characteristics of a measured signal can be
dependent on the model of interference-generating equipment, the operational environ-
ment, and process parameters. In a welding scenario, the interference signal depends on
the welding technology, the welded material, the welder model, the electrode material,
and the used gas type. As a result, measuring the resulting interference signals at vari-
ous welidng scenarios can be beneficial to define the common characteristics of welding
signals and the other features that will be scenario-dependent. Creating a database for
non-communications electromagnetic interference would be beneficial for improved test-
ing of industrial wireless systems.

In this report, we have introduced an power adaptation technique for the interference
signal to be able to reproduce the welding signal at different frequency band and distance
than the ones at which the welding interference is measured. The introduced technique
is suitable for TIG welding signals because of the high frequency driving pulses. The need
for adapting the measured signal for playback is essential to allow for the generalization
of the playback approach. In general, extrapolation and interpolation techniques can be
used for adapting the measured signal features. However, the accuracy of the resulting
playback signal will depend on the used interpolation and extrapolation schemes and the
closeness of resulting signal coordinates to the measured signal.

14
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