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Abstract

The Open Radio Access Network (RAN) (O-RAN) Alliance seeks to establish a more open, in-
telligent, and flexible Radio Access Network (RAN) architecture for Fourth Generation (4G),
Fifth Generation (5G), and future Sixth Generation (6G) networks. By leveraging O-RAN’s
standardized ecosystem, along with Artificial Intelligence (Al) and Machine Learning (ML)
technologies, network operators can address complex challenges like interference man-
agement in 4G Long Term Evolution (LTE) and 5G New Radio (NR), with future applicability
to 6G. A key innovation within O-RAN is its potential for enhanced interference manage-
ment, particularly through the “Interference Detection, Prediction, and Optimization” use
case, which builds on legacy Inter-Cell Interference Coordination (ICIC) techniques from
LTE. This promises more granular control and real-time optimization in coordinated envi-
ronments.

However, public safety entities such as the U.S. Department of Homeland Security (DHS)
and Department of Defense (DoD) face unique interference challenges, including unco-
ordinated interference from external or malicious sources. This paper examines state-of-
the-art interference management techniques in cellular networks and explores whether
O-RAN'’s current capabilities can effectively manage interference in coordinated scenarios,
as well as whether they can be extended to address non-ideal situations involving uncoor-
dinated entities, faulty equipment, or malicious actors. Through a gap analysis, we com-
pare existing O-RAN specifications with real-world interference scenarios. Our findings
underscore the need for enhanced O-RAN-based solutions to manage diverse interference
cases, critical for both commercial and public safety networks.

Keywords

Open Radio Access Network (O-RAN); Radio Access Networks (RAN); Interference Man-
agement; 5G New Radio (NR); 4G Long Term Evolution (LTE); 6G Networks; Public Safety
Networks; Adversarial Interference; Inter-Cell Interference Coordination (ICIC); Diverse In-
terference.
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1. Introduction

The transition from Fourth Generation (4G) to Fifth Generation (5G)—and eventually to 5G
Advanced and Sixth Generation (6G)—marks a significant shift in network design and capa-
bilities. While 4G focused primarily on improving data rates and coverage, 5G addresses a
broader set of requirements such as ultra-low latency, enhanced reliability, and extremely
high data rates [1]. To meet these demands, 5G introduces groundbreaking technologies
such as the use of higher frequency bands (particularly millimeter waves (mmWave)), mas-
sive Multiple-Input Multiple-Output (MIMO), cooperative network using Relay Nodes (RN),
Coordinated Multipoint (CoMP), Wireless Software Defined Networking (WSDN), Device-
to-Device (D2D) communication, Internet of Things (loT), Ethernet Passive Optical Net-
work (EPON), Big Data, Mobile Computing, network densification, and dynamic Time Di-
vision Duplex (TDD). These advancements offer greater flexibility in managing Uplink (UL)
and Downlink (DL) transmissions [2].

5G is designed with high flexibility, enabling it to dynamically adjust to diverse use cases,
including massive Machine-Type Communication (MTC) (mMTC) and Ultra-Reliable Low-
Latency Communications (URLLC), both of which are crucial for mission-critical applica-
tions. This flexibility allows 5G to support a diverse set of QoS requirements, utilizing low,
medium, and high-frequency bands across licensed and unlicensed spectrums with Carrier
Aggregation (CA). It also incorporates multiple numerologies and flexible waveforms, cre-
ating a multi-tiered Heterogeneous Network (HetNet) architecture where macro and small
cells operate in close proximity and often reuse the same frequency resources. Addition-
ally, 5G supports both TDD and Frequency Division Duplex (FDD), with Full Duplex (FD)
and advanced techniques like massive MIMO and beamforming considered promising so-
lutions for future network optimization.

However, this intrinsic flexibility—while essential for supporting various applications—in-
troduces unprecedented levels of interference. Technologies like D2D communication,
multi-layer HetNets, and random device deployments further exacerbate interference,
particularly Inter-Cell Interference (ICl). As the deployment of 5G and future networks ac-
celerates, effective interference management becomes increasingly critical to ensure opti-
mal network performance, requiring sophisticated coordination and mitigation strategies
to handle the complex interference landscape introduced by 5G.

ICl has been a persistent challenge across all generations of mobile networks. Given the
limited spectrum resources, frequency reuse across different cells is unavoidable, making
ICl inevitable. In early mobile systems like Second Generation (2G) Global System for Mo-
bile Communications (GSM), basic frequency reuse schemes (e.g., reuse-3 or reuse-7) were
sufficient to manage interference, although they compromised spectral efficiency [3]. As
networks evolved to Third Generation (3G) systems like Wideband Code Division Multi-
ple Access (WCDMA), power control mechanisms were introduced to handle interference.
With the advent of 4G Long Term Evolution (LTE), the adoption of a frequency reuse fac-
tor of one led to more severe ICl, particularly for users at the cell edges. This prompted
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the development of interference coordination techniques like Inter-Cell Interference Co-
ordination (ICIC) and Enhanced ICIC (elCIC), along with approaches like Fractional Fre-
guency Reuse (FFR), to reduce interference and improve performance in heterogeneous
networks [4].

The introduction of 5G amplified these ICI challenges. To address these, 5G employs ad-
vanced interference mitigation techniques, such as enhanced beamforming with massive
MIMO, dynamic spectrum sharing, and resource allocation algorithms driven by Artificial
Intelligence (Al) and Machine Learning (ML). These technologies enable real-time inter-
ference prediction and management, optimizing network performance even in dense de-
ployment environments.

Looking forward, 5G Advanced and 6G networks will further increase the complexity of
interference management, especially with the use of higher frequencies such as Tera-
hertz (THz) waves. The integration of Non-Terrestrial Networks (NTNs), including satellite
and aerial systems, will introduce new interference challenges. Future networks will need
innovative strategies for flexible resource management, intelligent spectrum sharing, and
real-time coordination of resources across both terrestrial and non-terrestrial systems [5].

In this evolving landscape, the Open RAN (O-RAN) Alliance has emerged as a pivotal stan-
dards body. Established in 2018, the O-RAN Alliance builds on the work of the Third Gen-
eration Partnership Project (3GPP) to foster a more open, intelligent, and flexible Radio
Access Network (RAN) architecture for 4G, 5G, and future 6G networks. The O-RAN Al-
liance has developed a comprehensive set of specifications, which include use cases that
outline the expected workflow of fully realized O-RAN systems, the O-RAN architecture
that defines the roles and relationships of network entities [6—10], service models (SMs)
for monitoring and controlling RAN activities [11-14], and security protocols to ensure safe
implementations and deployments [15, 16]. By promoting openness and standardization,
the O-RAN Alliance has significantly lowered barriers for vendor participation, enabling
third-party application development and the integration of Al/ML solutions for tackling
complex network challenges in a more dynamic and reactive environment.

One of the key use cases defined by the O-RAN Alliance is ”Interference Detection and
Optimization” [17]. This use case re-envisions how inter-cell interference coordination
(ICIC), which was originally introduced in 4G LTE, can be adapted for 5G NR networks.
An O-RAN-based ICIC solution offers more granular control and monitoring of resources,
enabling a more adaptive and real-time workflow than previous monolithic approaches.
Through real-time reports from RAN entities and the dynamic issuance of control com-
mands, O-RAN facilitates network optimization by responding to interference conditions
in real time, significantly improving network performance.

Additionally, public safety organizations, such as the Department of Homeland Security
(DHS) and Department of Defense (DoD), are interested in interference detection and mit-
igation, particularly in non-ideal scenarios. These scenarios involve uncoordinated entities
that create interference either intentionally, as in the case of malicious actors, or uninten-
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tionally, through external sources beyond the control of the network. Examples include
interference along border areas where neighboring countries’ networks, operating inde-
pendently, may inadvertently use the same frequencies, as well as external devices that
disrupt network operations or faulty and malicious internal devices that cause interfer-
ence. Given these challenges, we aim to investigate whether the principles outlined in the
aforementioned use case of the O-RAN specification [17] can be extended to address these
types of interference detection and optimization, which are currently not covered.

In this work, we explore the potential of O-RAN to enhance interference management in
4G, 5G, and future 6G networks. We begin by examining the key concepts behind inter-
ference management and how they were applied to cellular networks. Building on this
foundation, we investigate how the O-RAN architecture, particularly through its integra-
tion of Al/ML models and the RAN Intelligent Controller (RIC), can improve the detection
and mitigation of interference in more dynamic and complex network environments. Fur-
thermore, we analyze the use case “Interference Detection and Optimization,” as defined
by the O-RAN Alliance, and assess its viability in real-world scenarios, such as uncoordi-
nated interference sources and cross-border network deployments. Our findings highlight
the increased flexibility and granularity of control that O-RAN introduces, as well as its po-
tential to adapt interference management strategies to meet the evolving needs of mobile
networks.

The paper is organized as follows. Section 2 discusses interference management in cellu-
lar networks. Section 3 delves into the current state of the O-RAN Alliance standards and
specifications, with a focus on relevant use cases. In Section 4, we perform a gap analysis
comparing the available O-RAN specifications with real-world requirements, including sce-
narios in which O-RAN can be utilized for interference detection and optimization. Finally,
Section 6 summarizes our findings and conclusions.
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2. Interference Management in Cellular Networks

Interference management has always been a pivotal component of cellular network de-
sign, and its importance has only grown with the evolution from 4G to 5G and the an-
ticipated advancements in 5G Advanced and 6G. While 4G networks primarily focused on
boosting data speeds and enhancing coverage, 5G introduces more sophisticated demands
such as ultra-low latency, high reliability, and massive data rates. These new requirements,
coupled with the adoption of advanced technologies like mmWave, massive MIMO, and
network densification, have introduced new layers of complexity in managing interference.

5Gis designed to be highly flexible, dynamically adapting to a variety of use cases, including
massive MTC and URLLC, which are critical for mission-critical applications. This flexibility,
however, introduces new interference challenges, particularly with the increasing deploy-
ment of HetNets, where macro cells and small cells coexist in close proximity. The use of
diverse technologies, each optimized for different scenarios, has made interference man-
agement far more complex than in previous generations. As a result, designing effective
ICl management strategies has become a key research area in modern networks.

Interference challenges have persisted throughout all generations of mobile networks.
In 2G systems such as GSM, interference was managed through simple frequency reuse
schemes (e.g., reuse-3 or reuse-7), which minimized interference by ensuring neighbor-
ing cells used distinct frequencies. However, this approach traded off spectral efficiency
for reduced interference [3]. In 3G networks like WCDMA, where users shared the same
frequency spectrum, power control mechanisms were introduced to address interference.
Although power control helped balance transmission power and maintain acceptable sig-
nal quality, the growing network traffic increased the complexity of ICI management.

With the arrival of 4G, particularly LTE, mobile network performance took a substantial
leap forward. LTE adopted Orthogonal Frequency Division Multiplexing (OFDM), improv-
ing spectral efficiency and enabling higher data rates. However, LTE’s use of a frequency
reuse factor of one—where the same frequencies were reused across all cells—intensified
ICI, especially for cell-edge users. To mitigate this, LTE introduced interference coordina-
tion techniques, such as fractional frequency reuse (FFR), which divided cells into center
and edge regions, assigning orthogonal frequencies to cell-edge users to reduce interfer-
ence [18].

As LTE advanced to LTE-Advanced (LTE-A), the deployment of HetNets, combining macro
cells with smaller cells (e.g., pico and femto cells), further complicated interference man-
agement. To address this, elCIC techniques were introduced. These techniques included
methods like Almost Blank Subframe (ABS), where macro cells muted transmissions during
specific subframes to allow small cells to transmit without interference. CoMP transmis-
sion was also introduced to enable multiple base stations to coordinate transmissions and
improve performance for cell-edge users [4].
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The introduction of 5G has exacerbated ICI challenges. Operating across a wide range of
frequencies, including sub-6 GHz and mmWave bands, 5G offers larger bandwidths but
is more prone to interference. Moreover, 5G’s ultra-dense network (Ultra-Dense Net-
works (UDN)) architecture, which deploys numerous small cells to meet high capacity de-
mands, increases the potential for interference. In response, 5G incorporates advanced
interference mitigation techniques, such as enhanced beamforming with massive MIMO,
dynamic spectrum sharing, and sophisticated resource allocation algorithms powered by
artificial intelligence (Al) and machine learning (ML). These technologies enable real-time
interference prediction and management, improving network performance even in dense
environments.

As the network landscape progresses toward 5G Advanced and 6G, interference manage-
ment will only become more complex. The use of higher frequency bands like THz will offer
greater bandwidth but also present unique interference challenges. Additionally, the inte-
gration of NTNs, such as satellite and aerial networks, will introduce new interference sce-
narios that current techniques may not adequately address. Thus, future networks will re-
quire more sophisticated solutions, including real-time resource management, intelligent
spectrum sharing, and cross-layer coordination between terrestrial and non-terrestrial net-
works [5].

The evolution of cellular networks has transformed interference management from a man-
ageable concern to a central challenge. As network complexity increases with each gener-
ation, interference management strategies must evolve accordingly, ensuring that future
networks meet the growing demands for speed, capacity, and reliability. Next, we discuss
the prominent types of interference in 4G, 5G, and beyond, and the various approaches
used to manage interference effectively.

2.1. Interference Classification and Management

Interference in 5G and beyond networks is a critical challenge due to the increasing com-
plexity of network architectures and the higher frequency bands employed. As shown in
Fig. 1, interference can be classified into two broad categories: ICl and intra-cell interfer-
ence [19]. Both types of interference arise from the shared use of frequency, time, and
spatial resources in modern cellular systems, particularly in UDN and HetNets. With the
proliferation of small cells, massive MIMO, and mmWave technologies, effective interfer-
ence management has become essential for maintaining high data rates, low latency, and
robust network reliability.

2.1.1. Inter-cell Interference (ICl)

ICI, as shown in Fig. 2, occurs when the signals transmitted by one cell affect users in a
neighboring cell, a common problem in multi-tier cellular architectures where both macro
and small cells operate within close proximity [3].
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2.1.1.1 Co-tier interference

As shown in Fig. 3, Co-tier interference is a subcategory of ICl and occurs between cells
of the same type—either two macro cells or two small cells [20]. As 5G networks become
denser, particularly with the deployment of small cells, co-tier interference becomes a ma-
jorissue. For instance, in urban environments where small cells are densely deployed, co-
tier interference between adjacent small cells can degrade network performance signifi-
cantly. Mitigation strategies like CoMP transmission/reception, where neighboring base
stations coordinate their actions to reduce interference, and dynamic frequency reuse
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Fig. 3. Co-tier and cross-tier interference in HetNets.

schemes are critical in alleviating co-tier interference. CoMP can improve the Signal to
Interference and Noise Ratio (SINR) by coordinating transmission, especially for cell-edge
users.

2.1.1.2 Cross-tier interference

Cross-tier interference, as shown in Fig. 3, is another type of ICI that occurs between dif-
ferent network layers, such as between macro cells and small cells [20]. In HetNets, macro
cells provide wide-area coverage, while small cells, such as femto, pico, and micro cells, en-
hance local capacity. However, small cells often operate in the same frequency bands as
macro cells, leading to cross-tier interference, particularly in dense urban areas. Users at
the cell edge of a macro cell are more susceptible to this type of interference from nearby
small cells. elCIC techniques, including ABS, have been introduced to mitigate cross-tier in-
terference. ABS allows macro cells to mute their transmissions during specific subframes,
giving small cells exclusive access to the spectrum, which reduces interference from the
macro cell while maintaining high capacity in the small cells. Another method to reduce
cross-tier interference is Cell Range Expansion (CRE), where the coverage area of small cells
is artificially increased to balance the load between macro and small cells.
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Fig. 4. Adjacent Channel Interference.

2.1.1.3 Adjacent Channel Interference (ACl)

Adjacent Channel Interference (ACI), as shown in Fig. 4, is another critical issue that arises
when signals on neighboring frequency channels interfere with each other, often due to
poor filtering or non-linearities in transmission systems. This is especially problematic in
OFDM systems, such as those used in 4G LTE and 5G NR, which are prone to out-of-band
emissions that cause interference in adjacent channels [21]. The interference becomes
more pronounced when network operators push for aggressive spectral efficiency by de-
ploying tight frequency reuse plans, leaving little room for guard bands. Mitigating ACI
requires advanced filtering techniques, such as the use of sharp filters at the transmitter
and receiver ends, to minimize out-of-band emissions, employing advanced modulation
schemes and signal processing techniques, and allocating adjacent channels to the cells
in different geographical regions. Also, guard bands—frequency gaps between adjacent
channels—can be introduced to minimize overlap, but this comes at the cost of reduced
spectral efficiency [22].

2.1.1.4 Co-Channel Interference (CCl)

Co-Channel Interference (CCl) is one of the most prominent forms of ICl, where neighbor-
ing cells reuse the same frequency bands [23]. While frequency reuse maximizes spec-
tral efficiency, it also results in severe interference, particularly at the cell edges where
the signal strength is low and interference from adjacent cells is high. CCl is particularly
challenging in UDN, where base stations are deployed in close proximity to meet the ever-
increasing data demand. Techniques like FFR can reduce CCI by dividing each cell into
regions (center and edge) and assigning different frequencies to cell-edge users to avoid
interference from neighboring cells. Dynamic Spectrum Sharing (DSS) allows dynamic allo-
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cation of spectrum resources to different base stations based on their real-time traffic de-
mands, which helps mitigate co-channel interference. Furthermore, massive MIMO with
advanced beamforming techniques can help mitigate CCl by steering beams toward the
intended users and away from interfering cells, thus increasing SINR. CCl is of two types:
intra-mode interference, which occurs in FDD or static TDD networks that are perfectly
synchronized, and inter-mode interference (or cross-mode interference) which generally
occurs in dynamic TDD or FD networks.

* Intra-mode Co-Channel Inter-Cell Interference or simply intra-mode interference,
refers to interference that occurs within the same transmission mode, either DL-
to-DL or UL-to-UL, in neighboring cells. In DL ICI, signals transmitted by the Base
Station (BS) in one cell interfere with DL transmissions in an adjacent cell, affecting
users at the edge of the coverage area. This interference is particularly prominent in
5G networks that deploy massive MIMO and small cells in close proximity, increas-
ing the likelihood of interference between adjacent cells [24]. UL ICI occurs when
multiple user devices in different cells transmit on the same frequency, causing in-
terference at their respective BS. Users located near the cell edges, especially those
using high transmission power to compensate for weak signals, are often the source
of UL interference, which can significantly degrade network performance for neigh-
boring cells.

To mitigate intra-mode interference, networks use a range of techniques, including
power control to adjust user device transmission strength, dynamic resource alloca-
tion to separate users onto different time or frequency resources, and coordinated
scheduling to ensure that neighboring cells avoid simultaneous transmissions on the
same frequency.

¢ Inter-mode interference, also known as cross-mode interference, arises when trans-
missions in different modes—such as UL and DL—interfere with each other. This
interference is most common in TDD systems, where the same frequency band is
used for both UL and DL transmissions but at different times. In scenarios where
neighboring cells are not perfectly synchronized, Cross-link Interference (CLI) also
called cross-slot interference, as shown in Fig. 5, occurs with UL transmissions in one
cell interfering with DL transmissions in a neighboring cell. This type of interference
becomes more prominent in dynamic TDD systems, where UL and DL configurations
are constantly adjusted to match traffic demand, increasing the likelihood of inter-
ference between transmission modes [25].

Remote Interference (Rl), as shown in Fig. 6, is a specific form of inter-mode inter-
ference, occurring in static synchronized TDD networks due to very large propaga-
tion delays [26]. This interference happens when distant BSs experience DL-to-UL
interference caused by atmospheric conditions that form anomalous atmospheric
ducts. These ducts, caused by sudden changes in the refractive index in the low tro-
posphere, trap electromagnetic waves, allowing signals to travel much farther with
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Fig. 5. Cross-link interference.

reduced attenuation than under normal conditions. This phenomenon, known as
ducting, can cause DL signals from a distant BS to interfere with the UL reception at
another base station far away.

The impact of Rl is severe, as it can affect both UL data and the reception of criti-
cal UL reference signals, such as Sounding Reference Signals (SRS), which are used
to estimate UL channel quality. In TDD systems that rely on channel reciprocity for
UL/DL channel quality estimation, interference with the SRS leads to a deterioration
of Key Performance Indicators (KPIs), such as call drop rates and handover success
rates, ultimately resulting in poor user experience. Although atmospheric ducting
is a rare event, when it occurs, it can disrupt thousands of BSs and significantly im-
pact network performance. Countries like China and the United States have experi-
enced the damaging effects of Rl for years [27], drawing attention from both industry
and academia. The International Telecommunication Union (ITU) has recommended
considering atmospheric ducts in channel modeling, and 3GPP has initiated a project
to address Rl in the 5G standardization process. Many telecommunication compa-
nies have also begun monitoring and analyzing the effects of Rl to mitigate its impact.

2.1.2. Intra-cell interference

Intra-cell interference, as shown in Fig. 2, is a growing challenge in 5G networks due to
the multiplexing of several numerologies, the introduction of advanced multiple access
schemes like Non-Orthogonal Multiple Access (NOMA) and Space Division Multiple Access
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Fig. 6. Remote interference.

(SDMA), which allows multiple users to share the same time and frequency resources in
the same cell, and the deployment of In-Band FD transceivers. Intra-cell interference can
be classified into several subtypes, including Self Interference (SI), Multi-User Interference
(MUI), and Inter-Numerology Interference (INI).

2.1.2.1 Self Interference (Sl)

SI, also called intra-system interference, is primarily a concern in FD communication sys-
tems, where a device transmits and receives signals simultaneously on the same frequency.
This can lead to interference between the transmitted and received signals, significantly
degrading communication performance. Mitigating self-interference requires Successive
Interference Cancellation (SIC) techniques, which employ advanced signal processing to
filter out the transmitted signal at the receiver. FD communication is expected to play a
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Fig. 7. Inter-beam and multi-user interference.

key role in future 6G networks, where efficient SI mitigation will be crucial to unlocking the
potential for simultaneous transmission and reception on the same channel [28].

2.1.2.2 Multi-User Interference (MUI)

MUI, as shown in Fig. 7, arises in systems using massive MIMO and spatial multiplexing,
where multiple users are served simultaneously using the same time and frequency re-
sources but different spatial beams. MUI occurs when the signals intended for different
users interfere with each other, particularly when the users are spatially close. To mitigate
MUI, advanced beamforming techniques are employed to ensure that each user’s signal
is spatially separated from others. In 5G networks, user scheduling algorithms are used to
dynamically allocate resources and ensure that users who are likely to interfere with one
another are served on different beams or at different times.

¢ Inter-beam interference, as shown in Fig. 7, is a major issue in mmWave and sub-
THz frequency bands, where narrow, highly directional beams are used to trans-
mit data. In dense urban environments, where many users are served simultane-
ously, the interference between closely spaced beams can reduce the effectiveness
of beamforming [29, 30]. Dynamic beam management and beam alignment tech-
niques are critical to minimizing inter-beam interference. Beam alignment ensures
that the beams are accurately directed toward the intended users, while dynamic

12
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beam management adjusts the beams in real time to minimize overlap and interfer-
ence between adjacent beams.

* Intra-beam interference occurs when multiple users share the same directional beam
within a cell, causing interference among those served by the same beam. This is
particularly common in 5G systems that use mmWave frequencies and beamform-
ing techniques. In massive MIMO and beamforming-based systems, users are spa-
tially multiplexed within the same beam. However, when their data streams are not
fully orthogonal, the spatial overlap results in interference between their signals,
especially when the users are located close to each other within the beam. This
interference reduces the quality of service for users, leading to lower data rates,
increased error rates, and a decreased SINR. Moreover, intra-beam interference di-
minishes the system’s ability to spatially multiplex users effectively, limiting the ex-
pected capacity gains from beamforming. To mitigate intra-beam interference, ad-
vanced beamforming techniques, such as adaptive beamforming and narrow-beam
control, can be used to precisely target beams and minimize the number of users per
beam. Effective user scheduling algorithms also play a key role by preventing users
with similar spatial signatures from being served by the same beam, thereby reduc-
ing interference. Adjusting transmission power for users within the beam, particu-
larly for those at the cell edge, helps mitigate interference, as does real-time beam
refinement, which dynamically reassigns users to better-aligned beams to optimize
performance.

2.1.2.3 Inter-Numerology Interference (INI)

INI occurs when different numerologies—combinations of subcarrier spacing, cyclic pre-
fix lengths, and other transmission parameters—are used simultaneously within the same
frequency band in 5G networks. This interference arises due to the non-orthogonality of
the numerologies. In 5G NR, multiple numerologies are introduced to support diverse ser-
vices such as enhanced Mobile Broadband (eMBB), URLLC, and mMTC, which have varying
latency and bandwidth requirements. Since these numerologies, with different subcarrier
spacings, are multiplexed within the same bandwidth, their overlapping subcarriers can
interfere with each other. This interference degrades signal quality, especially for services
like URLLC that require high reliability or low latency, reducing the SINR and leading to
lower data throughput, higher error rates, and overall service degradation [31-33].

To mitigate INI, several techniques are employed. Introducing guard bands between nu-
merologies can reduce interference by creating buffer zones where no transmission oc-
curs, though this approach reduces spectral efficiency. Advanced filtering techniques or
windowing at the transmitter and receiver can also minimize interference by preventing
signal leakage across numerologies. Lastly, dynamic resource allocation helps by schedul-
ing different numerologies in separate parts of the spectrum, thus preventing interference
caused by their proximity.

13
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Beyond traditional interference scenarios, modern cellular networks must also address in-
terference from uncoordinated and adversarial sources. In public safety networks, for
example, interference from uncoordinated sources, such as neighboring networks operat-
ing on the same frequencies or external devices disrupting the spectrum, can severely de-
grade communication. Malicious actors may also deliberately cause interference through
jamming or spoofing attacks, which aim to disrupt network operations. To counteract
these threats, advanced spectrum monitoring, jamming detection, and security protocols
must be employed to detect and mitigate interference from uncoordinated or adversarial
sources. We discuss such interference scenarios in detail in Section 4.

In conclusion, while both 4G and 5G networks face similar types of interference, the com-
plexity and severity are significantly greater in 5G due to innovations such as small cells,
beamforming, and NOMA. Interference classification in 5G covers a wide range of scenar-
ios, from traditional inter-cell and intra-cell interference to more advanced and emerging
challenges posed by modern network architectures. Effective interference management
will rely on a combination of techniques, including advanced beamforming, dynamic spec-
trum allocation, and real-time interference monitoring powered by Al/ML algorithms. As
networks evolve towards 6G, interference management strategies will need to adapt to
higher frequency bands, more complex deployments, and a wider range of interference
sources, ensuring that the growing demands for capacity, reliability, and low latency are
met.

2.2. Proposed Methodologies by 3GPP for Interference Management

As 5G and beyond networks become more complex, managing interference has become
critical. 3GPP has proposed various methodologies, signaling mechanisms, and advanced
procedures to address interference in these networks. This section outlines the key inter-
ference management approaches proposed by 3GPP, including techniques for pilot con-
tamination, control channel interference, CLI, and RI, along with the signaling and mea-
surement enhancements introduced in 5G NR.

2.2.1. 5G NR Signaling for Interference Management

Signaling plays a crucial role in managing interference within 5G NR networks. To enhance
interference management, 3GPP has introduced various types of Reference Signals (RS),
which are exchanged between Next Generation Node B (gNB)s and User Equipment (UE)s.
These signals are fundamental for functions such as DL/UL channel sounding, beam man-
agement, synchronization, and channel demodulation. Unlike earlier cellular technolo-
gies, where always-on, cell-specific synchronization and RS were continuously transmitted
across the spectrum to facilitate precise channel estimation, 5G NR has adopted a more
efficient approach. In 5G, only a minimal amount of cell-specific signals is broadcast, and
the sole always-on signal is the Synchronization Signal Block (SSB). Key synchronization
and RS in 5G NR include:

14



8560
January2025

¢ Channel State Information Reference Signal (CSI-RS): CSI-RS is a flexible, config-
urable signal used for DL Channel State Information (CSI) acquisition. It provides
interference estimation for UEs and supports advanced beamforming, particularly
in Massive MIMO systems. CSI-RS is more efficient than LTE’s Cell-specific Reference
Signal (CRS), which was introduced in LTE Release 8, as it uses less overhead and can
be configured per UE or beam. CSI-RS can be categorized as Zero Power (ZP) or Non
Zero Power (NZP) for optimized interference management.

e Sounding Reference Signals (SRS): SRS is transmitted by UEs for UL channel quality
estimation. It plays a similar role to CSI-RS but for the UL, helping gNBs optimize
resource allocation. In TDD networks, SRS enables both UL and DL scheduling by
leveraging channel reciprocity.

e DeModulation Reference Signal (DMRS): DMRS is used for decoding UL and DL
channels, reducing interference during data transmission by providing channel-specific

information. It replaces the always-on CRS used in LTE, minimizing unnecessary over-
head.

e SSB: SSB, used for initial connection and beam management, is a periodic signal that
allows UEs to measure DL channel quality. It assists in selecting optimal beams and
helps mitigate interference in dynamic beamforming scenarios [34].

Typically, to measure interference from neighboring BSs, a UE can either directly measure
the RS power from the interfering signal or utilize ZP-CSI-RS, which are specially config-
ured resource elements for Channel State Information Interference Management (CSI-IM)
estimation [35]. In this approach, the network configures CSI-IM to puncture the Physical
Downlink Shared Channel (PDSCH) of the serving cell, creating a transmission gap that co-
incides with the data transmission of the neighboring cell. This enables the UE to perform
interference measurements and provide feedback to the gNB.

These RSs enable UEs to measure interference from neighboring cells and report the re-
sults to the gNBs. This feedback is essential for allowing gNBs to dynamically adjust schedul-
ing and resource allocation to mitigate interference. However, in dense network deploy-
ments, non-orthogonal RS are often used, which can result in pilot contamination—a major
source of interference, particularly in multi-cell systems [36]. Pilot contamination occurs
when pilot signals from different cells overlap, leading to poor channel estimation and de-
graded network performance. This issue is explored in more detail later in this section.

2.2.2. 5G NR Measurements and Reporting

In 5G NR, users and gNBs perform channel quality measurements to manage resources and
mitigate interference effectively. UEs typically measure the quality of DL signals like CSI-RS
and SSB, while gNBs measure UL signals such as SRS. UEs may also measure UL SRS from
neighboring UEs. Key measurement indicators include SS-Reference Signal Received Power
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(RSRP), SS-SINR, and NR-Received Signal Strength Indicator (RSSI), which help assess the
signal and interference conditions across different channels.

These measurements are then reported back to the gNB, which uses this feedback to opti-
mize resource scheduling and interference management. Reporting can occur periodically,
aperiodically, or semi-persistently, depending on the network configuration. The feed-
back typically includes Channel Quality Indicator (CQl), Precoding Matrix Indicators (PMI),
and other CSl-related metrics that help calculate precoding matrices for beamforming and
scheduling [37]. In TDD systems, channel reciprocity allows gNBs to use UL measurements
to optimize DL resources, although this process requires substantial processing power.

Despite the utility of these techniques, challenges such as channel estimation errors and
feedback delays in dynamic environments persist. Further research into adaptive beam-
forming methods is ongoing to address these issues and improve real-time interference
management in 5G NR systems.

2.2.3. CLI Management - Signaling and Measurements

CLI, as shown in Fig. 5, poses significant challenges as UL and DL transmissions occur on
the same frequency band but at different times, in dynamic TDD networks, particularly
in TDD-LTE systems. To address this, 3GPP introduced multiple methodologies, beginning
with Release 12, which proposed approaches for Enhanced Interference Mitigation and
Traffic Adaptation (elMTA) [38]. These strategies include power control, cell clustering, dy-
namic UL/DL configurations, interference cancellation, and optimized resource allocation
and scheduling schemes.

As 5G networks evolved, Release 16 introduced further enhancements for managing CLI,
particularly focusing on flexible resource allocation and improved signaling for interference
mitigation. The primary advancements introduced in Release 16 [39] include:

* Special Measurements and Reports at the UE Level: UEs are now capable of mea-
suring UL SRS from other nearby devices, providing crucial information about po-
tential interference between UEs in neighboring cells. By extending the RSRP mea-
surement and reporting capabilities, the network gains valuable insight into how
different cells may interfere with each other in UL and DL operations.

¢ Inter-gNB Signaling for Inter-cell Coordination: Enhanced signaling between neigh-
boring gNBs allows for improved coordination in resource allocation to mitigate in-
terference. Resources can be categorized as either fixed (dedicated for either UL or
DL) or flexible (usable for both UL and DL transmissions). Through inter-gNB signal-
ing, a gNB can share its fixed and flexible resource allocation with neighboring gNBs.
This coordination enables gNBs to optimize scheduling strategies, ensuring that crit-
ical DL transmissions are scheduled on interference-free fixed resources, while flex-
ible resources are used for less critical transmissions that can tolerate higher inter-
ference levels.
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These enhancements in signaling and measurement capabilities for CLI help 5G networks
achieve more efficient interference management, allowing dynamic TDD systems to handle
CLI effectively while improving overall network performance.

2.2.4. Rl Management - Signaling and Measurements

RI, as shown in Fig. 6, occurs due to large propagation delays caused by atmospheric duct-
ing, where signals travel over extended distances with minimal attenuation. This type of
interference can severely degrade network performance, including reduced coverage and
connection success rates. While no standardized solutions existed for managing Rl in LTE,
Remote Interference Management (RIM) became a necessary feature in commercial LTE
TDD networks to ensure reliability [40].

Recognizing the increased severity of Rl in large-scale 5G TDD deployments, particularly
across borders, 3GPP introduced tools for automatic RIM in Release 16 [39, 41]. These
tools are designed to minimize manual intervention and improve network robustness. Two
new types of RIM-RS were specified to support automatic detection and mitigation of Rl:

e RIM-RS Type 1: Sent by the victim gNB to notify aggressor gNBs of detected interfer-
ence, providing information such as the identity of the interfering gNB, the number
of symbols affected, and whether mitigation measures have been applied.

¢ RIM-RS Type 2: Sent by the aggressor gNB after applying the RIM procedure to in-
form the victim gNB that interference persists.

3GPP proposed three different frameworks—centralized and distributed—for applying RIM,
which differ in how gNBs communicate and where decisions regarding interference man-
agement are made. However, the specific schemes to mitigate remote interference have
not yet been standardized, leaving room for further development in this area.

2.2.5. Pilot Contamination and Control Channel Interference

Pilot contamination occurs when the same UL pilot sequence is reused across neighboring
cells for efficient resource management in massive MIMO networks [42]. While frequency
reuse helps maximize spectrum efficiency, it also introduces significant ICl, particularly in
massive MIMO systems using TDD. Pilot contamination reduces channel estimation accu-
racy, which in turn affects the achievable data rates and overall spectrum efficiency. Al-
though earlier studies focused on non-orthogonal signals as the primary source of pilot
contamination, recent research has identified other factors, such as hardware impairments
and distortions [43]. To address pilot contamination, robust interference coordination al-
gorithms and techniques for efficient pilot reuse are required.

CCl, on the other hand, is a significant challenge in HetNets where small cells are de-
ployed alongside macro cells. Control channels, such as the Physical Uplink Control Chan-
nel (PUCCH), carry vital signaling information like CQl and Hybrid Automatic Repeat Re-
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guest (HARQ) feedback. Control channel interference can impact signal synchronization
and cell searching. To minimize this interference, 3GPP has proposed power control mech-
anisms to keep macro base station (MBS) transmission power below a certain thresh-
old [44]. Additionally, in networks where femtocells operate, 3GPP recommended con-
figuring femtocells in closed access mode, which limits interference by restricting services
to authorized users only [45]. These measures are essential to improving control channel
reliability and mitigating interference in dense deployments.

2.2.6. Base Station Coordination and ldentification

The coordination between all MBSs and their associated users is critical to mitigating ICI.
Mutual coordination among MBSs and neighboring cells is achieved via the backhaul X2
interface, which facilitates communication between BSs. However, effective identification
and transmission of interfering BSs over the air remain key challenges. Advances in refer-
ence signals and variations in low transmission power can mitigate interference by opti-
mizing signal control [46].

In dense mmWave networks, research has explored various methods to reduce inter-BS
interference. One proposed solution involves choosing a downstream transmission coor-
dination scheme based on the SINR level, helping to schedule packet delivery more effi-
ciently [47]. Some researchers have investigated beam coordination processes between
base stations to improve network capacity by synchronizing transmission beams across
multiple base stations [44]. Another technique, spectrum pooling, has been explored us-
ing a centralized beam coordination framework, which pools frequency resources to avoid
overlap and interference [48]. While these methods have demonstrated potential for ef-
ficient channel information transfer, their effectiveness largely depends on the latency in-
volved in exchanging information between base stations, highlighting the need for further
research to optimize real-time communication and coordination.

2.2.7. Beamforming and Narrow Beam Link Acquisition

In mmWave Massive MIMO systems, beamforming and beamsteering are used to direct
narrow beams toward users, reducing interference [49]. However, inter-beam interference
remains a challenge, particularly in high-mobility environments like D2D communication.
Techniques such as tapering methods and zero-forcing beamforming have been proposed
to reduce inter-beam interference by suppressing interference from sidelobes of the an-
tenna array [50]. These solutions are critical for maintaining the performance of Massive
MIMO systems in dense and mobile environments.

In conclusion, the methodologies developed by 3GPP for interference management in
5G and beyond networks address the growing complexity of modern wireless systems.
Through advanced signaling mechanisms, pilot contamination mitigation, and interference
management, 3GPP’s proposed solutions play a crucial role in optimizing network perfor-
mance. These innovations are essential for maintaining efficient and interference-free op-
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eration as networks evolve toward higher frequencies, denser deployments, and more di-
verse use cases.
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3. Open RAN (O-RAN)

This section discusses the state of O-RAN at the time of this writing. This includes an
overview of O-RAN and its architecture in Section 3.1, a detailed description of Use Case
26 in Section 3.2, and, finally, a description of O-RAN’s current capabilities. The overview
in Section 3.1 will focus on O-RAN as a whole, while Section 3.2 and Section 3.3 will focus
on the work of Working Group 1 (WG1) and Working Group 3 (WG3) of the O-RAN Alliance,
respectively, as their work is most relevant to our topic.

3.1. Overview of O-RAN

The purpose of O-RAN is to define a standardized architecture that is open, smart, virtual-
ized, and disaggregated in mobile networks. This makes it possible for network operators
to easily integrate different hardware and software solutions from multiple vendors while
ensuring interoperability amongst all of the various components. Such an architecture is
also intended to lower the barrier of entry for vendors and third-party application develop-
ers, which, in turn, has the potential to increase the availability of new and improved hard-
ware and software, which should increase the rate at which mobile network technologies
advance. The remainder of this section provides an overview of the O-RAN architecture.

SMO Framework
—o2— O-Cloud

Non-RTRIC
|
A|1
|
Near-RTRIC Netwocqu Functions
| .
E1
y;
—

RAN Intelligent Controller
| INE2 Node

Fig. 8. A simplified diagram of the O-RAN architecture that depicts a subset of O-RAN
components and interfaces.
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The O-RAN architecture can be organized into three functional bodies, as depicted in Fig. 8:
the Service Management and Orchestration (SMO) Framework, Network Functions, and
the O-RAN Cloud (O-Cloud). The SMO Framework is responsible for managing the RAN
domain which is one of several domains, such as the Core Network (CN), that needs to
be maintained in a mobile network. Within the SMO, there is a RIC, the Non-Real-Time
RIC (Non-RT RIC), that is responsible for managing RAN optimizations, primarily by main-
taining policies for and analyzing data provided by RAN entities. The O-Cloud is accessible
to the SMO via the 02 interface so that it can provide the SMO with cloud services. For
instance, the O-Cloud can be used to host disaggregated and virtualized instances of enti-
ties from the Network Functions body, such as the Near-Real-Time RIC (Near-RT RIC). The
Network Functions body is responsible for enforcing and executing tasks related to the
policies that are created and disseminated by the Non-RT RIC. This group consists of a
Near-RT RIC, which communicates with the Non-RT RIC through the Al interface, and E2
nodes. An E2 node is an entity in the RAN, such as a O-RAN Distributed Unit (O-DU), with a
connection to a Near-RT RIC via the E2 interface. Through this interface, the E2 node may
report information to and receive commands from the Near-RT RIC.

Both the Non-RT RIC and Near-RT RIC are intelligent controllers, however, they have two
very distinct roles in the O-RAN architecture. The Non-RT RIC is responsible for manag-
ing the network at a macro-level, meaning that it makes long-term decisions based on
events across the entire network and focuses on network performance as a whole. The
Near-RT RIC operates at the micro-level when compared to the Non-RT RIC as it is respon-
sible for enforcing the policies that it receives from the Non-RT RIC by issuing commands
to E2 nodes in a portion of the RAN that it is managing to achieve short-term goals. Fur-
thermore, a Non-RT RIC may manage many Near-RT RICs while a Near-RT RIC may manage
many E2 nodes. It is worth mentioning that it is also possible for the Non-RT RIC to man-
age E2 nodes in the absence of a Near-RT RIC, as the Near-RT RIC is an optional component
in the O-RAN architecture. In such a deployment, E2 nodes would communicate with the
Non-RT RIC via the O1 interface which is used to connect E2 nodes with the SMO.

There exists many internal and external functions to support the roles of both the Non-RT RIC
and the Near-RT RIC. To achieve the intelligence required by each of these components,
their exists rApps and xApps. Both of these components are fundamentally the same in
that they are software instances responsible for carrying out automation in the network.
The difference between xApps and rApps is that xApps are software specifically designed
to run in the domain of the Near-RT RIC and rApps are specifically designed to run in the
domain of the Non-RT RIC. Within each of these domains “control loops” exist that essen-
tially define a workflow that accomplishes something useful. Non-RT control loops are ex-
pected to execute in a time frame greater than or equal to 1 s, while Near-RT control loops
are expected to execute in less than 1 s but greater than 10 ms. This means that xApps will
collect, analyze, and react to data quickly for more responsive automation, while rApps will
analyze a lot of data at a slower rate and issue commands/policies for more comprehensive
adaptations.
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For communication to take place between a Near-RT RIC and an E2 node over the E2 inter-
face, there exists an E2 Application Protocol (E2AP) and several E2 SMs (E2SMs) [8]. The
E2AP defines the services, procedures, and basic constructs necessary for the Near-RT RIC
and E2 nodes to communicate. For instance, the E2AP defines the E2 setup procedure
used by an E2 node to send an E2 SETUP REQUEST message to its designated Near-RT RIC
to establish an E2 connection. The request message includes a list of RAN functions that
are supported by the E2 node that the Near-RT RIC can utilize. After a setup request is
received by the Near-RT RIC and it completes the establishment of the connection, the
Near-RT RIC can now use RIC Subscriptions to request the E2 node to report a particular
metric or to initiate a specific procedure. To handle the definition of what specific metrics
and procedures that an E2 node may support, E2SMs exist that define the Information El-
ements (IEs) that can be embedded in the control and report messages. For instance, it is
the KPM E2SM that defines several IEs related to RAN performance that can be reported
by an E2 node to the Near-RT RIC. This includes metrics related to transmitted data vol-
ume, packet loss, and signal quality. The RC E2SM defines several IEs that can be included
in a control message sent from the Near-RT RIC to an E2 node to request an E2 node to
carry out a specific action. This includes controls related to radio resource allocation, RAN
access, and radio bearer configurations.

3.2. Use Case 26: Interference Detection and Optimization

In the O-RAN Alliance, one of WG1’s many focuses is the development of use cases, for
which they have a dedicated task group. This task group consists of many different players
that includes representatives of various network operators, manufactures, vendors, gov-
ernment agencies, and other companies in industry. As all of these different entities have
an interest in the development, deployment, and success of O-RAN, WG1 is where they
come together to develop use cases that define O-RAN’s applicability, requirements, and
scope. These use cases are published in [17], which describes the motivation, resources,
workflow, data, and goal for each agreed upon use case. Each use case also identifies an
issue or limitation within a conventional mobile network, and re-envisions how it can be
addressed and improved on by using O-RAN. This also includes completely new ideas with
solutions that are only made possible with the O-RAN paradigm.

In [17], Use Case 26 proposes a new solution to an old problem — inter- and intra-cell in-
terference. Due to the nature of mobile networks, a long-standing problem is the scarcity
of radio resources that must be reused to support feasible deployments. In both heteroge-
neous and ultra-dense networks, ICI becomes a more complex problem as the likelihood of
co-frequency overlap increases. Itis made clear in [17] that while ICIC receives the most at-
tention when it comes to addressing this issue, ICIC also has many limitations. This includes
limitations such as the inability to reconfigure resources in real time, which can result in
poor resource utilization. Another limitation is that ICIC depends on an ideal deployment,
thus, when the deployment becomes more complex the effectiveness of an ICIC approach
decreases. The last limitation that we will mention here is that the resource granularity
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of ICIC algorithms is coarse since they operate at the cell-level and not at the UE- or UE
group-level, which limits its flexibility.

When considering the potential of an O-RAN solution to address the interference prob-
lem mentioned above, it is envisioned that real-time interference detection and optimiza-
tion algorithms are possible at the cell, UE, and UE group levels. This includes enhanced
mechanisms to detect interference, the ability to construct interference graphs, and au-
tonomous coordination of radio resources to mitigate interference. Also, depending on
the rate at which the network is expected to adapt to interference, Use Case 26 proposes
both a “Fast Loop Optimization” and a “Slow Loop Optimization.”.

Non-RTRIC

rApp
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rApp
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XApp
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g Construction
Near-RTRIC
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Algorithm
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Fig. 9. A diagram of the main O-RAN components, interfaces, and responsibilities for the
fast loop solution.

The fast loop optimization depends on the coordinated effort of the SMO, the Near-RT RIC,
and E2 nodes. The components, interfaces, and relevant component responsibilities are
shown in Fig. 9. With this setup, it is expected that the Non-RT RIC will be responsible for
generating the interference policies (both for detection and optimization), generate QoS
metrics and disseminate that information to the Near-RT RIC, and collect interference de-
tection and optimization performance metrics from the Near-RT RIC. The Near-RT RIC is
responsible for passing interference measurement data from E2 nodes to the Non-RT RIC,
interpreting policies that it receives from the Non-RT RIC, and enforcing those same poli-
cies by issuing commands to the E2 nodes. E2 nodes must be able to report network state
and UE measurement data to the Near-RT RIC, and support executing commands issued by
the Near-RT RIC to carry out the requested actions. Fig. 10 depicts an example workflow
for the fast loop optimization.
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Non-RT RIC

Fig. 10. A flow diagram that depicts the O-RAN workflow to perform interference
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detection and optimizations using the fast loop optimization.

The slow loop optimization is similar to the fast loop, however, there is no Near-RT RIC.
Fig. 11 depicts the components, interfaces, and relevant component responsibilities for
this solution. In the absence of a Near-RT RIC, the expectation is that the responsibilities of
the Near-RT RIC will fall to the Non-RT RIC. This means that the rate at which the network
can detect and optimize interference will be slower, the Non-RT RIC will not only create
but also enforce its own policies, and E2 nodes will have to interact with the Non-RT RIC

via the O1 interface.
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Fig. 11. A diagram of the main O-RAN components, interfaces, and responsibilities for the
slow loop solution.

As for data requirements with respect to Use Case 26, there are only a handful of metrics
that are mentioned in [17]. For network-level measurements it is stated that a UE should
report metrics such as CQl, SINR, Modulation and Coding Scheme (MCS), RSRP, Physical
Resource Block (PRB) usage, and throughput, while gNB cells will need to report metrics
such as PRB usage and throughput. The SMO is also expected to generate metrics related
to 5G QoS Identifier (5Ql), throughput, latency, packet loss, and Block Error Rate (BLER).
The expectation is that any O-RAN solution will use some, all, or other related metrics to
achieve this use case’s end goal of detecting, predicting, and optimizing interference.

3.3. Current O-RAN Capabilities

In this section, we will discuss the current capabilities of O-RAN that are relevant to Use
Case 26 at the time of this writing. This entails identifying the data, functions, and mes-
sages available in the specifications to realize an interference detection and optimization
solution. This will focus primarily on the work of Working Group 2 (WG2) and WG3, as WG2
is responsible for creating and maintaining standards for the Non-RT RIC and Al interface,
while WG3 is responsible for the Near-RT RIC and E2 interface standards.

The efforts of WG2 has resulted in many O-RAN specifications, which includes the Non-RT RIC
architecture, the Al interface, and the R1 interface. In [51], a general overview of the
Non-RT RIC is provided, which touches on the various components, interfaces, functions,
and services of the Non-RT RIC. In [52], a REpresentational State Transfer (REST) Appli-
cation Programming Interface (API) is used to realize the Al Application Protocol (AP) to
support policy management. This means that the current Al interface supports an AP that
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makes it possible for the Non-RT RIC and Near-RT RIC to exchange information regarding
policy. This includes the services, operations, resource indicators, and API to create, up-
date, delete, and query policies. In [53], currently supported data models that can be
exchanged over the Al interface are defined. Moreover, [53] defines the objects, data
types, and identifiers that can be transported over the Al interface via the A1 AP. In its
current state, [53] defines policy objectives for QoS, Quality of Experience (QoE), UE-level,
slice-level, load balancing, and energy saving targets. In addition to policy objectives, [53]
also defines policy resources related to traffic steering optimizations, Slice Level Agree-
ment (SLA) assurance, load balancing, and energy savings. As an example, this means that
it is possible to define and transport a policy between a Non-RT RIC and Near-RT RIC over
the Al interface that communicates a QoS target for a given UE using a particular set of
resources.

The purpose of the R1 interface is to provide communication between the Non-RT RIC
framework and rApps for registration, discovery, authentication, and authorization. By
opting to use an interface between Non-RT RICs and rApps instead of a traditional API, the
O-RAN alliance seeks to increase flexibility, portability, and interoperability between SMO
and rApp implementations from different vendors. All in all, in the current specifications,
the Non-RT RIC supports hosting rApps that are capable of analyzing data and creating
policies. For further information on the R1 interface, WG2 maintains the specifications
[54-56] that define the general principles and aspects of the R1 interface, as well as the
transport protocol and data models that are currently supported.

It is WG3 that is responsible for specifying standards related to the Near-RT RIC, the E2
interface, and the Y1 interface. This encompasses the Near-RT RIC architecture, it’s API,
xApp management, E2 SMs, and access to data for RAN analytics.

In [57], the E2 AP is specified. This AP defines the procedures and corresponding message
exchanges that are necessary for the Near-RT RIC and E2 nodes to communicate. This in-
cludes E2 setup, update, and removal procedures that allow E2 nodes to open, modify,
and close E2 connections with the Near-RT RIC. The setup procedure is a precursor for
Near-RT RICs and E2 nodes to interoperate as they must exchange available RAN function-
alities, supported E2 SMs, and configurable E2 node components. The procedure defined
to open an E2 connection makes use of the “E2 SETUP REQUEST,” “E2 SETUP RESPONSE,”
and “E2 SETUP FAILURE” messages. Once the E2 connection is established, the E2 AP also
defines the procedures for subscription management that allows the Near-RT RIC to re-
guest periodic reports from an E2 node, which the Near-RT RIC can use to monitor per-
formance in the RAN. The subscription request procedure makes use of the“RIC SUB-
SCRIPTION REQUEST,” “RIC SUBSCRIPTION RESPONSE,” and “RIC SUBSCRIPTION FAILURE”
messages. In addition to RAN monitoring and once the E2 connection is established, [57]
also defines the RIC control and query procedures. The control procedure is what makes
it possible for the Near-RT RIC to initiate a specific RAN action by an E2 node. This pro-
cedure makes use of the “RIC CONTROL REQUEST,” “RIC CONTROL ACKNOWLEDGE,” and
“RIC CONTROL FAILURE” messages. The query procedure is what enables the Near-RT RIC
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to request specific information related to the RAN or a UE from an E2 node. This procedure
makes use of the “RIC QUERY REQUEST,” “RIC QUERY RESPONSE,” and “RIC QUERY FAIL-
URE” messages. [57] also defines the ASN.1 message formats required for serialization
and de-serialization of E2 AP messages. In summary, the current O-RAN E2 AP makes it
possible to set up E2 connections, access to RAN data, and a means to issue RAN controls.

In addition to the E2 AP, WG3 also specifies several E2 SMs. These SMs are used in addi-
tion to and on top of the E2 AP to monitor a specific RAN metric or to invoke a particular
RAN action. Thus, for an E2 SM, the specifications define the services that it realizes (e.g.,
control and report), the triggers available to detect and report information (e.g., periodic
or event-based), and the E2 AP message |IEs needed to realize a service. In essence, they
determine what can be achieved by a Near-RT RIC when it is is used to manage the RAN.
The current specifications include the Cell Configuration and Control (CCC) SM [13], KPM
SM [12], and RC SM [14]. In the following paragraphs that describe the current capabilities
of the various E2 SMs the focus will be on the elements that we believe are most relevant
to Use Case 26.

Itis worth mentioning that each E2 SM supports various “styles.” These styles are primarily
used to distinguish between variations of granularity, conditions, and functions that are
included in the messages. For instance, in the CCC SM, report and control functions can
be implemented using Style 1 or Style 2. Style 1 reports and controls apply to the gNB
as a whole (node-level), while Style 2 applies to the individual cells that make up a gNB
(cell-level). Therefore, the styles that a Near-RT RIC or E2 node supports will directly affect
what can be achieved with a particular SM, especially when it comes to the level of control
that is available and the granularity of the data that is reported.

In its current state, the CCC SM provides access to E2 node / cell-level configuration infor-
mation through the report service and allows an E2 node / cell to be configured via the
control service. At the E2 node level, the current specifications define IEs to report com-
ponent information regarding the O-DU, O-RAN Central Unit - Control Plan (O-CU-CP), and
O-RAN Central Unit - User Plane (O-CU-UP) that make up the gNB. Controls for the O-CU-CP
exists to configure the available neighbor list for handover operations as well as Resource
Radio Management (RRM) policy control and reporting. At the cell-level, the O-DUs can
report UL and DL frequencies, SSB parameters, available Bandwidth Parts (BWPs), and par-
tition lists. For the O-DU, only the partition list, which is used to mitigate interference for
SLA assurance, can be controlled in the current specification. The current specifications
also support BWPs and RRM policy configurations to be both reported and controlled at
the cell-level.

The purpose of the KPM SM is to provide access to RAN performance measurements over
the E2 interface. It only defines IEs in support of a report service and realizes five different
reporting styles. With this SM, the Near-RT RIC can subscribe to the following O-RAN-
specific reports from an E2 node. Transmitted data volume reports for both the UL and DL
that describe how much data is transmitted in either the UL or DL at the Radio Link Control
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(RLC) layer in a given amount of time. Distribution of transmitted data volume to incoming
data volume reports for both the UL and DL that describe the ratio of packets successfully
transmitted versus those that have been queued for transmission at the RLC layer in a given
amount of time. Packet drop rate reports for both the DL and UL that describe the ratio
of packets that were dropped due to high traffic loads. DL synchronization RSRP and SINR
reports that describe RSRP and SINR measurements reported by a UE to an E2 node. In
addition to the O-RAN-specific metrics, the KPM SM specification also indicates that the
SM can be used for measurements defined by 3GPP in [58] and [59]. As for the different
KPMs that can be measured and reported, the five styles are described in Table 1. Thus,
the current KPM SM supports the transport of traffic and signal measurement reports from
the gNB-level down to the UE-level, and can provide them periodically or based on some
event.

Style | Description

1 3GPP defined measurements and O-RAN measurements at the gNB- / cell-level
2 Measurements at the UE-level and are specific to a single UE

3 A particular measurement for a group of UE that meet a particular condition

4 UE-level measurements for a group of UE that match multiple conditions

5 Measurements for a particular set of UE that are specifically identified

255 A single composite report of multiple reports for a particular style

Table 1. O-RAN KPM E2 SM Report Service Styles

The RC SM provides the mechanisms necessary to control the RAN. In its current state, the
RC SM implements the report, insert, control, policy, and query services which all facilitate
manipulating the RAN. The report service is used to provide control and UE information
for context, and supports four different as described in 2.

The insert service is in place to provide a way for E2 nodes to suspend a RAN process and
request information from the Near-RT RIC on how to proceed. The insert service supports
eight different styles, each pertaining to a different RAN related control. The styles and
their respective descriptions are listed in Table 3.

The control service makes it possible to initiate and resume suspended RAN actions. The
styles that this service supports includes the same eight styles mentioned for the insert
service as each insert request must have a control request counterpart. Moreover, when
the insert service is used to make a request to the Near-RT RIC, the process for which
the insert request was initiated for is suspended until a response (i.e. control request) is
received from the Near-RT RIC on how to proceed. However, since the control service can
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Style | Description
1 Complete copy of a network interfaces or Radio Resource Control (RRC) messages
2 Outcomes of a function that has been invoked
3 gNB configuration and neighbor relation changes
4 UE ID and state changes
5 Measurements for a particular set of UE that are specifically identified
Table 2. O-RAN RC E2 SM Report Service Styles
Style | Description
1 Radio bearer modification requests (e.g., QoS related parameters)
2 Radio resource allocation change requests (e.g., PRB scheduling)
3 Connected mobility control requests, primarily related to handover
4 Access control requests related to RRC admissions, rejections, and releases
5 Initiating, modifying and releasing secondary cells for dual connectivity
6 Initiating, modifying and releasing secondary cells for carrier aggregation
7 Configuration of cell re-selection priorities and timers
255 Composite insert function controls to support taking multiple actions in parallel

be used without the insert service, it also supports additional service styles 8, 9, and 10.

Table 3. O-RAN RC E2 SM Insert Service Styles

Those additional styles are listed in Table 4.

The policy service enables modifying the behavior of control process. In essence, the
Near-RT RIC uses a policy to define a set of conditions that, once met, indicate what ac-
tions should be taken. The current policy service supports nine styles, very similar to those
supported in the control service. Each style and their respective descriptions can be found

in Table 5 for the policy service in the RC E2 SM.

Lastly, the query service supports requesting specific RAN and UE information needed to
carry out RAN actions. Currently, the query service only supports two style types: style 1
and style 2. Style 1 is used for requesting and providing E2 node information, while style 2
is used for requesting and providing UE related information. Thus, style 1 can be used to
collect cell configuration and neighbor relation information, and style 2 can be used for UE
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Style | Description

1 Radio bearer modification requests (e.g., QoS related parameters)

2 Radio resource allocation change requests (e.g., PRB scheduling)

3 Connected mobility control requests, primarily related to handover

4 Access control requests related to RRC admissions, rejections, and releases
5 Initiating, modifying and releasing secondary cells for dual connectivity

6 Initiating, modifying and releasing secondary cells for carrier aggregation

7 Configuration of cell re-selection priorities and timers

8 UE identification assignments

9 UE measurement reporting and configuration control

10 Control for UE beamforming settings

255 Composite insert function controls to support taking multiple actions in parallel

Table 4. O-RAN RC E2 SM Control Service Styles

context related information. As the RC SM is the most elaborate E2 SM to-date, it provides
many mechanisms and extensive control of the RAN.
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Style | Description

1 Radio bearer control policies

2 Radio resource allocation control policies

3 Mobility policies for connected UE

4 Radio access control policies

5 Dual connectivity control policies

6 Carrier aggregation control policies

7 Mobility control policies for idle UE

8 UE measurement and reporting configuration policies
9 Beamforming control policies

Table 5. O-RAN RC E2 SM Policy Service Styles
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4. Gap Analysis

In this section, we map various interference management techniques to the use cases de-
fined by O-RAN, highlighting overlapping features. We also cover what we refer to as “non-
ideal scenarios”, which are situations that could benefit from interference management
within the O-RAN framework but are not specifically addressed by the O-RAN Alliance.
Section 4.1 explores how the O-RAN use cases align with existing interference manage-
ment techniques, identifying areas where these techniques are sufficient and where gaps
remain. In Section 4.2, we introduce non-ideal scenarios—such as uncoordinated or adver-
sarial interference—that are not currently captured in Use Case 26 but should be consid-
ered by the O-RAN alliance for future development. These scenarios highlight the potential
for extending O-RAN’s capabilities to address a broader range of interference challenges.

4.1. O-RAN and Interference Management in Cellular Networks

Given the current state of O-RAN capabilities discussed in Section 3.3 and the review of
interference management in Section 2, several key observations emerge. The use cases
defined by the O-RAN Alliance in [17] provide a solid architecture and mechanisms for dy-
namic, fine-grained control of the RAN. However, while these use cases cover a variety
of network optimization tasks, only Use Case 26 is specifically designed to address inter-
ference detection and mitigation. Despite this, none of the standardized functionalities
in O-RAN are solely dedicated to interference detection, and only a few can be indirectly
applied to interference mitigation.

Table 6 maps various interference management techniques to existing O-RAN use cases
that share overlapping features, even though these use cases are not primarily focused on
interference. This shows that, while O-RAN has the potential to implement interference
management techniques, the framework is not yet fully optimized for this task. Further-
more, the current SM and IE only offer the groundwork for implementing interference
detection and mitigation, but they have not been fully tailored for Use Case 26, which is
still evolving.

For each interference type listed in Table 6, the specific mechanisms for interference de-
tection and the relationships between interfering entities are still unclear. It is uncertain
how a system will identify which RAN entities are causing interference and which should be
targeted for mitigation. However, based on existing specifications, interference detection
could potentially be managed by leveraging DL RSRP, DL SINR, and UL RSRP IEs, as defined
in the KPM SM. The level of granularity in interference detection will depend on which of
the six service models is employed.

Once theinterference is detected, mitigation techniques must be considered. For example,
co-tier interference requires BSs to coordinate transmissions and limit frequency sharing.
The O-BWP attribute in the CCC SM can specify which PRB a cell uses, addressing frequency
sharing. Similarly, the O-Newtork Energy Savings (NES) policy attribute can define a slot
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mask to coordinate transmissions with TDD. Cross-tier interference techniques, such as
ABS, allow coordination between macro and small cells, which can also be managed with
the O-NES policy attribute.

For ACI, enhanced filtering techniques, wider guard bands, and more precise modulations
are recommended. The Grant Configuration control structure in the RC SM can specify
MCS tables and transport block sizes during scheduling to mitigate ACl. CCl mitigation,
which includes techniques like FFR, DSS, and beamforming, can be managed using the
O-BWP attribute in the CCC SM and the beamforming configuration control in the RC SM.
However, for SI management, which focuses on filtering techniques, there is no direct cor-
relation with any O-RAN service models, and this might be beyond the scope of O-RAN
specifications.

In summary, while O-RAN provides certain metrics and tools that could be applied to inter-
ference detection and mitigation, the precise mechanisms for doing so remain undefined.
The service models designed to control and configure E2 nodes offer several features that
could be adapted for interference management, but their primary focus lies outside of this
domain. Additionally, there are specific scenarios, particularly those involving interference
from uncoordinated and adversarial sources, that will require further development within
O-RAN. These scenarios will be explored in Section 4.2, with future work discussed in Sec-
tion 5.

Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]
Co-tier Inter- | Co-tier in- | As more cells | CoMP tech- | Use case 5: Traf-
ference terference is | are deployed | niques allow | fic Steering
prominent in ] to improve | base stations to | Use case 11: Dy-
dense deploy- | coverage and | coordinate their | namic Spectrum
ments, where | capacity, inter- | transmission Sharing (DSS)
neighboring cells | ference among | and reception to | Use case 26:
reuse the same | cells of the | reduce co-tier | Interference
frequency bands. | same type (e.g., | interference. Dy- | Detection  and
macro-macro, namic frequency | Optimization
small-small) be- | reuse can also
comes a growing | limit frequency
concern, de- | sharing between
grading network | neighboring cells.
performance.
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when signals are
closely spaced in
frequency.

filtering tech-
niques, wider
guard bands, and
more precise
signal  modula-
tion to reduce
the impact of
out-of-band

emissions.

Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]

Cross-tier Since small cells | This form of | elCIC, includ- | Use case 26:
Interference often operate | interference ing  techniques | Interference

within the cov- | is particularly | like ABS, allows | Detection and

erage area of | harmful in areas | macro cells to | Optimization

macro cells and | where small cells | mute transmis-

reuse the same | operate at lower | sions in specific

spectrum, they | transmission subframes, giving

are  vulnerable | powers com- | small cells an

to interference | pared to macro | opportunity to

from macro cells, | cells. transmit without

particularly at interference.

cell edges.
Adjacent In systems using | ACl can degrade | ACI is addressed | Use case 26:
Channel In- | OFDM, such | the SINR for users | by allocating | Interference
terference as 4G LTE and | in neighboring | adjacent chan- | Detection and
(ACI) 5G NR, out-of- | frequency chan- | nels to cells in | Optimization

band emissions | nels, reducingthe | different geo-

can lead to | overall network | graphical regions,

ACl, especially | throughput. employing better
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Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]
Co-Channel In 5G, the reuse | CCl is particularly | Techniques such | Use case 6:
Interference of the same fre- | problematic for | as FFR, DSS, | Massive MIMO
(can quencies across | cell-edge users, | and advanced | Beamforming
multiple cells to | where signal | beamforming Optimization
maximize spec- | power is weaker, | with massive | Use case 11: Dy-
tral efficiency | and interference | MIMO can help | namic Spectrum
exacerbates CCI. from neighboring | reduce the over- | Sharing (DSS)
cells is more | lap of frequency | Use case 22:
prominent. use between | MU-MIMO Opti-
neighboring cells. | mization
Use case 26:
Interference
Detection and
Optimization
Intra-mode Intra-mode inter- | It lowers the | Techniques such | Use case 5: Traf-
Interference ference  occurs | SINR, reducing | as beamforming, | fic Steering
(Downlink when neighbor- | data through- | CoMP, power | Use case 11: Dy-
(DL) and | ing cells operate | put, increasing | control, dynamic | namic Spectrum
Uplink (UL) | in the same | latency, and | resource alloca- | Sharing (DSS)
Interference) transmission impacting users, | tion and FFR are | Use case 22:
mode (DL-to-DL | especially at cell |} employedto min- | MU-MIMO Opti-
or UL-to-UL), | edges. It de- | imize overlapping | mization
often in FDD or | grades network | transmissions Use case 26:
synchronized performance by | and reduce | Interference
TDD systems. It | making it harder | interference, Detection and
is common in | for base stations | particularly in | Optimization
dense networks | to correctly de- | dense network
with small cells | code signals from | environments.
and high user | users.
density.
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Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]

Inter-mode Occurs in TDD | Degrades the | Dynamic TDD | Use case 9: RAN
Interference systems, where | SINR, affecting | adjusts UL/DL | Slice SLA Assur-
(Cross-Link the same fre- | both UL data and | patterns to | ance
Interference quency is used | DL quality, lead- | minimize CLl, | Use case 11: Dy-
(CLI) and | for both UL and | ing to increased | while inter-cell | namic Spectrum
Remote In- | DL but at differ- | call drops, han- | synchronization Sharing (DSS)
terference ent times. When | dover failures, | ensures better | Use case 26:
(R1)) neighboring cells | and reduced | coordination Interference

are not perfectly | throughput. RI, | between neigh- | Detection and

synchronized, CLI | especially, can | boring cells. For | Optimization

arises, where an | disrupt UL recep- | RI, guard periods

UL transmission | tion for a large | between UL and

in one cell inter- | number of BSs | DL transmissions,

feres with the | simultaneously, along with spec-

DL in another. | significantly im- | trum monitoring

Rl occurs in TDD | pacting network | and  frequency

systems due to | performance. planning, can

atmospheric con- help mitigate

ditions, where DL interference,

signals from dis- especially in

tant BSs interfere regions prone

with UL reception to atmospheric

at other BSs, ducting events.

particularly dur-

ing rare events

like atmospheric

ducting.
Self Interfer- | In FD systems, a | Without effective | SIC  techniques | None
ence (SI) device transmits | cancellation, are used to filter

and receives | SI can severely | out the trans-

on the same | degrade the | mitted signal at

frequency at | performance of | the receiver to

the same time, | FD systems. improve per-

causing interfer- formance in FD

ence between communication.

outgoing and

incoming signals.
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numerologies.

When multiple
numerologies

are multiplexed
in the same
band, their
non-orthogonal
subcarriers  can
overlap, leading
to interference.

rates, particu-
larly affecting
high-reliability
services like
URLLC.

ing/windowing

to minimize
signal  leakage,
and dynami-
cally scheduling
numerologies
across different
parts of the spec-
trum to avoid
interference.

Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]
Multi-User When multi- | MUI reduces the | Advanced beam- | Use case 6:
Interference ple users share | overall signal | forming and | Massive MIMO
(MUI) the same time | quality for users, | user scheduling | Beamforming
and  frequency | particularly when | techniques help | Optimization
resources, inter- | users are closely | reduce MUl by | Use case 9: RAN
ference arises | spaced in the | dynamically ad- | Slice SLA Assur-
from the overlap | spatial domain. justing the spatial | ance
of signals. separation of | Use case 11: Dy-
users and care- | namic Spectrum
fully  allocating | Sharing (DSS)
resources. Use case 22:
MU-MIMO Opti-
mization
Use case 26:
Interference
Detection and
Optimization
Inter- 5G supports var- | This interference | Techniques in- | Use case 26:
Numerology ious services like | degrades signal | clude introducing | Interference
Interference eMBB, URLLC, | quality, reduc- | guard bands to | Detection and
(INI1) and mMTC, | ing SINR, data | create buffer | Optimization
each requir- | throughput, and | zones, using
ing different | increasing error | advanced filter-
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to less crowded
beams.

Type of Inter- | Cause Impact Interference Mit- | Supporting
ference igation/Manage- | O-RAN Use Case
ment Technique and  Specifica-
tions [17]
Inter-beamIn- | As the num- | Inter-beam inter- | Dynamic beam | Use case 6:
terference ber of beams | ference reduces | management Massive  MIMO
increases, partic- | the effectiveness | and precise | Beamforming
ularly in dense | of mmWave sys- | beam alignment | Optimization
environments, tems, particularly | techniques are | Use case 22:
interference in  urban and | necessary to | MU-MIMO
between closely | high-density ar- | minimize inter- | Optimization
spaced beams | eas where many | ference between
can degrade | users are served | closely spaced
signal quality. simultaneously. beams.
Intra-beam in- | In massive MIMO | This interference | Techniques in- | Use case 6:
terference systems, multiple | reduces service | clude advanced | Massive MIMO
users are spa- | quality, leading | beamforming to | Beamforming
tially multiplexed | to lower data | precisely target | Optimization
within the same | rates, higher | beams, user | Use case 22:
beam. If their | error rates, | scheduling to | MU-MIMO Opti-
signals aren’t | and decreased | separate  users | mization
fully orthogonal, | SINR, limiting | with similar spa- | Use case 26:
interference the system’s | tial signatures, | Interference
arises, especially | ability to spatially | power  control | Detection and
when users are | multiplex wusers | to reduce in- | Optimization
close within the | effectively. terference, and
same beam. real-time beam
refinement to
reassign users

Table 6. Summary of interference classification and management in 5G and beyond
networks with supporting O-RAN use case and specifications.

4.2. Additional Scenarios of Interest

Unlike the ideal scenario described in Use Case 26, where interference management is
conducted in a controlled, coordinated setting, real-world networks often face interfer-
ence from external or adversarial entities that are beyond the network’s control. These
situations, categorized as “non-ideal scenarios,” require a more robust approach to inter-
ference detection and mitigation.
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In Scenario A, we consider unintentional, external interference. This scenario could occur
when multiple cellular networks have overlapping coverage areas and share part or all of
the same spectrum, leading to interference. For instance, at the border of two neighbor-
ing countries without a spectrum-sharing agreement, interference may arise between the
networks, as illustrated in Fig. 12a. Here, two networks, Networks and Networkg, both
deploy BSs and UEs, such as wireless cameras for border surveillance. Both UL and DL
transmissions could be affected, depending on the spectrum allocated and the scheduling
of resources.

Network A Network B

(a) Two neighboring mobile networks are (b) A rogue BS begins causing interference
deployed at the border with overlapping and reporting false data to disrupt service
coverage areas. from within the network.

(c) A drone external to the network disrupts
service by jamming UL and DL signals.

Fig. 12. Scenarios illustrating interference from uncoordinated and adversarial sources.

In Scenario B, we deal with intentional, internal interference. In this case, an internal en-
tity that was once trusted by the network is compromised and behaves maliciously. As
shown in Fig. 12b, an internal BS could be taken over by an external actor, unbeknownst
to the network operator. This compromised BS could disrupt services in the UL and DL by
reporting false information or deliberately interfering with network operations.
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Scenario C focuses on intentional, external interference, where a malicious actor disrupts
network services from outside the network. For example, as depicted in Fig. 12c, a drone
may hover near the RAN, jamming UL and/or DL communications for a targeted UE. A
more sophisticated attacker could adapt to changes in the network’s spectrum, further
complicating interference mitigation efforts.

In Scenario D, the risks associated with the reliance on Al/ML solutions for interference
detection and optimization are considered. These risks include data poisoning, inference
attacks, and evasion attacks. As highlighted in [16], such attacks can degrade the perfor-
mance of Al/ML-based interference management systems by manipulating the data used
for training and decision-making, ultimately compromising the network’s ability to detect
and mitigate interference effectively.
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5. Future Research Work

The rapid evolution of 5G and the transition toward 6G networks present increasingly com-
plex challenges in interference management, particularly in the context of O-RAN. While
O-RAN has made significant strides in managing coordinated interference, future research
must address several key areas to ensure the network’s robustness and adaptability in
the face of more dynamic, unpredictable, and malicious interference scenarios. Below
describes some of the most critical research areas for the future, which are depicted in
Fig. 13:

¢ Uncoordinated External Interference Management: A significant gap in current O-RAN

solutions is the handling of uncoordinated external interference, such as interfer-
ence from neighboring networks operating independently, rogue transmitters, or
environmental factors that may cause signal degradation. Future research should
focus on developing real-time interference detection systems that can identify, clas-
sify, and mitigate uncoordinated interference. One potential area of research is the
use of Al/ML models that can learn from the environment, predict interference pat-
terns, and adapt dynamically to mitigate the impact on network performance. By
leveraging real-time data analytics, networks can be equipped with the ability to
automatically adjust spectrum usage, power levels, or beamforming patterns when
encountering external interference.

¢ Adversarial Interference and Jamming Detection: As networks become more in-
tegral to critical infrastructure and public safety systems, adversarial interference
poses an increasing threat. Jamming attacks or malicious actors deliberately dis-
rupting network operations are particularly concerning in military, public safety, and
financial sectors. Future research should focus on the development of advanced
security protocols to detect and mitigate these types of interference. Techniques
such as Al-based jamming detection, spread spectrum technologies, and frequency
hopping could be enhanced to provide more resilient solutions. Additionally, build-
ing secure frameworks that can rapidly isolate compromised network segments and
maintain service continuity during an attack is vital for ensuring O-RAN’s robustness.

e Spectrum Sharing in Highly Dense Environments: With the growing deployment
of UDN and HetNets, where small cells are deployed in close proximity, spectrum
sharing becomes a critical challenge. The increasing demand for limited spectrum
resources necessitates the development of more intelligent DSS algorithms. Future
research should investigate how O-RAN’s open interfaces and Al/ML capabilities can
enable networks to adaptively allocate spectrum in real-time based on network de-
mand, user density, and interference levels. By developing Al-based systems that
can continuously optimize spectrum usage, O-RAN networks can enhance spectral
efficiency and reduce the potential for interference in highly congested areas, such
as urban centers or stadiums.
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Fig. 13. O-RAN and interference management: future research areas.

¢ Interference Management in 6G and THz Communication: As research into 6G pro-
gresses, the use of THz frequencies introduces new challenges in interference man-
agement. These frequencies are highly susceptible to environmental factors, such
as atmospheric absorption and blockages, making interference management more
complex than in 5G. Future research should focus on propagation modeling in these
frequencies, enabling the development of interference mitigation techniques tai-
lored to the unique properties of these higher frequency bands. Moreover, new
methods for handling multi-path interference, as well as techniques for spatial fil-
tering and beamforming, will be crucial in ensuring efficient communication in 6G
environments, where small cells and ultra-dense networks are expected to be even
more prevalent.

e Al/ML-Driven Real-Time Interference Detection and Mitigation: The integration of
Al and ML into interference management holds significant potential for improving
O-RAN’s ability to adapt to changing network conditions in real-time. Future re-
search should focus on developing more sophisticated Al models capable of pre-
dicting interference patterns based on real-time network data. These models could
enable proactive resource allocation, helping to reduce interference before it im-
pacts the network. Additionally, ML algorithms could be trained to recognize differ-
ent types of interference (e.g., co-channel, inter-numerology, cross-link) and recom-
mend appropriate mitigation actions. As 5G and 6G networks become more com-
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plex, Al-driven automation will be essential for maintaining optimal performance
and minimizing the manual intervention required for interference management.

e Advanced Beamforming and Massive MIMO Optimization: Massive MIMO and beam-
forming are key technologies in 5G and beyond for enhancing spectral efficiency and
minimizing interference. However, optimizing these technologies in real-time for
changing interference conditions remains a challenge. Future research should ex-
plore the use of adaptive beamforming techniques that can dynamically adjust beam
patterns to avoid interference in highly congested environments. Similarly, massive
MIMO optimization algorithms that leverage Al/ML for real-time beam management
could improve interference rejection and ensure high-quality service for users, even
in complex network topologies with dense deployments of small cells and devices.

® O-RAN Security and Resilience to Interference: With the increasing reliance on
O-RAN in mission-critical networks, security against interference, particularly delib-
erate jamming and spoofing attacks, is paramount. Future research should address
the development of secure communication protocols that not only detect but also
withstand and recover from malicious interference. This may include creating re-
silient routing mechanisms, implementing encryption techniques to secure control
signals, and employing multi-path transmission to ensure that data can still be deliv-
ered even under attack. Additionally, self-healing networks that can automatically
detect interference or outages and reconfigure resources to maintain service will be
vital in ensuring the robustness of O-RAN in the face of interference threats.

In conclusion, these future research areas highlight the critical need to develop more adap-
tive, intelligent, and secure interference management techniques as we move into the 5G
Advanced and 6G eras. By addressing these challenges, O-RAN can ensure the scalability,
flexibility, and reliability required to meet the growing demands of next-generation mobile
networks.
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6. Conclusion

This paper presented a comprehensive review of interference management within the
O-RAN framework. It covered the general principles of interference management along-
side methodologies developed by 3GPP. A detailed examination of the O-RAN architecture
was provided, including an in-depth analysis of Use Case 26, which outlines the require-
ments for interference management in O-RAN. The current state of standards related to
this use case was also discussed. Through a gap analysis, we demonstrated that, while
several use cases offer mechanisms for managing interference, none directly address the
detection and mitigation of uncoordinated external interference or deliberate disruptions
caused by internal or external actors. These are critical gaps in ensuring network security
and reliability. Therefore, further research and development are needed to enhance and
test O-RAN’s capabilities in managing adversarial and uncoordinated interference, partic-
ularly in scenarios where network stability is compromised by malicious or unexpected
sources.
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