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Abstract 

According to the NIST Risk Management Framework (RMF) methodology, SP 800-53 security 
and privacy controls are selected, implemented, assessed, and monitored to help achieve 
security and privacy objectives. Due to the sheer size, complexity, and scope of information 
technology footprints, the automation of control assessment and monitoring tasks is desired 
but not easily achieved. IR 8011 provides a method for identifying SP 800-53 controls that can 
be tested via automated means based on the assessment objectives and potential assessment 
methods in SP 800-53A. The IR 8011 methodology also includes a process for developing the 
actual tests for each testable control. This first volume in the IR 8011 multi-volume series 
introduces foundational concepts — including the concept of security capability for continuous 
monitoring — and describes each step of the IR 8011 methodology. This revision includes a new 
section on the envisioned operationalization of IR 8011 for the development and adoption of 
potential solutions. Subsequent volumes in the IR 8011 series provide a sample set of testable 
controls and automatable tests for specific security capabilities for continuous monitoring. 

Keywords 

actual state; assessment; automated control testing; conceptual implementation; control; 
desired state specification; information security continuous monitoring; security capability; sub-
capability test; testable control; assessment method; authorization boundary; automation; 
boundary; capability; completeness; continuous monitoring; continuous monitoring dashboard; 
control assessment; control baseline; control item; control testing; dashboard; data quality test; 
desired state; foundational test; local test; mitigation; ongoing assessment; ongoing 
authorization, privacy control; root cause analysis; security automation; security control; 
sensitivity; specificity; test; test boundary; test object; test plan; testable; timeliness. 

Reports on Computer Systems Technology 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 
methods, reference data, proof of concept implementations, and technical analyses to advance 
the development and productive use of information technology. ITL’s responsibilities include 
the development of management, administrative, technical, and physical standards and 
guidelines for the cost-effective security and privacy of other than national security-related 
information in federal information systems.   
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Document Conventions 

The following conventions apply to this publication: 

• The terminology used in the IR 8011 series is consistent with NIST Risk Management 
Framework (RMF) terminology in [SP800-37] and related publications.  

• SP 800-53 generally uses the term information security or security [SP800-53], but both 
can be used synonymously for the purposes of the IR 8011 series publications.  

• The term continuous monitoring refers to information security continuous monitoring 
(ISCM). Although both forms are used interchangeably across RMF-supporting 
publications, the shorter form is used throughout this publication. 

• The terms information security continuous monitoring system (ISCM-Sys) and IR 8011 
solution are used interchangeably. Information security continuous monitoring system 
or simply ISCM-Sys is used when referring to a general IR 8011 solution that 
automatically tests controls supporting a security capability.  

• In the IR 8011 nomenclature, there is no distinction between security control or privacy 
control. 

• Early editions of the IR 8011 volumes did not implement leading zeros1

1 Leading zeros were first added to control and control item representations in SP 800-53Ar5 (Revision 5) and SP 800-53r5 Update 5.1.1 to 
address an issue with sorting. 

 for the SP 800-
53 and SP 800-53A control identifiers. Starting with this revision of Volume 1, control 
references have been updated to include the leading zero. IR 8011 volumes that have 
been published but are yet to be revised2

2 The IR 8011 volumes include [IR8011v2], [IR8011v3], and [IR8011v4].  

 will be updated with the leading zeros in the 
identifiers. The control identifiers used in this revised volume are presented as they are 
identified in the NIST Cybersecurity and Privacy Reference Tool (CPRT)3

3 The CPRT highlights the reference data from NIST publications without the constraints of PDF files, enabling users to interactively browse, 
search, and export the data in a structured format that is human- and machine-consumable. 

 [CPRT] reference 
datasets for SP 800-53 and SP 800-53A. 

• The term testing is a shortened form of testing via automated means, referring to the 
use of automation as opposed to manual, visual, procedural or other non-automated 
testing. 

• The term user may refer to an individual, a process, or a device acting on behalf of an 
individual, whichever is most appropriate for the context. In most contexts, the user is 
an individual authorized to access a resource. 

• Building on the concept of security and privacy capabilities4

4 Per [SP800-53A], a security capability or privacy capability is “a combination of mutually reinforcing security controls and privacy controls (i.e., 
safeguards and countermeasures) implemented by technical means (i.e., functionality in hardware, software, and firmware), physical means 
(i.e., physical devices and protective measures), and procedural means (i.e., procedures performed by individuals).”  

 identified in [SP800-53A], 
the IR 8011 methodology applies the term capability specifically to the continuous 
monitoring of groups of controls that work together in support of a capable defense. 
While the preferred term is security capability for continuous monitoring to preserve the 
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notion that security capabilities are tied to continuous monitoring, a shorter form 
enables efficient reading. 

• A security capability for continuous monitoring is not analogous to the concept of 
security automation domain, which is defined as “information security areas that 
include a grouping of tools, technologies, and data” [SP800-137]. A security capability 
focuses on grouping testable controls with a common defense purpose to support both 
the assessment and monitoring of controls rather than focusing on the tools, 
technologies, or data for monitoring controls. 

• The term conformance is used to express adherence to, compliance with, or alignment 
with a requirement, specification, or expectation. It indicates that a condition is 
accepted within one or more predefined parameters. If the condition does not exist or 
does not meet acceptable levels, then the term non-conformance is used. Non-
conformance in IR 8011 testing is similar to the meaning of the term other than satisfied 
in the context of NIST RMF control assessments as used in [SP800-53A]. It indicates that 
the variance or deviation from a specified parameter is not acceptable. The 
determination of conformance can be achieved via full automation or through a hybrid, 
semi-automated process in which the non-conformance is automatically detected by a 
system and procedurally verified by system or authorized personnel. 

• Control assessment/monitoring can refer to both the assessment/monitoring of controls 
or the assessment/monitoring of control implementation. 

Assumptions 

This report assumes that the reader has a working knowledge of the NIST RMF as described in 
[SP800-37] and the concepts covered by the following technical publications: [SP800-30], 
[SP800-39], [SP800-53], [SP800-53A], [SP800-53B], and [SP800-137]. Appendix C provides a 
listing of RMF-supporting publications that are used as a basis for the IR 8011 methodology.  

The IR 8011 methodology assumes that systems are authorized to operate5

5 This is consistent with guidance in [SP800-37]. 

 within the 
organization and that system artifacts6

6 Including system plans, control assessment reports, and supporting system documents (e.g., risk assessment plans, system contingency plans, 
system incident response plans). 

 exist. The control testing process described in this 
volume is designed to be executed after the initial assessment and authorization7

7 See [SP800-37] for more information on assessments and authorizations. 

 of a system 
are completed. The focus is on the control tests that support the continuous monitoring 
process for systems in the Monitor step of the RMF or in the operations and maintenance 
phases of their system development life cycle. 
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Note to Reviewers 

This major revision to Volume 1 of the IR 8011 series is intended to facilitate understanding of 
the IR 8011 methodology and expand discussions about its potential implementation. While 
most of this publication was rewritten to achieve this purpose and to focus on continuous 
monitoring, the original methodology and foundational concepts have been preserved. No 
changes to the original methodology and foundational concepts were made other than updates 
to terminology. The testable controls identified by the capability-specific volumes in the series 
are only a sample set of controls. The testable controls for a given security capability are not 
limited to the ones identified by NIST. Finally, the information provided here and throughout 
the series represents a blueprint for implementation: it does not prescribe how to implement 
the IR 8011 methodology, only what to consider when implementing it. A new section on the 
conceptual implementation of the IR 8011 methodology and considerations (Sec. 4) was added 
to better support implementers. It describes a conceptual IR 8011 solution8

8 The solution refers to a collection system to support automated data collection and analysis. 

 and its basic 
integrated components to illustrate the automated testing process. 

NIST welcomes feedback on this draft revision of IR 8011, Volume 1. Readers may find it 
beneficial to review NIST Cybersecurity Whitepaper (CSWP) 30, Automation Support for Control 
Assessments: Project Update and Vision [CSWP30], to understand the focus of this revision and 
the direction of the IR 8011 project. NIST is specifically seeking feedback on the technical 
accuracy, the ease of navigating and understanding the material, and the added, modified, and 
removed content. 

This public comment period is intended to provide interested parties with an opportunity to 
contribute to the quality of the material before it is finalized. As always, NIST welcomes 
comments on this and other IR 8011 publications at any time. Comments can be prepared using 
the template posted at https://csrc.nist.gov/pubs/ir/8011/v1/r1/ipd; send them to  
8011comments@list.nist.gov. 

  

 

https://csrc.nist.gov/pubs/ir/8011/v1/r1/ipd
mailto:8011comments@list.nist.gov?subject=Comments%20on%20IR%208011v1r1%20ipd
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Call for Patent Claims 

This public review includes a call for information on essential patent claims (claims whose use 
would be required for compliance with the guidance or requirements in this Information 
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be 
directly stated in this ITL Publication or by reference to another publication. This call also 
includes disclosure, where known, of the existence of pending U.S. or foreign patent 
applications relating to this ITL draft publication and of any relevant unexpired U.S. or foreign 
patents. 

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, 
in written or electronic form, either: 

a) assurance in the form of a general disclaimer to the effect that such party does not hold 
and does not currently intend holding any essential patent claim(s); or 

b) assurance that a license to such essential patent claim(s) will be made available to 
applicants desiring to utilize the license for the purpose of complying with the guidance 
or requirements in this ITL draft publication either: 

i. under reasonable terms and conditions that are demonstrably free of any unfair 
discrimination; or 

ii. without compensation and under reasonable terms and conditions that are 
demonstrably free of any unfair discrimination. 

Such assurance shall indicate that the patent holder (or third party authorized to make 
assurances on its behalf) will include in any documents transferring ownership of patents 
subject to the assurance, provisions sufficient to ensure that the commitments in the assurance 
are binding on the transferee, and that the transferee will similarly include appropriate 
provisions in the event of future transfers with the goal of binding each successor-in-interest. 

The assurance shall also indicate that it is intended to be binding on successors-in-interest 
regardless of whether such provisions are included in the relevant transfer documents. 

Such statements should be addressed to 8011comments@list.nist.gov with the subject “IR 8011 
call for patent claims.” 

mailto:8011comments@list.nist.gov?subject=IR%208011%20call%20for%20patent%20claims
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Executive Summary  

This NIST Internal Report (IR) provides a methodology for using automation to test the  
implementation of NIST Special Publication (SP) 800-53 security and privacy controls in support  
of security capabilities for continuous monitoring. Security capabilities represent foundational  
defense capabilities against potential cyber attacks to systems and organizations. The IR 8011  
methodology explores these security capabilities using an attack step model for the purpose of  
identifying more detailed and specific capabilities, called sub-capabilities, that can be tested.  
Subsequent volumes in this multi-volume series, published separately, present a sample  
collection of sub-capabilities, sub-capability tests, and associated controls that support specific  
security capabilities, one capability per volume. All volumes in the IR 8011 series provide a  
blueprint for the development and adoption of a potential IR 8011 solution.   

The IR 8011 methodology was designed to be used with the NIST Risk Management Framework  
(RMF), specifically in support of the Assess and Monitor steps. Each control in the SP 800-53  
control catalog has an associated assessment procedure in SP 800-53A, which is leveraged for  
the development of sub-capability tests. It is possible to apply the IR 8011 methodology using  
controls other than those from the SP 800-53 catalog following a different framework or  
methodology as long as controls have associated assessment procedures. The assessment  
procedures provide the necessary determination statements to support the development of  
sub-capabilities tests.  

This major revision to IR 8011, Volume 1, preserves the original methodology first introduced in  
2017 and focuses on improving the way in which the methodology is presented to facilitate  
understanding of the foundational concepts and the purpose of the methodology. Key terms  
and visual aids, such as diagrams and other graphics, were updated to better describe IR 8011  
processes and their elements. A dedicated section on an envisioned IR 8011 operationalization  
has been added to provide conceptual implementation examples and considerations for IR  
8011 solution developers and adopters. These examples are intended to illustrate how IR 8011  
concepts work to strengthen the understanding of the methodology and facilitate  
implementation.  
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1. IR 8011 Overview 

1.1. Background 

The IR 8011 methodology was designed to work with the NIST Risk Management Framework 
(RMF) and supporting technical publications,9

9 See Appendix C for a listing of NIST RMF-related publications and their relationships to IR 8011.  

 including the [SP800-53] control catalog, 
[SP800-53A] control assessment guidance and procedures, [SP800-53B] control baselines, and 
[SP800-137] continuous monitoring concepts. 

An essential aspect of the NIST RMF is the use of security and privacy controls to safeguard 
information handled by an organizational system and ensure that security and privacy 
objectives are met. These controls are assessed and monitored periodically to verify that they 
are in place, operating as expected, and meeting security and privacy objectives. 

Monitoring all selected controls as frequently10

10 The frequency is enough to maintain ongoing awareness of control effectiveness. 

 as needed using manual methods is impractical 
and unrealistic for most organizations due to the sheer size, complexity, and scope of their 
information technology footprint. The rapid deployment of new technologies may spawn new 
risks that make the manual or procedural monitoring of controls unattainable for many 
organizations. 

Control assessment objectives for items in the base control and control enhancements, referred 
to as control items, are provided in [SP800-53A]. The potential assessment methods examine, 
interview, and/or test (see Table 1), are used to compare the actual state (i.e., what is in place; 
see Sec. 2.3.5.1) against the desired state specification (i.e., what is expected to be 
implemented; see Sec. 2.3.5.2). The organization uses the results of the assessments — 
regardless of the method used — to support the determination of control existence, 
functionality, correctness, and completeness, as well as the potential for improvement over 
time. 

Table 1. Potential assessment methods [SP800-53A] 

Method Definition 
Examine The process of checking, inspecting, reviewing, observing, studying, or analyzing one or more 

assessment objects to facilitate understanding, achieve clarification, or obtain evidence. 
 

Interview The process of conducting discussions with individuals or groups within an organization to 
facilitate understanding, achieve clarification, or lead to the location of evidence.  
 

Test11

11 The implementation of a continuous monitoring program considers the test assessment method whenever it is applicable. Use of the 
automated test method may provide more accurate and repeatable results when constructed and implemented correctly. It is more difficult to 
automate the examine and interview assessment methods, which require more complex systems to enable capture and accurate interpretation 
of the input (from examination of artifacts and interviews). Organizations might employ the examine and/or interview methods for root cause 
analysis (see Sec. 3.1.6) of other than satisfied controls or if greater assurance, depth, or coverage is needed. 

 The process of exercising one or more assessment objects under specified conditions to compare 
actual with expected behavior. 
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1.2. Purpose and Scope 

The IR 8011 series offers an approach for automating control testing to support continuous 
monitoring that focuses on the test assessment method [SP800-53A] as the method with most 
potential for automation in support of the RMF Assess and Monitor steps. IR 8011 supports the 
testing of controls using automation, which is beyond the scope of SP 800-53A.12

12 [SP800-53A] states that “detailed scripts may need to be developed for the specific operating system, network component, middleware, or 
application employed within the system to adequately assess certain characteristics of a particular security or privacy control. Such test scripts 
are at a lower level of detail than provided by the assessment procedures contained in SP 800-53A and are beyond the scope of SP 800-53A.” 

 IR 8011 is not 
about automating the implementation of security and privacy controls (RMF Implement step). 

This volume introduces fundamental concepts and proposes a methodology for creating 
automatable tests for monitoring SP 800-53 controls by leveraging the determination 
statements in SP 800-53A13

13 Although these tests derive from SP 800-53A assessment procedures that have been designed to assess SP 800-53 controls, IR 8011 is 
primarily a continuous monitoring initiative. 

 assessment procedures as the basis for the tests. These tests are 
traced to specific continuous monitoring security capabilities14

14 Security capabilities are discussed in more detail in Sec. 2.3. 

, which are groups of controls 
with a common defense purpose.  

The key elements of the IR 8011 methodology are illustrated in Fig. 1, from the development of 
sub-capability15

15 Sub-capabilities are discussed in more detail in Sec. 2.3. 

 tests to the identification of testable controls with a shared common purpose 
for a specific security capability. 

 
Fig. 1. IR 8011 methodology elements 
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Section 3 describes each element in Fig. 1 and their contributions toward meeting the 
methodology’s two main objectives: 

1. Sub-capability test development 

2. Capability control identification 

These objectives are highlighted by the arrows in Fig. 2 and described in detail in Sec. 3.1 and 
Sec. 3.2. 

 
Fig. 2. IR 8011 methodology objectives: Sub-capability test development and capability control identification 
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1.3. Target Audience 

The primary target audience for this publication are the two groups involved with the potential 
implementation of an automated control testing solution in support of an organization’s 
continuous monitoring program: solution developers/providers and adopters.  

Solution developers/providers 

Solution developers or providers are the actual implementers of the IR 8011 methodology. 
They take the IR 8011 blueprints and package test functionalities into a product or solution. 
Solution providers are system integrators and/or service providers that offer solutions based 
on the methodology provided in this overview volume to solution adopters, whether as a 
stand-alone solution or integrated into another product. The automated control testing 
strategy used by the organization may leverage commercial off-the-shelf, community-built, 
in-house developed products, or any combination of the three. An IR 8011 solution could be, 
for instance, an add-on feature to an existing security management application, such as a 
Governance, Risk, and Compliance (GRC) application. 
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Solution adopters 

Solution adopters are the users or consumers of the product or service solution. Adopters 
may also be the entity that commissions custom IR 8011 solutions, whether developed in-
house or externally contracted. Within the solution-adopting organization, there are 
additional roles that are identified for a specific security capability, such as operational and 
managerial roles for a capability (e.g., Device Manager [DM]; Desired State Managers and 
Authorizers [DSM]; Risk Executive, System Owner, and/or Authorizing Official [RiskExec]). 
These roles complement existing SP 800-37-defined risk management responsibilities and 
continuous monitoring operational responsibilities. The capability-specific roles are 
identified in each capability-specific volume. 

A potential third group may or may not be involved with the actual operationalization 
(implementation) of the IR 8011 methodology: cybersecurity researchers.  

Cybersecurity researchers 

Cybersecurity researchers16

16 This refers to cybersecurity researchers outside of NIST. 

 constitute a potential third audience group due to the existence 
of opportunities for further research related to the IR 8011 methodology. Cybersecurity 
research can contribute to the growth and expansion of the IR 8011 methodology with 
increased speed and accuracy in mind. For example, research into the use of machine 
learning and natural language processing to identify control items17

17 The control item identification process is discussed in Sec. 3.1.4. 

 based on context or 
description could improve the control search process by not relying on the developer to 
elaborate keywords and the logic behind the keyword search rules. Reliance on an 
individual’s knowledge of a control or a control catalog may result in inaccurate or 
incomplete identification of controls and limit the full potential of the IR 8011 methodology. 
This third audience group is not necessarily defined to support NIST’s research on improving 
the IR 8011 methodology, although comments on the methodology are always welcomed. 
Cybersecurity researchers can be embedded within solution development or adoption teams 
and contribute problem-solving and innovations that pertain to the development or 
implementation of an IR 8011 solution.  

All target audience groups are encouraged to collaborate and communicate requirements, 
requirement specifications, maintenance and support strategies, and other development and 
acquisition concerns to ensure adherence to any applicable organizational requirement for 
managing security and privacy risks. This may include determining how the solution developers 
or solution providers keep up with NIST updates to SP 800-53 controls and SP 800-53A 
assessment procedures and how the products or solutions are kept up to date. 

Individuals who are responsible for the design, development, and implementation of 
continuous monitoring and control assessment processes may also find interest in the IR 8011 
series, including those in the following roles: 

• Solution development and integration (e.g., software developers, service providers) 
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• System development and integration (e.g., program managers, system developers,  
system integrators, enterprise architects, security and privacy architects)  

• System management (e.g., senior leaders, risk executives, authorizing officials, chief  
information officers, chief information security officers, chief privacy officers, system  
owners, security and privacy officers, data managers)  

• Control assessment and monitoring (e.g., system evaluators, control assessors, control  
assessment teams, independent verification and validation assessors, auditors, testers,  
security operations center personnel)  

• Security and privacy control implementation and operations (e.g., system owners;  
common control providers; information owners or stewards; mission and business  
process owners; security and privacy architects; security and privacy engineers; security  
and privacy officers; system, network, database, or application administrators)  

• Information technology modernization (e.g., chief modernization officers, chief  
transformation officers, continuous process improvement managers or specialists)  

1.4. IR 8011 Series Organization  

The IR 8011 series is organized into multiple volumes. This first volume provides foundational  
concepts and a methodology for identifying testable controls for security capabilities and  
developing control tests. Volume 1 is organized into three major sections:  

 Section 2: Fundamentals  

Section 2 describes IR 8011, including what it is and is not, the purpose and scope of IR  
8011, who is likely to use IR 8011, and how and when IR 8011 is expected to be used.  
This section provides both a general overview of IR 8011 and an introduction to the IR  
8011 methodology to help readers understand how to apply it.  

Section 3: Methodology  

Section 3 explains the process for developing sub-capability tests – the core of the IR  
8011 methodology – and the process for identifying testable controls for security  
capabilities. This section is intended to help the reader understand how the tests are  
derived from a single security capability and how each element in the methodology  
supports the IR 8011 objectives.   

 Section 4: Operationalization Vision and Considerations  

Section 4 shares a vision for the potential operationalization of the IR 8011 methodology  
and identifies considerations for implementation. Conceptual implementation examples  
are presented from two perspectives: one from an IR 8011 solution developer’s  
perspective and another from an IR 8011 solution adopter’s perspective. Making such a  
distinction is necessary to provide readers with guidance that is specific to their role,  
including guidance to facilitate collaboration and coordination among implementers.  
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Each subsequent volume in the series addresses a specific security capability for continuous 
monitoring. Developed in alignment with the concepts, methodology, and guidance provided in 
this Volume 1, the capability-specific volumes capture a set of sample sub-capabilities and sub-
capability tests for a particular security capability. Testable controls for each security capability 
are published separately from the capability-specific volumes in the form of machine- and 
human-readable datasets.  

IR 8011 volumes on the following security capabilities for continuous monitoring have been 
published or are planned18

18 The titles of planned volumes and the order in which new volumes are released may change. 

 to be published as capability-specific volumes in the series: 

• Hardware Asset Management (HWAM) [IR8011v2] 

• Software Asset Management (SWAM) [IR8011v3] 

• Software Vulnerability Management (VUL) [IR8011v4] 

• Trust Management (TRUST) 

• Security-Related Behavior Management (BEHAVE) 

• Credentials and Authentication Management (CRED) 

• Privilege and Account Management (PRIV) 

• Configuration Settings Management (CSM) 

• Boundary Management (Physical, Filters, and Other Boundaries) (BOUND-P, BOUND-N, 
BOUND-O) 

• Event (Incident and Contingency) Preparation Management (PREP) 

• Anomalous Event Detection Management (EVENT-DETECT) 

• Anomalous Event Response and Recovery Management (EVENT-RESPOND) 

These security capabilities are a representative set and do not limit the flexibility of an 
organization to define additional security capabilities. 
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2. IR 8011 Fundamentals 

2.1. How to Use IR 8011 

When reviewing the concepts in this publication, readers are encouraged to understand the 
purpose of each element that comprises the methodology: the purpose of the security 
capability, the purpose of a specific attack or attack vector (i.e., ways that a threat can attack), 
the purpose of defend steps associated with specific attacks, and the shared common purpose 
of the controls that comprise a security capability. Each purpose influences the elements and 
their roles and objectives within the IR 8011 methodology. 

Both solution developers and solution adopters are encouraged to become familiar with the 
purpose, scope, desired outcomes, and limitations of the IR 8011 methodology. Solution 
developers are likely to become proficient in the IR 8011 methodology, whereas solution 
adopters are encouraged to understand the operational and management roles and 
responsibilities for each capability addressed by an IR 8011-based solution. Section 4 provides 
conceptual implementation guidance for both developers and adopters.  

2.2. When to Use IR 8011 

Solution developers/providers can start using IR 8011 at any time. The complete IR 8011 
methodology is presented in this volume. The sample sets of sub-capabilities and sub-capability 
tests published in capability-specific volumes support the development of tests supporting 
security capabilities. These sets are not a prescribed, authoritative, or exhaustive list of sub-
capabilities and tests. Solution developers can apply the methodology to develop their own 
sub-capability tests and group testable controls by security capabilities. 

Solution adopters can benefit from an IR 8011 solution after a system has been authorized to 
operate. Use of an IR 8011 solution may support the Monitor step of the RMF, specifically an 
organization’s continuous monitoring program. Solution adopters choose to make or build their 
own IR 8011 solution if one is not available. 

2.3. Foundational Concepts 

This section introduces and explains the foundational concepts for understanding the 
methodology described in Sec. 3: boundaries, security capabilities, sub-capabilities, the 
adversarial attack step model, and test automation. 

2.3.1. Boundaries 

In the context of the RMF, control assessment and control monitoring activities are limited to 
the authorization boundary of the system implementing19

19 Including common control providers. 

 and/or inheriting the controls. The 
assessment boundary is the same as the authorization boundary. In the context of ISCM, 
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control monitoring20

20 Which may include control assessment/testing activities. 

 can span multiple authorization boundaries if organizations implement a  
centralized monitoring system21

21 Such as an ISCM system. 

 with visibility into the authorization boundary of one or more  
organizational system. This multi-system boundary, intended for continuous monitoring  
activities by an organization, is what is referred by the 8011 internal reports as test boundary  
(ISCM-TB).22

22 In addition to possibility of encompassing multiple authorization boundaries, the test boundary may take into consideration specific 
functionalities across the organization or other factors such as physical boundaries, network boundaries, and other logical boundaries to 
determine the extent to which automation can support boundary management controls (e.g., AC-04, SA-09, SC-07, SC-32) and capabilities (i.e., 
BOUND-P, BOUND-N, BOUND-O). 

 The use of the term test boundary is intended to differentiate from a traditional  
RMF assessment boundary or from an authorization boundary.23

23 In the IR 8011 narratives, however, all three terms are used when referring to a specific type of boundary.  

 The control testing in support  
of ISCM activities is conducted within a test boundary featuring implemented controls and test  
objects.  

Once organizations begin to automate the testing of objects, it may not be cost-effective to  
implement a separate automated collection process within each test boundary. Rather, it may  
be more economical to implement and manage one central automated test system than to use  
multiple separate automated test systems within the organization. The most cost-effective test  
boundary may consist of all devices up to and including the physical, logical, or virtual boundary  
protection devices (e.g., firewalls, routers, and managed switches) that separate the internal  
network from separately managed external networks and services, as well as a perimeter  
network or demilitarized zone (DMZ), extranet, intranet, and internal enclaves.  

Because the test boundary is comprehensive, it can be used to test the components of multiple  
systems across several authorization boundaries offering the following advantages:  

• The cost of setting up the collectors, collection system, and continuous monitoring  
dashboard hierarchy is paid once.   

• The cost to maintain and continually use the ISCM system within the test boundary may  
be reduced if the cost to maintain and use can be amortized over time among users.  

• The security-related information that is generated can be used to analyze risk across  
systems:  

a. A system may inherit controls, such as boundary protection controls, from other  
systems.   

b. A system that provides common controls may have all inheritable controls  
implemented correctly, but it may have other vulnerabilities that could be  
exploited to compromise the strength of the common control implementation. If  
that is the case, the common control provider may provide security-related  
information about the vulnerability to common control implementers through,  
for instance, an organization risk dashboard.  

c. Organizational components that are within authorization boundaries but outside  
of the test boundary may be vulnerable and become vectors to attack  
components in the test boundary. This may not be evident if the testing only  
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looks for risks within the test boundary since systems can inherit risks from a 
component outside of the test boundary without inheriting controls from that 
component. 

The extra inherited risk information described in the preceding cases b. and c. can 
provide valuable information about aggregated risks from the mission/business process 
level and organization level. 

2.3.2. Security Capabilities for Continuous Monitoring 

IR 8011 focuses on identifying testable controls in support of security capabilities for continuous 
monitoring. Per [SP800-53A], a security capability is: 

…a set of mutually reinforcing controls implemented by technical, 
physical, and procedural means. Such capabilities are typically defined 
to achieve a common information security-related purpose. 

[SP800-53] allows organizations to define security capabilities according to their security goals. 
The security capabilities for continuous monitoring in IR 8011 address all the [SP800-53B] 
security baselines by identifying and grouping testable controls that are allocated to baselines.  

Continuous monitoring programs24

24 For NIST guidance on the development of a continuous monitoring strategy and the implementation of a continuous monitoring program, see 
[SP800-137]. 

 define specific security capabilities to focus on during 
implementation. Each capability has a clearly defined outcome that allows monitoring activities 
— through automated testing — to better inform risk analysis and response. A continuous 
monitoring security capability consists of a set of SP 800-53 controls needed to obtain the 
desired outcomes of that security capability. A security capability for continuous monitoring has 
the following additional characteristics: 

• The desired outcome of each security capability is to address specific attack scenarios or 
exploits. 

• Each security capability focuses on attacks on specific targets within the test range. 

• There is a viable way to automate many of the control tests that comprise the security 
capability. 

The interaction among the various security capabilities is illustrated in Fig. 3 below.  
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Fig. 3. Security capabilities for continuous monitoring wheel 

1
2

3

4

The security capabilities identified in Fig. 3 are not definitive. Organizations are encouraged to 
initially automate their control testing approach using the security capabilities listed and 
described in this volume and later customize capabilities as needed. As different attack 
scenarios and exploits emerge, existing security capabilities and sub-capabilities can be adapted 
to address the changing risks, and new capabilities and sub-capabilities can be defined if 
needed.  

Ring 1, Manage/Assess Risk, is the outermost ring. It refers to the overall purpose of continuous 
monitoring and is informed by and applied to all of the inner rings that cover other continuous 
monitoring capabilities. Table 2 summarizes the capability, desired outcome, and 
considerations for Ring 1.  
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Table 2. Ring 1: Manage/Assess Risk  

Security Capability 
Name Desired Outcome Considerations 

Manage and Assess 
Risk (RISK) 

Reduce impactful exploits that occur in 
other capabilities because the risk 
management process failed to correctly 
identify and prioritize the actions and 
investments needed to lower the risk 
profile. 

Continuous monitoring dashboards ideally 
provide scoring and maturity metrics for 
each capability to prioritize risk response 
at operational (e.g., system 
administrator), tactical (e.g., security or 
privacy officer), and strategic levels (e.g., 
chief executive officer, chief information 
officer, chief information security officer, 
chief privacy officer). 

Ring 2, Perform Resilient Systems Engineering, focuses on the application of the overall systems  
engineering process to design resilience into systems. Systems engineering is applied to all of  
the inner rings of the wheel. It is informed by risk management, risk assessment, and the  
lessons learned from continuous monitoring of the inner rings.  

Systems engineering steps may be tailored in a number of ways and may be done in an agile or  
spiral manner. The terms used in Fig. 3 are illustrative, not prescriptive. For more guidance on  
resilient systems engineering and effective steps, refer to [SP800-160v1] and [SP800-160v2].   

The systems engineering outputs are initially assessed outside of continuous monitoring before  
they go into operations. Volumes in the IR 8011 series do not provide guidance for the  
automated assessment of the systems engineering phases apart from what might be adapted  
from the operational tests of other capabilities. Table 3 summarizes the capability, desired  
outcome, and considerations for Ring 2.  

Table 3. Ring 2: Perform Resilient Systems Engineering  

Security Capability 
Name Desired Outcome Considerations 

Perform Resilient 
Systems Engineering 

(SE) 

Reduce successful exploits that occur in 
the inner ring capabilities due to 
inadequate definitions of policy, 
requirements, planning, and/or other 
management issues in designing, 
implementing, and/or monitoring the 
controls within a given capability. 

Requirements and policy are documented 
in the desired state specification for each 
of the other capabilities. If exploits are 
repeatedly successful, additional controls 
may be introduced to block the exploits 
through more comprehensive 
requirements, policy, and planning. 

Monitoring the controls that comprise the 
inner ring capabilities reveals when 
exploits are successful. Root cause 
analysis may determine that exploits 
resulted from non-conformance in the 
pre-operational design stages of the life 
cycle. 
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Ring 3, Manage Operational State, enumerates security capabilities that provide the primary 
security protections for information and systems during the operations and maintenance 
phases of the system life cycle and can be largely assessed by automated means. The security 
capabilities in this inner ring of the security capabilities wheel also identify systemic problems in 
operations that might be fixed with improved engineering. Table 4 summarizes the capability, 
desired outcome, and considerations for Ring 3. 

Table 4. Ring 3: Manage Operational State 

Security Capability 
Name Desired Outcome Considerations 

Hardware Asset 
Management 

(HWAM) 

Ensure that unauthorized and 
unmanaged devices are identified to 
enable the organization to prevent 
attackers from using those devices to 
compromise systems. 

Maintain an inventory of authorized 
hardware and who manages it. Treat 
other hardware discovered within the test 
boundary as a non-conformance. 
 
The HWAM inventory may be in any 
desired format that is machine-readable. 
The inventory may be maintained via 
manual or automated means based on 
organizational needs. 

Software Asset 
Management 

(SWAM) 

Ensure that unauthorized software is 
identified to prevent attackers from 
using it to compromise systems. 

Maintain an inventory of authorized 
software at both the product and 
executable levels. Treat other software 
discovered within the test boundary as a 
non-conformance. 
 
The SWAM inventory may be in any 
desired format that is machine-readable. 
The inventory may be maintained via 
manual or automated means based on 
organizational needs. 
 
The definition of a software product 
includes its version, release date, patch 
level, and other differentiators. 

Configuration Settings 
Management 

(CSM) 

Ensure that common secure 
configurations (i.e., CCEs, Common 
Configuration Enumerations) are 
established and applied to prevent 
attackers from compromising a system or 
device that may be used to compromise 
other systems or devices. 

Maintain a record of authorized settings. 
Treat deviations discovered within the 
test boundary as non-conformance. 
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Security Capability 
Name Desired Outcome Considerations 

Software 
Vulnerability 
Management 

(VUL) 

Ensure that software and firmware 
vulnerabilities (i.e., CVEs, Common 
Vulnerabilities and Exposures) are 
identified and patched to prevent 
attackers from compromising a system or 
device that may be used to compromise 
other systems or devices. 

The National Vulnerability Database (NVD) 
[NVD] provides a library of vulnerabilities 
mapped to vulnerable software. 
Responses may include applying patches, 
installing more secure versions, or 
accepting the risk. Common Weakness 
Enumeration (CWE) scanning tools may 
identify poor coding practices that are 
directly associated with conditions that 
often manifest as vulnerabilities that are 
discovered and assigned a CVE. 

Trust Management 
(TRUST) 

Ensure that unauthorized/uncleared 
persons are not entrusted with system 
access. 

Track the completion of personnel 
screening processes (e.g., clearances, 
background checks, suitability reviews) 
that are designed to identify evidence of 
untrustworthiness. 

Security-Related 
Behavior 

Management 
(BEHAVE) 

Ensure that authorized users are aware 
of expected security-related behavior 
and understand how to avoid and/or 
prevent purposeful and inadvertent 
behavior that may compromise 
information in the course of performing 
their duties. 

Track evidence (e.g., training, rules of 
behavior, access and use agreements, 
courseware, certifications) that are 
designed to specify and enable secure 
behavior. 

Credentials and 
Authentication 
Management 

(CRED) 

Ensure that authorized users have the 
credentials and authentication methods 
necessary to perform their duties, and 
limit access to only that which is 
necessary. 

Derive the needed credentials and 
authentication methods from assigned 
user roles and verify that no extra 
credentials/methods are provided. 

Privilege and Account 
Management 

(PRIV) 

Ensure that authorized users have the 
privileges necessary to perform their 
duties, and limit access to only that 
which is necessary. 

Establish the needed privileges for 
assigned user roles and verify that no 
extra privileges are provided. 

Physical Boundary 
Management 

(BOUND-P) 

Ensure that movement (e.g., of people, 
media, equipment) into and out of the 
physical facility does not compromise 
information. 

Restrict and monitor physical access using 
automated tools and collectors to help 
track and control movements. 

Network Boundary 
Management 
(BOUND-N) 

Ensure that data traffic into and out of 
the network and, out of the physical 
facility protection does not compromise 
information. Do the same for enclaves 
that subdivide the network. 

Configure secure information flow and 
other traffic-related boundary protections 
to monitor and control internal and 
external network boundaries. 
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Security Capability 
Name Desired Outcome Considerations 

Other Boundary 
Management 
(BOUND-O) 

Ensure that the confidentiality and 
integrity of information are protected in 
transit and at rest. This protection is 
especially important when information is 
exposed (e.g., in an internet or wireless 
link) or resides on equipment that could 
be outside of a secure space (e.g., a 
laptop or mobile device). Encryption is 
the most commonly used technique to 
protect the confidentiality and integrity 
of information. 

Ensure that boundary controls not related 
to physical and network boundaries are 
secure to protect data in transit and at 
rest. Examples of protection include the 
encryption of network traffic, the 
encryption of data at rest, and radio 
frequency spectrum management. 

Event (Incident and 
Contingency) 
Preparation 

Management 
(PREP) 

Ensure that procedures and resources 
are in place to respond to both routine 
and unexpected events that can 
compromise information. 

Potential responses include a wide range 
of possible actions, including continuity 
of operations, recovery, and forensics. 

Unexpected events include actual attacks 
and natural disasters (e.g., floods, 
earthquakes, tsunamis). 

Identify the desired preparations and 
verify that they are present and 
performing as intended. Examples of 
protection include extra capacity, 
backups, uninterruptible power supplies, 
generators, hot sites, and redundant sites. 

Ring 4, Manage Events, the innermost ring in the security capability wheel, features security 
capabilities designed to detect and inform a response to events such as successful attacks and 
natural disasters that could adversely affect the system despite best efforts to implement the 
surrounding rings for risk management, risk assessment, resilient systems engineering, and 
operational state management. The detection and response activities relate to each of the 
sections of the inner ring. For example, anomalous events could appear in any of the inner ring 
(“Manage Operational State”) capabilities. In fact, contingency planning and incident response 
may involve multiple capabilities related to the operational state and/or behavior of the 
assessment objects covered by the inner ring capabilities. Table 5 summarizes the capability, 
desired outcome, and considerations for Ring 4. 
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Table 5. Ring 4: Manage Events 

Security Capability 
Name Desired Outcome Considerations 

Anomalous Event 
Detection 

Management 
(EVENT-DETECT) 

Ensure that routine and unexpected 
events that compromise information 
can be identified within a specified time 
frame such that impacts are minimized 
to the greatest extent possible. 

Use various methods to correlate audit 
records, system events, intrusion 
detection and prevention system logs, 
and track patterns to identify unexpected 
patterns or indicators of harmful activity. 
Set desired thresholds for impact (e.g., 
“Servers are never down for more than 
24 hours”) and detect when thresholds 
are not met. 

Anomalous Event 
Response and 

Recovery 
Management 

(EVENT-RESPOND) 

Ensure that routine and unexpected 
events that compromise security can be 
identified within a specified time frame 
such that impacts are minimized to the 
greatest extent possible. 

Implement desired response procedures 
and verify that the procedures are 
performing as intended. 

A comprehensive and organization-specific automated control testing approach is developed to 
address organization-specific capabilities. If an organization creates new controls or control 
items, that organization can define the test objectives, identify the testable objects, and 
determine the test methods necessary to fully test the new controls or control items. 
Automatic testing of the new controls or control items can then be integrated into the IR 8011 
solution.  

Relationship Between Controls, Control Items, and Security Capabilities 

Controls often complement one another to achieve specific security and privacy objectives. 
By defining a capability as a group of related controls with a common purpose, testing those 
controls as part of a security capability enables organizations to understand system and 
organization risk management weaknesses beyond the other than satisfied status of 
individual controls. IR 8011 focuses on security capability testing in support of continuous 
monitoring and not on testing individual controls.  

Control Items Support Multiple Capabilities 

Most control items support more than one capability because: 

• Control items do not consider security capabilities; and 
• Some control items reflect generic processes that support multiple security capabilities 

(e.g., configuration management processes). 

Table 6 provides an example of a single control item that supports multiple capabilities (CM-
03, Configuration Change Control, item b. “Review proposed configuration-controlled 
changes to the system and approve or disapprove such changes with explicit consideration 
for security and privacy analyses”). 
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Table 6. Example of a single control item that supports multiple security capabilities 

SP 800-53 
Control 

Item 
Security Capability Supported Application 

CM-03b. Network boundary [BOUND-N]: Firewall and 
routing rules; content filtering rules 

Review changes for firewall rules 

CM-03b. Configuration setting management [CSM] Review changes for configuration settings 

CM-03b. Generic auditing, logging, and monitoring 
[EVENT-DETECT] to detect incidents and 
contingencies 

Review changes to auditing, logging, and 
monitoring rules 

CM-03b. Hardware asset management [HWAM] Review changes to hardware configurations 

CM-03b. Plan and prepare [PREP] for incidents and 
contingencies 

Review changes to required preparations 

CM-03b. Respond [EVENT-RESPOND] to incidents and 
contingencies 

Review changes to planned responses 

CM-03b. Manage risk [RISK] and budget at the 
management level 

Review changes to funding for operational and 
event-driven risk management actions 

CM-03b. Software asset management [SWAM] Review changes to authorized software products 
and executables 

CM-03b. Systems engineering [SE] Review changes to requirements, designs, etc. 

Differences Between Controls That Support a Security Capability and Control Families 

Control families are intended to be general categories used to logically group individual 
controls within the control catalog. Control families were developed with each control 
allocated to only one family. The controls necessary to support a specific security capability 
might come from more than one SP 800-53 control family and a single control may support 
multiple security capabilities, making control families unsuitable as security capabilities. 

2.3.3. Sub-Capabilities 

Sub-capabilities refer to the specific protections that provide the ability of the organization or 
system to be defended. They derive from and support the purpose, objectives, and 
requirements of a security capability. When they work together, sub-capabilities help achieve 
the purposes of a security capability.25

25 A security capability can be viewed as a set of sub-capabilities that fulfill the security capability’s purpose. 

  

For example, the HWAM security capability provides a high-level ability to defend against attack 
steps related to the exploitation of hardware devices. Sub-capabilities are derived to better 
demonstrate how the HWAM-supporting controls work together to achieve the desired 
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outcome of the HWAM capability. Similar analyses are presented in each capability-specific 
volume of the IR 8011 series. Table 7 is from the HWAM capability volume [IR8011v2] and lists 
example definitions of HWAM sub-capabilities. A more in-depth discussion on sub-capabilities, 
including sub-capability test types that explain the letters F and L in the Sub-Capability ID field, 
can be found in Sec. 3.1.6.1. 

Table 7. Select examples of sub-capabilities (HWAM) 

Sub-Capability ID Sub-Capability Statement Sub-Capability Purpose 
HWAM-F01 Only authorized devices allowed 

in the boundary 
Prevent or reduce the presence of unauthorized 
devices, reducing the number of potentially malicious 
or high-risk devices. 

HWAM-F02 All devices are assigned to a 
device manager 

Prevent or reduce the number of authorized devices 
without an assigned device manager within the 
authorization boundary, reducing delay in responding 
to non-conformance findings. 

HWAM-L01 Devices resistant to exploitation 
before removal from, during use 
elsewhere besides, and after 
return to boundary 

Prevent the exploitation of devices before removal 
from the boundary, during use within the boundary, 
and after return into the boundary by appropriately 
hardening the device prior to removal from protected 
spaces, checking for residual organizational data on 
the devices before removal from protected spaces, 
and by sanitizing the devices before introduction or 
reintroduction into the boundary. 

HWAM-L02 Multiple personnel required for 
authorizing device admission to 
boundary 

Require multiple personnel to authorize a device to 
be added to the authorization boundary to limit26

26 The organization might choose to use access restrictions to enforce the separation of duties. If so, that would be assessed under the PRIV 
capability. What is assessed here is that the separation of duties occurs. See HWAM-L11 for authorization boundary. 

 the 
ability of a single careless or malicious insider to 
authorize devices. 

HWAM-L06 Only authorized sub-
components in a device 

Detect and remove unauthorized device sub-
components to prevent or reduce the introduction of 
device sub-components that could enable attacks. 

HWAM-L07 Business need for use of devices 
is reviewed regularly 

Require periodic and/or event-driven consideration 
of whether a device is still needed for system 
functionality to fulfill mission requirements in 
support of least functionality.27

27 A good practice requires device managers to review managed devices while system owners review device functionality required within the 
authorization boundary and identify non-supportable/end-of-life devices in a timely manner. 

 

HWAM-L08 Required device data is collected Ensure that data required to assess risk are collected. 
Some data may relate to non-conformance unrelated 
to HWAM but may need to be generated by the 
HWAM collector.  
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Sub-capabilities are designed to be tested by automated means. Only one test is defined for 
each sub-capability to verify whether the objective of that sub-capability is being met. Sub-
capability tests contribute to an overall determination of security program effectiveness, 
especially due to their ability to assess controls/control items and their association with security 
capabilities.28

28 Finding non-conforming control items may require root cause analysis (see Sec. 3.1.6). 

 This association is the main differentiator between control assessments for 
authorization purposes and testing a control for monitoring purposes. For this reason, IR 8011 
emphasizes monitoring over assessments. 

Sub-capabilities are defined for each capability, and each sub-capability belongs to exactly one 
capability. There may be similar sub-capabilities identified for different capabilities. However, a 
single control or control item can support multiple sub-capabilities and sub-capability tests. A 
single sub-capability test may involve testing multiple control items that comprise a sub-
capability. The sub-capability testing validates whether the sub-capability is effective in 
supporting the defend actions expressed as part of a sub-capability.  

The ability to automate the testing of control items as a collective entity provides a meaningful 
context for the testing results and supports the identification of root causes of non-
conformance. For example, an HWAM sub-capability related to removing high-risk hardware 
could have sub-capabilities related to removing unauthorized hardware, ensuring that all 
hardware is managed, or validating that the hardware supply chain is secure. For HWAM, such 
sub-capabilities support the broader objective of removing high-risk hardware vulnerabilities 
since unauthorized devices, unmanaged devices, and devices with unapproved supply chains 
increase risk to organizations. 

In the capability-specific volumes, samples of sub-capabilities within each security capability are 
identified to illustrate how control items in each sub-capability work together to achieve the 
overall protection goal of the security capability. The sub-capabilities are provided as examples, 
not requirements, specifications, or conventions, allowing organizations to identify different or 
additional sub-capabilities. 

The IR 8011 methodology organizes sub-capability tests into specific security capabilities for 
continuous monitoring, each representing the capability to defend against threats. The threats 
that sub-capabilities protect from are modeled after an adversarial attack step model. 

2.3.4. Adversarial Attack Step Model 

The IR 8011 series uses a six-step adversarial attack step model29

29 The steps provided in this model are generalized steps.  

 to understand potential 
attacks and attack vectors, which is one of the first steps in determining sub-capabilities. The 
security capability is tightly coupled with the protection needs for risk reduction.30

30 See [SP800-39] for risk concepts, including risk reduction. 

 Identifying 
the necessary protection depends on understanding the different vectors or forms of attack 
against the security of information. Various attack models have been developed to describe 
how adversarial attacks occur. Attack step models are articulated from the adversarial 

 



NIST IR 8011v1r1 ipd (Initial Public Draft)  Testable Controls and Security Capabilities 
February 2025  for Continuous Monitoring: Volume 1  

30 

700 
701 
702 
703 
704 
705 

706 

707 
708 
709 
710 
711 

712 

713 
714 
715 

716 

717 
718 
719 
720 
721 

viewpoint of a malicious attacker. While non-adversarial events31

31 Non-adversarial events occur without malicious intent (e.g., natural disasters, hardware failures, human error). 

 are not directly addressed by 
attack step models, the attack step model and associated attack and defend actions may be 
applied to non-adversarial events since many similarities are easily inferred. Organizations 
consider both adversarial and non-adversarial events as they implement security capabilities as 
part of a comprehensive risk management and information security continuous monitoring 
program. 

2.3.4.1. Attack Step 

The specific controls needed to defend against attack steps can be mapped to specific attack 
actions.32

32 An attack step can be viewed as the purpose or objective of an attack. An attack action can be viewed as a way to achieve the attack purpose 
or objective. 

 The attack steps correspond to the security capabilities designed to defend against 
the attacker at each step. The attack step model depicted in Table 8 consists of a sample of 
attack steps that are addressed by specific security capabilities identified in this volume and the 
sub-capabilities identified in each capability-specific volume.  

Table 8. Six steps in the IR 8011 attack step model 

Attack Steps 
1) Gain Internal Entry 
2) Initiate Attack Internally 
3) Gain Foothold 
4) Gain Persistence 
5) Expand Control — Escalate or Propagate 
6) Achieve Attack Objective 

The attack steps described here are simplified, and organizations have the flexibility to define 
different or additional attack steps and associated security capabilities for their own 
environments of operation. 

2.3.4.2. Defend Step33

33 The defend step was formerly referred to as the block step. 

 

Defense is the target’s34

34 The target is the system or organization under attack. 

 response to attacks (potential or actual) and is the primary protection 
mechanism against 

35
threats. Understanding the intent of an attack, attack objectives, and the 

attack vectors

35 Attack vectors refer to the ways that a threat can attack. 

 help determine an adequate defense. For each defend step, actions are taken 
to detect and to respond to attacks on the organization, on the system, or on the system 
component. These actions are referred to as defend actions.  
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Defense in Depth 

The concept of defense in depth36

36 [SP800-160v1] identifies three pillars to defense-in-depth: 1) multiple lines of defenses or barriers are placed along loss scenario sequences; 
2) loss control does not rely on a single defensive element; and 3) the successive barriers are diverse in nature and include technical, 
operational, and organizational barriers.  

 means that controls are in place at all defend steps so 
that if one defensive measure is breached, there are additional layers of protection that will 
protect the system.  

Descriptions and examples of the six attack steps and potential mitigating controls are provided 
in Table 9.  

Table 9. Attack and defend actions for each attack step 

Attack Step Attacker Action Defender Action 

ATTACK STEP 1: 
Gain internal entry. 

ATTACKER ACTION: The attacker is 
outside of the test boundary and seeks 
entry, such as spear phishing email 
sent, distributed denial-of-service 
(DDoS) attack against .gov initiated, or 
unauthorized person attempts to gain 
physical access to restricted facility. 
 
In a DDoS attack, the attack traffic only 
gets into the firewall or another 
boundary device. Still, this traffic 
disrupts the connection to the internet, 
which is inside of the boundary. 

DEFENDER ACTION: Limit attacks or negative 
events from even initiating in or having the 
ability to impact the local environment. 
 
Examples include multi-factor authentication, 
spam filters, access control lists for 
routers/firewalls, physical protections (e.g., 
locks, guards), link encryption and virtual 
private networks (VPNs), authoritative 
domain name system (DNS) to prevent 
poisoning, or gateway-level anti-malware 
applications. 
 
DEFENDER ACTION: Detect entry, respond, 
and recover. 
 
Examples include network intrusion detection 
systems or surveillance equipment for 
physical sites that identifies attempts to 
physical access a facility without 
authorization. 
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Attack Step Attacker Action Defender Action 

ATTACK STEP 2: 
Initiate attack 
internally. 

ATTACKER ACTION: The attacker is 
inside of the boundary and initiates an 
attack internally. 
 
Examples include a user opening a spear 
phishing email with links to malicious 
content or opens a malicious 
attachment, a laptop that is lost or 
stolen, a user installing unauthorized 
software or hardware, or unauthorized 
personnel gaining physical access to 
restricted facility. 

DEFENDER ACTION: Limit an initiating 
condition from occurring in the local 
environment.  
 
Examples include educating users to not open 
suspicious attachments, maintaining a 
positive control of assets, or restricting 
privileges for software installation or 
removable media. 
 
DEFENDER ACTION: Limit a precipitating 
event from resulting in an attack. 
 
Examples include preventing the automatic 
execution of code on removable media, 
identifying authorized software for execution, 
educating users not to share credentials, 
educating users not to send/receive 
unencrypted personally identifiable 
information (PII) and other controlled 
unclassified information (CUI) without the 
required protection, or host-level anti-
malware applications that block before 
execution. 
 
DEFENDER ACTION: Detect entry, respond, 
and recover. 
 
Examples include host-based intrusion 
detection systems or surveillance equipment 
for physical sites that identifies unauthorized 
physical access to a facility. 
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Attack Step Attacker Action Defender Action 

ATTACK STEP 3:  
Gain foothold. 

ATTACKER ACTION: The attacker has 
gained entry and achieved enough 
actual compromise to gain a foothold 
without persistence. 
 
Examples include an unauthorized user 
successfully logging in with authorized 
credentials, a browser exploit code 
successfully executing in memory and 
initiating a call back, or a person gaining 
unauthorized access to server room. 

DEFENDER ACTION: Limit vulnerable 
conditions that can be exploited by an attack 
or threat. 
 
Examples include patching software or 
implementing common secure 
configurations. 
 
DEFENDER ACTION: Limit the successful 
completion of an exploitation attempt. 
 
Examples include data execution prevention, 
recompiling techniques, removing default 
passwords and accounts, multi-factor 
authentication, disabling accounts, redundant 
communication paths, or restricting physical 
access to critical resources. 
 
DEFENDER ACTION: Limit a successful 
foothold on a test object. 
 
Examples include detecting attempts, 
blocking access attempts to known malicious 
DNS domains, or reviewing audit and event 
logs. 
 
DEFENDER ACTION: Detect foothold, 
respond, and recover. 
 
Examples include host-based intrusion 
detection system, behavioral analysis, or 
surveillance equipment that identifies 
unauthorized physical access attempts to 
locations or assets. 
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Attack Step Attacker Action Defender Action 

ATTACK STEP 4:  
Gain persistence. 

ATTACKER ACTION: The attack has 
gained a foothold and now achieves 
persistence. 
 
Examples include malware installed on a 
host that survives reboot or log off, 
modified firmware or kernel, a 
new/privileged account created for an 
unauthorized user, an unauthorized 
person issued credentials/allowed 
access, or unauthorized personnel 
added to an access control list for a 
server room. 

DEFENDER ACTION: Limit the persistent 
compromise of an asset. 
 
Examples include application allow lists, 
malware/intrusion prevention tools, 
virtualization, sandboxing, one-time 
password systems, requiring hardware tokens 
for authentication, or restricting physical 
access with card readers. 
 
DEFENDER ACTION: Detect persistence, 
respond, and recover. 
 
Examples include file reputation services, file 
integrity checking, blocking known malicious 
command and controls channels, reviewing 
audit and event logs, advanced behavioral 
analysis techniques, or surveillance 
equipment that identifies successful 
unauthorized physical access to locations or 
assets. 

ATTACK STEP 5:  
Expand control — 
escalate or 
propagate. 

ATTACKER ACTION: The attacker has 
persistence and seeks to expand 
control through the escalation of 
privileges or propagation. 
 
Examples include hijacked or stolen 
elevated user privileges, elevated user 
credentials used by an unauthorized 
party, changes to secure configuration, 
disabled audit functions, authorized 
users accessing resources that they do 
not need to perform their job, or a 
compromised or hijacked process or 
program that runs as an elevated 
privileged user. 

DEFENDER ACTION: Limit the escalation of 
privileges or access propagation to other 
assets. 
 
Examples include restricting privileges for 
accounts, programs, and processes; 
implementing and following configuration 
change control processes; using hardware 
tokens or multi-factor authentication for 
privileged actions; or restricting physical 
access to server rooms. 
 
DEFENDER ACTION: Detect escalation or 
propagation activity; respond and recover. 
 
Examples include intrusion detection system 
tools or reviews of audit and event logs. 
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Attack Step Attacker Action Defender Action 

ATTACK STEP 6:  
Achieve attack 
objective. 

ATTACKER ACTION: The attacker 
achieves an objective, resulting in a 
loss of confidentiality, integrity, or the 
availability of data or a system 
capability. 
 
Examples include the exfiltration of 
data, the modification of database 
entries, a successful DDoS attack, the 
deletion of data or software, or the 
disclosure of PII. 

DEFENDER ACTION: Minimize the impacts of 
a successful attack. 
 
Examples include data loss prevention tools, 
device and media encryption, outbound 
boundary filtering, educating users to protect 
critical information, restricting access to 
critical information and resources, file and 
email encryption, link encryption, or VPNs. 
 
DEFENDER ACTION: Detect the impacts of a 
successful attack; respond and recover. 
 
Examples include tools for auditing, insider 
threat detection, or network event and 
analysis. 

 

Multiple Security Capabilities Address Each Attack Step 

Multiple capabilities can mutually address each attack step and combine to protect a system 
or organization at all steps in the attack step model even though the defend actions may not 
be immediately evident. 

There is a many-to-many relationship between security capabilities and attack steps. Attack 
steps focus on the attacker’s view of the system, including ways to find and exploit 
vulnerabilities. Security capabilities focus on the defender’s view of the system, including 
ways to prevent attacks or reduce the harm from attacks. Table 10 shows how the security 
capabilities work together to defend against the six attack steps by identifying which attack 
steps are addressed by each security capability and how, combined, the security capabilities 
cover all steps in the attack step model.  
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Table 10. Security capabilities work together to defend against attack steps 

Security Capabilities 

Attack 
Step 1 

(Gain 
Internal 
Entry) 

Attack 
Step 2 
(Initiate 
Attack 

Internally) 

Attack 
Step 3 

(Gain 
Foothold) 

Attack 
Step 4 

(Gain 
Persistence) 

Attack 
Step 5 
(Expand 
Control) 

Attack 
Step 6 
(Achieve 
Attack 

Objective) 

Attack 
Steps 

Covered 

Hardware Asset Management  
(HWAM)  2 3   6 2, 3, 6 

Software Asset Management  
(SWAM)  2 3 4   2, 3, 4 

Configuration Settings 
Management 

(CSM) 
 2   5  2, 5 

Vulnerability Management 
(VUL) 1 2   5  1, 2, 5 

Trust Management 
(TRUST) 1   4 5  1, 4, 5 

Security-Related Behavior 
Management 

(BEHAVE) 
  3 4 5 6 3, 4, 5, 6 

Credentials and Authentication 
Management 

(CRED) 
  3 4 5 6 3, 4, 5, 6 

Privileges and Account 
Management 

(PRIV) 
 2 3   6 2, 3, 6 

Boundary Management, Physical  
(BOUND-P) 1  3 4 5 6 1, 3, 4, 5, 

6 
Boundary Management, Filters  

(BOUND-N) 1  3 4  6 1, 3, 4, 6 

Boundary Management, Other  
(BOUND-O)      6 6 

Event Preparation Management 
(Contingency and Incident)  

(PREP) 
 2  4 5 6 2, 4, 5, 6 

 

Consider five capabilities in Table 10 that support defending an organization from a malware 
attack initiated from within: 

1. Hardware asset management (HWAM) can prevent the entry of malware by detecting 
unauthorized/unmanaged devices. 

2. Software asset management (SWAM) can prevent the entry of malware prohibiting or 
permitting specific software.  

3. Configuration settings management (CSM) ensures that the configurations are defined, 
established, and implemented to prevent unauthorized changes to devices.  

4. Vulnerability management (VUL) can identify and address exploitable weaknesses in the 
components before an attack can occur.  
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5. Security-related behavior management (BEHAVE) can block entry by helping users avoid 
phishing attacks and preventing users from installing unauthorized hardware and 
software. 

When combined effectively, security capabilities provide defense-in-depth and defense-in-
breadth to defend against attacks at each attack step. 

2.3.5. Test Automation in IR 8011 

The test method37

37 The automated test method may provide more accurate and repeatable results when constructed and implemented correctly. Automating 
the examine and interview methods can be challenging since they require more complex systems to enable capture and accurate interpretation 
of the input. However, using the automated test method does not discard the use of the examine and interview methods as they can help 
organizations perform root cause analyses of other than satisfied controls or when greater assurance, depth, or coverage is needed. 

 is the process of evaluating one or more test objects under specified 
conditions to compare an actual state value with a desired state specification. The use of 
automation in the IR 8011 methodology involves comparing actual state and desired state 
specification values in machine-readable format, analyzing them against criteria (e.g., 
acceptable values, ranges, and thresholds), and reporting the results from the analyses. 
Automating the testing process enables results to be returned in a timely manner to notify 
management of potential events or weaknesses in the implementation so that action can be 
taken before an attack is successful. 

2.3.5.1. Actual State 

In the test method, the actual state is the security-related information of interest that will be 
compared and analyzed to verify a control implementation. The automated control testing 
model illustrated in Sec. 4 assumes that data about the actual state of the items being 
monitored can be collected by tools called collectors.38

38 For more on collectors, see collectors and collection system in Sec. 4. 

 

2.3.5.2. Desired State Specification 

The desired state specification is a defined value against which the actual state value can be 
compared and explains the implementation of the sub-capabilities. The desired state defines 
the ability to defend by identifying specifications and acceptable parameters or thresholds for 
each defense action. Differences39

39 Including values outside of an acceptable range or threshold. 

 between the two values may indicate non-conformance in 
the effectiveness of one or more controls. These specifications are the requirements to be 
satisfied and can be traced to a control item. For example, an organizational policy states that 
user accounts are locked after three unsuccessful logon attempts. The desired state 
specification is: “Applicable devices are configured to lock accounts after three unsuccessful 
logon attempts.” If, during an automated control testing, the security-related information 
collected indicates that a specific device is configured such that accounts are locked after five 
unsuccessful logon attempts, a mismatch between the desired state specification (i.e., three 
attempts allowed before lockout) and the actual state (i.e., five attempts allowed before 

 



NIST IR 8011v1r1 ipd (Initial Public Draft)  Testable Controls and Security Capabilities 
February 2025  for Continuous Monitoring: Volume 1  

38 

786 
787 
788 
789 

790 
791 
792 
793 
794 
795 

796 

797 

798 

799 

800 

801 

802 
803 

804 

805 

806 
807 

808 

lockout) is identified. A mismatch, whether the actual state exceeds or falls short of the desired 
state, may reflect a problem with the implementation of SP 800-53 controls AC-07, 
Unsuccessful Logon Attempts; AC-02, Account Management; CM-02, Baseline Configuration; or 
others.  

The strategy for test automation depends on expressing the desired state specifications for 
each testable control item in a machine-readable data format that matches, or is comparable 
to, the data specification format for actual state values. Having a machine-readable dataset of 
desired state specifications is fundamental to the automation of control testing. For example, 
the desired state specification may be applied categorically to groups of components or applied 
on a per component basis. 

Examples of desired state specification information include: 

• Authorized devices 

• Authorized device roles 

• Permitted and prohibited software for each device role 

• Required frequency of security and privacy awareness training 

• Authorized configuration settings for each device role 

• Vulnerable software versions (provided by the NIST National Vulnerability Database 
[NVD]) 

• Authorized users and privileges 

Types of desired state specifications 

The desired state specification is expressed in different ways depending on specification 
type, as shown in Table 11. 

Table 11. Types of desired state specifications 

Type of Desired 
State Specification 

Simplified Examples 
(Actual cases may be more complex) 

Desired state If software product X is present, setting Z is expected to have value Y. 

Prohibited state If software product X is present, specified patch levels have CVEs that produce risk and 
are prohibited. 

Expected state If software product X is present, the device is expected to have [a list of executables with 
hashes to identify them]. The expected state of a software product may be that it is fully 
installed with the correct hashes, but the actual state may be that some files have altered 
hashes. 

Desired behavior Users who receive email validate the origin of the message before clicking on links or 
opening attachments in the message. 
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Type of Desired 
State Specification 

Simplified Examples 
(Actual cases may be more complex) 

Prohibited 
behavior 

Users with privileged accounts that are allowed to install software are not permitted to 
browse the internet or use email from the privileged accounts. 

Expected behavior User B normally logs in from devices in the [geographical location] area during the period 
from 8 a.m. to 6 p.m. This activity would constitute expected behavior. Other patterns of 
login activity might indicate account compromise. 

Desired and prohibited states and behaviors express normative policy. In contrast, expected 809 
states and behaviors are not normative policy but descriptions of patterns. The analysis of 
expected states and behaviors can detect unusual states and behaviors, including anomalous 
or suspected malicious activity, that might require manual intervention, response, or 
recovery. Expected states and behaviors are not typically used outside of the Anomalous 
Event Detection Management and Anomalous Event Response and Recovery Management 
security capabilities. 

It is possible to restate a prohibited state as desired behavior, as shown in Table 12.  

Table 12. Example of equivalence of prohibited and desired state specification 

Prohibited Behavior Equivalent Desired Behavior 
Users with accounts that are 
allowed to install software are not 
permitted to browse the internet 
or use email from such accounts. 
 

Users with accounts that are 
allowed to install software do not 
browse the internet or use email 
from such accounts. 

While expected behavior can be restated as desired behavior, expected behavior indicates a 
symptom of a possible problem rather than a definite problem. 

Prerequisites for Automation 

The following are prerequisites for effectively automating the testing of control items: 

• The actual state and actual behavior parameters are stored as machine-readable data.  
• Desired or expected state or behavior expectations are defined and recorded as 

machine-readable data and are readily comparable to the actual state. 
• A method to compute or identify non-conformance based on differences between 

desired and actual state and behavior is defined. 
• A method for producing a human-readable control test report to facilitate analysis and 

risk-based decision-making is defined. 
• A threshold (e.g., upper limit, lower limit) for the actual state is defined as part of the 

desired state specification. 
When the prerequisites are met, the automated control testing system can automatically 
compute the following: 

• Where differences occur between the desired state specification and actual state 
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• The priority of each finding40

40 This refers to risk scoring to automatically prioritize responses to each finding, which is out of scope for the IR 8011 series. 

 834 
• Assignment of the findings to the appropriate operational team for response41

41 Responsibilities are security capability-specific and defined and described in each capability-specific volume. 

 
Not all controls can be fully automated for testing using the methods described above. 
Testing some controls may be partially automated or not automated at all. 

A functional, overarching view of the major steps in the automated control testing process is 
illustrated in Fig. 4. 

Fig. 4. Overview of an automated control testing process in support of continuous monitoring 
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Section 4 provides a conceptual example of the potential inner workings of collectors and the 842 
collection system, including the collection of actual state data, the automated comparison of 
actual state values and desired state specifications, and subsequent reporting of this 
comparison. 

The success of using automation to support a control test is predicated on: 

• The effective execution of manual processes to define the controls that comprise the 
sub-capability,  

• The actions that result from the control items included in each security capability,  

• Understanding the implementation of each control item, and  

• Defining the thresholds and variances associated with each implementation.  
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3. IR 8011 Methodology 

This section provides an overview of the processes and relationships between the different 
elements in the IR 8011 methodology organized by methodology objectives: 

3.1. Objective #1: Sub-Capability Test Development 

The development of sub-capability tests is one of the two major objectives of the IR 8011 
methodology. Testing capabilities and sub-capabilities enables an understanding of weaknesses 
beyond individual controls being determined to be other than satisfied. 

The sub-capability test development process helps identify testable controls that can be used to 
support the continuous and automated testing of sub-capabilities within a larger security 
capability. The tests are elaborated exclusively for control items that can be tested via 
automated means. The elements in the test development process are illustrated in Fig. 5

Fig. 5. Sub-capability test development workflow elements 

. 

 

Section 2.3 identifies and describes security capabilities for continuous monitoring, including 
the security capabilities addressed by IR 8011.  

The following sections describe each of the elements in the test development process, their 
expected outcomes, and their relationship in supporting the sub-capability test development 
process. 

3.1.1. Identify Attack Steps 

 
The purpose and desired outcome of each security capability listed in Fig. 3 and in the 
adversarial attack step model can assist in the identification of a sequential attack step that can 
be evaluated when determining specific defense steps.42

42 The defense steps are described in Sec. 3.1.2. 

 Identifying the attack steps relies on 
understanding the desired outcome of the security capability and the potential attack actions to 
be defended against. This understanding contributes to the identification of the defend steps 
that solidify the protection requirements and form the basis for identifying testable controls 
later in the test development workflow. 
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Table 13. Attack step and attack step actions addressed by the HWAM security capability 879 

Attack Step Attack Step Actions 
2) Initiate attack internally The attacker is inside of the boundary and initiates an attack internally. 

 
Examples include a user opening a spear phishing email or clicking on an 
attachment; a laptop being lost or stolen; a user installing unauthorized 
software or hardware; or unauthorized personnel gaining physical access to 
restricted facility. 

3) Gain foothold The attacker has gained entry to the boundary and achieves enough actual 
compromise to gain a foothold without persistence. 
 
Examples include an unauthorized user successfully logging in with valid 
credentials; a browser exploit code successfully executing in memory and 
initiating a call back; or a person gaining unauthorized access to a server room. 

6) Achieve attack objective The attacker achieves an objective, resulting in the loss of confidentiality, 
integrity, or availability of data or system capability. 
 
Examples include the exfiltration of files; the modification of database entries; 
the deletion of a file or application; denial of service; or the disclosure of PII. 

For example, the desired outcome of the HWAM security capability in Fig. 3 and Table 4 is to 
“ensure that unauthorized and unmanaged devices are identified to enable the organization to 
prevent attackers from using those devices to compromise systems”: 

• Unauthorized and unmanaged devices that are already in the boundary can be traced to 
step 2 of the adversarial attack step model as the attacker is already inside.  

• The fact that the device is already in the boundary indicates that the attacker has gained 
a foothold, as indicated in step 3 of the attack model.  

• The unauthorized and unmanaged devices in the boundary could potentially enable an 
attacker to make lateral or upward movements, which would constitute step 6 in the 
attack model.  

All three steps are identified regardless of whether the attack or attacker is successful or not. 
Organizations understand this scenario to ensure that appropriate defenses are in place. 

In each capability-specific volume in the IR 8011 series, the attack steps associated with each 
security capability are identified. 
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3.1.2. Identify Defend Steps 

 
After determining the potential attacker actions derived from the identified attack steps, a set 
of defender actions is elaborated as defend steps. The identification of the defend steps 
promotes an understanding of the expected ability to respond to an attack and protect the 
organization, system, or component that is targeted or attacked. Table 14 illustrates the defend 
steps for each of the identified attack steps in the HWAM example. 

Table 14. HWAM attack step and defend step actions 

Attack Step Action Defend Step Action 
ATTACK STEP 2: Initiate attack internally. 
 
The attacker is inside of the boundary and initiates 
an attack internally. 
 
Examples include a user opening a spear phishing 
email or opening an attachment; a laptop that is lost 
or stolen; a user installing unauthorized software or 
hardware; or unauthorized personnel gaining physical 
access to a restricted facility. 

DEFEND STEP: Block or limit internal access. 
 
Prevent or minimize access to trusted network 
resources by unauthorized or compromised 
devices; reduce the amount of time that 
unauthorized devices are present before detection. 

ATTACK STEP 3: Gain foothold. 
 
The attacker has gained entry and achieves enough 
actual compromise to gain a foothold without 
persistence. 
 
Examples include an unauthorized user successfully 
logging in with valid credentials; a browser exploit 
code successfully executing in memory and initiating a 
call back; or a person gaining unauthorized access to 
server room. 

DEFEND STEP: Block foothold. 
 
Reduce the number of unauthorized and/or easy-
to-compromise devices that are not being actively 
administered. 

ATTACK STEP 6: Achieve attack objective. 
 
The attacker achieves an objective, resulting in a loss 
of confidentiality, integrity, or availability of data or 
system capability. 
 
Examples include the exfiltration of files; the 
modification of database entries; the deletion of a file 
or application; denial of service; or the disclosure of 
PII. 

DEFEND STEP: Block physical exfiltration. 
 
Prevent or minimize the copying of information to 
unauthorized devices. 
 

The defend steps and actions associated with a security capability are identified in each 
capability-specific volume in the IR 8011 series. 
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3.1.3. Determine Sub-Capabilities 

 
Sub-capabilities help clarify how security capabilities address attack steps. After the defend 
steps are identified, specific sub-capabilities are elaborated based on the defender actions of 
each defend step. The intent is to support the defense of attack steps and provide the 
necessary testable protection. As such, each sub-capability is designed so that it can be tested 
individually via automated means, with one test for each sub-capability. 

The sub-capability element is the most appropriate level in the methodology43

43 This refers to the different elements in the sub-capability test development process in Fig. 5: attack steps, defend steps, sub-capabilities, 
control items, determination statements, and sub-capability tests. 

 on which to 
focus automated testing for continuous monitoring. The sub-capability layer has enough details 
on a defense objective to identify potential protective measures to achieve that objective. 
These details can also reduce the number of false positives during control searches, discussed 
in the next section. When non-conformances are found, root cause analyses can be used to find 
the specific control items causing the non-conformance. For further discussion on why the sub-
capability element offers the optimum level for automating control testing among the different 
elements in the methodology, see Appendix D.4. 

3.1.4. Identify Control Items 

 
The control items element is where specific parts of a control are identified as potential 
defenses that can achieve the desired outcomes of the sub-capability. Control items can be 
matched to a sub-capability via a control item search against a control catalog, producing a 
many-to-one relationship. The IR 8011 approach to finding control items is through the use of 
keywords44

44 IR 8011 implementers are encouraged to use any approach, including an automated approach, as long as a match can be found between a 
control item objective and a sub-capability purpose. 

 against a control catalog. The IR 8011 methodology uses the SP 800-53 security and 
privacy control catalog with control names, control statements, and discussion text as the 
search scope. For each capability-specific volume,45

45 The capability-specific volumes are published separately. 

 keyword search rules46

46 Control search by keyword is discussed in Sec. 4.1.1.7. 

 help automate the 
identification of control items that are relevant to the specific security capability. A systematic 
process validates the keyword rules, including testing for missed control items and evaluating 
the results for false positives and false negatives. The internal process and procedures for 
control item search by keyword are not covered in this volume, but each capability-specific 
volume documents both the keyword search rules used and the identified control items that 
support the security capability.  
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The sample keywords in Table 15 were identified from the sub-capabilities defined in the 935 
previous step, “Determine Sub-Capabilities,” with text that describes the purpose of the sub-
capability. 

Table 15. Illustrative keyword rules to trace control items to security capabilities 

A control item traces to the HWAM security capability if one or more of the 
following are true: 

It contains “inventory” 
It contains “supply chain” and NOT “monitoring” 
…and multiple other conditions… 

“Inventory” is a recurring term that appears in multiple sub-capabilities in [IR8011v2]. The 
second rule example shows the use of the logical operator “NOT” in the keyword search to 
narrow the search results and reduce the number of false positives. 

Table 16. Illustrative control items traced to the HWAM capability 

IR 8011 
Security 

Capability 

SP 800-53B 
Control Baseline 

SP 800-53 
Control Item 

HWAM Low AC-19a. 
HWAM Low AC-19b. 
HWAM Low CM-08a. 
HWAM Low CM-08b. 
HWAM Moderate AC-19(05) 
HWAM Moderate CM-02(07)(a) 
HWAM Moderate CM-02(07)(b) 
HWAM High CM-03(01)(a) 
HWAM High CM-03(01)(e) 
HWAM High CM-03(01)(f) 
HWAM High CM-08(02) 

Section 4.1 expands the discussion geared toward IR 8011 solution developers with additional 
insights and considerations regarding control item search by keyword, which is an important 
element in the sub-capability test development process. 

3.1.5. Identify Determination Statements 

 
The identification of control items only returns results if there is a match between a control 
item objective and the desired results of a sub-capability. The next step is to verify that the 
identified control items can be assessed or monitored through automation using the test 
assessment method. 

[SP800-53A] breaks down SP 800-53 controls into singular, assessable parts that are either 
satisfied or other than satisfied. This granularization facilitates the individual assessment of 
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each part of the control regardless of the assessment method. These smaller, assessable parts  
take shape in the form of determination statements for control assessments, which provide a  
foundation for the development of automatable tests. Each determination statement of an  
assessment objective in [SP800-53A] is associated with an individual control item47

47 A single control item may support multiple capabilities. Within a capability, only the way in which the control item supports that capability is 
considered.  

 in  
[SP800-53]. Many control items have more than one associated determination statement. The  
example below displays two determination statements for a single control item (CM-03f.)  
following the control text:   

Control Item: CM-03f.: Configuration Change Control  

f. Monitor and review activities associated with configuration- 
controlled changes to the {devices and device components of the}  
system.  

The insertion of “{devices and device components of the}” into the example above is intended  
to clarify the scope for the HWAM capability and determination statement to provide context,  
facilitate development, and promote understanding of the application of sub-capability tests.  
Similar capability-specific insertions are present in each capability volume.   

Table 17. Examples of determination statements highlighting IR 8011 HWAM focus  

SP 800-53A 
Determination 
Statement ID 

SP 800-53A Determination Statement Text with IR 8011 HWAM Focus 

CM-03f.[01] Determine if: 
f. Activities associated with configuration-controlled changes to the {devices and device 
sub-components of the} system are monitored. 

CM-03f.[02] Determine if: 
f. Activities associated with configuration-controlled changes to the {devices and device 
sub-components of the} system are reviewed. 

The determination statements in [SP800-53A] control assessment objectives correspond  
directly to the control items from [SP800-53]. While there is often a one-to-one match between  
a control item and an associated determination statement, the granularization48

48 [SP800-53A], Sec. 2.4.3, discusses the application of granularization to facilitate the assessment of the distinct parts of an [SP800-53] control 
item. The granularized determination statements use square brackets in the [SP800-53A] assessment objectives identifiers, as shown in the 
third column of Table 18. 

 of the control  
item can result in multiple assessment objectives, as shown in Table 18.   
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Table 18. Illustrative control items traced to an associated assessment objective 

SP 800-53 
Control Item 

SP 800-53 
Control Item 

(JSON identifiers from the CPRT dataset)49

49 This is for illustrative purposes only and is intended to provide implementers using datasets from the CPRT with an alternative view of the 
control item identifiers. 

 

SP 800-53A 
Assessment Objective 

Identifier 

AC-19a. AC-19-a 
AC-19a.[01] 
AC-19a.[02] 
AC-19a.[03] 

AC-19(05) AC-19(05) AC-19(05) 
CM-08b. CM-08-b CM-08b. 

PE-06b. PE-06-b PE-06b.[01] 
PE-06b.[02] 

PS-04d. PS-04-d PS-04d. 
SC-15b. SC-15-b SC-15b. 

The granularized determination statements for the same control item may or may not support 
testing using automated methods. Additional effort may be required by the individual(s) 
performing the identification of determination statements to validate whether testing for each 
determination statement for a control item can be automated or whether non-automated 
methods will be required to fully test the control item. Table 19 provides an example in which 
the control item is granularized into four determination statements that each determine 
whether the desired state specification is implemented. 

Table 19. Example control and determination statements for AC-19, Access Control for Mobile Devices 

Control Statement (SP 800-53) Determination Statement (SP 800-53A Assessment Objective) 
a. Establish configuration 
requirements, connection 
requirements, and 
implementation guidance for 
organization-controlled mobile 
devices, to include when such 
devices are outside of 
controlled areas. 
 
b. Authorize the connection of 
mobile devices to 
organizational systems. 
 

Determine if: 
AC-19a.[01] configuration requirements are established for organization-
controlled mobile devices, including when such devices are outside of the 
controlled area. 

AC-19a.[02] connection requirements are established for organization-
controlled mobile devices, including when such devices are outside of the 
controlled area. 

AC-19a.[03] implementation guidance is established for organization-
controlled mobile devices, including when such devices are outside of the 
controlled area. 

AC-19b. the connection of mobile devices to organizational systems is 
authorized. 
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3.1.6. Create Sub-Capability Tests  

  
Sub-capability tests provide a context for testing activities, including what is being tested, how  
it is being tested, the expected outcome of the test, the actual outcome of the test, and the  
implication of the testing activity result relative to the risk posture of the component, system  
element, system, authorization boundary, or organization. The tests are designed to provide a  
valid measure of whether, and to what extent, the desired outcomes of the sub-capability are  
being achieved.  

The intent of the sub-capability test development process is to identify testable controls for  
security capabilities and to elaborate the actual sub-capability tests. Once the desired state  
specifications are set, a comparison between the actual state and the desired state is  
performed to verify that control item requirements are being satisfied. This comparison is  
executed in an automated fashion based on the determination statements within the  
assessment procedures of the control or control item by verifying the determination  
statements for the control items that support the purpose of the sub-capability.   

Sub-capability tests can also determine the control implementation variance. If the difference  
between desired and actual state values is within an acceptable range, then the control item is  
satisfied. If the test results are not within acceptable parameters, then the control item’s actual  
state does not conform with the requirement and is considered other than satisfied.   

Sub-capability tests:  

• Are stated as a test (wherever appropriate), whether in support of a control assessment  
or of control monitoring.  

• Identify automated approaches to the test method for assessing and monitoring  
controls. Thus, manual or procedural test methods are not sub-capability tests.  

• Define an explicit desired state specification that is then compared to the  
corresponding actual state value to determine the test result.  

• Are typically at a higher level of abstraction than a single control determination  
statement.  

3.1.6.1. Sub-Capability Test Types  

Sub-capability tests are designated as one of three types: foundational, local, or data quality  
tests:  

1. Foundational Tests — Tests that are fundamental to help achieve the desired outcomes  
of the capability.  

2. Local Tests — Tests that an organization determines whether or not to implement. Local  
tests provide greater test depth and may be selected by the organization based on their  

Security  
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Defend 
Steps Sub-Capabilities Control Items Determination 
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risk tolerance and need for greater assurance when corresponding controls are 1018 
implemented. Regarding local sub-capability tests, the organization: 

• Might not implement a test because the test checks a control item that is in a 
control baseline not found within the organization or within a specific organizational 
system; 

• Might not implement a test because the test checks a control item that is not 
implemented within the organization or within a specific organizational system;  

• Might only implement a test for specific test targets for which an associated control 
is implemented;  

• Might implement an alternative version of the local sub-capability test; or 

• Might use manual or procedural testing for certain control items. 

Organizations may also add or edit local tests as appropriate to manage their own risk. 
For example, sub-capability tests may be added for controls that are implemented as 
supplemented controls.  

3. Data Quality Tests — Tests to determine whether the data collected is both complete 
and timely. If metrics for completeness and timeliness are not adequate, the test is not 
reliable because it may yield inaccurate results. 

In order to automate control testing to the greatest extent possible and to support ongoing 
authorization, implementation of the applicable foundational and local tests defined in this 
volume and enumerated in the separate capability-specific volumes is needed for all 
implemented control items. 

3.1.6.2. Data Quality Measures 

An automated test method can be used when the automated control testing functionality has 
an equal or higher probability of detecting non-conformance compared to interview and 
examination methods. The two factors that contribute most to the detection of non-
conformance are: 

1. The completeness of automated control testing  

2. The timeliness of automated control testing 

Completeness 

This refers to the extent to which the security-related information includes testing all 
relevant non-conformance on all test targets within a defined scope, such as a capability. 
Relevant non-conformance can pose risks. An incomplete measure tends to bias the results 
by underestimating total risk. The completeness measure type is to ensure that the 
automated control testing is conducted for all sub-capability tests and on all test targets that 
could be non-compliant. Although total completeness might not be attained, the probability 
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of missing non-conformance approaches zero as automated control testing approaches 1053 
100 % completion. 

Timeliness 

This refers to the extent to which the security-related information has been refreshed within 
the last hours or days as required by the organization. The objective of automated testing is 
to collect data to identify and respond to non-conformances faster than an attacker’s ability 
to compromise a system.50

50 While not always feasible to implement, event-driven testing that can detect non-conformance when introduced provides the best 
timeliness. 

 The timeliness measurement ensures that each cycle of tests on 
the non-conformance test target combinations occurs at least as often as the frequency 
specified in the continuous monitoring strategy. Initially, the specified frequency may merely 
be faster or more frequent than reported in previous readings. As the automated control 
testing functionality matures, the frequency is often enough that the automated control 
testing data collection system identifies and allows time for a response to vulnerabilities due 
to non-conformances before an adversary can exploit them. 

As part of the risk management process and continuous monitoring strategy, the organization 
determines the degree of completeness and timeliness required before it replaces manual or 
procedural testing with an automated control test system. The continuous monitoring 
dashboard provides metrics to help evaluate this readiness. Table 20 shows an example of data 
quality measures.  

Table 20. Example data quality measures 

Measure Type Description When to Use This Measure 
Completeness  Percent of devices for which 

complete data is being collected 
Setting an organization-defined 
threshold on completeness metrics 
triggers an alarm when the overall 
level of completeness is too low to 
provide reliable results on non-
conformance. 

Timeliness Percent of devices for which data is 
being collected within 
organizationally defined time 
periods 

Setting an organization-defined 
threshold on timeliness metrics 
triggers an alarm when measures 
have not been captured within a 
defined time period, which may 
indicate a failure of the process. 

Automated control testing is adequate to replace manual or procedural control testing as soon 
as it is at least as timely and complete as the manual or procedural test methods for the 
capabilities being covered and their related controls. The data quality measures included in the 
capability-specific volumes use the letter prefix Q in their identifiers. 
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3.1.6.3. Sub-Capability Test Creation 

Sub-capability tests are created for each individual sub-capability to verify whether the controls 
that support the sub-capability are operating effectively and whether the desired outcomes of 
the sub-capability can continue to be fulfilled. The activities in Table 21 describe the test 
creation process. 

Table 21. Sub-capability test creation process activities 

Activity Identifier Process Description 
Identify the sub-
capability with a 
statement 

Sub-Capability Statement Identify the sub-capability by a short name to address 
its purpose. 

Elaborate the desired 
outcomes of the sub-
capability 

Sub-Capability Purpose Provide a full description of the desired outcomes of 
the sub-capability.51

51 This is generated by the Determine Sub-Capabilities element (see Sec. 3.1.3) in the sub-capability test development process. 

 

Assign a unique 
identifier for each test 

Test ID Include the security capability abbreviation (e.g., 
HWAM) followed by a dash and a designator for the 
test type (i.e., Foundational (F) test, a Local (L) test, 
or a Data Quality (Q) test), a unique sequential 
number, and the words “-Test” to differentiate the 
test from the sub-capability (e.g., HWAM-F01-Test). 

Label the test Test Provide a short descriptor to distinctly identify the 
test within the sub-capability. 

Define and summarize 
the test criteria 

Test Criteria Summary Provide a short description of how to decide (i.e., 
compute) whether non-conformance is present. 

Document any notes 
about the test criteria 

Test Criteria Notes Expand on the test criteria summary. At a minimum, 
the test criteria notes define the following: 

• What data is used 

o To define the actual state 

o To define the desired state specification 

• How the actual state and desired state 
specification data sets are used to identify 
non-conformance 

The language in the test criteria notes is intentionally 
generic to provide greater implementation flexibility. 
However, the notes are also specific enough to 
facilitate the design of reliable and repeatable tests. 

The following example shows how sub-capability tests are featured in capability-specific 
volumes using an HWAM sub-capability test.  
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Only Authorized Devices Allowed in the Boundary Sub-Capability and Sub-Capability Test 

Table 22. Sub-capability statement and purpose example 

Sub-Capability 
Statement 

Sub-Capability Purpose 

Only authorized 
devices allowed in 
the boundary 

Prevent or reduce the presence of unauthorized devices, reducing the number of 
potentially malicious or high-risk devices. 

Table 23 defines an example sub-capability test to verify whether the sub-capability is operating 
effectively.  

Table 23. Example sub-capability test (from HWAM) 

Test ID Test Test Criteria Summary Test Criteria Notes 
HWAM-F01-Test Unauthorized devices 

in the boundary 
The device is present in the 
authorization boundary 
(i.e., is in actual state) but 
has not been authorized to 
be there (i.e., is not in the 
desired state specification). 
See supplemental criteria 
in L02. 

1) The actual state is the list 
(i.e., inventory) of all devices 
within an organization-
defined tolerance in the 
authorization boundary, as 
determined by the 
continuous monitoring 
system. 

2) The desired state 
specification is a list of all 
devices that are authorized 
to be in the authorization 
boundary. 

3) Non-conformance refers 
to a device that is in the 
actual state but not in the 
desired state and is, thus, 
unauthorized. The non-
conformance verification is 
computed by simple set 
differencing. 

Since the sub-capability tests are designed to focus on the purpose that a set of controls is 
intended to achieve, they are at a higher level of abstraction than the determination 
statements for a single control item. The HWAM security capability defines a sub-capability test 
to verify whether the hardware supplier and/or manufacturer are on an approved list. This sub-
capability test is: 

• Directly supported52

52 The direct and indirect support of controls are related to the focus of the control objectives with regard to the purpose of the sub-capability 
test. 

 by one control, SR-03(02), Supply Chain Controls and Processes,53

53 SR-03(02) is not selected for any baseline; it is only mentioned here to illustrate a point. 

 
which calls for the consideration of supply chain issues in approving devices  
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• Indirectly supported by other controls (e.g., parts of CM-03, Configuration Change  
Control) that require a configuration management process to consider security and  
privacy impacts explicitly in the change control process (implicitly, including supply  
chain, where appropriate)  

The control items that can be tested by a sub-capability test via automated means work  
together to achieve the desired outcomes of a specific sub-capability. In the Table 22 example,  
the purpose is to reduce the potential consequences of supply chain attacks, which is one part  
of the overall hardware asset management capability and, in effect, a sub-capability of HWAM.  
The sub-capability test checks the individual control items and the overall effectiveness of the  
controls working together as a sub-capability.   

Table 24 summarizes the relationship between sub-capability tests and determination  
statements.  

Table 24. Relationships between sub-capability tests and determination statements  

Sub-Capability Tests 
(IR 8011) 

Determination Statements 
(SP 800-53A) 

Focus on a purpose Focus on a control 

Tightly linked to a purpose of one 
or more controls in a security 

capability 

Tightly linked to a specific control 

Reported as other than satisfied or 
non-conforming if the purpose of 
those controls is not being met 

Reported as other than satisfied if 
the control has not been 
demonstrated to be fully 

implemented, is not operating as 
expected, or is not providing the 

expected level of protection 

3.1.6.4. Sub-Capability Test Non-Conformance   

System personnel can compare the automated test results to the variances to determine  
whether 1) the implementation is operating within the defined specifications, or 2) an  
investigation is necessary because the test result was outside of the defined specifications.   

Responses to Non-Conformance  

When non-conformance is identified through the test process, specific roles may be  
predefined for notification and response activities.   

Table 25 provides a sample of non-conformance responses and the roles that may have the  
responsibilities to address identified issues.  
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Table 25. Example of potential actions for non-conformance response and responsibility assignments (HWAM) 

Test ID Response 
Description Primary Responsibility 

HWAM-F01-Test Remove Device Device Manager (DeviceMgr) 
HWAM-F01-Test Authorize Device Desired State Manager (DesiredStateMgr) 

HWAM-F01-Test Accept Risk Risk Executive, System Owner, and/or Authorizing Official 
(RiskExec) 

HWAM-F01-Test Ensure Correct 
Response Desired State Manager (DesiredStateMgr) 

The example responsibility assignments do not change the overall risk management 
responsibilities defined in other NIST publications, and risk management responsibilities can 
be customized by each organization to best adapt to local circumstances.  

Table 25 suggests a Primary Responsibility to determines the most appropriate response and 
ensure that the response action is allocated to the appropriate role.  

The difference in the level of focus between sub-capability tests and determination 
statements has a significant impact on how non-conformance is interpreted once 
discovered. The difference relates to the sensitivity and specificity of the result. 

Sensitivity 

A sensitivity test is one that finds all of the cases in which non-conformance occurs, resulting 
in low false negative54

54 A false negative reports that non-conformance does not exist when there is non-conformance. 

 rates. 

A sub-capability test focused on whether the desired outcome of a set of controls is met 
reflects a high degree of sensitivity if it correctly reports on all cases in which the non-
conformance occurs.  

In the example of supply chain-related controls, the sub-capability test for hardware supply 
chain would fail if either: 

• A list of approved suppliers and manufacturers was not set up per SR-03(02); or 
• A device from a supplier not on the approved list of suppliers was approved by the 

change control process per CM-03. 
Since this sub-capability test focuses on reducing the potential consequences of supply chain 
attacks, and the sub-capability test directly measures all of the cases in which that purpose is 
not met, the sub-capability test can be said to be highly sensitive.  

Specificity 

A specificity test is one that does not report non-conformance when non-conformance is not 
present, resulting in low false positive55

55 A false positive reports that non-conformance exists when there is none. 

 rates. 

Sub-capability tests measure the specific results to be achieved by a set of controls. Failure 
to achieve the result does not imply that all of the controls supporting that capability failed. 
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While the sub-capability test is specific to the desired outcome of the sub-capability, it is not 
specific at the control or control item level. 

In the example of supply chain-related controls, the failure of the sub-capability test does 
not help determine whether the control failed to achieve its objectives because: 

• A list of approved suppliers and manufacturers was not set up per SR-03(02), 
• A device from a supplier not on the list of approved suppliers was approved by the 

change control process per CM-03, or 
• The non-conformance could have occurred because one or both objectives failed, 

though a failed sub-capability test does not mean that all of the supporting controls are 
other than satisfied.  

The considerations about sensitivity and specificity are applied in root cause analysis. Table 26 
illustrates how the level of sensitivity and specificity of a test can be summarized. 

Table 26. Sensitivity and specificity notes 

Level of Testing Degree of Sensitivity (at the 
Specified Level of Testing) 

Degree of Specificity (at the 
Specified Level of Testing) 

Sub-Capability Desired Result Sensitive Specific 

Control Item (Determination 
Statement) Effectiveness 

Sensitive Not Specific 

(Specific with root cause analysis) 

There is no prescribed scale or range for either the degree of sensitivity or specificity. 
Organizations determine their own acceptable scales or ranges based on their operating 
conditions and risk management policies. 

3.1.6.5. Root Cause Analysis 

Root cause analysis adds specificity at the control level. Throughout the normal course of sub-
capability testing, issues with control implementation due to weaknesses that result in non-
conformances may be detected after sub-capability test failure and with a given security 
capability failing to achieve its desired outcomes. Root cause analysis is performed to 
determine the cause of the test failures. 

Making a single test both sensitive and specific is challenging because specificity deteriorates as 
criteria are changed to improve sensitivity. Likewise, sensitivity can degrade as criteria are 
changed to improve specificity. A potential testing strategy is to use two tests in phases: 

1. A highly sensitive test is performed first to find as many positive results as possible with 
the understanding that it may include some false positives. 

2. A highly specific test is subsequently administered to the cases that failed the highly 
sensitive test to evaluate and to eliminate the false positives. 



NIST IR 8011v1r1 ipd (Initial Public Draft)  Testable Controls and Security Capabilities 
February 2025  for Continuous Monitoring: Volume 1  

57 

1176 
1177 
1178 
1179 
1180 
1181 

1182 
1183 
1184 
1185 
1186 
1187 
1188 

1189 

1190 

1191 
1192 

1193 
1194 
1195 

1196 
1197 

1198 
1199 

1200 
1201 
1202 
1203 

1204 
1205 

This combination of tests is intended to identify all true positives in a population. Control 
testing provides a warning that one or more controls that support a security capability are other 
than satisfied. However, because it is possible that only one control is other than satisfied, it 
cannot be assumed that all of the supporting controls are other than satisfied. Root cause 
analysis helps determine which specific controls supporting the sub-capability are other than 
satisfied. 

In the example of the supply chain-related controls, imagine a scenario in which root cause 
analysis showed that an approved list of device manufacturers was maintained, but a device 
purchased from an unapproved manufacturer was installed. Root cause analysis might show 
that the failure was a problem within the change control process (CM-03). A trend analysis 
further indicates whether the weakness in the change control process was a recurring problem. 
Some valid conclusions to draw when a sub-capability test falls outside of an acceptable 
threshold include: 

• One or more of the supporting controls failed to achieve its objectives. 

• Root cause analysis is used to determine which controls are other than satisfied. 

• It is not necessarily the case that all supporting controls failed to achieve their 
objectives. 

The risk management responses defined in [SP800-39] are used to address non-conformance: 
accepting, avoiding, mitigating, sharing, or transferring risk. In general, under a continuous 
monitoring program, the responsibility for risk response belongs to the organization.  

Root cause analysis operates on the logical flow of cause and effect from control items to a sub-
capability test results that is the objective of a security capability, as shown in Fig. 6. 

 
Fig. 6. Flow of cause and effect from control items to sub-capability test results 

The desired sub-capability test result is to make attack scenarios and/or exploits more difficult 
to conduct by reducing the number of vulnerabilities and the likelihood that those 
vulnerabilities can be exploited. Desired outcomes are identified for each capability in the 
subsequent volumes in the IR 8011 series. 

A non-conformance might be noticed at the control item, the whole control, the sub-capability 
test, and/or at the security capability level. Root cause analysis includes: 
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• Looking back toward the control items to see which failures may have caused the non-
conformance and 

• Looking forward to review the positive or negative impact on the desired security 
outcome. 

By looking forward, one might find that the failures are not compromising the desired security 
outcome or that the failure is not having a significant negative impact on the security outcome. 
The information discovered from root cause analysis is used to prioritize efforts to address non-
conformance or to help determine whether the risk from the non-conformance of a particular 
control can be accepted. 

The following topics illustrate how root cause analysis is applied. 

Analyzing Controls 

It is important to understand why a particular control or control item is determined to be 
other than satisfied. The reason may be obvious, so it may be appropriate to fix the control 
implementation to satisfy the requirements. When determining why a capability comprised 
of multiple controls is not conforming, the root cause may be more subtle to discern and 
require greater effort to resolve. 

If a needed patch has not been applied or a configuration setting is incorrect, an immediate 
risk reduction action could include the application of the software patch or adjusting the 
appropriate settings. If test results consistently demonstrate non-conformance with defined 
requirements, it is advisable to look deeper. One key factor to look for in this situation is 
whether there is a systemic cause preventing or delaying the satisfactory resolution of the 
issue. 

Consider whether an engineering misstep from an early stage in the system life cycle is 
preventing conformance to requirements. Questions that can help with this analysis include: 

• Was the capability or control functionality supporting the capability added at the end of 
the system life cycle so that not enough preparation and planning were done or the 
security functionality is not yet optimal? 

• Has an appropriate policy been established to guide control implementation and 
management? 

• Were requirements appropriately defined? 
• Is the responsibility for avoiding and fixing non-conformance clearly defined? 
• Is the non-conformance occurring outside of system boundaries where it has been 

overlooked? 
• What can be done to change user behavior to increase conformance to requirements? 

For example, is additional training needed to ensure that users are aware of the 
penalties for not following policies and/or procedures? 

• Can operators easily obtain the necessary information to prevent non-conformance? For 
example, it may be difficult to know what privileges are inherited by a user from parent 
groups in certain directory services. 
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• Was the control implementation automated? For example, is an automated centralized 
patch management system in place? Is the automation working? 

• For manually implemented and managed controls, do personnel have the necessary 
resources, training, and tools? 

• Were appropriate tools and methods used to implement the control? 
• Did planning for the implementation ensure that adequate funds, staff, and other 

resources were provided for implementation? 
• Are operational staff members tasked by policy to do so many things for security that 

they are overwhelmed? 
• Was the control implementation adequately tested? 

Finding non-conformance in an organization, especially if the non-conformance spans across 
multiple systems, can be an important function for either the organization or control 
assessors. These non-conformance findings are more important than a list of specific non-
conformances from a penetration test exercise or a control assessment of a single system. 
While this analysis is more difficult than just reporting individual control non-conformance, 
finding and resolving non-conformance can have a much more profound effect on improving 
security and privacy programs. 

Levels of Root Cause Analysis 

Three levels of root cause analysis are needed for sub-capability test failures: 

Level 1: Determine case-specific causes. This determination typically involves affirming 
whether the desired specification or the actual state is in error: 

a. Was the desired state specification insufficient? 

b. Was the actual state not captured correctly? 

In coordination with the system owner and security and privacy officer, designated 
operational staff review each specific case to decide whether option a. or b. applies to the 
non-conformance and consider what caused a. or b. to be the non-conformance. For 
example, a system administrator has connected multiple components to the production 
network without first adding them to the component inventory, configuring them correctly, 
and patching them. Determining that this is the root cause indicates that option b. is the 
issue because the actual state is the non-conformance due to unpatched and misconfigured 
components in the boundary that are not in the component inventory. The solution is not 
just to get the component authorized, configured, and patched, but to make sure the system 
administrator understands the importance of following operational procedures. The failure 
includes one or more of the controls or control items related to managing the actual state. 

In another example, a system administrator has connected multiple components to the 
production network after getting them authorized and correctly configuring and patching 
them. However, the administrator forgot to put them in the component inventory first. 
Determining that this is the root cause indicates that option a. is the issue because the 
desired state specification is the non-conformance due to failure to include a correctly 
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authorized component in the inventory. The solution is to enter the component into the 
inventory and ensure that the system administrator understands the need to add authorized 
components to the component inventory before putting them in the boundary. The failure 
includes one or more of the controls or control items related to managing the desired state 
specification.  

The determination of whether a. or b. is the cause also helps clarify which control items 
failed: control items related to desired state specification or to actual state. Additional 
analysis may be needed to determine the specific control items that are failing.  

Level 2: Determine which controls failed to achieve their objectives. Use the tables that 
map specific sub-capability tests to specific control items that might be causing the sub-
capability test to fail. A mapping table similar to Table 27 is included in the discussion of each 
capability-specific volume. 

Table 27. Mapping of sub-capability tests to specific control items 

IR 8011 
Test ID 

SP 800-53B 
Baseline 

SP 800-53 Control 
Item Code 

SP 800-53A 
Assessment 

Objective Identifier 
HWAM-F01-Test Low AC-19(b) AC-19b. 
HWAM-F01-Test Low CM-08(a) CM-08a. 
HWAM-F01-Test Low CM-08(b) CM-08b. 
HWAM-F01-Test Moderate AC-20(2) AC-20(02) 
HWAM-F01-Test Moderate CM-03(b) CM-03b. 
HWAM-F01-Test Moderate CM-03(c) CM-03c. 
HWAM-F01-Test High CM-03(01)(a) CM-03(01)(a) 
HWAM-F01-Test High CM-03(01)(b) CM-03(01)(b) 
HWAM-F01-Test High CM-03(01)(c) CM-03(01)(c) 

 

The sub-capability assessed by the HWAM-F01-Test is supported by each of the above 
control items. If any of the supporting controls fails to achieve its objectives, the sub-
capability test also fails. Therefore, the sub-capability test indirectly tests the control items.56

56 This example does not include all of the control items associated with this sub-capability test to fail. See the corresponding capability volume 
for the complete list. 

  

The root cause analysis determines whether all of the implemented controls related to the 
sub-capability test are operating as intended. If some or all of the controls are not operating 
as intended, repairs or changes may be necessary, or the authorizing official can make a risk 
acceptance decision with appropriate justification. 

Once the controls implicated in the sub-capability test non-conformance are identified, 
additional root cause analysis efforts can determine why the controls are not operating as 
intended.  

Level 3: Determine systemic causes. The root cause analysis looks for systemic causes of 
repeated failures or engineering missteps and seeks to identify appropriate resolutions. In 
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the first example for Level 1, the non-conformances in question may have occurred 
repeatedly because the system administrator:  

• Has no way to properly configure and patch the devices until the devices are on the 
production network; 

• Lacks the training to know how to prepare devices before putting them on the 
production network; 

• Is overwhelmed with multiple tasks and is skipping procedural steps to keep up with 
their assigned workload; and/or  

• Is unaware of the operational procedures.  

There may be other possible causes, and finding those root causes may be more relevant 
than focusing on individual non-conformances. Once causes are identified, the impacts are 
also analyzed. The organization considers how important a specific failure is in the context of 
the overall organizational risk tolerance. Table 28 shows three example scenarios involving 
the failure to assign a manager to a device in the boundary. 

Table 28. Example impact scenarios and analyses 

Case Example Scenario Example Impact Analysis57

57 Table 28 uses a low-, moderate-, and high-risk scale for the example impact analysis. Organizations determine their own risk scale with regard 
to impact based on their risk management policies. For more on quantitative assessment and scales, see Sec. 2.3.2 of [SP800-30]. 

 
A The role of the device manager (DeviceMgr) 

exists but is not specifically designated. 
Someone has been managing the devices but 
forgets to record the device in the component 
inventory. 

There is a relatively low short-term risk because the 
device is actually being managed, but the lack of a 
designated device manager is addressed so that the 
responsible person receives and responds to relevant 
non-conformance lists going forward. 

B A device was put on the production network for 
test purposes so it was not added to the 
component inventory. The device has become 
vulnerable over time due to the lack of patching 
and configuration management, and 
downstream target objects can be attacked 
through it. 

There is a high risk because the device is not being 
managed with the potential for increased risks as the 
device becomes vulnerable over time. Potential 
response includes the removal of the unmanaged 
device from the boundary and ensure the device 
manager completes appropriate role-based training 
to prevent such behavior in the future. 

C There was a need to rapidly expand the 
network for disaster response purposes, and 
management accepted the risk of putting 
unauthorized and higher risk devices in a 
segment of the network without prior 
authorization for 10 weeks. Authorization and 
other cleanup are to occur before the 10 weeks 
have elapsed. 

There is a moderate to high risk because while the 
authorization official accepted that risk, the devices 
remained in the boundary without authorization for 
longer than permitted. Potential response includes 
the development of better approaches to address 
similar situations in the future and avoid having to 
accept such risk in the future. 

The ability to identify both root causes and the impacts of sub-capability test failures is an 
essential activity to support the automated control test system that typically identifies non-
conformance at the sub-capability test level. Reaching significant systemic conclusions may 
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imply the need for new desired state specifications in supporting areas (e.g., identifying a 
need for training system administrators in a specific topic or skill). Policy changes and related 
sub-capability tests for the new desired state specifications can then be established. 

Assignment of Responsibility 

For an organization dashboard to generate effective lists of actionable items for responding 
to non-conformances, the dashboard requires the functionality to identify the specific 
operational role responsible for responding to each non-conformance maintained as part of 
the desired state specification. Depending on the size and complexity of the system, the 
operational roles may be performed by a specific individual or a group with an assigned 
supervisor. Responsibility is clearly assigned to ensure that response tasks to 
nonconformances are completed and can be documented in a variety of ways. Table 29 
shows an example of a partial table from the HWAM capability volume.  

Table 29. HWAM example of documented roles assigned to respond to non-conformances 

Determination 
Statement ID Implemented By Test 

boundary 
Test 

Responsibility 
Assessment 
Method(s) 

Rationale 
for Risk 

Acceptance 

Test 
Frequency 

Impact of Not 
Implementing 

CM-08a.[01] DesiredStateMgr ISCM-TB ISCM-Sys Test    
CM-08a.[02] ISCM-Sys ISCM-TB ISCM-Sys Test    
CM-08a.[03] ISCM-Sys ISCM-TB ISCM-Sys Test    
CM-08b.[01] DeviceMgr ISCM-TB ISCM-Sys Test    
CM-08b.[02] DesiredStateMgr ISCM-TB ISCM-Sys Test    

The example in Table 29 captures the following for each control item determination 
statement: 

• Determination Statement ID: The unique SP 800-53A Determination Statement 
identifier to trace back to the SP 800-53 control item being tested  

• Implemented By: The role58

58 The roles listed under the “Implemented By” column are described in the HWAM capability volume [IR8011v2]. 

 or system that is primarily responsible for control item 
implementation to clarify responsibility for non-conformances, such as:   

o DeviceMgr: Device Manager 
o DesiredStateMgr: Desired State Managers and Authorizers 
o ISCM-Sys: The system that collects, analyzes, and displays ISCM security-

related information (e.g., an IR 8011 solution) 
• Test boundary: The test boundary to clarify the scope of the test. It is the user-

defined test boundary, or portion of the test boundary 
• Test Responsibility: The role responsible for the control testing  
• Assessment Methods: The assessment methods to be used59

59 In most cases, this will likely be the test method. 

  
• Rationale for Risk Acceptance: Rationale for the non-selection or risk acceptance of a 

selected control when test results reflect other than satisfied  
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• Test Frequency: The minimum frequency with which the test is to be conducted60

60 The frequencies specified in the “Test Frequency” column are at least as often as the frequency determinations in the organization’s 
continuous monitoring strategy. 

  1357 
• Impact of Not Implementing: The potential impacts to organizational test objects, 

individuals, other organizations, or the Nation that may occur if this control is other 
than satisfied or if a sub-capability test is not implemented.  

Documenting Sub-Capability Test Rationale 

Within the test plan narrative, a sub-capability test rationale table traces the test criteria for 
each applicable sub-capability test to control determination statements. The table indicates 
which sub-capability tests fail if the given determination statement returns an other than 
satisfied status as well as an explanation of how the sub-capability test applies. The sub-
capability test rationale table indicates how the sub-capability test is assessing the item 
using the determination statement in question and includes all of the applicable sub-
capability tests for each determination statement. The sub-capability test and rationale 
columns provide the following: 

• The Sub-Capability Test columns (Test ID and Sub-Capability Test) identify the sub-
capability tests from the sub-capability test tables that assess or monitor the control 
item. Refer to the sub-capability test tables within each capability volume for a 
description of how the sub-capability test applies to a given test object. 

• The Rationale column describes the conditions under which a failure of the sub-
capability test might be caused by a failure of the control to achieve its objectives. 
Moreover, if the control is deemed other than satisfied too often relative to an 
organization-defined threshold, it may cause a failure of the test criteria for a sub-
capability test.  

The non-conformance of a sub-capability test does not prove that a control was not satisfied 
since the sub-capability test is not specific to a control or control item. Refer to the root 
cause analysis discussion in Sec. 3.1.6.5 for information on how to determine which control 
items caused the sub-capability test to fail. If the control item is determined to have failed, 
then its control has at least partially failed, both resulting in an other than satisfied condition 
by a control assessment. 

Documenting the sub-capability test rationale helps support the development and 
implementation of sub-capability tests. Table 30 provides an example of documented 
rationale for specific data quality tests for a single determination statement. 
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Table 30. Example of a documented sub-capability test rationale 

Determination 
Statement ID Test ID Sub-Capability 

Test 

Sub-Capability Test Rationale61

61 Note on formatting: for the rationale statement in the Table 29 header, items within square brackets represent universal parameters 
applicable to any capability. Items within curly brackets are capability-specific. Since we are using HWAM as an example, “{devices and device 
sub-components of the}” is specific to HWAM.  

 
 
If an [organization-defined measure] for this sub-
capability test is to improve [the organization-defined 
threshold], then non-conformance or discrepancies in 
an inventory of the {devices and device sub-components 
of the} system that includes all components within the 
authorization boundary being developed/documented 
or being accurate related to this control item might be 
the cause of… 

CM-03f.[01] HWAM-Q01-Test Devices in the 
Boundary Not 
Reporting to ISCM-
Sys 

A device failing to report within the specified time 
frame 

CM-03f.[01] HWAM-Q02-Test Non-Reporting of 
Sub-Capability Test 
Results to ISCM-
Sys 

Specific sub-capability checks failing to report 

CM-03f.[01] HWAM-Q03-Test Missing Report(s) 
from Selected Sub-
Capability Test(s) 

The completeness of overall ISCM reporting failing 
to meet the threshold 

CM-03f.[01] HWAM-Q04-Test Selected Sub-
Capability Tests Do 
Not Report on 
Time 

The poor timeliness of overall ISCM reporting 

Final Thoughts on the Sub-Capability Test Development Objective 

The ability to automate tests can support continuous monitoring efforts but does not fully 
replace other evaluation methods for determining the effectiveness of controls. IR 8011 
supports automation of the collection, evaluation, and reporting of implementation data. It 
is up to the organization to review the reported data and take any appropriate actions. It is 
also the organization’s responsibility to ensure that the parts of the control or control 
enhancement that are not tested through automated means are tested via other methods. 
Sub-capability tests support the assessment and monitoring of controls through automation 
and decrease the assessment and monitoring levels of effort by speeding up processes. 

The sub-capability tests identified in IR 8011 capability-specific volumes are a sample set of 
tests in support of a given security capability. Organizations are not expected to employ all 
the sub-capability tests described in each volume. 

Table 31 provides a summary of the outputs for each element in the sub-capability test 
development process.  
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Table 31. Sub-capability test development workflow output summary 

Element Output Output Summary 
Attack Steps Attacker actions are understood An understanding of the threat, exploitable 

vulnerability, and potential attack vectors that 
can be used to exploit the vulnerability 

Defend Steps Defender actions are understood An understanding of the expected ability to 
detect an attack and protect the organization, 
system, or component being attacked or 
targeted 

Sub-Capabilities Defender capability actions are defined Definitions for specific actions to support 
risk/threat management efforts for each 
functional capability 

Control Items Defender actions are identified The identification of specific control items 
through a control search by keyword 

Determination 
Statements 

Test objectives are identified The identification of test procedures for each 
control item identified 

Sub-Capability 
Tests 

Implementation variance is 
determined 

An understanding that a non-conformance can 
occur when the actual state operates outside 
of the bounds of the desired state of the 
implementation 

3.2. Objective #2: Capability Control Identification 

The identification of testable controls for security capabilities is another major objective of the 
IR 8011 methodology. It is a follow-on to the sub-capability test development whose output 
confirms the testability of control items. The identification of testable controls derives from the 
control items that support the sub-capability tests. Together, the testable controls share the 
same common purpose in support of a security capability. 

3.2.1. Identify Testable Controls 

 
IDENTIFY TESTABLE CONTROLS Group Testable Controls

Potential control items that can be tested via automated means are identified via control 
search by keyword during the sub-capability test development process.62

62 Each capability volume includes sample keywords for identifying potential testable controls in support of the security capability. 

 Once the sub-
capability test is developed, the control item associated with the test can be confirmed as being 
testable. The control item is then traced to a control or control enhancement, as shown in 
Table 32. 

 



NIST IR 8011v1r1 ipd (Initial Public Draft)  Testable Controls and Security Capabilities 
February 2025  for Continuous Monitoring: Volume 1  

66 

1417 

1418 
1419 
1420 

1421 

1422 
1423 
1424 
1425 
1426 

1427 
1428 
1429 
1430 
1431 

1432 

Table 32. Tracing control items to controls/control enhancements 

SP 800-53 
Control Item 

SP 800-53 
Control/Control 

Enhancement 
AC-19b. AC-19 

CM-08(04) CM-08(04) 
CM-03b. CM-03 

MA-03(01) MA-03(01) 
CM-03(01)a. CM-03(01) 

The identification of testable controls is one step toward identifying the controls that share a 
common defense purpose for a security capability. After the testable controls are identified, the 
baselines to which they belong can be identified, as shown in Table 33. 

Table 33. Tracing controls to control baselines 

SP 800-53 
Control 

SP 800-53B 
Security Control 

Baseline63

63 This refers to the lowest baseline to which the control is allocated. 

 
AC-19 Low 

CM-08(04) Low 
CM-03 Moderate 

MA-03(01) Moderate 
CM-03(01) High 

Tracing controls to control baselines can facilitate certain monitoring activities (e.g., planning, 
reporting), just as control items are traced to controls to assist with planning and 
documentation. For this reason, both control-item-to-control and control-to-control-baseline 
mappings can be an explicit or internal function or feature of an IR 8011 solution. Adopters 
ensure that any tailoring of the control baselines is addressed. 

Tracing control items to sub-capabilities can also be beneficial to implementers when there is a 
need to enumerate all control items for a given sub-capability. The capability-specific volumes 
in the IR 8011 series list the control items that support each sub-capability. This is documented 
in a table similar to Table 34, which includes a sample of control items that trace to a sub-
capability. 

Table 34. Example of tracing control items to sub-capabilities (HWAM) 

SP 800-53 
Control Item Test ID 

AC-19b. HWAM-F02-Test 
CM-08(04) HWAM-F02-Test 
CM-03b. HWAM-F02-Test 

MA-03(01) HWAM-F02-Test 
CM-03(01)a. HWAM-F02-Test 
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Depending on the implementation, a similar listing may be produced to return all of the sub-
capabilities that a given control item can support. 

3.2.2. Group Testable Controls 

Identify Testable Controls GROUP TESTABLE CONTROLS
 

The last step in the IR 8011 methodology is to group testable controls that share a common 
purpose. At this stage, the control set can be further organized by control baselines using 
[SP800-53B] as a reference to facilitate the deployment of an operationalized IR 8011 
implementation.64

64 IR 8011 solutions may provide the functionality to list testable controls for a given security capability by baseline to facilitate assessments and 
monitoring activities. 

 

This group of controls is intended to be continuously monitored so that the security capability 
can be monitored independently from any set of controls selected for assessments. Testing 
security capabilities once is not enough to keep up with evolving threats.  

3.3. Methodology Summary  

The IR 8011 methodology:  

• Identifies controls and control items that can be tested to help automate the test 
assessment method in SP 800-53A 

• Proposes an approach for developing tests that can be automated to offer criteria for 
the development of sub-capability65

65 See Sec. 2.3. 

 tests 

• Groups identified controls as sets of controls with a shared, common purpose to 
organize automatable tests by security capabilities 

• Provides sample capability and test narratives that can be used when developing control 
assessment and continuous assessment plans and to facilitate the operationalization66

66 Section 4 describes a vision for IR 8011 operationalization. 

 
and implementation of an IR 8011 solution on a per security capability basis 

• Establishes guidelines for using automation in support of testing and continuous 
monitoring 

• Supports the adaptation of existing manual control assessments to an automated 
testing process 

• May be used in support of control-based frameworks or methodologies other than the 
NIST RMF and SP 800-53 

• Supports the development of control tests for a specific security capability, a specific 
control family, or stand-alone controls 
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• Does not assist in automating control implementation 

• Does not provide a ready-to-use solution but rather a blueprint for operationalization67

67 Ibid. 

  

• Does not require all tests in the capability-specific volumes to be performed; the tests in 
each capability-specific volume are only a sampling of potential tests 

• Does not provide authoritative or exhaustive listings of security capabilities, sub-
capabilities, tests, or testable controls; the capability-specific volumes provide only 
sample references to support IR 8011 implementation 

• Does not restrict IR 8011 solution developers and adopters68

68 Section 1.3 describes IR 8011 solution developers and adopters.  

 from developing their own 
tests 
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4. Conceptual IR 8011 Implementation and Considerations 

This overview volume and subsequent capability-specific volumes do not prescribe how to 
implement the IR 8011 methodology, only what to consider when implementing it. This section 
shares a vision for a conceptual IR 8011 solution to illustrate a potential operationalization of 
the methodology. The objective is to show the relationships between the different IR 8011 
elements and the mechanics for the proposed automated control testing to convey the 
concepts presented in previous sections. 

There are two aspects to the implementation of the IR 8011 methodology: (1) the 
operationalization of the IR 8011 methodology69

69 An example of an operationalized IR 8011 methodology is the integration of sub-capability tests within a security tool, such as a GRC 
application. 

 and (2) the adoption of an operationalized 
solution.70

70 An IR 8011 solution can be any product or service that uses automation to identify deviations between the actual state of a control 
implementation and its desired state. An example of an operationalized IR 8011 solution adoption is an organization’s use of a GRC solution in 
support of its continuous monitoring program.  

 While NIST is not engaged in the development of any solution based on the IR 8011 
methodology, considerations for the design, development, and adoption of solutions based on 
the fundamental IR 8011 concepts are presented. Conceptual implementation examples using 
simplified illustrations are intended to show the dynamics of the IR 8011 methodology and how 
the different components in the methodology interact with one another. 

The operationalization of the IR 8011 methodology focuses on the ability to develop an 
automated process to identify deviations between the desired state of a control 
implementation and its actual state. The detection of deviations can then determine whether 
the control is operating within an expected range or threshold or if there is non-conformance in 
the implementation that requires further manual investigation. 

The envisioned operationalization discussions in this section are tailored with the two IR 8011 
implementation groups in mind: solution developers71

71 This includes solution providers and automated control test service providers. 

 and solution adopters. Organizations 
have the option to adopt an existing solution that can provide automated control testing based 
on the IR 8011 methodology, develop their own solution, or acquire a solution. Some 
organizations may already have many of the tools needed to implement automated control 
testing functionality. This discussion can help identify some of the necessary tools and functions 
that could help an organization leverage the IR 8011 automated control testing methodology to 
support its continuous monitoring strategy. 

Fig. 7 depicts a simplified view to illustrate the two potential paths for implementing the IR 
8011 methodology. The following subsections discuss the figure in the context of both the 
solution developer and the solution adopter. 
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Fig. 7. Possible implementation paths 
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In order to achieve operationalization, the following prerequisites are considered: 

• Testable controls have been identified based on the actual state data available in 
collection systems that were either provided by common control providers or at the 
system level. 

o A collection system (i.e., a system to collect actual and desired state specification 
data) is in place to support the collection of machine-readable data from test 
objects that can be subjected to automated testing. 

o Automated methods that can compare the desired state specification against the 
actual state identified by the collection system are used by the collection system 
to determine whether the comparison results are within risk tolerance. 

• A control assessment or control test objective or procedure exists for each testable 
control selected. 

• Control implementation is documented in a system plan.72

72 This refers to a system security plan, system privacy plan, or cybersecurity supply chain risk management plan. 
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• The organization identifies the following as part of the control implementation: 

o Specific test objects that can be subjected to automated testing to determine 
whether test objectives are met within specific thresholds 

o The data to be collected as part of automated testing that demonstrates the 
actual state of the implementation for the specific test objects that can be 
subjected to automated testing 

o The variances permitted in the actual state of the implementation for the 
specific test objects that can be subjected to automated testing based on 
organization- or system-defined risk tolerances 

Collectors and Collection System 

Once actual state and desired state data are expressed in machine-readable format, the 
values of the actual state and the desired state specifications can be compared via 
automated means. 

The automated control testing model proposed by IR 8011 requires that data about the 
desired state specification is communicated to a collection system by the organization 
managing the system. The collection of actual state values can be achieved through 
collectors (e.g., scanners, agents, clients, appliances, data ingest processes, data feeds from 
other devices or components). It is assumed that collectors are configured and implemented 
to provide reliable, valid, and accurate data that is timely and complete (see Sec. 3.1.6.2 for 
timeliness and completeness metrics). Additional effort may be necessary to standardize the 
data structures across different collectors to ensure the communication takes place. 

The collection system manages the collectors, retrieves actual state data, collects desired 
state data, and compares the actual state to the desired state specification to identify non-
conformance (i.e., the variances and gaps defined in the sub-capability test definition for 
each control item being tested). A conceptual collection system, depicted in Fig. 8, illustrates 
the potential internal workings of an IR 8011 solution. 
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Fig. 8. Conceptual collection system 
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A conceptual collection system includes: 

• The collector functions of the collection subsystem which capture object73

73 For example, a component device in the test boundary. 

-specific 
machine-readable actual state data. 

• An orchestration engine for collector activities to retrieve time- and event-driven data 
and to coordinate time- and event-driven communications with a continuous 
monitoring dashboard or similar reporting management interface. 

• A repository to store data and protect the integrity of the stored actual state data. The 
data repository stores the machine-readable actual state data collected from objects. 
The repository also stores the machine-readable desired state specifications provided by 
system management through the collector system interface. Repository access controls 
can be used to protect the integrity of collected actual state data by enforcing read-only 
access to the analysis engine and interfaces. To protect the integrity of the desired state 
specifications, the repository and orchestration engine access controls can work 
together to restrict access to individuals authorized to apply changes. 

• An analysis engine to identify non-conformance and the event-driven data collection 
needed. The analysis engine uses the repository data to compare the actual state data 
against the defined desired state specifications using pre-defined algorithms. The results 
are made available to the reporting interface through the orchestration engine. 

• A graphical user interface74

74 This refers to a front-end interface. 

 and reporting functions75

75 The reporting function is expected to be minimal by design because data is sent directly to the continuous monitoring dashboard. 

. Multiple user interfaces may 
exist, including a general dashboard to display the status of the collectors and the 
orchestration engine, and a reporting interface to provide reports of the sub-capability 
test results from the analysis engine. Authorized users may be able to generate pre-
determined reports or perform ad hoc queries using the data available in the repository. 

To automate the comparison of the actual state and desired state specification, the collection 
system’s analysis engine76

76 The analysis engine is a component of the collection system that is responsible for the actual testing. 

 performs the following: 

• Accesses/reads the desired state specifications for each sub-capability test that is 
applicable to each item being tested. 

• Collects the matching actual state values for each item being tested. 

• Compares the actual state with the desired state specification data for each 
combination of sub-capability test and control item to be tested with minimal human 
intervention. 

• Reports the resulting variances to a dashboard for prioritization and response77

77 A risk scoring methodology is necessary to automate the computation of priorities and responses. Risk scoring is out of scope for this 
publication. 

. 
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Fig. 9. Simplified view of automated testing 

Desired StateActual State

Automated 
Testing

Report

Although the implementation details and approaches for the implementation of a collection 
system are outside of the scope of this publication, the following implementation aspects can 
be considered: 

• The collection system manages desired state specification data for each automated 
control testing implementation with access to up-to-date specification information, 
including organization-defined parameters (ODPs) and variations of policy due to 
tailored implementations and other approved policy deviations (e.g., waivers). 

• Dashboards are used to consolidate reports and display results in a meaningful way. 

• The collection system and organization dashboard work together to represent 
organization-defined desired state specifications, such as: 

o Inventories of system components (e.g., authorized devices and software) that 
are provided by the collection system, which provides the functionality to 
automatically import or enter inventory-related data 

o Values for organization-specific configuration settings that are managed (e.g., 
collected, processed, store, presented) by the automated test list in the 
organization dashboard 

For security-related information generated by the collectors and processed by the collection 
system to be of maximum usefulness, all non-conformances on a system are mapped, including: 

• Non-conformances in the controls implemented at the system level 

• Non-conformances in common controls that the system inherits 

• Non-conformances in otherwise unrelated test objects that allow an attack path to be 
established and adversely affect the system78

78 The test boundary tends to be the entire network, including data about the most relevant test objects outside of the test boundary. 

 

For the collection system collectors to detect and process all three types of non-conformances, 
test objects being assessed/monitored are grouped into the following categories: 
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• Test objects and non-conformances within the test boundary 

• Test objects and non-conformances from common controls that the system inherits 

This allows the organization dashboard to compute risks from both groups. 

Authorization boundaries are used to ensure that systems are distinct to facilitate security 
management, responsibility, and accountability. For instance, SP 800-53 control CM-08a.3, 
System Component Inventory, requires system components to be assigned to a specific system 
and ensure that system components are not duplicated in another system component 
inventory.  

Control CM-08: System Component Inventory 

 Control: 

a. Develop and document an inventory of system components 
that: 

1. Accurately reflects the system; 

2. Includes all components within the system; 

3. Does not include duplicate accounting of components or 
components assigned to any other system; 

4. Is at the level of granularity deemed necessary for tracking 
and reporting; and 

5. Includes the following information to achieve system 
component accountability: [Assignment: organization-
defined information deemed necessary to achieve effective 
system component accountability]; and 

b. Review and update the system component inventory 
[Assignment: organization-defined frequency].  

Identifying and Communicating Requirements 

A critical factor in systems engineering is the identification and communication of 
requirements. Both developers and adopters agree on the requirements related to the 
solution, the system or enterprise architecture, and other factors that can enable or prevent 
the testing and/or monitoring of controls. The IR 8011 solution is likely to be implemented 
organization-wide, so identifying and communicating requirements can help ensure a 
smooth integration. Such communication is important when implementing an in-house-
developed solution, such as ensuring that the IR 8011 solution can reliably test controls 
using sub-capability tests that are based on the right versions of the control catalog and 
assessment procedures in use by the system/organization. 

There are specific requirements for any IR 8011 solution to work: 

• The ability of the collection system to collect machine-readable data formats  
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• The standardization of the data formats across all collectors within the collection system 
to support the analyses 

• The ability of associated test objects to be tested using automated methods 
• The ability of the collection system to capture operational data from all objects within 

the test boundary or within an organization so that automated control testing can 
remain effective 

From an IR 8011 solution development standpoint, assessment objectives for controls and 
control items are necessary to formulate sub-capability tests. 

The IR 8011 solution may also consider data collection from stand-alone devices, such as 
Internet of Things (IoT) implementations, operational technology (OT) enclaves, and 
operational environments. Although these devices are within the scope of RMF or control 
implementation, they may be physically or logically isolated from the organizational 
architecture, which could result in being excluded from the test boundary. 

4.1. IR 8011 Solution Developer’s Perspective 

The solution developer considers the implementation of the methods designed to capture, 
analyze, and report on the results associated with testable control items. They focus on either 
(1) building an entire automated control testing solution or (2) providing customized solutions 
that are designed to be integrated with existing risk management tools. For instance, vendors 
may develop products designed to provide adoptable solutions that can integrate with a variety 
of collection systems and provide standardized analysis and reporting functions. 

The solution development discussed in this section is based on the efforts to model the 
concepts associated with the automated control testing methodology. Discussion of 
development strategies based on the IR 8011 methodology is encouraged to arrive at solutions 
that best serve a variety of use cases across industries and economic sectors. 

4.1.1. Build a Custom IR 8011 Solution 

When building a custom IR 8011 solution, it is necessary to establish the data relationships 
between the testable control items and to capture actual control implementation results. The 
solution then leverages sub-capability tests that verify whether control implementation is 
within acceptable limits. Applications of this custom solution include control testing on a per 
security capability basis and control testing on a smaller scale, such as in support of internal 
automated control testing. 

4.1.1.1. Design for Automated Control Testing 

To automate the control testing process based on the IR 8011 methodology, a data collection 
system is necessary to collect machine-readable data from testable objects. The solution 
developer defines the analytical functions for comparing the desired state specification against 
the actual state values obtained by the collection system with consideration for any variances, 
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thresholds, and other acceptable ranges. The analyses support the ability to report deviations 
between the actual state of a control implementation and the desired state expectation using 
machine-readable and automated methods. The automated analysis of the deviations using 
sub-capability parameters can help determine whether the control is operating within a defined 
expected range or whether there is a weakness in the implementation that requires 
investigation and possible remediation. The resulting report advises the system owner and 
other organizational risk management personnel on whether the comparison results are within 
risk tolerances.  

The elements of the solution development are illustrated in Fig. 10: 

 
Fig. 10. Solution development elements 

SOLUTION DEVELOPER
Application Architect
Database Architect

ANALYSIS

REQUIREMENTS DEVELOPMENT
Enterprise Architect

Security or Privacy Architect
System Security or Privacy Engineer

IR 8011 
SOLUTION

The Control Testing Process 

Even if only designing a component of an overall system, it is critical to have a full 
understanding of the IR 8011 methodology to ensure maximum compatibility if and when 
third-party implementations are integrated into the same continuous monitoring system. 
The interaction between key IR 8011 elements within the control testing process is 
illustrated in Fig. 11: 
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Fig. 11. Control testing process overview 
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First, the organization selects and allocates controls from the SP 800-53 catalog and 
identifies the controls in an appropriate system plan. The system plan also documents the 
relationship of the control implementations, whether they are inherited from a common 
control provider, system-specific, or involve a hybrid implementation [SP800-53]. For each 
control statement in the selected controls, the control implementation details are identified 
in the system plan. 

Organizations have the flexibility to create additional controls outside of the SP 800-53 
control catalog as part of the [SP800-53B] control baseline tailoring process. These 
organization-defined controls may supplement the security, privacy, or cybersecurity supply 
chain risk management plans or be included in a control overlay that addresses a specific 
technology or type of operational environment. 

[SP800-53A] provides a methodology for creating assessment objectives for organization-
defined controls. Information in the IR 8011 volumes provides a model for defining the 
applicable sub-capability tests associated with the assessment objective for organization-
defined controls. 
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In addition to the continuous monitoring plan and the control assessment plan, the 
organization identifies a control test plan79

79 This term is specific to IR 8011. 

 while considering the following factors: 

• The scope of the automated control testing functionality across the entire 
organization, for specific systems, or limited to specific component types 

• The security capabilities and sub-capabilities that correspond to the attack and 
defend steps used within the scope of the automated control testing functionality 

• The control testing requirements for generating and standardizing data to be 
collected as part of automated testing 

• The testable objects80

80 Testable objects are specific objects that can be subjected to automated testing. 

 to determine whether test objectives are met within specific 
thresholds 

• The assessment objectives for the control implementation, with consideration for 
the testable objects 

• The collectable data elements that demonstrate the actual state of implementation 
for the testable objects 

• The sub-capability tests applied based on defined use cases associated with each 
test objective and collectable data element 

• The variances permitted in the actual state of the implementation for the specific 
objects that can be subjected to automated testing based on organization- or 
system-defined risk tolerances 

Further research within the community may provide insight into improved designs for 
automating control testing and recommended practices for maximizing efficiency and 
effectiveness. 

Implementation Strategy 

After determining the design and approach for implementing an IR 8011 solution, the 
organization decides whether to adopt an existing solution, develop an internal solution, or 
use a hybrid solution.  

4.1.1.2. Determine Necessary Data Sources 

Determine what machine-readable data is necessary to support the analysis of the test results, 
identify the sources of the data, and periodically review data sources for any changes. 

A typical solution may include the following machine-readable data: 

• Control Statements — Objectives of the control (i.e., what the control is intended to 
protect). Controls change over time, and as the organization tailors controls, control 
baselines, or creates new organization-specific controls, it is important to keep the IR 
8011 implementation up to date with current control information,81

81 How IR 8011 keeps datasets up to date is outside of the scope of this publication. 

 including changes 
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in how desired state specifications are identified, how sub-capability tests are 
determined, and how changes in the collection system impact the analysis. 

• Assessment Objectives —Determination statements based on control statements. Not 
all control-based frameworks provide associated assessment procedures with 
assessment objectives that are specific to the controls. This is taken into consideration 
when developing solutions for control-based frameworks other than the NIST RMF and 
SP 800-53.  

• Sub-Capability Test — The actual tests that can be automated when testing controls, 
specifically control items. Sub-capability tests are derived from control statements and 
control assessment objectives. 

4.1.1.3. Define Data Relationships 

Organizations determine which data management platforms best support their automated 
control testing solution. For simplicity, the focus is set on the relationships between the control 
statements and the control assessment objectives from the SP 800-53 and SP 800-53A datasets. 
Fig. 12 provides an example of a defined data relationship between these elements.82

82 In Fig. 12, PK represents the primary key. 

  

 

CONTROL STATEMENTS

CONTROL IDPK
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Fig. 12. Sample data relationships 

These data relationships are reviewed periodically to consider changes to the data sources and 
any tailoring performed by the organization or system to control statements or assessment 
objectives. 

Data structures that express the desired state specification and sub-capability test variances are 
compared with outputs from the collection system that provides actual state information about 
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system operations. Recognizing that the collection system may involve distinct data outputs 
from the system’s endpoints, developers may require additional methods to transform the 
machine-readable actual state data from multiple sources to match the data structures that 
express the desired state specifications. The initial creation of these data transform methods is 
intended to standardize the data so that the data elements can be compared, which may 
require significant manual effort to ensure that the query results that support the comparison 
analysis align with the expected results of the automated process. If the desired state 
specifications and actual state data structures and formats are mismatched, the analysis 
process is more likely to produce inaccurate results about the state of the control 
implementations being tested. Periodic reviews of the data sources and relationships are 
necessary to address updates made to the applications and services that comprise the 
collection system. 

Table 35 summarizes83

83 Non-prescriptive: implementers have the flexibility to propose alternative relationships between IR 8011 elements. 

 the data relationship between IR 8011 elements: 

Table 35. Data Relationship Between IR 8011 Elements 

IR 8011 Element Data Relationship 
Sub-Capability Tests 1 sub-capability test supports 1 sub-capability (1:1) 

Determination 
Statements 

1 determination statement is supported by 1 sub-capability test (1:1) 
1 determination statement can support 1 sub-capability (1:1) 

Control Items 

1 control/control item can support multiple security capabilities (1:∞) 
1 control/control item can support multiple sub-capabilities (1:∞) 
1 control item can have multiple determination statements (1:∞) 
1 control can have multiple control items (1:∞) 

Sub-Capabilities 1 sub-capability can be supported by many controls/control items (1:∞) 
1 sub-capability can support 1 security capability (1:1) 

Attack Steps 

1 attack step can be addressed by multiple security capabilities (1:∞) 
1 attack step can include multiple attack actions (1:∞) 
1 attack step can be addressed by 1 defend step (1:1) 
1 attack action can be supported by multiple defend actions (1:∞) 

Defend Steps 1 defend step can include multiple defend actions (1:∞) 
1 defend action is translated into 1 sub-capability (1:1) 

Security Capability 

1 security capability can be supported by multiple sub-capabilities (1:∞) 
1 security capability can be supported by multiple controls/control items (1:∞) 
Multiple security capabilities can address multiple attack steps (∞:∞) 
1 security capability can address multiple defend steps (1:∞) 

4.1.1.4. Define Solution Functionalities 

Based on the requirements for the automated control testing solution, the developer defines 
specific functionalities as features of the IR 8011 solution. The following are some conceptual 
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examples of functionality that could support the basic intent of IR 8011 and potential new 
capabilities.  

Security Capability Narrative 

A potential feature of an IR 8011 solution is the ability to issue or display narratives for each 
security capability. These narratives can automatically feed, for instance, a security 
management application (e.g., a GRC application or a dedicated control assessment tool). A 
conceptual example of an interface that provides narratives for a security capability is 
illustrated in Fig. 1384

84 These screenshots serve as illustrations only. Actual design and approach for displaying and sharing narratives are at the discretion of the 
developer. 

: 

 

 
Fig. 13. Sample capability narrative in data 

Control/Control Item Narrative 

The NIST [CPRT] is used as the source for the [SP800-53], [SP800-53A], and [SP800-53B] 
machine-readable datasets. These datasets can be integrated into an IR 8011 solution to 
provide the control/control item narratives which include the control statements and 
assessment objectives necessary to define desired state specification and sub-capability test 
parameters. 

As NIST updates the SP 800-53 control catalog, the SP 800-53A assessment objectives and 
procedures, and the SP 800-53B control baselines, the updated machine-readable files 
available from the [CPRT] can be ingested into the developed solution or component, such 
as a database that supports the IR 8011 solution. 

Organizations may use other sources for control statements and assessment objectives 
based on applicable requirements.  
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Using standardized datasets provides for a consistent set of control information that relates 
to the organization’s definitions for security capabilities, sub-capabilities, and sub-capability 
tests that enable automation for supporting control testing.  

Sub-Capability and Sub-Capability Test Narrative 

A conceptual example of an interface that provides narratives for sub-capabilities and sub-
capability tests is illustrated in Fig. 14: 

 
Fig. 14. Sub-capability and sub-capability test description 

Like the control item narrative, the sub-capability and sub-capability test narratives could be 
part of the same interface as the capability narrative. 

Queries for Identifying Testable Controls and Control Items on a Per Security Capability Basis, 
Control Family Basis, and Control Baseline Basis 

The IR 8011 methodology provides an approach for identifying testable controls and control 
items on a per security capability basis. An implementation of IR 8011 may be expanded to 
offer the ability to identify testable controls and control items on a per control family and 
control baseline basis. The idea is to utilize the existing implementation to group testable 
controls by control family and/or control baselines. While the grouping of testable controls 
on a per security capability basis supports continuous monitoring, grouping testable controls 
on a control family and/or control baseline basis can also support control assessments. 
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4.1.1.5. Analysis and Reporting 

This overview volume focuses on the methodology for developing sub-capability tests to 
identify testable controls in support of a specific security capability. In operationalizing the 
methodology, developers elaborate the logic that can turn these sub-capability tests into an 
operational engine that processes the sub-capability tests. This operational engine executes the 
tests by computing actual state values and desired state specifications and reporting results. 

The collection system [Fig. 8] obtains and interprets machine-readable actual state data with 
the potential to perform data validation checks as the data is processed. A logic structure of the 
elements that support the analysis portion of the methodology and a decision flow with 
potential questions to be asked as part of the automated testing of a control are illustrated in 
Fig. 15: 

 
Fig. 15. Sample analysis logic 
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The analysis engine may be a suite of applications that generate, transmit, and store different 
datasets that may require additional methods to normalize and standardize the data to support 
the analysis of the datasets using organization-defined data definitions. 

For example, if the sub-capability test determines that the desired state and the actual state do 
not match, the automated analysis can evaluate the variance based on the following 
considerations: 
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• Who is responsible for the desired state and the acceptable variances? 

o Is the desired state defined? 

o Are there multiple desired state values being evaluated? 

o Are the acceptable variance values defined? 

• Who is responsible for the actual state? 

o Was the actual state information collected accurately? 

o Are there multiple actual state sources? 

o Are there multiple acceptable variance values? 

The analysis can use machine-readable values for the acceptable variance values as thresholds 
to determine whether the actual state value conforms to the approved organization risk 
requirements for the operating environment. If the actual state value exceeds the threshold of 
the acceptable variance value, the test would be expected to report a non-conformance. 

The organization dashboard or equivalent management interface provides the required 
documentation of the test results. A dashboard or management interface includes a grouping 
of tested objects by boundary and inherited common controls. The report85

85 The test report information generated by the organization dashboard is acceptable whether it is printed on paper or presented electronically. 

 provided by the 
dashboard includes: 

• Detailed lists of non-conformances by the system, responsible party, and/or device 

• Detailed lists of the non-conformances that contribute the most overall risk 

• Organization-defined prioritization of which non-conformances to address first 

• Summary levels of risk by security capability, risk response manager, and system 

• Estimated consequences of the given level of risk to facilitate risk management, 
investment, and other business/mission decisions 

4.1.1.6. Develop, Use, and Maintain an IR 8011 Database 

Depending on the operational application of the IR 8011 methodology, an IR 8011 database can 
be a valuable tool for developing sub-capability tests and maintaining the necessary narratives 
to support control testing or automated control assessments. Examples of database use 
include: 

• Data store for SP 800-53 control statements and discussion text 

• Data store for SP 800-53A assessment procedures 

• Data store for SP 800-53B control baselines 

• Control search via keywords 
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• Assessment procedures search via keywords 

• Queries for identifying testable controls and control items: 

o On a per security capability basis 

o On a control family basis 

o On a control baseline basis 

• Data store for security capability, control item, and sub-capability narratives 

To ensure consistency with existing RMF materials, public datasets for SP 800-53, SP 800-53A, 
and SP 800-53B from the [CPRT]86

86 The CPRT provides datasets in spreadsheet and JSON formats that can be imported/ingested for manipulation using database management 
and other applications. 

 can be imported into a database to create a testbed to 
explore and test the methodology. By starting with the NIST-provided data that follows a well-
defined data structure, changes to the control catalog can be easily imported to replace the 
outdated catalog without having to change the table, query, form, or report definitions as part 
of the database maintenance process. 

Developers can create additional data relationships and queries to further parse their local 
datasets to arrive at a representation of the controls, control items, and control assessment 
determination statements that support the organization’s implementation of an automated 
control testing solution. 

IR 8011 Database 

NIST does not provide an IR 8011 database as supplemental material to 
this publication. The SP 800-53 control catalog, the SP 800-53A 
assessment objectives, and the SP 800-53B control baselines are 
provided as human- and machine-readable datasets via the [CPRT]. 
These datasets can be used to identify sub-capabilities, controls 
associated with the capability and sub-capability, and sub-capability 
tests by solution developers in support of their IR 8011 
operationalization efforts. 

Additional tables can be defined to store the organizationally defined security capabilities, sub-
capabilities, sub-capability tests, and other data elements. Relationships can also be defined, 
such as the one-to-one relationship between sub-capabilities and sub-capability tests. With an 
appropriately designed schema, queries can be developed to output the sample data tables 
that are referenced in the capability-specific volumes. These queries can be used to create the 
control and capability narrative forms/reports that demonstrate the relationships between the 
elements of the automated control testing capability. 

4.1.1.7. Control Search (via Keywords)  

Keyword searches can be used to identify the control items, or parts of control items, 
associated with specific attacker and defender steps and actions. Keyword identification is 
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generally a manual process to (1) identify the associated control items and (2) validate that the 1912 
resulting control items are relevant to a specific security capability. The developer responsible 
for the identification of keywords possesses sufficient knowledge of controls, control families 
and the relationships between them, control assessment procedures, threats, risks, and other 
factors that influence the selection of keywords to greatly increase the probability of finding the 
right controls to support a security capability. 

Defining the scope of the search is important. In the SP 800-53 control catalog, the listing of 
security and privacy controls is preceded by general guidance and proceeded by references, 
glossary, acronyms, and other supporting information. Searching the entire SP 800-53 control 
catalog in portable document format (PDF) may skew the results of a search. For better results, 
the scope of the search is only on the control statements and on the guidance text in the 
Discussion portion of the control. Rather than using the PDF version of SP 800-53 for control 
searches by keyword, consider using the NIST control datasets that can be downloaded from 
the [CPRT] and imported into a database or spreadsheet. The datasets exclude text from the 
publication’s front matter and appendix content. 

One of the challenges of using keywords to find controls is the fact that a positive match only 
occurs if the keyword87

87 Either the exact keyword or a variation of a keyword; for example, using wildcards. 

 is found somewhere in the control statement and in the guidance 
within the control discussion text.88

88 This is specific to controls in the SP 800-53 catalog. 

 To increase the chances of producing accurate results, 
keywords are selected to describe a specific context or a situation, a threat, an object, an 
activity, and any descriptor that can be used to identify the necessary protection and to ensure 
a security capability is in place.  

Boolean-based search tools89

89 For instance, a manual search may be supported by electronic functions in office productivity software, such as “search” or “find,” as 
opposed to visually searching controls which is time-consuming and may not yield accurate results. 

 can enhance the control searches through the use of logic 
statements. The order of Boolean operators and the grouping of search expressions can also 
impact the result set, where “(Expression 1 AND Expression 2) OR Expression 3” provides 
different results than “Expression 1 AND (Expression 2 OR Expression 3).” 

Achieving the goal of producing results with minimal errors – both false positives and false 
negatives – means identifying controls that can be effective in meeting the defense objectives 
of a security capability. To produce accurate results, the keywords chosen are relevant not only 
to the defense actions but also to the attack actions identified for the security capability. Both 
the quantity and the quality of the keywords used can impact the accuracy of the results, as 
does the subject matter expertise of the implementer to identify and select additional 
controls. A larger number of keywords can reduce the number of accurate results, but a small 
number of keywords can fail to produce relevant control items in the search results or return a 
large result set that requires greater manual effort to review.  

Variations of the keywords are considered to increase the probability of greater positive 
matches. The IR 8011 solution could orient the user, for example, to consider using synonyms 
to search by keywords or automatically identify keyword synonyms for the user to consider as 
additional keywords.  
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Control searches by keyword have limitations. A control or control item may be missed if the 
keyword selected is either not applicable or is a potential variant of an existing word in the 
catalog. Developers are encouraged to consider synonyms and keyword variations to increase 
the probability of finding the correct control/control enhancement. For example, possible 
variations of POA&M may include: 

• POAM 

• poam 

• plan of action 

• plan of actions 

• milestones  

• plan of action and milestones 

• plans of action 

The testable control sample set in the security capability-specific volumes are identified using 
Boolean operators with manually determined keywords to obtain a sampling of controls that 
can be tested via automated means and in support of a specific security capability. Developers 
may arrive at different results based on the keywords and the logic used. As technologies 
evolve, developers may be able to leverage machine-learning and natural language processing 
models to help identify controls within a catalog for a specific security capability.90

90 These models have not been applied to the IR 8011 project at this point. Further community research on the subject is encouraged to 
improve the identification of controls for the security capabilities identified in the IR 8011 project. 

 

4.1.2. Integrate IR 8011 Sub-Capability Tests into Existing Solutions 

Developers determine whether the developed solution can be integrated or interconnected 
with an existing management application, such as a GRC system. An effective GRC application 
can help manage security and privacy risks by supporting the implementation and monitoring 
of certain controls. GRC applications often provide a central repository of security-relevant 
data, including desired and actual state data, so they can be excellent candidates for sub-
capability test integration. In fact, the integration of sub-capability tests into GRC and 
continuous monitoring applications may be the most common IR 8011 operationalization 
method. 

Whether the integrated sub-capability tests are organized by security capability or not, 
authorized users of the GRC application could manually run sub-capability tests or schedule 
them to be automatically executed according to a predefined schedule. Depending on the role 
of the individual or service executing the sub-capability test and application use, the automated 
testing can support self-assessment activities, external or independent assessment activities, 
and internal monitoring activities. A continuous monitoring solution can provide an 
organization with the ability to automatically test controls throughout the system life cycle.  
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When considering the integration of automated testing features or functions into a GRC 
application, developers can consider the IR 8011 methodology for determining the 
requirements for collecting, analyzing, and reporting data to identify non-conformances within 
the scope of the GRC application. 

4.1.3. Derive Sub-Capability Tests Outside of IR 8011 Scope 

IR 8011 primarily supports the RMF Monitor step, but the methodology can be used to support 
some of the activities more closely associated with the RMF Assess step, such as assessing 
specific controls via the test method. 

The IR 8011 sub-capability test development process can be used to derive sub-capability tests 
for any control family or to support a new security capability that is not covered by the IR 8011 
series. By providing an IR 8011 solution that can support the testing of controls on a control 
family basis, for example, the developer can support control assessments in general, allowing 
for greater customization and additional efficiencies for control assessments.  

4.1.4. Control Testing as a Service 

The potential implementation of the IR 8011 methodology can also offer control testing as a 
service. Similar to cloud service offerings, control testing as a service focuses on providing 
software, platform, and infrastructure services to adopters. Whether the service offers an 
entire infrastructure required for the proper functioning of assessment and monitoring tasks or 
focuses only on sub-capability testing as a simple test or assessment activity, developers 
consider all IR 8011 components and their relationships when integrating with the adopter’s 
infrastructure. 

Potential approaches to control testing as a service include: 

• Control testing software as a service (e.g., GRC application integration using the 
adopter’s platform) 

• Control testing platform as a service (e.g., separate collection system, analysis engine, 
dashboards, and other IR 8011 components using the adopter’s infrastructure) 

• Control testing infrastructure as a service (e.g., entire IR 8011 off-premises architecture 
offering) 

Each of these approaches have advantages and disadvantages. For example, control testing 
infrastructure as a service does not require an external independent assessor or assessment 
team to conduct automated assessments within an organization’s boundary if the desired state 
specifications and actual state values are reported to the provider. For each approach, 
developers consider:  

• The best way to collect and exchange desired state specifications and actual state data 

• The location of the collection system (e.g., at the adopter’s site, at the service provider’s 
site) 
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• The location of the dashboard (e.g., at the adopter’s site, at the service provider’s site) 

• Architectural changes at the adopter’s site 

4.2. IR 8011 Solution Adopter’s Perspective 

The solution adopter focuses on the implementation of the methods designed to capture, 
analyze, and report on the results associated with testable control items. For illustration 
purposes, this section assumes that an IR 8011 solution exists and is ready to be adopted. 

For the solution adopter, the primary benefit of IR 8011 operationalization is the ability to 
support the automated testing of control items for security capabilities, which reduces the time 
for monitoring controls.91

91 The testable controls covered by IR 8011 solutions are limited to select control items within a control and select controls that support a 
security capability. The assessment of any non-testable control items requires the use of other assessment methods (e.g., examination and 
interview) to supplement the automated testing. How systems and organizations supplement these tests is outside of the scope of the IR 8011 
series. 

 The long-term objective of adopting an automated control testing 
solution is to support the organization’s continuous monitoring program. If an IR 8011 solution 
is operational when a new system is in development, specifically during the RMF Implement 
step, the analysis results from the IR 8011 solution may inform system personnel of what 
controls are already in place. For example, testable controls associated with system or 
application security hardening may be in place by default. An initial test may identify what 
control or part of a control is already in place, facilitating the implementation of controls.  

The solution adopter relies on tools for the functions that capture, analyze, and report on the 
results from testing controls and control items, including tools that comprise the collection 
system for the capture of actual state information from the components implemented within 
the scope of the assessment or monitoring. After the tools are in place, the emphasis is on the 
review and analysis of the test results. The test results only represent the status of control 
implementations at the control item level that can be tested; other parts of the control are still 
assessed through other methods. A simplified view from an adopter’s perspective is illustrated 
in Fig. 16:  
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Fig. 16. Solution adoption 
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4.2.1. Roles and Responsibilities 

IR 8011 provides an operational approach to implementing automated control testing. Here, 
operational roles and responsibilities are defined in addition to the responsibilities associated 
with risk management processes. 

SP 800-37-Defined Management Responsibilities 

The security and privacy risk management roles and responsibilities defined in [SP800-37] 
indicate who has the responsibility and authority to oversee the security of a system and 
ensure that the security and privacy requirements documented in the system security and 
privacy plans are met. Responsibility for the operational task of finding and responding to 
non-conformance on the system is not specified, but the personnel who perform operational 
roles typically report to management-level roles. 

[SP800-37] assigns the management responsibility to discover and respond to security non-
conformance at the system level to the system owner and to the system security or privacy 
officer, as shown in Table 36. 

Table 36. System owner and security or privacy officer responsibilities 

Role Responsibilities 
System owner The system owner is an organizational official responsible for the procurement, 

development, integration, modification, operation, maintenance, and disposal of a 
system. The system owner is responsible for addressing the operational interests of 
the user community — including users who require access to the system to satisfy 
mission, business, or operational requirements — and for ensuring compliance with 
security requirements. 
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Role Responsibilities 
System security or 
privacy officer 

The system security or privacy officer is an individual responsible for ensuring that 
the security and privacy posture is maintained for an organizational system and 
works in close collaboration with the system owner. The security or privacy officer 
also serves as principal advisor on all matters, technical and otherwise, involving the 
controls for the system. 

Operational Roles and Responsibilities 

The operational roles supplement the management roles defined in [SP800-37]. Additional 
details are provided with each security capability to clarify how to operationalize automated 
control testing in addition to the conceptual implementation examples in this section. Each 
organization has the flexibility to decide the management roles to which personnel 
performing the operational roles report. 

The system owner and security or privacy officer are unlikely to perform the daily 
operational tasks by which most endpoint security non-conformances are managed (e.g., 
connect devices to the network, install software, set configuration values, patch software). 
While they have overall management responsibility for the system and its security and 
privacy posture, the system owner and security or privacy officer roles can be supplemented 
by more detailed operational roles as needed in order to execute day-to-day tasks. 

Continuous Monitoring Operational Responsibilities 

Continuous monitoring operational roles and responsibilities, as shown in Table 37, illustrate 
operational roles for completing tasks that risk management roles would typically delegate 
to others (see Table 37).92

92 For the purpose of this example, not all roles are shown. See the relevant capability volume for a list of sample roles. 

  

Table 37. Example of continuous monitoring operational roles for the HWAM security capability 

Role Code Role Title Role Description 
DeviceMgr Device manager Assigned to a specific device or group of devices, responsible for 

adding/removing devices from the boundary and configuring the 
hardware of each device (i.e., adding and removing hardware device 
sub-components), specified in the desired state inventory 
specification, and may be a person or a group with a group manager. 

DesiredStateMgr Desired state 
manager 

Ensures that data specifying the desired state of the relevant 
capability is entered into the continuous monitoring system’s desired 
state data; is available to guide the actual state collection subsystem 
and to identify non-conformance; is needed for both the test 
boundary and each test object; and resolves any ambiguity about 
any authorization boundary that presents non-conformances. 

Authorizers share some of the DSM responsibilities by authorizing 
specific items (e.g., devices, software products, settings) and defining 
the desired state. The DSM oversees and organizes this activity. 
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The roles defined here are examples to help implement automated testing and response and 
to maintain the desired security and privacy posture. The ultimate goal is to ensure that 
operational duties are assigned to roles and then to individuals or teams with the capacity to 
perform those roles. Depending on the size and complexity of the system, the operational 
roles may be full-time positions or performed along with other duties. For example, 
organizations may want to subdivide, rename, and/or combine the roles to reflect local 
practice. Organizations may also decide to assign continuous monitoring operational roles to 
the system owner or security or privacy officer.  

A primary output of continuous monitoring is a list of non-conformances that require a 
response. Each non-conformance in the list is assigned to predetermined operational roles 
and/or teams. The continuous monitoring dashboard can be configured to efficiently 
allocate response actions to the appropriate roles/teams given the correct operational role 
information to ensure that appropriate response actions are taken. Potential response 
actions are suggested in the non-conformance tables but may require the input or approval 
of the system owner, security or privacy officer, or other authorizing official if there is a need 
for risk acceptance. 

Finally, some of the operational roles address non-conformance that cannot be assigned to a 
specific system. For example, the system assignment of unauthorized devices detected in 
the authorization boundary may be unknown. A specific role is defined at the network level 
to manage unassigned non-conformances. 

4.2.2. Buy or Build Considerations 

A key consideration for adopting a solution (i.e., product or service) that supports automated 
control testing is whether to buy an existing package that provides the functionalities necessary 
to support the organization or to develop a customized solution to address specific 
organizational requirements. Some factors to consider include: 

• Acquiring a commercial-off-the-shelf (COTS) IR 8011 solution 

o May be part of or able to be incorporated into GRC applications 

o Support for both assessment and monitoring activities 

o Leverage product maintenance and support provided by the solution 
developer/provider 

• Acquiring a custom solution-developed IR 8011 solution 

o When a COTS solution is not available 

o When a COTS solution is not appropriate or effective for implementation within 
an adopter’s environment 

o Ensure that a custom-developed solution is maintained and supported 
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• Building an IR 8011 solution in-house 

o Support of internal automated control assessments (e.g., on a smaller scale than 
automating control assessments on a per security capability basis) 

o Ensure that an in-house-developed solution is maintained and supported 

• Hybrid buy-build IR 8011 solution  

o Acquired solution is supplemented with an in-house-developed solution 

Whether building or buying a solution: 

• Ensure that the solution has the ability to update the controls and assessment 
objectives as they are updated by the source while retaining the history necessary for 
trending 

• Ensure that ODP values are captured as desired state specifications 

• Ensure that the same SP 800-53 revision number is used 

Organizations have the flexibility to create additional controls outside of the SP 800-53 control 
catalog. These organization-developed controls may be tailored into the security, privacy, or 
cybersecurity supply chain risk management plans or be included in an overlay that addresses a 
specific technology or type of operational environment. [SP800-53A] provides a methodology 
for creating assessment objectives for these organization-developed controls, and the IR 8011 
volumes provide a model for defining the applicable sub-capability tests associated with the 
test objective. 

4.2.3. Support for Internal Automated Control Testing 

Tests can be individual scripts that are bundled to assess controls on a control item-by-control 
item basis, on a control-by-control basis, on a control family basis, or on a security capability 
basis. These tests can support internal automated control testing as long as desired state 
specifications exist and actual state data can be collected. The collection system or the 
component that performs the tasks of a collection system need not be complex. The data 
collection, analysis, and reporting processes may not even be fully automated if their purpose is 
to support control assessment or monitoring activities.  

Table 38 provides a conceptual implementation example of the IR 8011 methodology to 
illustrate the operationalization of a sub-capability test to automate the testing of a control or 
control item and to show how a foundational sub-capability test could be performed. 

Table 38. Implementation example of HWAM-F01-Test 

Element Test Object Example(s) 
Desired state specification An inventory list of the MAC addresses of all authorized devices that can be 

admitted to the network 

Actual state The MAC addresses of all devices on the network 
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Element Test Object Example(s) 
Response93

93 Action or activity should a non-conformance occur. 

 Remove unauthorized devices that are discovered in the boundary. Investigate 
root cause for why unauthorized devices were present in the boundary and 
how. 

Implementation Software-based network sensors are placed within the test boundary to detect 
all devices on the network and collect actual state data. Detection of the 
devices requires the identification of all of the wired or wireless devices that are 
already present on the network as well as any new devices that join the 
network. A simple check involves comparing the MAC addresses of the devices 
on the network to an existing list of approved MAC addresses. If a detected 
MAC address is not listed on the approved list, then automatically remove the 
device by blocking or rejecting the MAC or IP address of the unauthorized 
device. The comparison can be scripted using regular expressions, and the 
device can be blocked automatically via network utility software. Notifications 
and (human) verification follow. 

Organizations may choose to develop internal tests to save costs and/or allow for greater 
customization. However, it is still necessary to enforce and maintain rigor in the development 
and maintenance of the tests and supporting information technology, including their design, 
testing, configuration management, maintenance, and other important development and 
maintenance aspects. 

4.2.4. Support for External Independent Automated Control Testing 

External independent automated control testers may take advantage of any on-premises 
implementation of an automated control test system at the adopter’s site and any operational 
tests utilized by the external independent assessor or assessment team. There may be 
challenges, and additional risks to the organization, associated with allowing external 
independent testers to load and execute their own automated control testing (e.g., access 
control, permissions, integration, and other difficulties that are inherent to connecting an 
external resource to an internal resource). The security of the system architecture is reviewed 
and analyzed, and policies and procedures are reviewed before allowing an external entity to 
access internal networks and resources. 

In its most simplistic approach, the external independent tester would use the adopter’s 
existing resources to validate and verify the test execution and results. An example of an 
existing resource is the adopter’s GRC application/repository with or without an integrated IR 
8011 functionality, such as support for running sub-capability tests. A more complex 
implementation would require the external independent assessor to run their own 
implementation of the IR 8011 methodology, which may include the use of their own data 
repositories hosting the adopter’s desired state and actual state information and their own 
implementation of and mechanisms for actual state collection and state analysis. 
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4.2.5. Integration Into Existing Continuous Monitoring Programs 

Whether an IR 8011 solution is bought or built, the IR 8011 implementation focuses on 
supporting the organization’s continuous monitoring strategy or program. As IR 8011 solutions 
or processes are adopted, the organization updates its risk management strategy, continuous 
monitoring strategy, and other approaches for managing risks to achieve processes for ongoing 
assessments94

94 “Ongoing assessment of [control] effectiveness supports a system’s [authorization] over time in highly dynamic environments of operation 
with changing threats, vulnerabilities, technologies, and [mission]/business processes” [SP800-137]. 

 and authorizations.95

95 [SP800-137] provides information regarding the use of continuous monitoring in support of ongoing system authorization. 

 These processes may include automated control testing 
and reporting at predetermined intervals and procedures on how to assess the other non-
testable portions of the controls and control items.  

4.3. Understanding Limitations to IR 8011 Operationalization 

Both developers and adopters are advised to understand the limitations of operationalizing the 
IR 8011 methodology. Even if the solution developer implements all of the sub-capability tests 
from the capability-specific volumes in the IR 8011 series, the testable controls provided in the 
capability-specific volumes only represent a sample set of controls that can defend against the 
sample of attacks addressed in the methodology. Alternative attack and defend models provide 
for other attack types and defense strategies that are not addressed in these IR 8011 volumes.  

Effective analysis and suitable data quality measures can contribute to a successful execution of 
sub-capability tests. While the automated testing of control items may provide a degree of 
efficiency to the monitoring process, considerations are given to the application of the examine 
and/or interview assessment methods to fully understand test results within the context of the 
risk management strategy This includes determining whether the organization and system 
artifacts demonstrate an understanding of how the automated test results can be used, and 
whether system managers and administrators understand how to respond to risks that may not 
be captured through automated testing. IR 8011 operationalization can support limited 
available resources to focus on maintaining adequate security by highlighting specific areas 
where additional effort may be necessary based on the identification of non-conformance in 
the security implementations across the organization. This may include identifying the most 
frequent non-conformances and their location and origin, aggregating non-conformances by 
responsible risk response party, and analyzing data reporting so that proper and speedy 
responses can be made. 

4.4. Implementation Validation 

Implementers have the flexibility to operationalize the IR 8011 methodology in a variety of 
ways. There is no one prescriptive way to implement the IR 8011 methodology. This freedom 
and flexibility give implementers the autonomy to develop and adopt an IR 8011 solution that 
meets an organization’s needs for automating the continuous monitoring of specific controls. It 
is prudent for implementers of the methodology to validate the implementation to ensure that 
the organization’s requirements for continuous monitoring are satisfied. The entity performing 
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the validation is identified by the system or organization, whether as developers of the IR 8011 
solution or as adopters. To support implementation validation efforts, a non-exhaustive list of 
validation considerations is provided in Appendix E. These are not intended to be quantitative 
criteria for validation but rather a qualitative approach to ensure the trustworthiness of the 
solution and its implementation. 
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Appendix A. Glossary 

actual state 
The observable state or behavior of an entity (e.g., device, software, person, credential, account) at the point in 
time when the collector generates security-related information. In particular, the actual state includes the states or 
behaviors that might indicate non-conformance. 

anomalous event response and recovery management 
See Capability, anomalous event response and recovery management. 

asset 
Resources of value that an organization possesses or employs. 

behavior management 
See Capability, behavior management. 

capability 
See Capability, security. 

Capability, anomalous event detection management 
A security capability for continuous monitoring that identifies routine and unexpected events that can compromise 
security within a time frame that prevents or reduces the impact and consequences of the events to the extent 
possible. 

Capability, behavior management 
A security capability for continuous monitoring that ensures that people are aware of expected security-related 
behavior and are able to perform their duties to prevent advertent and inadvertent behavior that compromises 
information. 

Capability, boundary management (filters) 
A security capability for continuous monitoring that ensures that traffic into and out of the network (and out of the 
physical facility protection) does not compromise security. Do the same for enclaves that subdivide the network. 

Capability, boundary management (other) 
A security capability for continuous monitoring that ensures that information is protected (with adequate strength) 
when needed to protect confidentiality and integrity, whether that information is in transit or at rest. 

Capability, boundary management (physical) 
A security capability for continuous monitoring that ensures that movement (e.g., of people, media, equipment) 
into and out of the physical facility does not compromise security. 

Capability, configuration settings management 
A security capability for continuous monitoring that identifies configuration settings (i.e., Common Configuration 
Enumerations [CCEs]) on devices that are likely to be used by attackers to compromise a device and use it as a 
platform from which to compromise the network. 

Capability, credentials and authentication management 
A security capability for continuous monitoring that ensures that people only have the necessary credentials and 
authentication methods to perform their duties. 

Capability, event preparation management 
A security capability for continuous monitoring that ensures that procedures and resources are in place to respond 
to both routine and unexpected events that can compromise security, including both actual attacks and 
contingencies (e.g., natural disasters). 
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Capability, hardware asset management 
A security capability for continuous monitoring that identifies unmanaged devices that are likely to be used by 
attackers as a platform from which to compromise the network. 

Capability, manage and assess risk 
A security capability for continuous monitoring that reduces the successful exploits of other non-meta capabilities 
that occur because the risk management process fails to correctly identify and prioritize the actions and 
investments needed to lower the risk profile. 

Capability, perform resilient systems engineering 
A security capability for continuous monitoring that reduces the successful exploits of other non-meta capabilities 
that occur because there was inadequate design, engineering, implementation, testing, and/or other technical 
issues in implementing and/or monitoring the controls related to the other non-meta capabilities. It also reduces 
the successful exploits that occur because there were inadequately defined requirements, policy, planning, and/or 
other management issues in implementing and/or monitoring the controls related to other non-meta capabilities. 

Capability, privilege and account management 
A security capability for continuous monitoring that ensures that people only have the necessary privileges to 
perform their duties. 

Capability, security 
A set of mutually reinforcing controls implemented by technical, physical, and procedural means. Such controls are 
typically selected to achieve a common information security- or privacy-related purpose. [SP800-53A] 

Capability, software asset management 
A security capability for continuous monitoring that identifies unauthorized software on devices that is likely to be 
used by attackers as a platform from which to compromise the network. 

Capability, trust management 
A security capability for continuous monitoring that prevents insider attacks by ensuring that untrustworthy 
persons are not granted network access. 

Capability, vulnerability management 
A security capability for continuous monitoring that identifies vulnerabilities (i.e., Common Vulnerabilities and 
Exposures [CVEs]) on devices that are likely to be used by attackers to compromise a device and use it as a 
platform from which to compromise the network. 

collection system 
A system that collects actual state data and compares it to the desired state specification to find security non-
conformance. 

collector 
Typically, an automated sensor that gathers actual state data. Part of the collection system. 

configuration settings management 
See Capability, configuration settings management. 

continuous monitoring capability 
See Capability. 

continuous monitoring dashboard 
A hierarchy of dashboards to facilitate the reporting of appropriate security-related information at multiple 
organizational levels. 
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control item 
All or part of an SP 800-53 control requirement expressed as a statement for implementation and assessment. 
Both controls and control enhancements are treated as control items. Controls and control assessments are 
further subdivided if multiple security requirements within the control or control enhancement in [SP800-53] are 
in listed format (e.g., a, b, c). 

control test plan 
The objectives for the control testing and a detailed roadmap of how to conduct such testing. 

dashboard 
See organization dashboard. 

desired state 
See desired state specification. 

desired state specification 
A defined value, list, or rule (i.e., specification) that states or allows for the computation of the state that the 
organization desires in order to reduce information security risk. Desired state specifications are generally 
statements of policy. 

device 
In automated testing, a type of testable object that is an IP addressable component or equivalent within a 
boundary or a removable component that is of security significance. 

device role 
A group of devices with the same rules. For example, the list of permitted software for a server is likely different 
from that for a workstation which causes servers and devices to have separate device roles. Roles can be defined 
by the organization or by an external entity such as a sector, community or another source. Examples of high-level 
roles include user-endpoint, server, networking device, cellular device, mobile device, and other devices. Each 
might be further subdivided. For instance, servers might be divided into many sub-categories such as database 
server, email server, file server, DNS server, DHCP server, and authentication server. A device role is needed 
whenever the organization wants a group of devices to have different rules for authorized software, settings 
and/or patching. 

foundational sub-capability tests 
Sub-capability tests that expose the ineffectiveness of controls that are fundamental to the purposes of the 
capability in which the sub-capability test appears. 

hardware asset management 
See Capability, hardware asset management. 

identifier 
Data that identifies an entity of interest (e.g., a sub-capability, a sub-capability test). In database terms, it is a 
primary or candidate key that can be used to uniquely identify or reference a testable object so that it is not 
confused with other objects. 

information security continuous monitoring system 
The system that collects, analyzes, and displays ISCM security-related information (e.g., an IR 8011 solution). 

Limit, specification 
A condition indicating that risk has exceeded acceptable levels and that immediate action is needed to reduce the 
risk or the system/testable object may need to be removed from operations or lose the authorization to operate. 
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local sub-capability tests 
The sub-capability tests that an organization adds to foundational sub-capability tests based on an assessment of 
its own needs and risk tolerance. A local sub-capability test supports or strengthens foundational sub-capability 
tests. Agencies may choose not to apply a given local sub-capability test if the supporting controls have not been 
selected or implemented. 

manage and assess risk 
See Capability, manage and assess risk. 

manage boundaries 
See Capability, boundary management. 

manage credentials and authentication 
See Capability, credentials and authentication management. 

manage privileges 
See Capability, privilege and account management. 

non-conformance 
Indicates a weakened state of security that increases risks due to one or more unmet requirement. 

non-conformance type 
A non-conformance that could occur on many testable objects. Generally, a sub-capability test checks for the 
presence or absence of a non-conformance type. 

object 
See Object, testable. 

Object, testable 
Testable objects identify the specific items being tested. Testable objects include specifications, mechanisms, 
activities, and individuals, which in turn may include devices, software products, software executables, credentials, 
accounts, account privileges, and things to which privileges are granted (including data and physical facilities).  

ongoing assessment 
The continuous evaluation of the effectiveness of control implementation. A subset of continuous monitoring 
activities. 

organization dashboard 
An organization-level dashboard that a) collects data from a collection system and b) shows detailed testable 
object-level data and testable object-level non-conformance indicators to organizationally authorized personnel. 

prepare for events 
See Capability, event preparation management. 

regular expression 
A sequence of characters or words that forms a search pattern, mainly for use in pattern matching with strings or 
string matching. 

risk 
A measure of the extent to which an organization is threatened by a potential circumstance or event, the adverse 
impacts that would arise if the circumstance or event occurs, and the likelihood of occurrence. Likelihood is 
influenced by the ease of exploitation and the frequency with which a testable object is being attacked at present. 
[OMBA130] 

security capability 
See Capability, security. 
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security control item 
See Control item. 

specification limit 
See Limit, specification. 

software asset management 
See Capability, software asset management. 

sub-capability 
A capability that supports the achievement of a larger capability. In the IR 8011 series, each defined capability is 
decomposed into the set of sub-capabilities that are necessary and sufficient to support the purpose of the larger 
capability. 

sub-capability test 
A way to verify determination statements. It is stated as a test (wherever appropriate), can be automated, and 
explicitly defines a particular desired state specification that is then compared to the corresponding actual state to 
determine the test result. A sub-capability test provides information that may help determine the degree of 
control effectiveness and/or level of risk that is acceptable. Sub-capability tests also suggest risk response options 
and assesses a corresponding sub-capability. 

target 
The system or organization under attack. 

test boundary 
The range, scope or coverage of a test. It may encompass one or more environments of operation and be inclusive 
of more systems and components than a single authorization boundary. 

test completeness 
The degree to which the continuous monitoring-generated, security-related information is collected on all testable 
objects for all applicable sub-capability tests within a defined period of time. 

test criteria 
Rules of logic to allow for the automated or manual detection of non-conformance. Typically, the test criteria in 
continuous monitoring define what in the desired state specification is compared to what in the actual state and 
the conditions that indicate non-conformance. 

test timeliness 
The degree to which the continuous monitoring-generated, security-related information is collected within the 
specified period of time (or frequency). 

testable object 
See Object, testable. 

trust 
See Capability, trust management. 

trust management 
See Capability, trust management. 

unmanaged device 
A device inside of the authorization boundary that is either unauthorized or, if authorized, not assigned to a person 
to administer. 

vulnerability management 
See Capability, vulnerability management. 
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Appendix B. List of Abbreviations and Acronyms 

BEHAVE 
Security-Related Behavior Management 

BOUND-N 
Network Boundary Management (filters) 

BOUND-O 
Other Boundary Management 

BOUND-P 
Physical Boundary Management 

CAT 
Control Allocation Table 

CI 
Control Item 

CM 
Configuration Management 

COTS 
Commercial-Off-the-Shelf 

CPRT 
Cybersecurity and Privacy Reference Tool 

CRED 
Credentials and Authentication Management 

CSM 
Configuration Settings Management 

CSP 
Cloud Service Provider 

CUI 
Controlled Unclassified Information 

CVE 
Common Vulnerabilities and Exposures 

CWE 
Common Weakness Enumeration 

DB 
Database 

DBMS 
Database Management System 

DDoS 
Distributed Denial of Service 
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DesiredStateMgr 
Desired State Manager 

DeviceMgr 
Device Manager 

DMZ 
Demilitarized Zone 

DS 
Determination Statement 

EVENT-DETECT 
Anomalous Event Detection Management 

EVENT-RESPOND 
Event Response and Recovery Management 

GRC 
Governance, Risk, and Compliance 

HWAM 
Hardware Asset Management 

IoT 
Internet of Things 

IR 
NIST Interagency or Internal Report 

ITL 
Information Technology Laboratory 

ISCM 
Information Security Continuous Monitoring 

ISCM-Sys 
Information Security Continuous Monitoring System 

ISCM-TB 
Information Security Continuous Monitoring Test boundary 

JSON 
JavaScript Object Notation 

MAC 
Media Access Control 

NIST 
National Institute of Standards and Technology 

NVD 
National Vulnerability Database 

OMB 
Office of Management and Budget 
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OT 
Operational Technology 

PII 
Personally Identifiable Information 

POA&M 
Plan of Action and Milestones 

PREP 
Event (Incident and Contingency) Preparation Management 

PRIV 
Privilege and Account Management 

RISK 
Manage and Assess Risk 

RiskExec 
Risk Executive (Function) 

RMF 
Risk Management Framework 

SCRM 
Supply Chain Risk Management 

SE 
Systems Engineering 

SP 
Special Publication 

SWAM 
Software Asset Management 

TRUST 
Trust Management 

VPN 
Virtual Private Network 

VUL 
Software Vulnerability Management 
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Appendix C. NIST RMF-Related Publications and Their Relationships to IR 8011 

Table 39. NIST RMF-related publications and their relationships to IR 8011 

RMF-Related Technical 
Publication Relationship to IR 8011 

 
Risk Management 

Methodology 

SP 800-37, Risk Management Framework for Information Systems and 
Organizations (foundational to the understanding of the IR 8011 methodology) 
 
Describes the seven-step NIST Risk Management Framework (RMF) methodology for 
managing security and privacy risks, including the use of controls and control 
baselines for reducing security and privacy risks and the assessment and monitoring 
of implemented controls. 

 
Control Catalog 

SP 800-53, Security and Privacy Controls for Information Systems and Organizations 
(source of security and privacy controls) 
 
Comprehensive catalog of security and privacy controls that includes guidance to 
facilitate control implementation. Each control in the control catalog can be broken 
down into control items, which are granular parts of a control that may be 
individually tested. 

 
Control Assessment 

Procedures 

SP 800-53A, Assessing Security and Privacy Controls in Information Systems and 
Organizations (guide for assessing security and privacy controls from SP 800-53) 
 
Contains assessment procedures for the controls in the SP 800-53 control catalog in 
addition to an assessment methodology and additional guidance. The assessment 
procedures in SP 800-53A are granularized to support the assessment and automated 
testing of specific control items to facilitate the development of sub-capability tests. 

 
Control Baselines 

SP 800-53B, Control Baselines for Information Systems and Organizations (security 
and privacy control baseline and control tailoring reference; source for baselines) 
 
Select SP 800-53 controls are allocated to security and privacy control baselines 
based on impact.  

 
ISCM Strategy and 

Program Development  

SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal 
Information Systems and Organizations (reference) 
 
NIST guidance on continuous monitoring. Many of the IR 8011 concepts are derived 
from SP 800-137. 

 
ISCM Program 

Assessment 

SP 800-137A, Assessing Information Security Continuous Monitoring (ISCM) 
Programs: Developing an ISCM Program Assessment (reference) 
 
NIST guidance on assessing continuous monitoring programs. 
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Appendix D. Benefits of Breaking Down Security Capabilities Into Elements  

In support of objective #1 in the IR 8011 methodology (see Sec. 3.1), security capabilities are 
broken down into individual elements96

96 See Fig. 1. IR 8011 methodology elements. 

 above the control level to reach the most appropriate 
level to focus automated testing on: the sub-capability element. Breaking down security 
capabilities into elements offers other benefits as well, such as: 

• Support for the strong systems engineering of security capabilities 

• Support for control selection guidance 

• Simplification of the overall protection process 

• Ability to test control outcomes at a higher level than individual controls 

• Improved risk management by measuring control outcomes that are more closely 
aligned with desired business results 

• Helps organizations address organizational and mission/business risk 

D.1. Supports the Strong Systems Engineering of Security Capabilities 

In typical systems engineering, the engineering process begins with general business 
requirements at a fairly high level of abstraction. More detailed technical requirements are 
then derived from the business requirements. Traditionally, predefined control sets provide 
detailed technical requirements without documenting the traceability of control items to more 
general requirements.97

97 See [SP800-160v1] for guidance on the systems engineering of information security for mission assurance.  

 An unintended and undesirable consequence of this has been that 
many security programs focus on the individual controls as a compliance checklist with little 
consideration for how the controls work together to protect the confidentiality, integrity, and 
availability of information and systems. 

The set of elements in the IR 8011 methodology supports integrated systems engineering by 
making the desired results of a security program clear and measurable at a concrete level, 
which in turn makes the results more understandable to non-security experts and easier to link 
to desired business and mission results. Maintaining an awareness of the desired results to be 
produced facilitates better security engineering and enables control designers to look at 
controls as parts of a system designed to achieve an overall purpose. 

D.2. Supports Guidance for Control Selection 

Informed and judicious decision-making in control selection requires an understanding of how 
controls work together to respond to attack steps and achieve broader security protections 
commensurate with risk. The concept of a security capability is a construct that recognizes that 
the protection of information being processed, stored, or transmitted by systems seldom 
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derives from a single control. In most cases, such protection results from the selection and 
implementation of a set of mutually reinforcing controls. 

D.3. Simplifies Understanding of the Overall Protection Process 

Defining security capabilities can simplify how a protection problem is viewed conceptually. 
Security capabilities provide a method for grouping controls that are selected and implemented 
for a common purpose or to achieve a common objective. Placing controls into groups that 
support attack steps, capabilities, and sub-capabilities facilitates better comprehension of 
security and privacy requirements and implementations. The grouping of controls into 
capabilities increases awareness of the results that controls are expected to produce. 

D.4. Enables Testing of Control Outcomes at a Higher Level Than Individual Controls 

Selecting the most appropriate level of all of the elements in the IR 8011 methodology to test 
the effectiveness of control implementations involves trade-offs. If testing is too detailed, the 
parts may work individually but not collectively. However, if results are assessed at a higher 
level of abstraction and an other than satisfied control is detected at that level, then root cause 
analysis is needed to identify the supporting control items that are not working. As noted in 
[SP800-53A]: 

Traditionally, assessments have been conducted on a control-by-control 
basis and produce results that are characterized as pass (i.e., control 
satisfied) or fail (i.e., control not satisfied). However, the failure of a 
single control or, in some cases, the failure of multiple controls may not 
affect the overall security and privacy capability required by an 
organization. This is not to say that such controls do not contribute to 
the security or privacy of the system and/or organization (as defined by 
the security requirements and privacy requirements during the 
initiation phase of the system development life cycle), but rather that 
such controls may not support the particular security and privacy 
capability. Furthermore, every implemented control and privacy control 
may not necessarily support the need to support an organization-
defined capability. 

As discussed in Sec. 3.1.3: 

 

The sub-capability element is the most appropriate level of all of the 
elements in the methodology on which to focus automated testing 
for continuous monitoring. The sub-capability layer is closer to 
control outcomes and easier to automate. When non-conformances 
are found, root cause analysis can be used to find the specific control 
items causing the non-conformance. 
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D.5. Improves Risk Management by Measuring Control Outcomes  

NIST guidance on information security risk management, [SP800-30]and [SP800-39], 
emphasizes both system-level and mission-level risks. Additionally, [SP800-37], [SP800-53], and 
[SP800-115] focus on assessing and analyzing results in addition to control effectiveness. 
[SP800-39] recommends a multi-layered “approach to risk management that addresses risk-
related concerns at: (i) the organization level; (ii) the mission/business process level; and (iii) 
the system level.” Controls largely exist at the system level, and business and security outcomes 
are most visible at the organization and mission/business process level. As noted in 
[SP800-53A]: 

Ultimately, authorization decisions (i.e., risk acceptance decisions) are 
made based on the degree to which the desired security and privacy 
capabilities have been effectively achieved and are meeting the security 
and privacy requirements defined by an organization. Risk-based 
decisions are directly related to organizational risk tolerance that is 
defined as part of an organization’s risk management strategy. 

Dissecting the methodology into individual elements allows for a closer alignment to the 
organization’s mission and makes it easier for analysts to trace specific requirements. Mission-
specific layers are added by each organization based on the contributions of the systems being 
managed to support a specific mission. The attack step and security capability elements are 
provided to make it easier to trace controls to the organization’s mission. 

D.6. Helps Organizations Address Organizational, Mission, and Business Risks 

To manage risks for systems as defined in [SP800-37], devices are grouped by authorization 
boundary to allow for the analysis of system-level risks. The security-related information 
produced by automated control assessment across the larger test boundary gives the risk 
executive the ability to consider risks for other groupings of devices and better identify risk 
concentrations and aggregate risk. Groupings that might be useful include devices that are: 

• Identified as mission-critical 

• Necessary for an integrated business function 

• Managed by a separate business partner 

• Supporting a specific mission across the entire organization 

• Supporting a particular customer 

Looking at risks with organization-defined thresholds across such large groupings of devices 
helps the organization address organizational, mission, and business risks, as described in 
[SP800-39]. 



NIST IR 8011v1r1 ipd (Initial Public Draft)  Testable Controls and Security Capabilities 
February 2025  for Continuous Monitoring: Volume 1  

112 

2702 

2703 
2704 
2705 
2706 
2707 
2708 
2709 
2710 

2711 

Appendix E. Considerations for IR 8011 Implementation Validation 

The considerations and sample questions in Table 40 are intended to facilitate the validation of 
an IR 8011 solution by a developer or adopter (NIST does not validate or comment on the 
implementation of its technical publications). These sample questions are meant to raise 
awareness of the scope of the solution; address maintenance and adherence to the latest 
revisions of RMF-supporting publications; and determine the completeness and/or sufficiency 
of sub-capability tests98

98 Section 3.1.6.4 addresses concerns regarding test failures and discusses ways to identify root causes for the failures. 

 among other related criteria. The listing in Table 40 is not exhaustive 
nor a compliance checklist, and additional considerations and questions may be necessary as 
determined by the organization.  

Table 40. Sample considerations for validating the operationalization of IR 8011 

Considerations Sample Questions 

Security Capability Offering: 
Determine what security capability is supported. 

What security capabilities are supported in the IR 8011 
implementation? 

Deviation from the IR 8011 Methodology: 
Determine whether there has been any deviation from 
the IR 8011 methodology during the operationalization 
process. 

Has there been any deviation from the IR 8011 
methodology during the operationalization process? 

Control Catalog Version: 
Determine whether the IR 8011 implementation 
utilizes the same version of controls that the system or 
organization is expected to implement. 

Is the IR 8011 implementation up to date with the 
latest control catalog version? 
How is the IR 8011 implementation kept up to date 
with the latest control catalog version? 

Assessment Objectives Exist:99

99 This is primarily for IR 8011 solution developers. 

 
Determine whether determination statements from 
assessment objectives exist. 

Are determination statements from assessment 
objectives available for each control set for a security 
capability? 

Organization-Defined Parameter Import: 
Determine whether the correct ODP values are in use. 

Are sub-capability tests updated with current ODP 
values? 

Appropriateness of Sub-Capabilities:  
Determine whether the identified sub-capabilities are 
appropriate. 

Are the identified sub-capabilities appropriate? 
Is there a need to complement the existing sub-
capabilities with additional sub-capabilities? 
Are there sub-capabilities that may not be applicable 
or appropriate? 

Sufficiency of Sub-Capability Tests:  
Determine whether the sub-capability tests are 
sufficient.  

Do the sub-capability tests provide the necessary 
assurance that the results give a clear picture of the 
security capability? 
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Considerations Sample Questions 

Correlation With Selected Controls:  
Determine whether the testable controls identified for 
a security capability correlate with selected controls.  

Is there any testable control for the security capability 
that has not been selected for implementation?100

100 This can occur when the baseline is tailored by the organization or when the organization generates its own control baseline. 

  

Alignment with or Variation from the IR 8011 
Methodology or Capability Volume Content: 
Determine whether there have been deviations from 
the IR 8011 methodology or capability volume content. 

Have there been deviations from the IR 8011 
methodology? 
Have there been deviations from the capability 
volume content? 

Level of Automation:  
Determine whether the level of automation is greater 
than the level of manual effort.101

101 The initial effort for promoting any automation requires extensive manual preparation. 

 

How do automated processes compare to manual or 
procedural processes after the implementation of an 
IR 8011 solution? 
Is there a balance between automated processes and 
manual/procedural processes? 

Integration with Existing Continuous Monitoring 
Program:  
Determine whether the IR 8011 solution fulfills the 
continuous monitoring program’s objectives. 

Does the IR 8011 solution meet the organization’s 
continuous monitoring objectives? 
Has the organization addressed how it will address 
gaps in the non-testable portions of the controls? 
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Appendix F. Change Log 

The following is a summary of changes in Revision 1: 

• The IR 8011 series title changed from “Automation Support for Security Control 
Assessments” to “Testable Controls and Security Capabilities for Continuous 
Monitoring.” This change is intended to shift the focus from assessments to monitoring 
to better align with the IR 8011 scope to support continuous monitoring. As a result, 
most references to “automated control assessments” have been replaced with 
“automated control testing” throughout the publication. There is also greater emphasis 
on continuous monitoring capabilities than on control assessments. 

• The report was reorganized into three major parts: (1) IR 8011 overview, including 
foundational concepts; (2) IR 8011 methodology; and (3) potential IR 8011 methodology 
implementation/operationalization. Section 1 describes the basics and scope of IR 8011 
as well as what it can and cannot do. Section 2 describes the foundational concepts of IR 
8011. Section 3 describes the IR 8011 methodology with guidance, additional diagrams, 
and other visual aids to facilitate understanding of the model. Section 4 is new and 
dedicated to a conceptual operationalization of IR 8011, including conceptual 
implementation examples of the IR 8011 methodology. 

• The IR 8011 audience groups were refined and categorized as “IR 8011 Developer” and 
“IR 8011 Adopter.” A third group was identified as “Cybersecurity Researchers.” 
Guidance throughout the publication was written with these specific groups in mind. 

• Plain language was used to improve readability and facilitate understanding. 

• The two major objectives of the IR 8011 methodology were clearly delineated with 
processes and elements that support the objectives described and exemplified. 

• All controls and control assessment objectives were updated from Revision 4 to Revision 
5 of [SP800-53] and [SP800-53A]. Control baselines and related references now point to 
[SP800-53B]. 

• The Sortable Control Item Code has been removed. Starting with [SP800-53] Update 
5.1.1 and [SP800-53A] Update 5.1.1, leading zeros102

102 The notation with leading zeros substitutes the original (now legacy) IR 8011 numbering scheme that used a “z” as part of the control item 
representation. The “z” notation is also mitigated by the improved alignment of the control statements in [SP800-53] and the determination 
statements in [SP800-53A]. 

 have been added to both control 
and assessment procedure identifiers, which solves sorting issues. 

• Elements from [SP800-53A] have been incorporated into the text, including how 
assessment procedures and objectives apply to the IR 8011 methodology and new 
numbering schema. 

• The defend steps described in this volume were previously referred to as block steps, 
whose objective was to block or delay an attack. However, blocking or delaying are just 
a few of the potential responses to an attack. Defend is used as a general response and 
to better describe the attack-defend model. 
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• The terms actual state and desired state specification are used instead of actual 
behavior and expected behavior since a state is a stronger descriptor of a condition or 
value rather than a behavior or action. Likewise, desired state specification provides a 
more descriptive term for the acceptable specification, which can take shape as a value 
rather than a stance, an action, or lack thereof as behavior suggests.  

• New and improved visual aids have been added to facilitate understanding, navigation, 
and overall reading experience, including refreshed graphics, higher resolution images, 
and accessible visual aids. 

• Volume 1 more clearly states that the controls and control items that support specific 
security capabilities are a non-exhaustive sampling of controls and control items. 

• Language on the potential application of the IR 8011 methodology using non-RMF and 
non-SP 800-53 frameworks has been added along with identified conditions for such 
flexibility. 

• This revision includes a conceptual use of NIST-provided SP 800-53, SP 800-53A, and SP 
800-53B datasets that can be leveraged for developing, using, and maintaining an IR 
8011 database for sub-capability test development and testable control identification 
purposes. 

• Considerations for validating IR 8011 methodology applications have been provided to 
assist implementers in evaluating implementations. 

• The glossary and acronyms lists were updated and expanded. 
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