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Abstract

NIST is in the process of evaluating public-key digital signature algorithms for potential 

standardization to protect sensitive information into the foreseeable future, including after 

the advent of quantum computers. Any signature scheme that is eventually selected would 

augment FIPS 204, Module-Lattice-Based Digital Signature Standard; FIPS 205, Stateless 

Hash-Based Digital Signature Standard; FIPS 186-5, Digital Signature Standard (DSS); and 

SP 800-208, Recommendation for Stateful Hash-Based Signature Schemes. This report de-

scribes the evaluation criteria and selection process of the First Round of the Additional 

Digital Signatures for the NIST Post-Quantum Cryptography (PQC) Standardization Process. 

Based on public feedback and internal reviews of the first-round candidates, NIST selected 

14 candidate algorithms to move forward to the second round of evaluation: CROSS, FAEST, 

HAWK, LESS, MAYO, Mirath (merger of MIRA/MiRitH), MQOM, PERK, QR-UOV, RYDE, SDitH, 

SNOVA, SQIsign, and UOV.

Keywords

cryptography; digital signatures; post-quantum cryptography; quantum-resistant; quan-

tum safe.

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and 

Technology (NIST) promotes the U.S. economy and public welfare by providing technical 

leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, 

test methods, reference data, proof of concept implementations, and technical analyses 

to advance the development and productive use of information technology. ITL’s respon-

sibilities include the development of management, administrative, technical, and physical 

standards and guidelines for the cost-effective security and privacy of other than national 

security-related information in federal information systems.
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1. Introduction

The National Institute of Standards and Technology (NIST) initiated the public Post-Quantum 

Cryptography (PQC) Standardization Process in December 2016 to select quantum-resistant 

public-key cryptographic algorithms for standardization in response to the substantial de-

velopment and advancement of quantum computing. After three rounds of evaluation and 

analysis, NIST announced the selection of the first algorithms to be standardized [1]. The 

public-key encapsulation mechanism (KEM) selected for standardization was CRYSTALS-

Kyber (ML-KEM). The digital signatures selected were CRYSTALS-Dilithium (ML-DSA), Falcon 

(FN-DSA), and SPHINCS+ (SLH-DSA). Except for SPHINCS+, all of these schemes are based

on the computational hardness of problems that involve structured lattices. While several 

non-lattice-based KEMs remained under consideration in the fourth round, no signature 

schemes remained.

In July 2022, NIST called for additional digital signature proposals to be considered in the 

PQC standardization process to diversify its post-quantum signature portfolio. Since two 

signature schemes based on structured lattices had already been standardized, NIST ex-

pressed particular interest in additional general-purpose signature schemes based on a 

security assumption that did not use structured lattices as well as signature schemes with 

short signatures and fast verification.

NIST published the Call for Proposals for Additional Digital Signatures [2], which specified 

the submission requirements and evaluation criteria, and received 50 submission packages 

on June 1, 2023. Of those, NIST accepted 40 First-Round Candidates that consisted of 

signature schemes based on a variety of different security assumptions. The submission 

packages of the first-round candidates were posted online at https://csrc.nist.gov/Projec

ts/pqc-dig-sig/round-1-additional-signatures for public review and comment.

The Fifth NIST PQC Standardization Conference was held in Rockville, Maryland, on April 

10-12, 2024. The submission teams of the accepted first-round candidates were invited to

present posters for their candidate algorithms. Throughout the first round, NIST received

significant feedback from the cryptographic community. Based on the public feedback

and internal reviews of the first-round candidates, NIST announced the selection of 14

signature algorithms as Second-Round Candidates in October 2024 to move forward to

the next stage of the standardization process.

Table 1 shows a timeline of major events with respect to the Additional Digital Signatures 

for the NIST PQC Standardization Process to date.

1
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Table 1. Timeline of the Additional Digital Signatures for the NIST PQC Standardization 

Process

Date Event

July 2022 NIST announced a forthcoming Call for Proposals for Additional 

Digital Signatures to diversify its portfolio [1].

September 2022 The Call for Proposals for Additional Digital Signatures was pub-

lished, outlining the submission requirements and evaluation cri-

teria [2].

June 2023 Submission deadline for the Additional Digital Signatures pro-

cess.

July 2023 NIST announced 40 First-Round candidates. The public comment 

period for the first-round candidates began.

April 2024 The Fifth NIST PQC Standardization Conference was held in 

Rockville, Maryland. Submission teams presented posters for 

their candidate algorithms.

October 2024 NIST announced 14 Second-Round candidates. NIST IR 8528, Sta-

tus Report on the First Round of the Additional Digital Signature 

Schemes for the NIST Post-Quantum Cryptography Standardiza-

tion Process, was released. The public comment period for the 

second-round candidates began.

1.1. Purpose and Organization of This Document

The purpose of this document is to report on the first round of the NIST PQC Standardiza-

tion Process.

Section 2 enumerates the candidates that were included in the first round. It also describes 

the evaluation criteria and selection process used to ultimately select the second-round 

candidates.

Section 3 summarizes each of the second-round candidates with a brief description of the 

algorithm, the properties of interest, and characteristics that might cause some concern. 

This report focuses on the reasons why candidate algorithms were selected rather than 

providing detailed justifications for why candidate algorithms were not selected.

Section 4 describes the next steps in the Additional Digital Signatures for the NIST PQC 

Standardization Process, including provisions for allowable modifications to the second-

round candidates and the evaluation process for selecting finalists.

2
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2. Evaluation Criteria and the Selection Process

2.1. Acceptance of the First-Round Candidates

NIST received 50 candidate algorithm submission packages by the entry deadline of June 

1, 2023. Of these, NIST accepted 40 first-round candidates that met both the submission 

requirements and the minimum acceptability criteria for being “complete and proper sub-

missions,” as defined in [2].

Table 2. First-round digital signature candidates organized by category, with the 

candidates selected to advance to the second round bolded and in blue. The starred 

signature schemes MIRA and MiRitH merged to form a new candidate Mirath.

Code-Based Lattice-Based MPC-in-the-Head Multivariate

CROSS  EagleSign  Biscuit  3WISE

 Enhanced pqsigRM  EHTv4 MIRA*  DME-Sign

 FuLeeca  HAETAE MiRitH*  HPPC

LESS HAWK MQOM MAYO

 MEDS  HuFu PERK  PROV

 WAVE  Raccoon RYDE QR-UOV

 SQUIRRELS SDitH SNOVA

Other  TUOV

 ALTEQ Symmetric-Based Isogeny-Based UOV

 eMLE-Sig 2.0  AIMer SQIsign  VOX

 KAZ-SIGN  Ascon-Sign

 PREON FAEST

 Xifrat1-Sign.I  SPHINCS-alpha

The criteria for determining the first round candidates included provisions for reference 

and optimized C code implementations, known-answer tests, a written specification, and 

required intellectual property statements. These were the sole criteria used to judge the 

submission packages. Other factors, such as security, cost, and algorithm and implementa-

tion characteristics of the candidates were not considered during the review process prior 

to the first round, nor did cryptanalysis or performance data of a submission impact the 

acceptance of the first-round candidates.

2.2. Evaluation Criteria

NIST’s Call for Proposals [2] identified three broad aspects of the evaluation criteria that 

would be used to compare candidate signature algorithms throughout the NIST PQC Stan-

dardization Process: 1) security, 2) cost and performance, and 3) algorithm and imple-

mentation characteristics. As NIST seeks to diversify its signature portfolio, submissions 

also needed to significantly differ from signature schemes that have already been selected 

3
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by NIST for standardization. In particular, the Call for Proposals specifically stated that sub-

missions should, at a minimum, meet one of the following criteria:

• Lattice-based schemes should provide at least one large performance advantage 

over both CRYSTALS-Dilithium and Falcon.

• Non-lattice-based algorithms should provide at least one large performance advan-

tage over SPHINCS+.

2.3. Security

As with the PQC Standardization Process, security was the most important factor when 

evaluating the candidate signature algorithms. NIST intends to standardize post-quantum 

signatures for use in a wide variety of internet protocols (e.g., TLS, SSH, IKE, IPsec, OCSP, 

and DNSSEC) and other applications (e.g., certificate transparency, document signing, code 

signing, and firmware updates).

Submitters were encouraged but not required to provide proofs of security in relevant 

models. Digital signature schemes needed to enable existentially unforgeable signatures 

with respect to an adaptive chosen message attack (EUF-CMA security).

NIST defined five security categories to compare the security strengths provided by the 

submissions. Submitters were asked to provide a preliminary classification, according to 

the definitions provided in [2], with a focus on meeting the requirements for categories 1, 

2, and/or 3. It was also recommended that submitters provide at least one parameter set 

with a substantially higher level of security (i.e., either category 4 or 5).

NIST also listed other desirable security properties, such as resistance to side-channel and 

multi-key attacks and resistance to misuse. Submissions were encouraged to note addi-

tional desirable security properties provided beyond standard unforgeability (e.g., exclu-

sive ownership, message-bound signatures, and non re-signability). Finally, NIST required 

submission packages to summarize known cryptanalytic attacks on the scheme and com-

plexity estimates for these attacks.

2.4. Cost and Performance

The second-most important criterion when evaluating candidate algorithms involved cost 

and performance, including:

• The size of public keys and signatures

• Computational efficiency of the signing and verification operations, as well as key 

generation (i.e., the speed of the algorithms)

Memory requirements refer to both code size and random-access memory (RAM) require-

ments for software implementations, as well as gate counts for hardware implementations.

4
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The Call for Proposals required all submitters to include performance estimates on the 

NIST reference platform — an Intel x64 that runs Windows or Linux and supports the GCC 

compiler. NIST performed a preliminary efficiency analysis on the reference platform but 

also invited the public to conduct similar tests on additional platforms. NIST hopes that 

candidate algorithms will offer comparable or improved performance over the currently 

standardized algorithms.

2.5. Algorithm and Implementation Characteristics

The Additional Digital Signatures for the NIST PQC Standardization Process received many 

candidate algorithms with new and unique designs and features that are not present in the 

current NIST standardized public-key algorithms. NIST prefers candidate algorithms with 

greater flexibility (e.g., those capable of running efficiently on a wide variety of platforms 

and those that used parallelism or instruction set extensions to achieve higher perfor-

mance) and simple and elegant designs that reflect the submission team’s understanding 

and confidence. Finally, NIST considered factors that could hinder or promote the adop-

tion of an algorithm or implementation, such as intellectual property or terms of licenses 

to interested parties.

2.6. Selection of the Candidates to Advance to the Second Round

NIST selected 14 second-round candidates from the 40 first-round candidates using the 

evaluation criteria specified in [2]. In relative order of importance, NIST considered the 

security, cost and performance, and algorithm and implementation characteristics of a 

candidate in selecting the second-round candidates.

NIST evaluated the security arguments presented in the submission packages, internal and 

external cryptanalysis, and the overall quantity, quality, and maturity of analysis relevant 

to each candidate, including the analysis of similar schemes. NIST also considered attacks 

that directly demonstrated that a candidate fell short of NIST’s stated security targets as 

well as attacks that brought the candidate’s underlying security assumptions into question 

or showed room for improvement.

When evaluating the performance of the candidates, NIST considered the public key and 

signature sizes as well as the computational estimates given in the submission documenta-

tion. NIST also established internal performance benchmarks and considered the external 

feedback and performance estimates that were provided by the cryptographic community.

In a few cases, a submitted design was selected in part for its uniqueness and elegance. 

NIST generally favored designs that were based on clear design principles or otherwise il-

lustrated an innovative idea. This diversity of designs will enable cryptographers and crypt-

analysts to expand the scope of ideas in their field and make it harder for a single type of 

attack to eliminate the bulk of the candidates remaining in the standardization process.

5
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The algorithms that were not selected to advance to the next round are not under consid-

eration for standardization by NIST.

Table 3. Second-round digital signature candidates organized by category

Code-Based Lattice-Based MPC-in-the-Head Multivariate

 CROSS  Hawk  Mirath (MIRA/MiRitH)  UOV

 LESS  MQOM  MAYO

 PERK  QR-UOV

Symmetric-Based Isogeny-Based  RYDE  SNOVA

 FAEST  SQIsign  SDitH

3. Summary of the Second-Round Candidates

This section describes each of the second-round candidates, including their advantages 

and disadvantages, and why a scheme was selected to advance to the second round.

3.1. CROSS

CROSS [3] is a signature scheme that uses the Fiat-Shamir transform on a zero-knowledge 

proof of knowledge (ZKPoK) identification protocol. CROSS has two variants, each depend-

ing on the NP-hard hardness of one of the two variants of the Syndrome Decoding Problem 

(SDP): the Restricted Syndrome Decoding Problem (R-SDP) and the Restricted Syndrome 

Decoding Problem with subgroup G (R-SDP(G)). The security of R-SDP is considered more 

conservative than that of R-SDP(G). However, schemes based on the R-SDP(G) problem 

offer better performance in both signature size and algorithm runtime.

CROSS implements both variants with parameter sets at levels 1, 3, and 5. Additionally, 

each parameter set has a “fast” and “small” version, like SLH-DSA. These fast and small 

versions have signature sizes similar to the corresponding SLH-DSA parameter sets. Several 

parameter sets of CROSS — especially the three fast parameter sets under the R-SDP(G) 

— have noticeably smaller signature sizes than their corresponding SLH-DSA parameter 

sets. All parameter sets of CROSS have small public keys. CROSS has a similar verification 

runtime as SLH-DSA but a significantly reduced signature generation time (particularly for 

the small versions compared to SLH-DSA) and very quick key generation (similar to ML-

DSA).

While there are no known attacks against either of the two CROSS variants, the problems 

are relatively new. NIST looks forward to further analysis of the underlying problems and 

the ZKPoK identification protocol. CROSS has advanced to the second round in part due to 

NIST’s interest in it as a non-lattice scheme that demonstrates performance benefits over 

SLH-DSA.

6
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3.2. LESS

LESS [4] is constructed by applying the Fiat-Shamir transform to an interactive ZKPoK of the 

solution to a computational code equivalence problem. The security of LESS is based on 

the difficulty of the Linear Equivalence Problem (LEP): recovering the secret isometry that 

maps a given full-rank generator matrix to the public key (a full-rank generator matrix in 

systematic form). One round of the protocol results in a soundness error of 1
2 . Soundness 

error is sufficiently reduced by generating s private isometries that map to multiple public

keys for each protocol instance and repeating the protocol t  times.

LESS signatures are smaller than SLH-DSA with much larger public keys. Recent work has 

emerged to use the Canonical Form Linear Equivalence Problem, which results in even 

smaller signatures (i.e., less than 3Kb) for the same public key sizes [5].

The LEP (and a canonical form version of LEP) will require more analysis to build confidence 

in the security of LESS. While an updated version of LESS based on the canonical form LEP 

would offer a non-lattice-based digital signature with signature sizes comparable to ML-

DSA, it is unclear how competitive the overall performance profile will be compared to 

UOV-based signature schemes.

3.3. HAWK

HAWK [6] is a lattice-based hash-and-sign signature scheme that is closely related to Fal-

con. The central mathematical objects in HAWK are matrices of elements from the same 

family of rings used in the lattice-based algorithms chosen for standardization. The secret 

key is an efficient basis for the lattice. To sign, a message is hashed and interpreted as a 

vector h. The efficient basis is then used to find an element in the lattice that is sufficiently

close to h without leaking information about the secret key. In order to keep the efficient

basis secret, Falcon uses the Fast Fourier Transform, which uses floating point arithmetic. 

In contrast, HAWK, relies on the one more shortest vector problem (omSVP) and search 

module lattice isomorphism problem (smLIP) to keep secret information from leaking.

NIST has chosen to keep HAWK under consideration because of its strong performance. 

Due to their similarities, HAWK has a similar performance profile to Falcon. The key and 

signature sizes for HAWK are comparable — and, in some instances, better — than those 

of Falcon. Additionally, while Falcon uses floating-point arithmetic, HAWK can be imple-

mented without the use of floating-point arithmetic.

However, the security arguments for HAWK use elements that are not as well-studied 

as those for Falcon. The authors of HAWK center their security argument on two prob-

lems that are variants of more conventional lattice problems: omSVP and smLIP. NIST en-

courages the community to study the security arguments and underlying assumptions for 

HAWK more deeply in order to enable further comparison with NIST’s current signature 

standards.

7
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3.4. Mirath (MIRA/MiRitH)

MIRA [7] and MiRitH [8] are signature schemes constructed in the Multi-Party Computation 

in the Head (MPCitH) paradigm. Signatures for both schemes are generated by applying 

the Fiat-Shamir transform to a ZKPoK of the solution of the MinRank problem. Security for 

both MIRA and MiRitH is based on the hardness of the MinRank problem: given k matrices

of dimension m×n over a field Fq, a linear combination with rank r must be found.

MIRA and MiRitH contain variants that use a hypercube structure, which is an optimization 

within the MPCitH paradigm [9] that uses additive secret sharing, allowing the MPCitH 

protocol to be parallelized. This optimization also allows for D+ 1 computations rather

than 2D, where D is the number of parallel repetitions of the protocol, requiring higher

computational costs while containing smaller signatures.

Both schemes have parameter sets with key sizes in between SLH-DSA and Falcon and 

signature sizes that are similar to SLH-DSA. The performance for key generation of both 

schemes is similar to ML-DSA, while the performance for signing and verifying sits be-

tween ML-DSA and Falcon. With ongoing research and evolving techniques in the MPCitH 

paradigm, signature sizes are expected to improve [10], while underlying security assump-

tions should remain unchanged.

NIST advanced Mirath, a merged submission that combines MIRA and MiRitH [11], to the 

second round as a result of its competitive performance with other MPCitH schemes.

3.5. MQOM

MQOM [12] is a signature built on the MPCitH paradigm based on the hardness of solving 

a random multivariate system of quadratic equations with an equal number of variables 

and equations. While the problem of solving multivariate quadratic systems has been well-

studied, the recent result of [13] may have a small effect on the MQOM parameters needed 

to meet the target security levels.

As with other signatures based on in the head techniques, such as MPCitH, Threshold in 

the Head and Vector Oblivious Linear Evaluation in the Head (VOLEitH), MQOM offers very 

small public keys with signatures of intermediate size between those of ML-DSA and SLH-

DSA. It is expected that significant improvements in the performance and signature size 

of MQOM will be obtained using new techniques (i.e., techniques from Threshold in the 

Head) [10] that will not change the underlying security assumptions.

Overall, even if the parameters may need to be adjusted, MQOM is expected to have 

highly competitive performance within the fast-moving area of MPC/VOLE/Threshold in 

the Head signatures. NIST hopes that second-round tweaks of MQOM (and the other 

MPC/VOLE/Threshold in the Head signatures) will yield a better understanding of the pos-

sible performance trade-offs and signature sizes that can be obtained from various well-

known hardness assumptions.
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3.6. PERK

PERK [14] is a signature that consists of a ZKPoK of a secret permutation. Given a matrix 

H and an array x, the signatory proves that they know a permutation π  such that π(x)
is in the kernel of H  (i.e., H(π(x)) = 0). The security assumption, called the Permuted 

Kernel Problem, is that it is hard to find such a permutation given random H and x over a 

finite field Fq. The proof uses MPC techniques. The computation is simulated by replacing 

random choices with the result of a hash on the message being signed.

As with other MPCitH schemes, the underlying techniques for building the ZKPoK were 

vastly improved after the initial submission was received. For PERK in particular, the sub-

mitted version relied on a possibly stronger assumption than the Permuted Kernel Prob-

lem. An updated version proposed by the PERK team resolves that issue and should achieve 

a significant reduction in the length of the signature.

Even with these improvements, PERK is expected to be slower than ML-DSA and compa-

rable in speed to SLH-DSA. The size of the PERK signature is expected to be larger than 

ML-DSA but significantly smaller than SLH-DSA.

The Permuted Kernel Assumption is PERK’s only hardness assumption beyond standard as-

sumptions from symmetric-key cryptography. Although the problem was proposed about 

30 years ago, there is uncertainty about its concrete complexity. More research on this as-

sumption would help increase confidence in the concrete parameters of PERK for various 

security levels.

3.7. RYDE

RYDE [15] is a signature scheme constructed in the MPCitH paradigm. Like other MPCitH 

signature schemes, the construction of RYDE involves generating a random equation to-

gether with a solution. The satisfiability of such an equation and the knowledge of a so-

lution as a witness are proved in zero-knowledge. A Fiat-Shamir transform is applied to 

remove the interaction between the prover and the verifier.

The design of RYDE revolves around the conjecturally hard problem of Rank Syndrome De-

coding, which is to solve a system of linear equations over a finite field for a solution of 

small rank, where rank is defined in a special way for a tuple of elements in a finite ex-

tension of a prime field. RYDE uses a slight optimization of the rank-checking protocol in 

[16]. Given a set of arithmetic constraints that represent an instance of the Rank Syndrome 

Decoding problem, RYDE produces two variants of the signature scheme by applying two 

different MPCitH techniques: the hypercube approach using additive secret sharing [17] 

and Threshold Computation in the Head with linear threshold secret sharing [18, 19]. Sig-

nificant improvements to RYDE were proposed during round one, including new modelling 

for the Rank Syndrome Decoding problem and adoption of the VOLEitH framework [20].
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NIST advanced RYDE to the second round of evaluation because of the scheme’s competi-

tive performance within the category of MPCitH and VOLEitH signature schemes, especially 

with the recent proposed improvements. The underlying hard problem of Rank Syndrome 

Decoding also appears unstructured, and the corresponding security assumption is seem-

ingly conservative.

3.8. SDitH

Syndrome Decoding in the Head (SDitH) [21] follows the MPCitH framework and offers 

parameter sets using two optimization techniques. The hypercube variant uses additive 

secret sharing and has a method of converting a single protocol instance over 2D parties

into D instances over two parties. This variant yields smaller signatures with higher compu-

tational cost. The threshold variant, which was first presented in [22], uses low-threshold 

linear secret sharing and only requires the prover to reveal l parties’ views instead of N−1
for some threshold l.

The security is based on the hardness of solving the d-split variant of the syndrome decod-

ing problem for random linear codes over finite fields. When d = 1, the d-split variant is

equivalent to SDP, which is known to be NP-hard and whose security is believed to be well-

understood. The original SDitH specification overestimated security by a few bits due to 

multiple solutions to the syndrome decoding instances. The parameter sets were updated 

to ensure that the number of expected solutions is below 1.1.

The overall performance of SDitH can be seen as outperforming SLH-DSA but not ML-DSA 

or Falcon. SDitH features very small keys with signature sizes that fall between the SLH-DSA 

“small” and “fast” parameter sets. Although SDitH is closely related to a known NP-hard 

problem, NIST believes SDitH can benefit from more security analysis. Overall, SDitH is 

competitive with the other MPCitH candidates.

3.9. UOV

The Unbalanced Oil and Vinegar (UOV) digital signature scheme [23] is the oldest unbro-

ken multivariate cryptosystem and was proposed in [24]. The construction of UOV is based 

on a system of quadratic equations for which there is a secret subspace on which the sys-

tem evaluates to zero. This scheme offers EUF-CMA security following the hash-and-sign 

paradigm with this quadratic system and a salt using a construction similar to the one pro-

posed by [25].

The performance advantages of UOV are its short signatures and very fast signing and ver-

ification speeds. UOV has also been a central object of study in multivariate cryptography 

for 25 years. However, a primary drawback of the scheme is the size of the public key. The 

submission package offers trade-offs between public key size and verification speed, but 

even the smaller public keys are quite large. For this reason, NIST anticipates that UOV 
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will primarily be applied to applications that require small signatures, fast verification, and 

offline transmission of the key.

While UOV is a mature and fairly stable scheme, an attack in the last four years marginally 

reduced the security of some of its parameter regimes [26]. NIST recommends that the 

community remain vigilant and continue to critically analyze the security of UOV.

3.10. MAYO

MAYO [27] is a variant of UOV with smaller public keys made by “whipping” a very small 

quadratic map into a larger one with a UOV structure [28]. This very small quadratic map 

is denoted here as mini-UOV. Thus, MAYO key recovery reduces to finding mini-UOV oil 

space, and MAYO signature forgery reduces to trying to invert the whipped UOV-like map. 

Thanks to this extra structure, MAYO significantly improves the public key size relative to 

UOV while inheriting UOV’s small signature size. While it is not as fast as UOV, MAYO is still 

very efficient.

Recent results on solving underdetermined systems of multivariate equations [29] might 

slightly impact MAYO’s security [30]. However, NIST maintains interest in MAYO for its com-

petitive performance and encourages further research to assess whether the additional 

structure makes MAYO vulnerable to cryptanalysis.

3.11. QR-UOV

QR-UOV [31] is a variant of UOV with smaller public keys by using quotient rings with tech-

niques from [32]. Unlike UOV matrices whose elements belong to a finite field Fq, QR-UOV 

public matrices contain elements in a degree n field extension represented by a quotient 

ring. As a result, each n×n block in the public key uses only n coefficients, where n2 would 

be needed in general. Thanks to this extra structure, QR-UOV public keys are 50 % smaller 

in comparison to UOV. While the performance of QR-UOV is slower than UOV, it is still 

competitive.

A previous attempt that relied on quotient rings was broken [33], and another candidate 

in the Additional Call for Digital Signatures that incorporated the same technique was also 

attacked [34, 35].

NIST maintains interest in QR-UOV for its competitive performance, but the structure of 

QR-UOV requires further study. NIST anticipates that the performance could be improved 

and encourages the designers to further optimize their implementation.

3.12. SNOVA

The SNOVA construction utilizes the well-studied design of UOV and adds extra structure 

to reduce the public key size. The SNOVA submission [36] is based on the SNOVA signature 
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scheme [37], which is a simplified version of the NOVA signature scheme [38] by the same 

authors.

SNOVA uses public matrices whose coefficients belong to a noncommutative ring, namely 

a ring of square matrices over a finite field. Thanks to this extra structure, SNOVA obtains 

significantly smaller public keys compared to UOV (comparable to or slightly smaller than 

those of MAYO) while still being relatively fast. SNOVA is a bit slower than MAYO but in the 

same range.

During the first round, SNOVA suffered an attack [39, 40] that affected some of the sub-

mitted parameter sets. In [41], SNOVA updated their parameters but then suffered a new 

attack [42]. Nonetheless, some of the submitted parameter sets of SNOVA survived both 

attacks, and it appears the remaining parameter sets can be patched to avoid the attacks 

with little effect on performance. Notably, the parameter sets that survived cryptanalysis 

were those with the smallest public keys for each security level.

The novelty of SNOVA and its history of attacks lead NIST to question its security even more 

so than the other structured-UOV schemes aimed at significantly reduced key size. Yet the 

fact that SNOVA still has unbroken parameter sets with the smallest public keys available 

for UOV-based schemes makes it an attractive candidate for continued study.

3.13. FAEST

FAEST [43] is a digital signature scheme constructed via a relatively new technique called 

VOLEitH [44]. This technique is related to the MPCitH approach [45] used by several other 

signature schemes in the NIST post-quantum standardization process. Both MPCitH and 

VOLEitH can be used to construct digital signature schemes whose unforgeability relies 

only on the security of some symmetric-key cipher E. In the case of FAEST, E  is AES128,

AES192, and AES256 for security levels 1, 3, and 5, respectively. A signing key of FAEST is 

then a key k of E, and a corresponding verification key is a pair (x,y) such that Ek(x) = y.

Just as with MPCitH, VOLEitH involves constructing an interactive ZKPoK based on certain 

computations with shares of the signing key and then compiling that ZKPoK into a non-

interactive scheme via the Fiat-Shamir paradigm [46]. However, the computations involv-

ing the shares of the signing key are significantly different in VOLEitH and MPCitH. In the 

case of VOLEitH, these computations are based on a certain two-party primitive called 

Vector Oblivious Linear Evaluation. This results in FAEST having significantly smaller signa-

tures compared to similar MPCitH schemes [43]. Moreover, the public keys of FAEST are 

very small (i.e., between 32 and 64 bytes), and the key generation, signing, and verification 

speeds are all competitive.

While the theoretical security of FAEST is based only on symmetric-key assumptions, its 

performance is significantly better than most other schemes with that property, including 

SLH-DSA [47]. However, the performance of FAEST is not competitive with lattice-based 
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schemes, such as ML-DSA and FN-DSA. FAEST is thus a promising scheme for applications 

that do not require the performance provided by lattice-based signatures.

The core technique of VOLEitH that underlies FAEST was introduced in 2023  [44]. The con-

struction is somewhat complex, and the security proof is very technical. New results are 

appearing frequently in this active area. As a result, FAEST might undergo modifications in 

the near future. More work is needed for the scheme to stabilize and for the general com-

munity of cryptographers and cryptanalysts to become deeply familiar with and confident 

in the technical aspects of FAEST.

3.14. SQIsign

SQIsign [48] is a unique signature scheme that is designed using isogeny graphs of elliptic 

curves. Like several other candidates, SQIsign uses the Fiat-Shamir paradigm to turn a 

zero-knowledge identification scheme into a signature scheme. Security is based on the 

knowledge of a secret elliptic curve isogeny.

There has been a lot of recent activity related to the security of isogeny-based cryptosys-

tems. Most notably, the KEM candidate SIKE [49] was shown to be vulnerable to efficient 

attacks that completely undermined its security claims [50–53]. Attempts to patch the 

vulnerabilities were ineffective [54]. As a result, more study is needed to establish greater 

confidence in isogeny-based schemes. SQIsign relies upon a different hardness assump-

tion than SIKE, and consequentially, the aforementioned attacks do not work on SQIsign. 

Specifically, SIKE included additional information about the secret isogeny (i.e., the image 

of certain points) that were needed for key establishment. SQIsign uses new techniques 

that do not require this extra information to be shared.

SQIsign has the smallest combined size of public keys and signature sizes of all of the first-

round candidates and even both ML-DSA and Falcon. In terms of computational efficiency 

of signing and verifying, SQIsign is noticeably slower than many of the other candidates, 

although verification is much faster than signing. New variants of SQIsign have been pro-

posed with improved performance and a stronger security assumption compared to the 

originally submitted version [55, 56].

SQIsign is a very new design, and as such, will need more evaluation and analysis. NIST 

hopes that more research will lead to further optimizations that improve the performance 

of SQIsign, although it seems unlikely that signing will ever be competitive to the signing 

times of ML-DSA. However, SQIsign differs greatly from every other signature candidate, 

improving the diversity of security assumptions and performance profiles for the standard-

ization process. Therefore, NIST advanced SQIsign to the second round.
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4. Conclusion

The announcement of the 14 second-round candidates marks the start of the second round 

of the Additional Digital Signatures for the NIST PQC Standardization Process. This report 

summarized the evaluation criteria used to select these candidate algorithms, the basic 

designs of the second-round candidates, and their advantages and disadvantages. NIST 

greatly appreciates the participation in the NIST PQC Standardization Process.

Submitters of the second-round candidates will be allowed to adjust and improve their sub-

missions to fix inconsistencies, problems, or shortcomings in the specifications or source 

code. Any changes must be submitted to NIST by January 17, 2025, in a complete submis-

sion package, as defined in [2]. More details will be provided on the pqc-forum [57] and 

the webpage https://csrc.nist.gov/projects/pqc-dig-sig.

Over the next several months, NIST invites the cryptographic community to evaluate the 

14 second-round signature candidates. Some of the second-round candidates have re-

ceived little or no published cryptanalysis by the cryptographic community-at-large. With 

the number of candidates substantially reduced from the first round, we hope that the 

combined efforts of the cryptographic community will evaluate the remaining candidates 

and provide NIST with feedback that supports or refutes the security claims of the sub-

mitters. NIST is also interested in additional performance data on each of the candidates, 

including optimized implementations written in assembly code or using instruction set ex-

tensions as well as analyses of the implementation suitability of candidate algorithms in 

constrained platforms and performance data for hardware implementations.

NIST plans to host another NIST PQC Standardization Conference in September 2025. Sub-

mitters of the second-round candidates will be invited to present their updated algorithms. 

In 2026, NIST plans to select finalists for a third round of evaluation. More detailed plans 

will be provided at a later date.
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Appendix A. List of Symbols, Abbreviations, and Acronyms

DNSSEC Domain Name System Security Extensions

DSS Digital Signature Standard

EUF-CMA Existential Unforgeability under Chosen-Message Attack

FIPS Federal Information Processing Standards

FN-DSA FFT-Over-NTRU-Lattice-Based Digital Signature Algorithm; based on Falcon.

IKE Internet Key Exchange

IPsec Internet Protocol Security

ITL Information Technology Laboratory

KEM Key-Encapsulation Mechanism

LEP Linear Equivalence Problem

ML-DSA Module-Lattice-Based Digital Signature Algorithm; based on CRYSTALS-Dilithium.

ML-KEM Module-Lattice-Based Digital Signature Algorithm; based on CRYSTALS-Kyber.

MPC Multi-Party Computation

MPCith Multi-Party Computation in the Head

NIST National Institute of Standards and Technology

NISTIR NIST Interagency or Internal Report

omSVP One More Shortest Vector Problem

OCSP Online Certificate Status Protocol

PQC Post-Quantum Cryptography

R-SDP Restricted Syndrome Decoding Problem

R-SDP(G) Restricted Syndrome Decoding Problem with subgroup G

SDP Syndrome Decoding Problem

SLH-DSA Stateless Hash-Based Digital Signature Algorithm; based on SPHINCS+.

smLIP Search Module Lattice Isomorphism Problem

SP Special Publication

SSH Secure Shell

TLS Transport Layer Security

UOV Unbalanced Oil and Vinegar
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VOLEitH Vector Oblivious Linear Evaluation in the Head

ZKPoK Zero-Knowledge Proof of Knowledge
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