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Abstract

A new testbed design for assessing the performance of wireless techniques in support of
industrial operations is proposed. For this, a collaborative robot work-cell manufacturing
scenario, which serves as the emulated cyber-physical system model in the testbed was
developed. Specifically, the information exchanged between networked work-cell compo-
nents, e.g., programmable logic controllers, robotic arms, and machining tools, was carried
out via messages of industrial communication protocols; network connections employed
were both Ethernet-based wired links and alternative wireless interfaces. A measurement
framework was introduced to collect various system events from both work-cell operations
and network traffic; a distributed clock synchronization scheme was developed to ensure
the temporal consistency of measurement records at distributed sources. To facilitate of-
fline performance analysis and data exploration, a new data pipeline was adopted that uses
the graph database for testbed data management. The testbed has been in use in evaluating
industrial wireless performance by the NIST team and industrial partners.
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1. Introduction

Wireless applications are among key enabling technologies in smart manufacturing inno-
vations that promise exible deployment capability and mobile support for data transmis-
sions on the factory oor [1]. Emerging wireless techniques, such as recent wireless lo-
cal area networks (WLAN), also known as Wi-Fi 6, and the fth-generation (5G) cellular
networks, are anticipating to land their killer applications in industrial communication sce-
narios for which they are planning technical deployment routes. As industrial plants are
complex cyber-physical systems (CPS), general wireless communication metrics cannot
fully meet the need of comprehensively evaluating wireless impact onto manufacturing ac-
tivities which are closely related to production ef ciency and operation safety. Among
the rst attempts, standard development organizations (SDO) have proposed multiple clas-
si cation methods of identifying different industrial communication use cases and their
speci ¢ performance requirements, e.g., latency and reliability metrics [2]. Measurement
sciences that assess wireless techniques in support of manufacturing practices are essential
to the success of industrial wireless communications [3].

The National Institute of Standards and Technology (NIST) has been sponsoring indus-
trial wireless performance studies in its long-term research program entitled “Trustworthy
Systems, Components, and Data for Smart Manufacturing” [4]. As a key supporting unit
in this program, the industrial wireless system (IWS) lab at NIST anticipates low-latency
and high-reliability wireless communications would play an important role in manufactur-
ing areas. Wireless links can support real-time process monitoring and automation control,
which involve various industrial devices, such as programmable logic controllers (PLCs),
eld sensors and actuators, and machine tools. In addition, it is anticipated that there will
be a mixed network topology with wired and wireless connections that carry standardized
and proprietary industrial communication messages. These new features raise challenging
issues in the design and implementation of industrial wireless communications. However,
limited system models and testing platforms are readily available for engineers to evaluate
emerging industrial wireless solutions in real environments.

This report presents our recent measurement activities at NIST in collaboration with
industrial partners. A testbed was designed by replicating various data ows in a managed
production environment for the purpose of evaluating the impact of industrial communi-
cation systems on the factory automation processes. A collaborative robot work-cell was
emulated as the CPS model whose service requirements are representative of a typical
industrial application. The testbed characterizes deterministic and reliable communica-
tion needs between work-cell components in a machine tending application. Measurement
methods were utilized to ensure the compliance and consistency of the observed data from
distributed monitoring points regarding production states and network traf c. A time syn-
chronization design was used to keep the collected data records aligned in time. Experi-
ments were performed with the Ethernet-based wired con guration and the wireless alter-
native using WLAN devices. A data work ow based on the graph database (GDB) tech-
nique was developed to streamline the processing and analysis of heterogeneous testbed



data in exploring CPS performance factors. Since the testbed design has been partly intro-
duced in our earlier publications [5—7], this report aims to serve as a comprehensive review
of the testbed architecture, component module details, related measurement activities, and
lessons learned from these implementations. The report's goal is to assist industrial engi-
neers, wireless designers, and CPS researchers when they are designing similar evaluation
platforms and dealing with typical industrial wireless system models. Note that cybersecu-
rity discussions of industrial wireless communications are not in the scope of this report.
Interested readers can refer to the peer project in the NIST program [8].

The remainder of this report is organized as follows. Section 2 brie y discusses the
related work of the testbed project. Section 3 provides an overview of the testbed architec-
ture. Hereafter, design topics are elaborated in the following sections. Production-related
modules including the Supervisor, computer numerical control (CNC), and robots are in-
troduced in Section 4; the network design is addressed in Section 5 where both wired and
wireless networking issues are discussed; the measurement framework is described in Sec-
tion 6. The testbed data are stored and managed in a non-relational (NoSQL) database
organized by a graph whose model and processing ow are de ned in Section 7. We will
explore the latency performance of the selected communication links in Section 8. The pre-
sented experimental con gurations and preliminary analysis results are used to showcase
the capability and potentials of this testbed. In the end, Section 9 will summarize the main
takeaways and discuss the future work of the testbed.

2. Related Work

Trending efforts on developing evaluation methods and tools for emerging industrial wire-
less communications can be classi ed into three major areas: theoretical analysis, simula-
tions, and testbed platforms. Based on eld measurements of industrial radio channels and
traf c traces, statistical models have been developed to characterize channel propagation
features, interference variations, and usage patterns. For example, NIST has performed
a series of channel measurement campaigns in different topographical sites to understand
the industrial channel characteristics [9]. Considering the complexity of modern manu-
facturing processes, both network performance and manufacturing productivity need to
be captured thoroughly, especially when transmissions are closely associated with process
precision and plant safety. Therefore, performance evaluation is still mainly conducted
through computer simulations and in testbed platforms with real hardware con gurations.
The computer simulation approach has been widely used in studying the performance
of networked systems, which can exibly adjust the studied network scale while tuning
con guration parameters in various regular/extreme test cases. Recently, the co-simulation
of physical processes and associated network activities has gained the attentions of CPS
researchers. For example, a co-simulator design, that combines the production pipeline
and wireless network operations into an integrated discrete-time framework, was proposed
in [10, 11]. However, the trustworthiness of simulation results to estimate the real system
performance largely relies on the model accuracy and the computational complexity which



often point to the opposite directions given the simulator's limits. Therefore, it is criti-
cal to design a testbed platform for both validating theoretical models and demonstrating
the performance of industrial wireless solutions in realistic operational and environmen-
tal con gurations, which is a convincing approach to encourage the adoption of emerging
techniques.

Table 1. Feature comparison with existing industrial wireless evaluation platforms (reprinted from

[71)

Application Use Case System Setup Data Collection Evaluation
Domain Physical Wireless RE Factor Physical | Network Data CPS
System Network Y Process | Metrics
Indoor (Lab), Device Pipeline, | Control
) ) HW (PLC, HW (WLAN ) Ethernet .
This Factory ) Robotic robots, 10 - IEEE 802.11b/g/n managed WLAN | logging, /WLAN scripts, delay,
work Automation| Work-cell 125 Hz updates) as presented) interference remote sniffer graph system
P yasp radios in 2.4 GHz access database | failure
SW (Wireless
Aminian | Process Dual-Tank SW (by Mesh with Simulator| Simulator _\ﬁsual . Control,
) level control | 2. *° SwW - ) inspection,
2013 [12] | Automation Simulink) IEEE 802.15.4), logging | logging ; 110
as presenteq . scripts
HIL (tentative)
Industrial .
Jecan Process - HW (WirelessHART Network .
2018 [13] | Automation Wireless No plus ISA100.11a) Indoor (Lab) No manager scripts No
Network
) Indoor (factory),
Ding Process \é\gr:;ifz E‘:r\wltS;Tl\ieHz HW (WirelessHART,| managed Zigbee No Packet scriots No
2015 [14] | Automation . ’ ISA100.11a) and WLAN in sniffer P
Actuation updates)
2.4 GHz
. . . WLAN
luQ | Process | [CRERE | il | HY (LA rooms separated catabase| 997 | s | Database
2018 [15] | Automation ) surg IEEE 802.11b/g/n) P analyzer, P requests
telemetry monitoring) by walls) (MysQL) Iperf
. Signal
. . Indoor (two Location
Fink Robotics Robot teamsg HW (mobile HW (IEEE 802.15.4)| of ce/lab reported strength scripts No
2013[16] AGVs) S reported
buildings) at5 Hz
at5 Hz
Signal
Device analyzer, Motion
Liang Factory HW (mobile } Indoor (industrial| logging, | spectrum . .
2019 [17]| Automation AGV, safety AGVs) HW (WIA-FA) sites) eld analyzer, scripts ceilrsr,;a:nce
measures| network
analyzer
Candell | Process C::)ir::;al :ké&%ﬁegic HW (IEEE Indoor (Lab) Simulator No scripts Process
2015 [18] | Automation| P P 802.15.4-TDMA) logging P control
control sensors)
Liu, Y. Process F(;er;((e:rg:;al SW (process SW (IEEE SW (PER-SNR | Simulator| Simulator scripts S;?]fs)sls
2016 [19]| Automation control simulator) 802.15.4-TDMA) curves) logging | logging safety
Notes: HW: hardware testbed; SW: software simulation; HIL: hardware-in-the-loop simulation.
“scripts” stands for the data processing that uses speci c code/program to treat experiment data in the performance evaluation.

Various industrial scenarios have been considered to address the featured operational
and environmental factors in the production site. Table 1 summarizes recent efforts on
building testbeds for industrial wireless communications. Details of the comparison can be
found in our earlier publication [7]. A work-cell, serving as the atomic production unit in
modern manufacturing factories, has been identi ed as a promising industrial communica-
tion scene to observe the impact of communications on factory operations. Besides, new
techniques can be introduced into measurements to improve the accuracy of data capture
and facilitate data processing and analysis. Among them, time synchronization protocols
and database technigues are examples that are playing a very important role. The former,



e.g., Network Time Protocol (NTP)) and Precision Time Protocol (PTP), equips measure-
ment devices with the tuned clocks synchronized to the same time server so that the cap-
tured local events can be realigned in a single timeline for the global view of various events
and their interactions with each other [20]. The latter, e.g., GDBs, enables advanced data
management schemes to organize heterogeneous measurement records and facilitate data
exploration to get insights of CPS operations [7]. Some of the design and measurement
work has been presented in our earlier publications [5—-7]. This report serves as a refer-
ence document to provide more details in constructing the testbed and enabling the data
work ow for further evaluation efforts.

3. Overview of the Testbed Architecture

Fig. 1. The NIST industrial wireless testbed architecture

The NIST industrial wireless testbed is a work-cell level evaluation platform which
generates typical communication sessions between production modules and enables close
examination of transmission performance in communication links using wired or wireless
technologies. As shown in Fig. 1, the architecture consists of subsystems including pro-
duction modules, network components, a measurement framework, and data tools for man-
agement and analysiBroduction moduleare components of the work-cell manufacturing
system that participate in job-oriented operations, such as order processing, task schedul-
ing and assignment, tooling procedures, and machine tendNegwork componentsre
networking devices and the communication infrastructure, if there is any, on the factory
oor. They are used to connect production modules to each other and enable their com-
munications for information exchange and process control within and beyond work-cell

4



fences. These two subsystems can form various industrial system use cases in the testbed
experiments with corresponding con gurations. Tiheasurement framewogkobes into
selected objects and connections to collect data, such as manufacturing progress, machine
status, link quality, and network health. Rounds of experiment data will be transferred to a
centralizeddata managemerstystem which manages records from heterogeneous sources
and of different formats. We can utilizéata analysigools to explore the stored data for
insights of the production process, the underlaying network, and their correlation. In the
designed architecture, individual subsystems are connected by prede ned interfaces and
integrated as a complete evaluation process. Design details of each one will be elaborated
in the following sections.

4. Production Modules

Fig. 2. Product modules in the testbed

In the NIST testbed, production modules are identi ed as the work-cell supervisor,
tooling machines, collaborative robots, job buffers, and human-machine interface (HMI)
according to their roles in the production process. Fig. 2 shows a snapshot of production
modules in the testbed.



In this section, we rst specify the generic production work ow to introduce all the
modules. Then, each module will be addressed with its own operation features and design
details, such as the components, state machine, and module interface.

4.1 Work-Cell Work ow

Fig. 3. lllustration of work-cell interactions in a tooling path

Based on available modules, we can develop many different production scenarios in a
typical work-cell. In the rst release of this report, the testbed is set to reproduce a simple,
but typical, work-cell operation with collaborative robots, i.e., the machine tending use
case. In the following discussions, we will focus on design issues of realizing this use
case in the testbed. Speci cally, work orders for the work-cell are submitted through the
HMI. The supervisor adds received orders into a queue and processes them in the order
assigned by the priority rule. Currently, it adopts the simple “rst come, rst served”
policy. An order contains a batch of parts to be processed and the work plan specifying
the tooling path, i.e., how each part moves through the work-cell until it is completed.
The manufacturing job on a part can be one or multiple procedures performed in CNC
machines, such as drilling, welding, painting, and heat treatment. Each machine is referred
to as a job stop in the tooling path. Loading zones, or job buffers, are also treated as
independent job stops where parts are temporarily stored waiting for the transfer to next
procedure. There are two robots in the work-cell having different jobs in the production:
one as the operator (OPT) and another as the inspector (INS). OPT moves parts between
job stops; INS checks the part quality after each machine task and reports the inspection
result to the supervisor. CNC machines and robots are the job-level actuators. They all rely
on the supervisor for instructions of the next move. The supervisor, on its own, handles
work orders, schedules operations of machines and robots, and monitors the whole work-
cell status. Fig. 3 illustrates interactions in a simple two-stop tooling path for a single part



production. The repeated operations provide ample opportunities to collect statistically
signi cant metrics of both the network and the operation of the work-cell.

4.2 Supervisor

Fig. 4. Function modules in the supervisor PLC. Subsystem functions/programs are in BLUE, and
global variables are in GREEN.

In the work-cell, the supervisor plays the role of a “brain”. It interacts with upper-level
manufacturing managers on behalf of the entire work-cell and manages the equipment,
input materials, and output products in its coverage. Along the part's tooling path, as
shown in Fig. 3, the supervisor keeps monitoring and manipulating all job stops and robots
that are involved in individual procedures following the work plan. To ful ll its role as
the central controller in the production, we identify the main functions of the supervisor:
production scheduling, interfaces to upper management units or human workers (known
as “northbound” interfaces), interfaces to eld components of the work-cell (known as
“southbound” interfaces), and inventory management.

The supervisor of the testbed is deployed in a Beckhoff PLC of the model CX2020.
Accordingly, these functions are implemented in the PLC as shown in Fig. 4. To deal
with different work-cell objects, a modular design is used to manage the PLC's memories,
computing power, and interfaces. Four major modules de ned in the supervisor PLC are
the scheduler (SCHDL), global variable lists (GVL), interfaces, and visualization. SCHDL
makes actuation decisions based on real-time equipment status and production progress.



When a decision is made, the PLC will generate command messages and send them out
through the interfaces to corresponding external actuators. Arnmtegaces the north-

bound connects to upper-level factory entities, such as manufacturing execution systems
(MES) and enterprise resource planning (ERP) systems, dealing with incoming orders and
status reporting; the southbound, on the contrary, is linked with eld devices including ma-
chines, robots, and job buffers. The system-wide data sharing between function modules
takes place in GVL, e.g., caching machine status and control decisions exchanged between
interfaces and scheduler. System variables associated with a speci ¢ function or work-cell
component are managed in its GVL instance and are named accordinglgv€yCcon-

tains four array objects each of which stores the relevant information of a CNC machine
in the work-cell. In addition, the PLC also hosts a human-machine interface (HMI) in the
visualizationmodule for interactions with human staff.

From the perspective of information processing, functions and data memories in the su-
pervisor can be divided into two planes: order-based and job-based. Order-based functions
deal with incoming orders, update of the order status based on real-time production results,
and maintaining the inventory. On the other hand, job-based functions mainly work on
the associated work-cell components and coordinate their production activities following
the schedule. Such a modular design allows the supervisor to easily adapt to the evolving
work-cell tasks and utilize state-of-the-art techniques to leverage individual functions.

42.1 Scheduler

The supervisor is deployed in a Beckhoff's CX2020 PLC, which runs the TwinCAT 3 real-
time engine in a Windows embedded standard (WES) 7 operating system. TwinCAT 3
guarantees determinism of PLC tasks with xed cycling steps. The cycle time is setto 1 ms
in the testbed. The scheduler function is called at the beginning of each cycle so that the
scheduler checks system status and makes operation decisions at 1 kHz.

The supervisor implements a simple job scheduler which follows a few rules to work.

* Rule 1: Single active order
At any time, the schedule can treat one and only one order in the work-cell. Once an
order is being processed, the other orders should be held until it is completed. When
the scheduler is free for picking the next order, the selection criteria include, but not
limited to, the order's priority (i.e., the primary factor) and its arrival time in the
gueue (i.e., the secondary factor). Since multiple parts in an order can be processed
at different CNC machines simultaneously, the scheduler has to manage production
components and coordinate their actions in the parallel tasks given the work-cell's
capacity. For example, if the order indicates a tooling path involving two machines,
the scheduler can assign a new part to the machine of Step One after the nished part
leaves for Step Two. Both machines can run at the same time working on parts in
different procedures for the same order.

* Rule 2: Single active robot
Robots are moving objects in the work-cell. For safety reasons, only one robot is
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allowed to move in the work-cell at any time. In other words, the scheduler will
lock one robot in its home position before enabling another robot to work. As shown
in Fig. 3, the production progress is always related with robot moves, either a part
transition between job stops (by OPT) or an inspection (by INS). Speci ed in this
rule, each time the scheduler can only make one robot, either OPT or INS, work. We
use the term o$cheduling windowo refer to the moment when the scheduler is free
to choose the next move for the robots.

* Rule 3: In-process parts rst

In-process parts are those who have started their tooling procedures in work-cell
machines. In a scheduling window, in-process parts may have nished the work in

current job stops and are waiting for the robot to either perform inspection or transfer

to the next stop. Following Rule 2, they should be served rst before any new parts.

Of note, among all pending requests, intra-stop moves, i.e., inspection, are always
prioritized. With multiple part move requests of the same type, the scheduler uses
the round robin method to select the rst one to serve in the queue.

As shown in Fig. 4, the scheduler's main functi®;HDL main is called to verify the
scheduling window and look for the next move at the beginning of each cycle. Individual
member functions will then create instructions to the selected machine and/or robot based
on the scheduler's decision and cache them in the corresponding variable lists. In the
same cycle, interface functions will check the saved variables and transmit the newly added
scheduling information to external devices.

4.2.2 HMI

Fig. 5. Work-cell HMI and the control functions



The work-cell HMI server is deployed in the supervisor PLC as shown in Fig. 5. HMI
serves as the main northbound interface for external communications. HMI displays the
work-cell status collected by the supervisor in multiple windows. Fig. 5 shows the main
window during the operation. Transitions to the other HMI windows provide additional
con guration options other than the default, e.g., measurement setup. Human workers can
remotely monitor and interact with the automated production process in speci ¢ windows,
such as placing orders and stopping/resetting the production.

HMI has its own PLC task thread in Beckhoff CX2020 whose priority is lower com-
pared to the job scheduler. The main visualization control funciasiyRulesis called
every 200 ms to refresh the view. It reads the GVL variables, sugw@shfor the sched-
uler, and converts values to strings or Boolean values for respective display objects. It uses
an independent functiolisualControlOrder, to handle any update in the online order
editor of the main window¥VisualControlOrder interacts withgvOrderin GVL to add,
remove, and update orders in the work-cell.

HMI can be accessed directly through the supervisor PLC. The PLC runs a customized
Windows operating system and has fully functioned computer interfaces, such as a video
output and USB ports, HMI can be displayed in a screen connected to the PLC and operated
by input devices such as a mouse. Thanks to the Windows remote desktop connection, we
can also access the work-cell HMI through a remote host that resides in the testbed's LAN.

4.2.3 Job Buffers

Job buffers are the temporary storage for parts before or after the production which is
comprised of two loading zones in the work-cell, i.e., the input (Queue IN) and output
(Queue OUT) buffers. They also serve as the start and end job stops in a tooling path for
a single part, respectively. The tooling path can be in turn presented as a sequence of job
stops, e.g< QueueIN> < CNCL> <CNC3> < Queue OUT>. Inthe testbed,

both input and output job buffers are implemented as subsystems in the supervisor and
managed by the functioQueuemain The supervisor detects part arrivals/departures in
the buffers with proximity sensors which are connected to the PLC's digital input module,
one for each.

4.2.4 Production Tasks

Work-cell operations in the testbed are designed around three types of production tasks:
orders, parts, and jobs. Orders are the basic unit of input assignments from upper-level
management systems to a work-cell. An order contains quantities of the requested parts and
their manufacturing specs. Parts move between different machines following the planned
tooling path. A job is always associated with an actuator, i.e., a series of actions are taken
by the actuator in treating the part. For example, a CNC machine serves to drill holes in
the part, or a robot moves the part between the consecutive job stops. Elements used to
describe a job include the commanding body (which assigns it), the execution body (which
performs it), the treated part/object, action(s), and the time.
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Fig. 6. State machines of orders and queues

In the work-cell, the supervisor is responsible for treating the order-related information.
It receives orders of parts, assembles production instructions for them, and coordinates
work-cell components in the production. At the supervisor, the order module and the queue
module (which manages job buffers) have their own state machines, as shown in Fig. 6. The
scheduler interprets an incoming order and identi es the part's tooling path in terms of a
planned sequence of jobs at the selected work-cell actuators. Speci cally, only the “IN
PROCESS” order is loaded by the scheduler, i.e., one active order is in production. Each
time when a new part is scheduled for the current order, the scheduler assigns a new job
to the input buffer. The part production starts at the input buffer and moves on to the rst
tooling machine once it is available. The scheduler keeps tracking the part status until it
nishes the last tooling task and arrives at the output buffer. Then, based on the inspection
results, either a good product or a labeled failure is added into the order's record. Once the
good part number is ful lled, the order will move to the “COMPLETE” state. The queue
module will start to process the next pending order by labeling its state to “IN PROCESS”.

Interactions between the order module and the queue module, which are indicated as
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Fig. 7. The online order editor module in HMI

red dashed arrows in Fig. 6, are mainly through the exchange of variables in the GVL
gvQueueshown in Fig. 7. All the updates in the order module are nally visualized in the
HMI online order editor.

4.3 Tooling Machines

We consider four CNC machines as machining tools in the work-cell. Production processes
for individual jobs in these machines are programmed and managed by their own con-
trollers. The embedded CNC controllers communicate with the other work-cell members,
mainly with the supervisor, for production coordination. Therefore, each CNC machine
is emulated by a separate PLC in the testbed which focuses on characterizing its tooling
behaviors and communication traf ¢ patterns. Each CNC machine consists of a Beckhoff
CX9020 PLC, a part holder, and a proximity sensor. The PLC mimics states of the em-
ulated CNC machine in its tooling cycle and exchanges the instantaneous status and job
information with the supervisor. The part holder represents the machine's working zone
where the part is treated. The proximity sensor is placed in the holder to monitor the part
arrival/departure and is connected to the PLC's digital input module.

The testbed is aimed to evaluate the correlation between data transmissions and work-
cell operations which impact the whole system performance. Therefore, the CNC emulator
is focused mainly on mimicking the machine's behavior with time dependent and statistical
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