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Abstract 

As artificial intelligence (AI) is integrated into commercial and government applications, there is 

growing demand to monitor these systems after deployment; however, best practices, 

validated methodologies, and common terminology is nascent. Post-deployment measurement 

and monitoring is necessary (1) to validate that an AI system is operating reliably and as 

expected in real-world scenarios, (2) to track unforeseen outputs and drift, and (3) to identify 

unexpected consequences of integrating AI systems in new or changing contexts. In 2025, the 

Center for AI Standards and Innovation held three workshops and conducted a literature review 

to identify current practices and challenges in post-deployment monitoring of AI systems. This 

report organizes that information into monitoring categories and challenges (gaps, barriers, and 

open questions) for further investigation and innovation, including repeated calls for further 

guidance on post-deployment AI system monitoring methods such as field studies and incident 

monitoring. The contributions of this report can be utilized to guide future research – advancing 

the field, bridging gaps and barriers, and supporting confident AI adoption. 
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Executive Summary 

As artificial intelligence (AI) is increasingly integrated into commercial and government 
applications, developers and deployers have begun to monitor these systems after deployment. 
AI evaluations conducted prior to release – called “pre-deployment” evaluations – are now 
common, and valuable to assess the capabilities and risks of an AI system; however, these 
evaluations are predominantly done in controlled testing environments that cannot account for 
real-world dynamics. Furthermore, AI outputs are typically non-deterministic, meaning the AI 
may exhibit a range of behaviors under the same input conditions. Post-deployment 
measurement and monitoring is therefore a crucial tool (1) to validate that an AI system is 
operating reliably and as expected in real-world scenarios, (2) to track unforeseen outputs that 
occur due to, e.g., model non-determinism or dynamic input conditions, and (3) to identify 
unexpected consequences of integrating AI systems in new or changing contexts. These findings 
can then feed back into improvements of system design and pre-deployment testing, 
accelerating innovation and spurring further adoption. Stakeholders across the AI ecosystem 
agree on the need for post-deployment monitoring; however, best practices, validated 
methodologies, and common terminology is nascent. 

To address this, in 2025 the Center for AI Standards and Innovation (CAISI) within NIST held two 
workshops on post-deployment AI system monitoring with external stakeholders and federal 
agencies, followed by a larger workshop with the NIST AI Consortium. These convenings 
included a wide range of AI stakeholders, including compute providers, model developers, 
downstream deployers, application developers, and third-party evaluators. In parallel, a 
literature review was conducted to gather (1) published case studies of AI system monitoring in 
real-world applications and (2) methodologies or frameworks for AI measurement post-
deployment. Literature excerpts and participant contributions were organized into six 
monitoring categories and a host of monitoring challenges (gaps, barriers, and open 
questions).  

Section 1 of this report introduces this work, including a definition of post-deployment AI 
system monitoring and an overview of the research methodology and contributions. Further 
methodological details are provided in Appendix B. 

Section 2 introduces the six monitoring categories to support a more organized discussion and 
field of work on post-deployment monitoring (Table 1): 

• Functionality Monitoring: Does the system continue to work as intended? 
• Operational Monitoring: Does the system maintain consistent service across its 

infrastructure?  
• Human Factors Monitoring: Is the system transparent to humans and high quality?  
• Security Monitoring: Is the system secure against attacks and misuse? 
• Compliance Monitoring: Does the system adhere to relevant regulations and directives? 
• Large-Scale Impacts Monitoring: Does the system promote human flourishing? 
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Section 3 details the challenges to robust post-deployment AI system monitoring, organized 
into the following groups: 

• Cross-Cutting Challenges (Table 2): Notable challenges that are shared across 
monitoring categories, e.g., a lack of information sharing related to data, model 
components, and incidents, and difficulties with rapidly scaling up systems and hiring an 
AI-ready workforce. 

• Category-Specific Challenges (Table 3): Notable challenges that apply to particular 
monitoring categories, e.g., detecting drift, logging across distributed infrastructure, 
capturing human-AI feedback loops, identifying deceptive behavior, navigating a 
complex policy landscape, and defining metrics for beneficial impacts to humans. 

• Open Questions (Table 4): Unsettled questions in AI system monitoring related to, for 
example, mitigating user-side burden, determining the optimal cadence for monitoring, 
and balancing automated vs. human-validated monitoring. 

The identification and documentation of challenges to the monitoring of deployed AI systems 
and the reporting of views expressed by experts in the field are the primary contributions of 
this report. These gaps, barriers, and open questions highlight opportunities for further 
investigation and innovation. Notably, this report raises practitioners’ repeated calls for further 
guidance on post-deployment AI system monitoring methods, from field studies to incident 
monitoring. The findings of this report are not exclusive, but have a particular relevance, to 
frontier generative AI systems.  
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1. Introduction 

Artificial intelligence (AI) is being developed, deployed, and adopted at an increasing rate [1, 2]. 
The technology has been integrated into major products and services, serving billions of people 
and adopted by many companies and organizations across sectors. AI evaluations are now 
common prior to release to assess the capabilities and risks of the system [3, 4]. These pre-
deployment evaluations, while valuable, are predominantly conducted in controlled testing 
environments which are inherently limited. For example, AI outputs are typically non-
deterministic, meaning the AI may exhibit subtly or even vastly different behavior under the 
same input conditions. Additionally, this does not take into account the dynamic and myriad 
variations of interactions that would occur in real use. It is therefore necessary to complement 
pre-deployment evaluations with repeated testing, evaluation, validation, and verification after 
a system is deployed [5, 6, 7, 8].   

Measurements of AI systems after they are deployed – from field studies to incident monitoring 
– are necessary to track if risks materialize, and to obtain signals from real-world use to feed 
back into the process of building mitigations, developing new systems, and evaluating before 
deployment [9, 10]. It has been shown that AI models in real-world contexts do not always 
perform as expected based on testing done in silico or in smaller testing environments [11], 
even with the most rigorous and extensive pre-deployment testing [12]. Post-
deployment issues include reports of, for example, hallucination [13], sycophantic behavior 
[14], security exploits [15], and false claims [16]. In some instances, models have been found to 
detect when they are being evaluated, therefore raising the suspicion that these models 
operate differently under test conditions than in deployed settings [17]. In addition, the 
variability introduced by AI models, coupled with the many system components (e.g., cloud 
servers, GPUs, tools, classifiers) and user interactions, forms a large attack surface [18]. The 
complexity of the environment in which AI systems are deployed further implies an expansive 
monitoring surface, motivating the need for robust and reliable post-deployment monitoring 
and an ecosystem of best practices, methods, and tools for doing so.1 

The practice of monitoring software systems after they are deployed precedes modern AI 
systems. The idea of embedding monitoring into the development lifecycle through automated 
testing, known as “shifting left” (i.e., moving quality assurance tasks earlier in the pipeline) [20] 
is common practice in fields such as development operations (a.k.a. “DevOps”). Indeed, by 
2008, the software development field was coalescing around DevOps for quality assurance 
across the software delivery lifecycle [21]. This was later followed by MLOps for automated 
monitoring of traditional machine learning systems [22]. Still, it's important to note that these 
tools cover only a small collection of the measures required to monitor more advanced AI 
systems.2  

 
1 Compounding these considerations, AI models are often embedded in larger systems and workflows. This 
setup thereby increases the monitoring surface and presents cases that benchmarks, the most widespread AI 
evaluation tool, do not currently measure [19]. 
2 Firms have proposed concepts like LLMOps [23] and AgentOps [24] for automated validation and testing of 
generative AI systems. 
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To meet demand for monitoring of deployed generative AI systems, the marketplace of AI 
monitoring tools is quickly expanding, ranging from proprietary [25, 26, 27] to open-source 
offerings [28, 29]. Best practices are continuing to evolve as new tools, methods, and contexts 
for monitoring emerge. This report aims to advance the field by offering an overview of post-
deployment AI system monitoring, identifying common categories of monitoring, and 
highlighting gaps, implementation barriers, and open questions across the AI monitoring 
ecosystem.  

1.1 Definition: Post-Deployment AI System Monitoring 

“Post-deployment AI system monitoring” can refer to a large breadth of topics and activities. 
For the purposes of this report, the scope is monitoring of an AI system itself, as opposed to 
measures that focus on monitoring the AI ecosystem, such as measuring adoption. With this in 
mind, we define the below terms as follows:  

● Post-deployment constitutes the period after an AI system is put into at least partial 
working operation in production or application. 

● Monitoring refers to any type of measurement, potentially “continuous,”3 such as 
tracking, evaluation, data collection, or information gathering.  

● For tractability, this report is limited to practices which aim to measure an AI system 
and immediate interacting components, as opposed to practices or measurements that 
focus on, for example, societal indicators, broader economic trends, or diffusion of AI 
models. Furthermore, this report has particular relevance to frontier, generative AI 
systems.4  

For purposes of clarity and concision, the term ‘AI system monitoring’ will be used in this report 
to denote monitoring activities conducted in the post-deployment phase, unless otherwise 
specified. 

1.2 Methodology 

CAISI conducted a preliminary literature review with an initial set of 23 papers covered by two 
inclusion criteria: (1) the paper contains example(s) of real-world monitoring case studies or use 
cases, or (2) the paper advances the science of measuring AI systems post-deployment (e.g., 
contains notable benchmarks, KPIs, frameworks, taxonomies, methods). These papers were 
used to construct a draft taxonomy of monitoring categories. Subsequently, CAISI held three 
workshops on post-deployment AI system monitoring from April to May 2025 to investigate 
motivations and targets for monitoring, as well as notable gaps, barriers, and open questions in 
post-deployment AI system monitoring. Through recursive backchaining of paper citations and 
resources collected from workshop attendees, the literature review grew to include a larger set 
(87 papers in total, see Appendix A).  

 
3 Continuous monitoring requirements for federal agencies are referenced in OMB M-25-21, Accelerating Federal 
Use of AI through Innovation, Governance, and Public Trust [30]. 
4 This report is focused on generative AI systems, however the concepts are relevant to other types of AI and 
machine learning. 
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Finally, workshop participant quotations were thematically coded by two reviewers into 
monitoring categories (see Section 2 for categories and Appendix C for the full codebook) and 
monitoring challenges (detailed in Section 3). In parallel, excerpts from the included literature 
were coded into these same classifications. Our coding approach utilized an inductive 
methodology to uncover patterns and themes from data [31, 32, 33, 34]. A more detailed 
description of the methodology can be found in Appendix B. 

Related work spans areas including third-party evaluation (e.g., Stein et al. [35]), analysis of 
user data (e.g., Chatterji et al. [36]), adverse event reporting (e.g., Agarwal and Nene [37]), 
security (e.g., Musser et al. [38]), compliance (e.g., Marino et al. [39]), risk assessment and risk 
management (e.g., López-Dávila [40]), and other fields. While research in these areas can be 
disjointed, several works such as Stein and Dunlop [41], Pratt and Tanjaya [42], and others (e.g., 
Ezell and Lobel [43], e.g., Whittlestone and Clark [44]), undertake the task of analyzing the post-
deployment monitoring ecosystem and consolidating relevant insights in a manner related to 
this report. 

1.3 Contributions 

This report proposes six monitoring categories and an organized list of challenges to robust 
monitoring of deployed AI systems. While the monitoring categories were developed with the 
goal of supporting a more organized discussion and field of work on post-deployment 
monitoring (Section 2), the primary contributions of this report are the identification and 
documentation of monitoring challenges, and reporting of views expressed by experts in the 
field (Section 3). The identified gaps, barriers, and open questions highlight opportunities for 
further investigation and innovation.  
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2. Monitoring Categories 

The monitoring categories presented in Table 1 below5 were derived from three NIST 
workshops and literature review. Each definition is specific to post-deployment or production 
settings. See Appendix C for a full codebook associated with the monitoring category 
definitions. 

Monitoring Category Definition 

Functionality Monitoring 
Does the system continue to work as 
intended? 

Measuring system functions, capabilities, and features, for 
example to ensure the system continues to work as intended 

Operational Monitoring 
Does the system maintain consistent 
service across its infrastructure? 

Measuring system infrastructure components, for example to 
ensure the system maintains consistent levels of service 

Human Factors Monitoring 
Is the system transparent to humans 
and high quality? 

Measuring human-system interactions, for example to ensure 
the system produces high-quality outputs and is transparent 

Security Monitoring 
Is the system secure against attacks 
and misuse? 

Measuring where the system is potentially vulnerable to 
adversarial attacks and misuse 

Compliance Monitoring 
Does the system adhere to relevant 
regulations and directives? 

Measuring system components for adherence to relevant 
laws, regulations, standards, controls, and guidelines 

Large-Scale Impacts Monitoring 
Does the system promote human 
flourishing? 

Measuring system properties that have wide downstream 
impacts, for example to ensure the system promotes human 
flourishing6  

Table 1: Monitoring categories and definitions 

 

 

 

 

 

 

 
5 Note that monitoring categories in Table 1 were designed to be largely mutually exclusive, but there is naturally 
ambiguity and overlap among the categories. 

6 In July 2025, the White House released “Winning the Race: America's AI Action Plan” which promotes “human 
flourishing, economic competitiveness, and national security for the American people” [45]. 
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Figure 1 below shows the distribution of workshop quotations and literature (with at least one 
excerpt) coded by monitoring category. The distribution shows: 

1. A smaller proportion of the workshop quotations and literature excerpts covered 
operational and compliance monitoring. 

2. Compared to literature excerpts, workshop attendees had a larger proportion of 
quotations related to human factors monitoring. 

3. Inversely, a larger share of literature excerpts in this review were related to security 
monitoring compared to workshop quotations. 

 
Figure 1: Distribution of monitoring topics extracted from literature and workshops. For each monitoring 

category, the left chart shows the number of workshop participant excerpts coded by category. The right chart 
shows the number of papers with at least one excerpt coded into the category. 

See Appendix A, Figure A.1, for a similar thematically-coded count in the literature review.  
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3. Monitoring Challenges 

Workshop attendees (hereafter “attendees”) were asked to describe (a) current gaps they saw 
in post-deployment system monitoring across the ecosystem, (b) barriers to effective 
monitoring, and (c) open questions that exist for monitoring AI systems. Excerpts from 
literature were also categorized into gaps, barriers, and open questions, where:  

• Gaps are defined as notable areas that are either under-explored or lack sufficient 
attention. 

• Barriers are defined as known challenges or obstacles to achieving high-quality, rigorous 
post-deployment monitoring. 

• Open questions are unsettled or unanswered questions on aspects of conducting 
monitoring.  

n.b., The distinction between a gap, barrier, and open question can be ambiguous, and these 
categories do overlap. There is value in separating these types, as they indicate different 
features in the landscape, and different types of opportunities for further research. Thus, 
excerpts were sorted respectively to the extent possible.  

In organizing the challenges detailed in this report it was surfaced that certain challenges in AI 
system monitoring are shared, regardless of what one is monitoring for (see Table 2). The need 
for improved incident reporting guidelines, for example, is often discussed in security contexts, 
but was raised as applying to other categories of monitoring such as large-scale impacts. A 
similar story holds for incentive barriers and resource constraints, which exist across monitoring 
categories.   

Further, this report shows a disparity in the number and range of challenges for specific 
categories of monitoring. For example, the wider range of human-factors monitoring challenges 
identified in comparison to other categories (see Table 3), when coupled with the larger 
proportion of workshop quotes in comparison to the literature (shown in Figure 1), could signal 
that human-factors monitoring is relatively underexplored (Section 3.2.3). For functionality 
monitoring, challenges expressed appear less concerned with identifying what targets to 
monitor, which could vary by use case, and reflect a stronger interest in determining how to 
monitor those targets using the best methods and tools (Section 3.2.1). Conversely, challenges 
linked to compliance monitoring appear primarily focused with what to monitor for, and less 
with how to monitor said targets (Section 3.2.5). 

As previously mentioned, AI system monitoring is a growing and evolving area of work, and 
therefore it is reasonable to expect there to be many gaps yet to be filled, barriers yet to be 
addressed, and open questions not yet resolved. The goal of this work is to document and 
organize these challenges, so they can be efficiently addressed by the field.  

Note: In this document, attendee quotations are near-verbatim, i.e. taken from notes, and are 
designated by being in quotes and italics. Quotations not from workshop attendees are not in 
italics and have a designated source. All quotations from workshop attendees are and will 
remain anonymous. 
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3.1 Cross-Cutting Monitoring Challenges 

This section lists monitoring gaps and barriers that apply across all monitoring categories, as 
reflected by statements from the workshop attendees and the literature. Five broad categories 
of challenges were identified, summarized in Table 2 below: (1) trusted methods and tools, (2) 
visibility and transparency, (3) pace of change, (4) incentives and organizational culture, and (5) 
resource requirements.  

Table 2: Cross-cutting monitoring challenges (gaps and barriers)  
identified by workshop participants and in the literature review 

  

Challenge Categories Gaps and Barriers 

Trusted Methods and Tools Gap: Lack of trusted guidelines or standards for methods 
and tools 

Barriers: 

• Monitoring is use-case-specific  

• Uncertainty and variability in results from models 

• Monitoring may infringe security and privacy 

Visibility and Transparency  Gap:  

• Lack of direct visibility into model properties 

• Immature information sharing ecosystem 

Pace of Change Barriers: 

• Rapidly shifting landscape across the AI stack 

• Scaling human-driven monitoring alongside rapid 
rollouts  

Incentives and Organizational Culture Barriers: 

• Balancing competitive pressures with necessary 
oversight 

• Lower prioritization for ecosystem-wide 
transparency 

• Administrative burden 

Resource Requirements Barriers: 

• Financial costs and compute/human resources 

• Hiring and training qualified AI experts 
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3.1.1 Trusted Methods and Tools 

In the workshops and literature, practitioners discussed challenges related to trusted methods 
and tools. These included a lack of trusted guidelines or standards for monitoring methods and 
tools, and the challenges of monitoring being use-case-specific, that it may infringe security 
and privacy, and of there being uncertainty and variability in the monitoring results.  

Gap: Lack of trusted guidelines or standards for the use of methods and tools for monitoring 

Attendees generally described an unfulfilled need for post-deployment monitoring standards 
and guidelines, e.g., stating there is “a lack of standards to monitor post-deployment 
monitoring against.” The absence of standards and need for practical instructions are also 
recurring themes in the literature (e.g., see [46, 47, 48, 49, 50]). One attendee highlighted the 
dearth of universal security monitoring standards, stating the need for “cross-provider 
standardization: an abstraction layer is required for universal security and monitoring.” Other 
examples included the “lack of standards for modular development” and “lack of web standards 
or sustained Community of Practice for discovering AI-enabled sites or the models they use. e.g., 
OAuth Discovery endpoints” (notably, South et al. [51] propose a framework extending OAuth 
2.07 for agent-specific credentials). Kemell et al. [52] note that “current operation practices 
provide limited guidance” despite the “strong desire for continuously monitoring and validating 
AI systems post deployment for ethical requirements.” López-Dávila [41] points out 
discrepancies in existing standards, in which “assessed [ISO] standards do not align with the 
[EU] AI Act on what they [mean] by AI systems.”  

In terms of identifying trusted monitoring tools, attendees mentioned the lack of pre-vetted 
third-party tools or knowledge of how to find them (“Are there aftermarket third-
party/commercial tools available for monitoring? Has anyone assessed them?”). Whittlestone 
and Clark [44] echo the “need to improve tools and establish more continuous measurement.” 
In terms of identifying trusted monitoring methods, Kemell et al. [52] note the broad range of 
monitoring-related literature, and the possibility that methods for monitoring could be 
contained in “relevant research that is simply framed differently.” In other words, standardized 
monitoring methods for AI systems are a gap, but it is possible that relevant research on 
monitoring methods in non-AI contexts may be getting overlooked. 

Attendees stated there is a lack of clarity around what measurement targets to monitor: “It’s 
often unclear what exactly to monitor and how.” The literature supports this concern, e.g., 
Srikumar et al. [46] note it can be “unclear what to measure,” and describe the “lack of overall 
post-deployment information and [standardized] processes to collect” measurement targets. 
Morales et al. [53] highlight that the “appropriate metrics to capture is not standardized in the 
AI community” and warn this “absence can result in misleading performance measures.”  

Attendees further noted the lack of guidance for incident or flaw8 reporting and response 
(“Unclear… what the plan is for when an anomaly is detected (what to do with that 

 
7 OAuth 2.0 is the industry-standard protocol for authorization: https://oauth.net/2/ 
8 Defined by South et al. [51] as “broadly referring to conditions in a system that lead to undesirable effects or 
policy violations.” 
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information)”). Cattell et al. [54] underscore this issue of missing standardized procedures for AI 
flaw reporting, identifying poor “model card standardization” as an underlying issue. 
Additionally, while AI incident databases are available,9 “each [incident reporting] database 
uses its own criteria” according to Agarwal and Nene [38]. 

Barrier: Monitoring is use-case-specific 

A notable barrier to monitoring is that it can be largely use-case-specific. Rosenthal et al. [58] 
and Srikumar et al. [46] emphasize this concern, stating: “Oversight is necessary to govern 
appropriate use of dynamic AI systems, and these decisions will be highly context-dependent” 
and “the effectiveness of [monitoring] measures varies across sectors.” Zhou et al. [47] notes, 
as a caveat, that one cannot “expect the AI system to work well for every input…depending on 
the context, there might be value if [the system] just works for some inputs.” Tamkin et al. [59] 
state that “patterns and insights derived [from the Clio monitoring tool] may not generalize to 
other AI systems, whose underlying capabilities, applications, and user bases may differ 
considerably.” Some workshop attendees took this issue a step further, underscoring the ways 
in which diverse use cases, which may rely on use-case-specific metrics, hinder the 
development of standardized monitoring tools (“Non-standardized logic for generating metrics 
across use cases prevents us from building easy platform capabilities for monitoring”). 

Barrier: Monitoring may infringe security and privacy 

Attendees inquired about how to conduct monitoring securely—for example: “How to conduct 
monitoring in an air-gapped, secure environment?”— as well as about security and privacy risks 
that could stem from the process of monitoring itself: “Can we have system reliability by 
reviewing system logs, and how do we do that in a privacy preserving manner?” Bluemke et al. 
[60] directly motivate this scenario: “As the use of AI in sensitive applications expands, models 
will increasingly interact with private information (e.g., language models used in therapy 
apps).” One attendee highlighted the difficulty of “maintaining a balance between not invading 
[user] privacy and at the same time enabling transparency of the system.” Srikumar and Schuett 
echo this challenge [46, 61]. In the context of AI agents, Chan et al. [72] describe how “[user] 
privacy could still be compromised” even when “an identifier by itself would not reveal 
anything about its user,” e.g., “timestamps and details of an instance’s activities—as might be 
contained in incident reports—could help a third-party to identify users.” Tamkin et al. [59] 
describe this as a “privacy vs. granularity trade-off.”10 

Barrier: Uncertainty and variability in results from models 

Attendees noted that quantifying uncertainty is still a gap area (“Measuring and… recording 
[monitoring] uncertainty is extremely important and underappreciated, in fact, ignored.”). 
CAISI’s prior work has noted the non-deterministic nature of AI agents: “if a user instructs an AI 

 
9 Examples of incident reporting databases include (a) Organization for Economic Co-operation and Development 
(OECD) AI Incidents and Hazards Monitor (AIM) [55], (b) Partnership on AI (PAI) AI Incident Database (AIID) [56], 
and (c) Massachusetts Institute of Technology (MIT) AI Incident Tracker [57]. 
10 Some monitoring solutions attempt to manage this barrier by providing aggregated or normalized insights into 
user interactions with an AI system for public consumption (Tamkin et al. [59], Chatterji et al. [37]), whereas others 
(Sharma et al. [62]) assume the solution will be deployed entirely within the organization of a developer or a 
deployer and that other privacy safeguards will be in place.   
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agent to perform the exact same task twice, it's possible that the agent will produce different 
results each time” [63]. In the context of the HELM (Holistic Evaluation of Language Models) 
benchmark, Liang et al. [64] suggest that “expression of model uncertainty is especially critical 
for systems to be viable for deployment in high-stakes settings.” 

3.1.2 Visibility and Transparency Issues 

The workshops and literature revealed ongoing issues with visibility and transparency of AI 
systems within the monitoring ecosystem. These included an immature ecosystem for 
information sharing and a lack of direct visibility into model properties, such as data use, 
model components, etc. 

Gap: Immature information sharing ecosystem 

Workshop attendees identified information sharing challenges, e.g., “What does the 
information sharing of what's measured look like up and down the value chain? Under what 
circumstances are things reported up vs down [and] how do we go about that?”11  

Attendees called out the general need to “get more [information] into the public’s hands.” This 
pertains to both information about AI systems broadly as well as the systems and processes 
that are used to monitor them. Bommasani et al. [66] highlight “lack of information sharing” as 
a persisting issue in the 2024 Foundational Model Transparency Index12: “developers…do not 
know how their foundation model is being used unless a deployer monitors use or receives and 
shares information about use from its customer.” Manheim et al. [49] suggest that ongoing 
monitoring should be a “public process that tries to anticipate future misuse rather than 
reacting as new implicit capabilities are discovered.”  

Some attendees focused on monitoring for incidents13, with one asking “How do we share 
incidents across the industry to collectively improve?” As noted previously, the lack of 
standardized guidance on AI incident sharing can hinder valuable information being 
communicated across the ecosystem. Longpre et al. [68] point to “a lack of a centralized 
reporting entity” and a “lack of infrastructure [to take collective action] in response to serious 
flaws” as existing gaps in incident reporting. Attendees expressed confusion about mechanisms 
for different forms of incident reporting (“Where do I report model behavior vs traditional 
security vulnerabilities? Unclear still.”). Paeth et al. [69] note the ambiguity around the term “AI 
incident” as a “a relatively new term” that lacks clear definition, which contributes to the lack of 
clarity around reporting. Attendees also highlighted the tendency to over-index on newsworthy 
incidents in incident reporting and sharing: “Current monitoring efforts seem to be aimed at 
incident monitoring, [and incidents] themselves are so dependent on news coverage.”  

 
11 For example, how might a deployer of an AI model share information about criminal groups it is monitoring who 
might make use of the model [65]? 
12 The 2025 Foundation Model Transparency Index was released after the publication cut-off deadline for the 
literature review (Wan et al. [67]), and therefore only the 2024 report was included in Figure A.1. 
13 n.b., While this report only briefly addresses incident monitoring as it is a cross-cutting methodology rather than 
a specific challenge or monitoring category, the authors recognize that the field of incident reporting, monitoring, 
and response is a widely studied area.  
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Gap: Lack of direct visibility into model properties (for example, data use, model components, 
model reasoning, and external contexts) 

The literature highlights ways in which limited visibility into model components can pose 
obstacles for monitoring. Che et al. [48] describe the “growing consensus that access to model 
internals is necessary for rigorous evaluations.” While Che et al. are referring to pre-
deployment contexts, this extends to post-deployment contexts as well. Baker et al. [70] 
describe a specific example related to model interpretability: “…while chain-of-thought 
monitoring has shown promising early signs, further research is necessary to determine the 
most effective ways to construct monitors and employ them.” Attendees also asked about 
monitoring system explainability (“[we] need to think about explainability of behavior”) in the 
context of reversing negative outcomes (“If harm arises, is there some way to backtrack?”).  

The literature and workshop attendees also describe the necessity of visibility into other 
components of an AI system, external to the model. For example, Srikumar et al. [46] note 
“developers, hosts and providers have only partial information” for post-deployment 
monitoring. Attendees discussed the challenging dynamic of conducting third-party application 
monitoring, due to poor visibility into how external applications leverage model outputs, inputs, 
and other sources of data (“Third party provider applications… we just don’t have visibility into 
what they will do with our data nor the application trustworthiness.”). Having access to data or 
other information needed for monitoring was another concern that attendees described as 
“information asymmetry in monitoring.” Shah et al. [71] share monitoring examples that 
underscore data access issues: teams were instructed to detect a model’s hidden objective, 
however “success relied heavily on access to samples of the training data” and “the team 
without data access failed.” Pratt and Tanjaya [42] emphasize legal challenges that hinder 
information sharing as well: “activity logs may contain personal data which cannot legally be 
shared without consent, and privacy commitments to enterprise customers may block sharing 
information.” 

In certain enterprise cases, the workforce may have access to authorized AI tools but may still 
choose to use AI services on their personal accounts for certain queries. “Not knowing who's 
using what systems where, including… on personal devices” poses a real challenge to 
monitoring in enterprise use cases.  

Visibility into unanticipated agent activity, particularly as the use of agent identifiers is not yet 
standardized or mature, is an emerging challenge (“How to track OOD (out-of-distribution) 
behavior using agent identifiers?”). Chan et al. [72] note various difficulties with implementing 
identifiers to track agent behavior, depending on format of the agent outputs, e.g., “adversarial 
users may easily remove watermarks” for AI-generated text. South et al. [51] echo similar 
limitations with “watermarking techniques and content provenance measures,” noting they 
“face reliability challenges and are insufficient for establishing comprehensive 
accountability…when using AI agents.” 
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3.1.3 Pace of Change 

Workshop attendees and researchers noted obstacles to monitoring while undergoing internal 
and external changes to the organization. Barriers included scaling human-driven monitoring 
alongside rapid rollouts to users and adjusting to a rapidly shifting landscape across the AI 
stack. 

Barrier: Scaling human-driven monitoring alongside rapid rollouts  

As systems scale in production due to new users being onboarded or additional locations being 
supported, there can be growing pains and barriers to monitoring, such as integrating human-
in-the-loop at scale. Attendees asked about the interplay between human-in-the-loop vs LLM-
as-a-judge14 techniques in response to scaling constraints (“Human in the loop for annotation, 
how does that interact with model as a judge?”). Yampolskiy [74] notes “one major issue with 
human-in-the-loop monitoring is that humans may not be able to keep up with the speed and 
complexity” challenges when doing live monitoring at scale.  

Barrier: Rapidly shifting landscape across the AI stack 

Attendees described the rapid changes in the technology landscape as a large barrier to 
monitoring. For example, attendees mentioned the challenge of “adapting to rapid releases 
from vendors and ensuring that new features added to existing AI can be appropriately 
monitored and are in alignment with policy before implementation.” Manheim et al. [49] state 
“that standard requirements can fall short… [if] models are deployed in rapidly changing 
technological contexts,” noting “standards produced today are unlikely to be sufficient in a 
year, much less several years, and they aim at a moving and unpredictable target.” Naihin et al. 
[75] capture the additional complexity introduced by agents, in that “both the agents and the 
operational environment are subject to change.” Attendees inquired about keeping technical 
and policy documentation up to date (“What are methods for keeping track of documentation 
and making sure this stays synched?”). 

3.1.4 Organizational Incentives and Culture 

An organization’s culture and incentive structure can play a role in deterring or supporting 
effective AI monitoring, according to workshop participants and the literature. Common 
challenges identified included balancing competitive pressures with necessary oversight, 
overcoming administrative burden, and a lower prioritization for ecosystem-wide 
transparency. 

Barrier: Balancing competitive pressures with necessary oversight 

Attendees highlighted examples where monitoring can be incentivized, or deterred, such as the 
need for “…customer buy-in to build these monitoring capabilities… otherwise, there is no 
incentive [for] customers to pay for the extra feature.” Attendees further noted the “lack of 
requirements (or more generally incentives) for AI makers and deployers to worry about harms 
to human stakeholders.” Attendees described the positive incentives in place to move fast and 
innovate: “Mindset of AI developers and companies to ‘move fast and break things’ [even] in 

 
14 Gu et al. [73] define LLM-as-a-judge as a technique “LLMs are employed as evaluators for complex tasks." 
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high-consequence domains.”  In some instances, even with organizations prepared and able to 
conduct monitoring of AI systems, identifying which metrics are most relevant for monitoring 
can be a major hurdle. Attendees directly mentioned Goodhart’s Law15 and the Streetlight 
Effect16 as major challenges to overcome in monitoring, even with carefully balanced incentive 
structures in place. Finally, attendees asked about the degree to which internal monitoring, 
particularly compliance monitoring, can be trusted (“Monitoring as a form of compliance is 
often done internally or through an audit ecosystem in a regulatory vacuum. How do we trust 
internal compliance monitoring when there are many compliance failures?”).   

Barrier: Administrative burden 

Attendees noted that high procedural overhead can also create a disincentive for monitoring. 
One example provided by an attendee highlighted issues in getting field studies greenlit within 
an organization due to the fact that “compliance… has become incredibly burdensome” and that 
“months [can] pass before human subjects exempt studies are greenlit” or “before a direct hire 
can start the job, etc.” They continue with the view that “It is important to be agile in research 
to keep pace with the technology’s evolution.” 

Barrier: Lower prioritization for ecosystem-wide transparency 

Related to visibility and transparency issues highlighted in section 3.1.2, organizations may not 
be incentivized to prioritize transparent data sharing, creating a barrier to effective monitoring. 
Attendees noted the “lack of incentives to report incidents” and the fact that “much relevant 
information is proprietary.” These issues create an effect where “some stakeholders have 
incentives to shield from disclosure of socially useful, but personally disfavorable information.” 
Bommasani et al. [66] also cite “countervailing interests” as a barrier to transparency, for 
example, “legal exposure from data transparency, trade secrets for model details.” The 
literature raises this as well, e.g., Stein et al. [6] write that “incentives remain limited for 
publicly sharing information and tools that assist with post-deployment monitoring,” and Pratt 
and Tanjaya [42] identify “race to the bottom” behaviors, such as “capturing market share and 
user attention” and “competitive pressures.” 

3.1.5 Resource Requirements 

Workshop attendees and researchers highlighted ways in which AI system monitoring requires 
additional resources, which can pose additional hurdles for organizations. Barriers included 
costs for financial, compute, and human resources, as well as capacity to hire and train 
qualified AI experts for effective monitoring.    

Barrier: Financial costs and compute/human resources 

The “significant costs of comprehensive monitoring” were mentioned by several attendees as a 
resource barrier to monitoring. Yampolskiy [74] also highlights this issue: “As AI systems grow in 

 
15 Described by Manheim and Garrabrant [76], Goodhart’s Law is “any observed statistical regularity will tend to 
collapse once pressure is placed upon it for control purposes.” 
16 Hoelzemann et al. [77] characterize the “streetlight effect” as “agents disproportionately [focusing] their search 
in areas with readily available data rather than allocating effort based on scientific theory, market potential, or 
policy relevance.” 
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scale and complexity, the computational resources required to monitor them may become 
prohibitive.” Srikumar et al. [46] suggest that “the scale and complexity of monitoring efforts 
can… be resource-intensive and challenging to manage effectively,” and Fairchild et al. [78] 
concur that “large generative models are computationally expensive to monitor and optimize.” 
Attendees noted resource constraints specifically for “lengthy agentic tasks,” implying that 
agentic evaluations and monitoring can be especially costly.  

Attendees stated that organizations may choose to avoid monitoring due to its cost, implying a 
need either for “making monitoring cheap enough to be practical, or [for] companies being 
willing to engage in more expensive monitoring.” Baker et al. [70] predict a future where 
monitoring will be more expensive for agents: “Model developers may be required to pay some 
cost, i.e., a monitorability tax, such as deploying slightly less performant models or suffering 
more expensive inference, in order to maintain the monitorability of… agents.”  

The increased “cost structure if a human in the loop [is] required” was pointed out by 
attendees. Lam [79] agrees that “the need to work directly with users and user-facing systems… 
can be challenging and costly.”  

Barrier: Hiring and training qualified AI experts 

Workforce readiness was a recurring issue that attendees brought up. Attendees mentioned 
the difficulty of “hiring qualified experts” and “training existing employees” to oversee 
monitoring efforts. One attendee summarized that without qualified experts, organizations 
could struggle to make well-informed decisions about which monitoring targets to prioritize: 
“An organization lacking sufficient AI experts… could create gaps in post-deployment 
monitoring, leading to blind spots and overconfidence.” Engler [80] highlights this as a particular 
issue for federal agencies, stating that “many agencies lack critical capacity regarding 
algorithmic oversight.” Musser et al. [39] note, in the case of cybersecurity teams, that 
“organizations may lack the capability to identify and disclose AI attacks” due to missing 
“relevant expertise.” 
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3.2 Challenges by Monitoring Category 

This section details gaps and barriers specific to certain monitoring categories, summarized in 
Table 3, as opposed to general, cross-cutting challenges listed in the previous section. 

Table 3: Challenges (gaps and barriers) by monitoring category 
identified by workshop participants and in the literature review 

  

Monitoring Category Gaps and Barriers 

Functionality 
Does the system continue to work as 
intended? 

Gaps: 

• Lack of systematic model comparison 

• Establishing performance baselines and thresholds 
Barriers: 

• Detecting performance degradation and drift 

• Missing high-quality ground truth datasets 

• Overhead of longitudinal tracking 

Operational 
Does the system maintain consistent service 
across its infrastructure? 

Gap: Tracking indirect costs beyond compute 

Barrier: Fragmented logging across distributed 
infrastructure 

Human Factors 
Is the system transparent to humans and 
high quality? 

Gaps: 

• Insufficient research on human-AI feedback loops  

• Limited understanding of user intent or perception 
through usage monitoring 

• Limited understanding of user interaction and 
behavior 

• Lack of insight into characteristics of system users 

• Underutilization of telemetry data  

Barrier: Overhead of collecting and gauging user feedback 

Security 
Is the system secure against attacks and 
misuse? 

Barrier: Detecting deceptive behavior 

Compliance 
Does the system adhere to relevant 
regulations and directives? 

Gap: Minimal tracking of terms of service violations 

Barrier: Navigating the complexity of the policy landscape 

Large-Scale Impacts 
Does the system promote human 
flourishing? 

Gaps:  

• Defining metrics for beneficial impacts to humans  

• Capturing large-scale impacts within incident logging 

Barrier: Capturing downstream effects of open-weight 
models 
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3.2.1 Functionality 

Defined as measuring system functions, capabilities, and features, for example to ensure the system 
continues to work as intended. 

According to the workshops and literature, practitioners encounter structural challenges, e.g., 
missing high-quality ground truth datasets and the overhead of longitudinal tracking, as well 
as methodological challenges, e.g., detecting performance degradation and drift, establishing 
performance baselines and thresholds, and the lack of systematic model comparison tools 
when measuring the functionality of AI systems in post-deployment settings. 

Gap: Lack of systematic model comparison tools 

Attendees sought clarification about comparing models, e.g., “How do we assess model 
competency when multiple alternatives are possible?”17  

Gap: Establishing performance baselines and thresholds 

Attendees posed questions about how to establish initial baselines for monitoring: “What 
assumptions are we starting with in discussing monitoring post-deployment?” and “Were 
performance baselines established?” Attendees subsequently highlighted the need for 
establishing “deviation thresholds” after establishing said baselines, to trigger corrective actions 
or reviews.  

Barrier: Missing high-quality ground truth datasets 

The lack of ground-truth or golden-labeled datasets to validate against when monitoring in 
post-deployment settings was a notable barrier. Dolin et al. [81] underscore this point and the 
need for improved labeling strategies in live monitoring settings: “Post-deployment ground 
truth labels… are often delayed, costly, or entirely unavailable. This motivates research into 
label-efficient monitoring strategies.” Attendees echoed this issue, e.g., the “lack of high-
quality ground truth datasets for performance measurement.” Without high-quality ground 
truth or golden datasets to vet LLM outputs against, there is often no reliable reference for 
evaluators to decide whether an LLM output is correct (Dhurandhar et al. [82]). 

Barrier: Overhead of longitudinal tracking  

Attendees mentioned difficulties in tracking performance over a longer-term window, which is 
necessary because “some performance measurements require long-term tracking and 
correlation.” Chan et al. [72] consider longitudinal measurements in the context of AI agents: 
“long-term tracking of the extent and nature of AI agent usage” may be necessary to identify 
“delayed and diffuse impacts.” Longitudinal tracking and monitoring may require additional 
logging steps and a longer observation window to capture performance degradation or 
preference changes, which may not be immediately obvious (Long et al. [83]).  

 

 
17 LMArena (Chiang et al. [84]) is one method of measuring model competency using user preferences, however 
this is conducted in static settings and such measurements conducted in post-deployment settings are still under-
published. n.b., Measuring user preferences overlaps with Human Factors category. 
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Barrier: Detecting performance degradation and drift 

Dolin et al. [81] highlight the difficulty in capturing distributional shifts in data, i.e., data drift: 
“one of the initial challenges in post-deployment monitoring is to detect data-only 
distributional changes between the pre- and post-deployment time points.” Attendees echoed 
the difficulties in monitoring for performance degradation and drift, e.g., “How to detect when 
a model becomes stale?” and “When there is a tighter loop between monitoring and 
interventions, how does that affect our monitoring of drift?” 

3.2.2 Operational 

Defined as measuring system infrastructure components, for example to ensure the system maintains 
consistent levels of service. 

Attendees and researchers noted that monitoring operational characteristics of deployed AI 
systems can be hindered by fragmented logging practices across distributed infrastructure, 
and indirect costs that occur outside of compute resources. 

Gap: Tracking indirect costs beyond compute 

Solaiman et al. [88] suggest that monitoring compute costs alone may not be sufficient, given 
the fact that “cost variables may not be directly tied to a system alone” and that “human labor 
and hidden costs… may be indirect.” 

Barrier: Fragmented logging across distributed infrastructure 

Attendees noted difficulties with “logging… in distributed infrastructure.” Zaharia et al. [85] 
echo this point, raising questions about how to “efficiently log, analyze, and debug traces from 
complex AI systems.” Biswas [86] also highlights how monitoring agents is similarly challenging 
due to “monitoring large-scale distributed systems,” particularly as “communication delays 
make it impossible to record the states of all the involved agents instantaneously.” In a 
distributed infrastructure, where system components are not centralized and are instead 
logically separated, it can be difficult to capture and aggregate logs effectively for monitoring 
purposes (Weisenseel et al. [87]). 

3.2.3 Human Factors 

Defined as measuring human-system interactions, for example to ensure the system is high-quality and 
transparent. 

Understanding human-system interaction through AI system monitoring is understudied and still 
faces ongoing barriers according to workshop attendees and researchers. Noted gaps in 
research included the lack of research on human-AI feedback loops, underutilization of 
telemetry data, and gaps in user insights, e.g., limited understanding of user intent, user 
interaction, and user characteristics. The overhead of collecting user feedback was also 
highlighted as a key barrier. 

Gap: Insufficient research on human-AI feedback loops  

Attendees noted the importance of feedback loops between both the AI system and humans 
interacting with said system: the “feedback loop between human layer and [AI] system layer [is 
a factor] we’re not thinking about enough.” One attendee asked “how to integrate public input” 
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into the monitoring process. Attendees also asked about ways to integrate customer feedback 
to further enhance a model: “How do [teams] bring in the latest customer feedback for fine-
tuning?” The human-AI feedback loop is critical to understanding how AI systems behave in the 
real-world, what organizations should be monitoring for, and what pre-deployment evaluations 
should be testing for. Weidinger et al. [89] emphasize the need for broader feedback loops 
between pre-deployment benchmarks and post-deployment results: “Comparing the results of 
pre-deployment evaluations… to post-deployment evaluations and monitoring enables an 
evaluation feedback loop.”  

Gap: Limited understanding of user intent or perception through usage monitoring 

Tamkin et al. [59] note that in the case of Anthropic’s Clio tool, one gap is the inability to 
“definitively determine user intentions behind a request.” Mireshghallah et al. [90] imply a 
similar limitation with gauging user perception in the context of WildChat18 dataset analysis, 
noting “more research in human-computer interaction is needed to disentangle users’ 
perceptions of their ‘relationships’ with and trust in LLM-based chatbots.” This implies that 
usage monitoring, while useful, has not fully addressed “user intent” and “user perception” gap 
areas. 

Gap: Limited understanding of user interaction and behavior 

Attendees highlighted gaps in understanding how users interact with an AI system: “How can 
[we] document interpretive drift, i.e., how users change behavior based on using these systems” 
and “What [are] the implications to the experience of interacting with the model?”. Attendees 
also asked how interactions with an AI system affect what is monitored: “How does user 
interaction with the AI system impact the frequency of edge-cases being observed?” Negative 
aspects of human-AI interaction were covered by attendees: “How to monitor dark design 
patterns” such as “sycophancy,19 anthropomorphization20?” Mireshghallah et al. [90] also 
highlight risky user-LLM interactions, particularly with LLM “sexually explicit storytelling,” in 
which “topics are…sensitive” and “PII detectors mostly [do] not capture this sensitive 
information.” 

Gap: Lack of insight into characteristics of system users 

Another notable gap area was obtaining insight into which users are interacting with the 
system, and what their characteristics are, without capturing identifying information. Workshop 
attendees highlighted the importance of understanding “who is actually using [the system], 
e.g., children, elder care, doctors, offices. [This] changes the stakes.” 

 

 

 
18 The WildChat dataset is a large-scale collection of user-LLM interactions gathered from deployed chatbot 
interfaces (Zhao et al. [91]). 
19 Model sycophancy is a phenomenon where “model responses… match user beliefs over truthful ones” (Sharma 
et al. [92]).  
20 AI anthropomorphization is the “tendency to attribute human-like traits to non-human entities” (Deshpande et 
al. [93]).  
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Gap: Underutilization of telemetry data  

Attendees mentioned “[we should be] thinking more deeply about what telemetry (collection of 
remote data from sensors, e.g.) data is telling us about usage patterns,” highlighting a current 
gap area in the ways practitioners understand human-AI interaction. 

Barrier: Overhead of collecting and gauging user feedback 

Attendees flagged that user experience feedback collection can be a barrier to effective 
monitoring due to alert fatigue or user burden: “Collecting feedback in an automated way (pop-
up surveys, etc.) is likely to be ignored or to only be responded to by people who are unhappy.” 
In the case of individual reporting, Dai et al. [94] note that users may not provide feedback if 
“reporting is too burdensome, or if affected populations are unaware of the option to report.” 

3.2.4 Security 

Defined as measuring where the system is potentially vulnerable to adversarial attacks and misuse. 

Many challenges that apply to security monitoring, such as incident, flaw, and vulnerability 
reporting, are contained in Section 3.1.2 of the cross-cutting challenges section. One barrier 
specific to security monitoring, noted in both the workshops and literature, included difficulties 
in detecting deceptive behavior exhibited by deployed AI systems. 

Barrier: Detecting deceptive behavior  

There are cases where AI systems seem to operate differently when being monitored, creating 
a challenge for monitoring undesired emerging behaviors within AI systems. Yampolskiy [74] 
highlights this as a challenge to monitoring: “The AI system could modify its behavior when it is 
aware of being monitored, presenting a misleading picture of its true intentions, capabilities, or 
decision-making processes.” Balesni et al. [95] illustrate that it can be difficult to flag deceptive 
behavior if models “deliberately present themselves as aligned and cooperative when 
monitored or evaluated, while opportunistically pursuing their actual goals when detection 
risks are low.” Attendees also asked about how to monitor emerging or unexpected system 
capabilities with security implications: “Is the model agentically attempting to subvert the 
monitoring setup it is under, i.e., scheming?” 

3.2.5 Compliance 

Defined as measuring system components to ensure the system adheres to relevant laws, regulations, 
standards, controls, and guidelines. 

Workshop and literature insights revealed that terms of service violations are still not 
adequately monitored for, and that navigating the complexity of the policy landscape remains 
a barrier to compliance monitoring for deployed AI systems. 

Gap: Minimal tracking of terms of service violations 

Attendees stated that many orgs are not monitoring for terms of service violations: “As models 
are able to be fine-tuned by downstream actors, they can be used to generate [child sexual 
abuse material] (CSAM) and other purposes. A lot of orgs are not monitoring for that.” Klyman 
[96] discusses the lack of transparency in enforcement and organizational monitoring for terms 
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of service or acceptable-use policy violations, noting “little... information about how 
[developers] respond to policy violations, or whether they provide justification or appeals 
processes when they do so.”   

Barrier: Navigating the complexity of the policy landscape  

Attendees raised concerns about keeping track of the “complexity of [a] changing policy 
landscape”. This poses a particular challenge given policy heterogeneity across different 
geographies (Schmitt [97]).  

3.2.6 Large-Scale Impacts 

Defined as measuring system properties that have wide downstream impacts, for example to ensure the 
system promotes human flourishing.  

Attendees and researchers noted that metrics related to human flourishing are still not yet 
widely integrated into AI system monitoring, nor are large-scale impacts captured by individual 
incident logging schema. The analysis shows that organizations face additional barriers in 
capturing downstream effects of open models. 

Gap: Defining metrics for beneficial impacts to humans  

Workshop attendees broadly asked “how to define impact?” and “how do we see certain groups 
aren’t disproportionately experiencing an adverse event (different types of incident reporting)?” 
Schiff et al. [50] highlight challenges with measuring “AI’s impact on human and societal well-
being” given that these assessments are “relatively new.” The authors also address how this 
may affect organizations adopting best practices to promote human well-being, stating that 
“there is not much known about how to incorporate well-being orientation and measurement 
into organizational or public settings” [50]. Tamkin et al. [59] additionally caution that 
monitoring chat data does not mean one can “directly observe the full societal effects of AI 
system use.”  

Gap:  Capturing large-scale impacts within incident logging 

The difficulty of connecting AI incidents to broader adverse impacts that occur at a large scale 
was highlighted in literature and by workshop participants. Paeth et al. [69] question how 
incident reporting systems can capture when “the harm in question is… distributed across 
thousands of people and potentially unobservable at the individual level?” Dai et al. [94] also 
present issues with relying on incidents, suggesting “collections of incidents are much broader 
than individual interactions,” and recommend that “individual experiences should be 
understood as an integral part of post-deployment evaluation.” Attendees noted where the 
field may borrow methods from other sectors to identify indicators of adverse impacts, e.g., “in 
finance there are refined threat models to find indicators of harm. We are still working towards 
that in other sectors.” 

Barrier: Capturing downstream effects of open-weight models 

Attendees noted the challenge of tracking open-weight models and their downstream effects 
once released (“Open-weight models are harder to monitor and impossible to retract.”). 
Srikumar et al. [46] echo this point, highlighting practical barriers of monitoring downstream 
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open-model usage: “Maintaining processes to review downstream usage requires ongoing 
resources and may be complicated by the decentralized nature of open models.” Nicholas [98] 
similarly notes that “foundation models may not always have a centralized entity to monitor 
their use.” Pratt and Tanjaya [42] affirm that “the decentralized nature of open models 
presents unique challenges and exacerbates existing barriers to collecting post-deployment 
impact information.”  

3.3 Open Questions 

In addition to identifying gaps and barriers, the workshops and literature review surfaced a 
number of open questions regarding monitoring, shown in Table 4. These were presented by 
attendees and researchers as questions that have not yet been addressed or where consensus 
has not yet formed. 21 

  

 
21 Note: There may be open questions that reasonably belong to multiple categories. CAISI staff organized these 
questions into the general themes of purpose, responsibility, scope, cadence, and methods. 
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Question Category Example Open Questions 

Purpose – Why Monitor? 

What role does post-deployment monitoring play within overall AI 
risk management? 

How to make monitoring outputs useful more broadly? 

What is the relationship between monitoring and auditing? 

Responsibility – Who Monitors? 
 

Who is responsible for monitoring?  

Who is responsible for remediating incidents? 

How to make monitoring more collaborative across stakeholders? 

How to reduce monitoring burden on the end user or customer? 

How to enable ongoing external/third-party testing? 

Scope – What to Monitor? 

Are existing metrics sufficient, or are new metrics needed? 

Should monitoring be based on risk level? Should it be tailored to 
the use case? 

At what point are the AI-enabled features that are integrated into 
commercial products a marginal enough change to not require 
monitoring? 

Cadence – When to Monitor? 

What is the right cadence for monitoring?  

What factors should determine cadence, including temporal or 
event-driven factors? 

How to think of monitoring in a temporal, longitudinal perspective, 
rather than incident-driven?  

Methods – How to Monitor? 

Which metrics and measurement methods can carry over from 
pre-deployment to post-deployment settings, and which need to 
change? 

How to balance and integrate automated monitoring and human-
validated monitoring? 

Table 4: Summary table of example open questions in post-deployment monitoring 
as identified by workshop attendees and in the literature 
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3.3.1 Responsibility – Who Monitors? 

Workshop attendees raised open questions about AI stakeholder involvement in the AI 
monitoring process (“Who should do monitoring?”). Determining who is or should be 
responsible for conducting monitoring was an open question raised several times (“Who are we 
talking about doing the monitoring?” and “Who do we want to be monitoring?”). Attendees 
also posed questions about who is responsible for incident reporting and mitigation: “Who’s 
responsible for remediating incidents?” and “If anything is found, who can act on it?” Attendees 
also asked how AI monitoring could be more collaborative across stakeholders in the AI 
development ecosystem: “How can monitoring become a more collaborative practice, rather 
than a closed technical process?” One attendee asked about the burden placed on end users: 
“How do we reduce the burden on the end user to obtain…validation and [make corrections] 
to… determine the model is behaving / providing expected outcomes?” Attendees also raised 
open questions around enabling third-party evaluators, another stakeholder in the AI supply 
chain, to monitor AI systems (“Third-party evaluations… are often one-off events.” and “How 
[do] we build lasting infrastructure for continuous evaluations outside [our organization]?”).  

3.3.2 Scope – What to Monitor? 

It can be challenging to determine the scope of monitoring for a given AI system, whether 
based on use case characteristics, risk levels, or other factors (Reisman et al. [99]). Attendees 
raised open questions about determining what to monitor (“How does risk assessment for each 
use case impact post-deployment monitoring?” and “Should [monitoring] be risk-based, or 
tailored to the use case?”). Zhou et al. [47] raise questions about what existing metrics are 
sufficient, asking “Can we use the traditional evaluation metrics for performance, usefulness, 
safety, etc., or do we need new metrics?” 

Other attendees asked about commercial products that include AI-enabled features, and 
whether these still fall under the scope of system monitoring: “Many… are reporting using 
commercial products with AI-enabled features” and “Monitoring could be useful, but at what 
point is it useful to separate AI from the overall product?” Berglund [100] raises open questions 
about the “scale and scope of deployment [contexts] of models… such as the number of users 
or types of applications.” 

3.3.3 Cadence – When to Monitor? 

Attendees raised questions about the correct cadence for monitoring (“What is the right 
cadence for monitoring?” and “Does continuous really mean continuous?”). One attendee 
asked, “How do we do the normal software monitoring systems on an accelerated cadence?”  
Some attendees called for rethinking how practitioners determine the cadence for monitoring, 
looking beyond incidents and considering event-driven or longitudinal factors: “What factors 
play into the pace and regularity of monitoring?” and “Are these factors event-driven or 
temporal – maybe both?” Attendees also asked, “How [is] monitoring data used 
longitudinally?” and “How [do] we think about it from a long-term temporal perspective, rather 
than incident[-driven]?” 



NIST AI 800-4 
March 2026 

 

 26 

Questions regarding when to re-evaluate were also raised (“How often should we be re-
evaluating?”). These questions are echoed in the literature, for example Berglund [100] raises a 
host of questions on re-evaluation cadence, including: “What criteria should trigger a re-
evaluation?” and “When should we stop re-evaluating models?” Additionally, “should re-
evaluation stop if the model is de-deployed or if more powerful models are deployed?” [100]. 

3.3.4 Purpose – Why Monitor?  

Open questions about the role of monitoring within the wider set of assurance activities were 
raised. Attendees asked about the relationship between post-deployment monitoring and 
overall AI risk management practices. For example: “How does risk-management play into how 
post-deployment monitoring should be conducted?” and “How does risk assessment for each 
use case impact post-deployment monitoring?” One attendee asked how monitoring outputs 
can be made actionable (“How do we make the outputs from monitoring useful more broadly? 
(e.g., to support incident reporting).”). Attendees also raised questions about the purpose of 
post-deployment monitoring versus third-party auditing of AI systems (“What is the difference 
between monitoring and an audit?”). 

3.3.5 Methods – How to Monitor? 

Attendees asked high-level questions about how to conduct post-deployment monitoring 
relative to current pre-deployment testing and evaluation practices. There was discussion 
about which practices should be maintained from pre-deployment through post-deployment: 
“How do we need to change statistics when we’re moving from development to production, 
thinking in a continuous way?” and “What do the actual uses end up being [post-deployment] 
and how do they shift [from pre-deployment expectations]?”  

Attendees further asked how monitoring in one context can be generalized, if at all, to another 
(“How to validate models in one setting, then bring them to another?”). Attendees raised 
methodological questions on how to strike the right balance between validation techniques: 
“What’s the Goldilocks between automated testing and human red-teaming type approaches?” 
One attendee raised questions about how to set up system architecture for effective 
monitoring (“What system architectures enable automated monitoring?” and “How can AI 
systems be designed to accommodate post-deployment monitoring?”). 

4. Conclusion 

As AI systems are rapidly integrated into commercial and government applications, there is 
growing consensus that monitoring these systems after deployment is a useful and necessary 
tool. Post-deployment measurement and monitoring are crucial to 

1. Validate that an AI system is operating reliably and as intended in real-world scenarios,  
2. Track unforeseen outputs that occur due to, e.g., model non-determinism, distribution 

shift, or dynamic input conditions, and  
3. Identify unexpected consequences of integrating AI systems in new or changing contexts. 
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Findings from measurements of an AI system post-deployment can be used to improve system 
design and enhance the realism of pre-deployment testing, creating a feedback loop that 
accelerates innovation and spurs further adoption.  

Stakeholders across the AI ecosystem agree on the need for post-deployment monitoring, 
whether it comes in the form of field studies, incident monitoring, or otherwise. However, best 
practices, validated methodologies, and common terminology for monitoring are still nascent. 
Section 2 of this report identifies six monitoring categories to support a shared vocabulary 
aimed at organizing and advancing practices to monitor AI systems. In Section 3, this report 
further surfaces significant gaps in the monitoring landscape, barriers to robust monitoring, and 
open questions in the field. The contributions of this report can be utilized to guide future 
research – advancing the field, bridging gaps and barriers, and supporting confident adoption.  

Appendix A: Monitoring Category Excerpt Count per Source 

Figure A.1 below shows the fraction of statements made for each category theme and paper in 
the literature review. This figure is meant to aid the reader in diving deeper into sources that 
are most relevant to the category or categories of interest.   
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Figure A-1: Monitoring category excerpt count per source. This figure shows each source in the literature review 

and number of excerpts pulled as relevant to this report. Excerpt counts are color-coded by their monitoring 
category (see Section 1 and Appendix B for methodology, Section 2 for details on monitoring categories).  
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Appendix B: Methodological Details 

Appendix B provides a more detailed explanation of the analysis methodology for this report. 
This work was developed in three stages: 

Stage 1:  
Initial literature review in April 2025,22 which included 

1. Data collection: An initial set of resources were gathered beginning with topical “seed” 
papers: Stein et al. [6], Ezell and Loeb [43], Whittlestone and Clark [44] and Pratt and 
Tanjaya [42], Stein and Dunlop [41]. These seed papers were selected by sourcing 
relevant literature from CAISI subject matter experts on AI post-deployment monitoring.  
From these resources, backward citation chaining and internet desk research was 
conducted to gather further sources, totaling 23 papers.  

2. Initial analysis of first set of 23 papers:  
a. The reviewing team formed a draft taxonomy of monitoring categories, and 
b. Separately prompted three large language models (LLMs)23 via the Perplexity 

search engine24 [101] with the collection of paper abstracts to gain an LLM-
assisted taxonomy of monitoring categories. 

c. The above taxonomies were reviewed and subsequently modified by CAISI staff 
to establish an initial draft taxonomy which seeded discussions in the larger 
workshop (below, Stage 2(1)(b)).  

Stage 2:  
Three virtual workshops from April 2025 to May 2025 on post-deployment system monitoring, 
totaling over 250 participants: 

1. Data collection:  
a. Two smaller, invite-only, CAISI-hosted workshops: (1) federal agency subject 

matter experts25 (33 attendees), and (2) external subject matter experts across 
academia, civil society, and industry (26 attendees).26  

 
22 All sources included in the initial and extended literature reviews were authored before the final date of the 
review. 
23 The LLMs utilized included Claude 3.7 Sonnet, GPT 4.1, and Gemini 2.5 Pro. The same prompt was provided to all 
language models:  
“You are an expert research assistant. We are building a taxonomy of approaches to post-deployment monitoring 
of AI systems. To do so, we’re classifying the academic literature into a series of top-level categories based on the 
paper abstracts. Read all of the below and then create a set of categories to apply to the papers: approximately 6 
categories should be sufficient. Below each paper title is bolded and the abstract follows. Produce a markdown 
table with the title of the paper, five descriptive keywords based on the abstract, and a classification category.” 
24 Any mention of commercial products within NIST web pages is for information only; it does not imply 
recommendation or endorsement by NIST. 
25 Federal staff were in attendance from Department of Homeland Security, Department of State, General Services 
Administration, Department of War, Department of Justice, Health and Human Services, Office of Management 
and Budget, and Department of Commerce.  
26 We restricted invitations to practitioners with insight into AI system monitoring challenges and measurement 
techniques from the point of view of their organization or research experience.   
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b. One CAISI-hosted workshop (157 attendees) with moderated breakout sessions 
that included discussion of monitoring targets, techniques, challenges, and 
vetting of monitoring categories.  

2. Analysis: Two reviewers undertook systematic thematic coding of all workshop 
statements. The thematic coding categories ultimately used for sorting were updated 
from the initial draft taxonomy (above, Stage 1(2)(c)) based on external vetting from 
workshop participants. See Appendix C for the full codebook. All workshop feedback on 
the draft taxonomy was manually examined by both reviewers.  

 
Stage 3:  
Extended literature review (June 2025 paper release cutoff) 

1. Additional resources were solicited from, or offered by, workshop attendees, and 
2. Resources were recursively added via citation chaining. 
3. Resources were then filtered according to inclusion criteria (see Literature Review 

subsection) and reviewed, with tagging according to monitoring categories developed in 
thematic analysis of the workshops (see Section 2 for categories) and other themes such 
as challenges and gaps.  
 

Further detail on the above process is described below. 

Literature Review 

The literature review initially consisted of 23 papers collected via keyword searches (e.g., on AI 
post-deployment monitoring, AI continuous monitoring) and known on-topic resources 
(methodology Stage 1(1)). The initial list was then augmented by resources suggested by 
workshop attendees (see “Workshops” section below). The literature review grew to 87 papers 
through an iterative process of further manual searches (i.e., collecting relevant papers through 
Google Alerts and OpenReview) and backward citation chaining (i.e., recursively adding 
resources from references sections of previously included papers). Sources were selected or 
excluded according to two inclusion criteria: (1) contains example(s) of real-world monitoring 
case studies or use cases, or (2) advances the science of measuring AI systems post-deployment 
(e.g. notable benchmarks, KPIs, frameworks, taxonomies, methods).27 Reviewers extracted 
statements from selected papers with relevance to post-deployment system monitoring, then 
tagged each statement according to previously drafted monitoring categories (see Table 1). 
Furthermore, an excerpt could also be tagged as a challenge topic (e.g., a gap, barrier, concern, 
or open question).  The right-side plot in Figure 1 captures the number of papers that mention 
at least one excerpt in the category. Appendix A (Figure A.1) presents all the excerpt 
annotations per monitoring category for each paper.  

 

  

 
27 When it was ambiguous if a resource satisfied the inclusion criteria, reviewers discussed the resource in light of 
the criteria and erred on the side of inclusion. 
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Small Workshops 

To gather and include the community of practitioners on this topic, NIST CAISI held two small 
workshops: the first with external experts across academia, industry, and civil society and the 
second with practitioners within the US government. The goal of these events was to conduct 
initial scoping of current monitoring practices and challenges among AI practitioners within and 
outside government. These workshops garnered a list of open questions, gap areas, barriers, 
and concerns regarding post-deployment monitoring. 

These workshops were akin to listening sessions, organized into six questions: 

1. What open questions do you or subject-matter experts like yourself have about post-
deployment monitoring of AI systems?  

2. What aspects of AI systems are of interest/useful/critical to track, even if it may be 
difficult or unknown how to do so today? 

3. What is currently being monitored today? What are the gaps in post-deployment 
monitoring of AI systems? 

4. What are the critical barriers to post-deployment monitoring of AI systems? 
5. Do you have any concerns with how post-deployment AI system monitoring is done or 

may be done in the future? 
6. What remaining questions do you have, that were not addressed or addressed 

sufficiently, about post-deployment monitoring of AI systems? 
 

Workshops were not recorded, however CAISI hosts took careful notes and maintained the 
meeting chat log as data used only for thematic coding in this report. Any workshop attendee 
quotations (seen in Section 3) are near-verbatim and should be viewed in this light.  

Large Workshop 

In May 2025, CAISI hosted a NIST AI Consortium on post-deployment AI system monitoring. 
Moderators guided attendees to state their top priorities and strategies for monitoring AI 
systems through a series of breakout session activities. Attendees (157 in total) spanned 
various roles, often overlapping: compute providers and model hosting platforms (~24), 
downstream deployers and distribution platforms (~42), third-party evaluators (~39), academic 
researchers (~84)28. The attendees were asked to develop their own categories for post-
deployment monitoring prior to viewing CAISI-drafted categories. They subsequently vetted 
categories provided by CAISI hosts. Workshop attendees engaged in the breakout session 
activities below: 

Breakout 1: Identify high-level clusters / categories that cover the field of post-deployment 
monitoring techniques to assess AI systems over time 

- Activity 1: 
- From you/your organization’s vantage point, what aspects of the AI system 

would be useful to monitor? 

 
28 Attendees self-selected their roles and could select multiple options (hence the totals not summing to 157 
exactly). These roles were based on NIST AI 800-1 Section 3, which identifies actors in the AI supply chain. 
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- How would you broadly categorize this type of monitoring? 
- Activity 2: 

- Which CAISI-offered category does this target best fall under? (can list N/A) 
- Activity 3: 

- From your perspective, do the CAISI-offered categories cover the full spectrum 
of types of useful monitoring?  

- Are there other categories that are missing from this list (gap areas)? 
- Do you see redundancy in these categories? 
 

Breakout 2: Specify individual targets and performance indicators that different stakeholders, 
including deployers, users, and third-party researchers, could track or measure over time. 

- Activity 1: 
- What are specific monitoring targets that are important for you / your 

organization to measure, even if we don’t know how to fully measure them 
today? 

- Activity 2: 
- What are the barriers or challenges to adequate monitoring that you face from 

where you sit in the AI value chain? 
- What are your concerns that you have from you/your organization’s POV? 

Similar to the small workshops, the large workshop was not recorded or transcribed. Interactive 
feedback was gathered using shared Google documents as data only used for thematic coding 
in this report. Statements made by workshop attendees were organized via thematic coding 
[32] into the monitoring categories listed in Table 1, and challenges (e.g., gaps, barriers, 
concerns, open questions) described in Section 3. The Table 1 monitoring categories were 
iteratively revised based on reviewer analysis of attendee feedback.  

Appendix C: Monitoring Categories Codebook 

This section provides the full codebook for the monitoring categories, with representative 
quotations from the workshops and literature. Section 3 can be considered the detailed 
codebook for monitoring challenges. 
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Monitoring Category Definition Representative Quotation 

Functionality Monitoring 
Does the system continue 
to work as intended? 

Measuring system functions, 
capabilities, and features, for 
example to ensure the system 
continues to work as intended 

“How to detect when a model 
becomes stale?” 

“How do we assess model 
competency, when multiple 
alternatives are possible?” 

Operational Monitoring 
Does the system 
maintain consistent 
service across its 
infrastructure? 

Measuring system infrastructure 
components, for example to ensure 
the system maintains consistent 
levels of service 

“How fast can a model perform a 
specific task on a specified set of 
hardware? How much [is the] down 
time when running particular types 
of tasks?” 

Human Factors 
Monitoring 
Is the system transparent 
to humans and high 
quality? 

Measuring human-system 
interactions, for example to ensure 
the system produces high-quality 
outputs and is transparent 

“How does user interaction with the 
AI system impact the frequency of 
edge-cases being observed?” 

“How… AI-infused technology is 
working with people over time (e.g., 
joint human-AI performance)”  

Security Monitoring 
Is the system secure 
against attacks and 
misuse? 

Measuring where the system is 
potentially vulnerable to 
adversarial attacks and misuse 

“Does the model display high 
propensity for scheming?” 

“Is the model attempting to subvert 
monitoring e.g., via sandbagging?” 

Compliance Monitoring 
Does the system adhere 
to relevant regulations 
and directives? 

Measuring system components for 
adherence to relevant laws, 
regulations, standards, controls, 
and guidelines 

“If we’re using a model that’s been 
trained on other data, does it have a 
disclosure avoidance“ 

“Ensure [the model is] being used in 
accordance with internal and model 
company's AUP [acceptable use 
policies]”  

Large-Scale Impacts 
Monitoring 
Does the system promote 
human flourishing? 

Measuring system properties that 
have wide downstream impacts, 
for example to ensure the system 
promotes human flourishing29  

“What externalities from use can be 
monitored effectively at [or] by the 
system? What is missed?” 

Table C-1: Monitoring category codebook with representative quotations 

 
29 In July 2025, the White House released “Winning the Race: America's AI Action Plan” which promotes “human 
flourishing, economic competitiveness, and national security for the American people” [45]. 
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