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Abstract

This report outlines National Institute of Standards and Technology (NIST)’s validation
tools developed to help address the smart grid’s emergent needs and complement research
and standards coordination efforts. Rapid advances have enabled an opportunity for the grid
to autonomously and simultaneously control generation, balance load, and regulate power
quality. The grid will need this coordinated control to regulate power and voltage in real-
time, to meet fast-changing power demands, especially with increasing distributed energy
resources. To do this, the grid needs measurements from across the distribution network
to accurately assess demand and prevent negative impact of variable grid-edge generation.
Additionally, such a coordinated control system depends on a new operating paradigm with
two-way information flows between domains of the grid. The different operational domains
and the information flows between them are outlined in the NIST Framework and Roadmap
of Smart Grid Interoperability Standards, Release 4.0 [1].

The coordinated control mentioned above requires improved observability of the state
of distributed resources and depends on marshalling increasingly decentralized control sys-
tems. To implement such a system and meet system level performance objectives, distri-
bution system operators (DSOs) need an understanding of the bandwidth, security and
integrity considerations while also ensuring reliability at the grid’s edges. Industry is also
concerned with how to represent uncertainties like latency and cyber-vulnerabilities in a
complex cyber-physical system. Additionally, industry is concerned that standards are fo-
cused more on devices than on coordinated control systems.

Thus, this report presents an overview of a data acquistion and control system designed
by NIST as a validation tool and deployed on the NIST campus in Gaithersburg, MD. This
system is comprised of interoperating computing resources, cybersecurity infrastructure,
communication links and data interfaces to both take measurements and to transmit control
inputs to commonly used distribution system control components. An important proof
of concept included in the aforementioned validation system is a data pipeline optimized
to stream data from a 5 MW PV inverter and multiple sources of synchronized phasor
data. This pipeline utilizes industry standard information modeling and communication
standards with the intent of being compatible with industry standard testing equipment.
This capability demonstrates how DSOs could test current standards against functionality
— such as phasor based control of distribution circuits.

Assumptions and Assessment of Needs

The research presented in this report is motivated by these assumptions:

1. The grid is evolving towards coordinated control of distributed energy resources.

2. Formal methods to quantify uncertainty in power systems will be standardized across
the DSO community.
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3. Industry standards and testing protocols will evolve to capture system-level perfor-
mance.

An assessment of the current situation indicates that it is computationally infeasible to
fully model and centralize the control of distribution system operations, especially given
the uncertainties associated with distributed generation. However, it may be possible to im-
prove computational feasibility using approximation tools such as reachability analysis for
planning and modeling. Recent state-of-the-art methods may enable coordinated control
of distributed energy resources. These include optimization-based methods and consen-
sus–based controls. Regarding standards and testing, NIST assesses that standards-setting
organizations (SSOs) are in the early stages of working with industry to develop precise
and accepted system-level interoperability test methodologies [2] and that these efforts will
be positively impacted with the availability of validation and analysis tools tailored to dis-
tribution circuits.

Areas of research and development for validation

The NIST Smart Grid Program has initiated several research projects to address the gap in
validation and test tools. These projects include efforts to harmonize information models to
help DSOs integrate groups of distributed energy resources on their primary and secondary
feeders into an existing Distribution Management System (DMS). Researchers at NIST
are developing an Adaptive Reference Governor scheme to assist in distributed control of
constrained distributed energy resources (DERs). This Reference Governor is a control
strategy that predicts the evolution of the system state to enforce pre-specified constraints
on the inputs, states or the outputs of a system. Additionally, NIST is using its expertise
in electrical metrology and test design to develop software libraries, calibration methods
and automated test software to meet validation needs for controlling distributed energy
resources.

Campus capabilities for validation

This research is performed using the facilities of NIST campus in Gaithersburg, Maryland.
These include a distribution network with four 13.8 kV feeders that span the campus. In
addition to a local power utility, this network is supplied by two large on-site, distributed
generators in addition to four smaller generators. Nodal state variables such as voltage and
current magnitude, real and reactive power are reported to a central database, along with
some power quality measurements such as total harmonic distortion, frequency, and power
factor. Measurements are acquired at terminal nodes.

A 400 Mbps data pipeline for inverter and phasor data was implemented to meet the
needs of emerging research needs. The pipeline captures time-aligned data from mul-
tiple sites enabling researchers to monitor and respond to fast occurring events. NIST
researchers have used the capabilities of the streaming pipeline to validate an Adaptive-
Contractive Reference Governor for constraint aware fast responding power converters.
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1. Introduction

1.1 Purpose

This report outlines the validation tools that NIST is developing to complement research
and standards coordination efforts needed to advance the smart grid. These validation tools
leverage components of the NIST campus electrical network. This section addresses the
smart grid's emergent needs which NIST's validation tools are intended to help address.

1.2 The Rapidly Evolving Electrical Energy Infrastructure

The distribution grid infrastructure is becoming a system of decentralized generation, tightly
coordinated control, autonomous fault recovery and embedded optimization capabilities.
Its evolution accelerated over the last decade largely because of: increased use of non-
traditional energy resources [3]; decline in the cost of photovoltaics (PV); and natural gas-
based generation. At the same time, advances in power electronics and the availability of
real-time computation have opened a new frontier of autonomous energy systems; these
simultaneously control generation, balance load, and regulate power quality.

Much of this innovation is focused on the electrical distribution system. DSOs in sev-
eral states, including Hawaii, California and Vermont, have provided a platform for in-
creased distributed generation using coordinated sensing, measurement, and control of de-
vices across their distribution grid [4–9].

1.3 Fast Changes in Power Generation

Distributed generation from PV systems provides an opportunity to compensate for fast
changes in generation capacity (e.g. reduction in PV output during cloud-cover) using
coordinated control systems. Without appropriate compensation, changes to generator in-
jections at a rate comparable to the natural dynamics of the distribution circuit result in
transient excursions in feeder voltage [10]. Compensation for voltage changes is typically
provided by employing fast-acting mechanical tap-changing transformers, but frequent or
continuous mechanical recon�guration of tap-changing transformers greatly reduces their
service life. Switching power electronics has been shown to reliably control voltage at their
grid tie point using real-time control of their reactive power injection [11] and thus present
an attractive alternative to mechanical tap-changing. The use of installed electronic power
converters as a power conditioning resource has been widely studied in technical literature
[12, 13] and carries the bene�t of not only boosting their economic value to the installer
but also providing multivariate control opportunities to the DSO.

During sunny days when PV systems peak, DSOs may experience reversed power
�ows. Bidirectional �ow means that coordinated control requires more measurements from
across the distribution network and higher sampling rates. These are needed to ensure the
estimates of the system state are accurate and do not negatively impact core distribution
optimization and protection schemes.
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1.4 Improved Monitoring for Situational Awareness

Trade-offs must be considered when implementing a coordinated control system. Its dis-
tributed sensing, data bandwidth, measurement robustness and network security are fre-
quently cited as being the foremost concerns[14, 15]. However, it is possible to �nd prac-
tical successes in distribution circuit monitoring systems that are already deployed. One
example is the large-scale implementation of Advanced Metering Infrastructure (AMI) in
many parts of the United States and the measurable impact it has had on power quality [16].
AMI improves the DSO's situational awareness and permits two-way communication be-
tween the DSO and consumers.1 The successes and challenges of AMI deployment spread
across a range of areas including developing standards, validation tools and testing proto-
cols. Similar challenges and opportunities currently present themselves to the community
as they aim to deploy technologies to coordinate and control distributed energy resources.

1.5 Realizing a New Operating Paradigm

A new operating paradigm for DSOs would involve designing for uncertainty using control-
lable variability (sometimes referred to as resource �exibility) [17]. In a truly distributed
sense, the effects of uncertain or rapidly varying net-load (and voltage pro�les) could be
mitigated in real-time by distributed energy resources (DERs) such as PV inverters with-
out the need for closed-loop central dispatch from the DSO. This delegation of real-time
regulating tasks to grid-edge devices still has to be performed in a coordinated manner. In
this new operating paradigm, the DSO would coordinate the �exibility of DERs instead of
controlling them in real time which provides obvious bene�ts with regards to scalability
and system complexity. The grid-edge control paradigm is expected to leverage AMI while
expanding the communication and sensing infrastructure to actuators (i.e., inverters).

Figure 1 illustrates one vision of this new operating paradigm for the entire electric
power system as presented in the NIST Smart Grid Framework 4.0 [1]. The �gure illus-
trates the myriad of information �ows between domains in the power system to achieve the
level of coordination expected for a “smart grid”.

1.6 Coordinating Across the Grid

The Smart Grid Framework concludes that system stakeholders must develop methods to
effectively coordinate DERs and delegate some control authority to the edge of the grid in
order to scale control systems with high DER penetration.

Figure 2 illustrates a grid-edge control scenario. It shows that most domains in a power
system have a combination of distributed resources. From the perspective of a DSO, Fig-
ure 2 also shows that a typical distribution utility edge device is a smart meter or inverter

1Today's AMI samples customer loads every 15 minutes to 60 minutes and has large communication delays
that prevent effective control. Yet, the AMI is capable of much faster sampling rates, and communication
upgrades will greatly reduce delays.
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Fig. 1. An illustration of the cyber-physical interconnections that underpin the smart grid.

with distributed control assets, providing microgrid control or virtual battery/storage func-
tions.

Equally important, this diagram illustrates parallel communications infrastructures. Op-
erational communications, shown as a shared bus in the diagram, would realistically in-
clude multiple proprietary protocols and communication links. Phasor Measurement Units
and smart meters may need to report measurements to a Microgrid Controller but would
likely use parallel communication infrastructures to do so. The Microgrid Controller in
turn may need to obtain set points and reference commands from the Distribution Man-
agement System. The validation problem for a DSO would be understanding the practical
bandwidth, security and integrity considerations for all possible implementations of the
scenario, shown in Figure 2, while still ensuring adequate performance of an inverter coor-
dination scheme at the edge of the system.

The literature on coordinating inverters for fast power control in distribution systems
has grown tremendously in the past decade. Most coordination algorithms are tested using
simplifying assumptions; yet, much less published work exists on the considerations for
implementing these algorithms. Consequently, utilities have a limited understanding of the
value of the proposed control schemes and the effects of simpli�ed models and system as-
sumptions on robustness and stability. A need exists to provide performance guarantees on
coordinated inverter-based control schemes under realistic operating conditions to increase
trust in this technology.
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Fig. 2. A schematic diagram showing inter-operating stakeholders in a power system with
communication pathways.

1.7 Industry Concern– How to Represent Uncertainty in Realistic Operating Con-
ditions

To aid in their implementation of coordinated control systems for regulating a network of
PV inverters, DSOs would bene�t from an integrated approach to evaluate the impact of
both cyber risks [18] and physical uncertainty [19, 20]. Characterizing the uncertainties in
a complex cyber-physical system as in Figure 1 is especially challenging since cyber and
physical domains are tightly interconnected [21]. Generally, uncertainity analysis present
two classes of uncertainties:

• Implementation-speci�c aleatory variability in the process or system response, in-
cluding communication latency, cyber vulnerabilities [22], device heterogeneity, etc.

• Epistemic uncertainty associated with incomplete state information [23], modeling
gaps, measurement error, etc .

1.8 Industry Concern– Standards Focused on Devices Rather than Coordinated Con-
trol Systems

Currently, a technical gap exists between methods for coordinated control of DERs (e.g.,
PV inverter or battery devices) and the metrics published in industry standards. Testing
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and certi�cation requirements for advanced inverter functionality focus on single-device
tests rather than interoperability and information sharing required for decentralized oper-
ation [24]. Documentary standards addressing performance metrics at the system-level
are an essential step to fully realizing the salient effects of PV inverter-based distribution
circuits [25]. Due to a standards gap, early PV inverter requirements forced unity power-
factor operation which neglected ancillary services from inverters to the grid. Even today's
device-level standard IEEE 1547 only indirectly considers the power quality of the grid by
providing some �exibility in disconnection and ramp-up timing [26]. However, the role
of inverter heterogeneity and communication schemes for coordinated control are still not
part of the standard [27]. The DSO community has expressed interest in suitable system-
level frameworks that outline information sharing and control performance in systems with
multiple inverters [9]. DSOs identi�ed the following gaps:

1. Guidance on developing new system-level standards for inverter-based control schemes.

2. Improved metrics for distribution system reliability, power quality, and system se-
curity through robust regulation of terminal node voltages, power injections, and
minimization of line losses.

3. Creation of a hardware-in-the-loop testing framework that extends to more general
control topics, such as synthetic inertia, distributed line loss minimization and de-
mand response.

4. Formulation of control theoretic problems that explicitly consider the effects of cyber
and physical uncertainty.

2. Assumptions and Assessment of Needs

2.1 Assumptions

NIST's research and development for the grid is based on three assumptions:

1. That the grid is evolving towards coordinated control of distributed energy resources;

2. That formal methods to quantify uncertainty in power systems will be standardized
across the DSO community;

3. That industry standards and testing protocols will evolve to capture system-level per-
formance.

2.2 Assessment of Uncertainty in Power Systems

Accuracy of the system models is very important. Analysis of power system dynamical
behavior is largely model-based. Actual system behavior is inferred from the simulated
response of the system models. Even planning and operating decisions are in�uenced by
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the simulated system behavior. However, many model parameters (e.g., loads, renewable
energy injections) can never be known with absolute certainty.

Closed-loop control schemes for the bulk energy system frequently employ a convexi-
�ed power �ow model. This is a computational simpli�cation that is assumed to be accurate
under most nominal operating modes.

For example, in the work presented in [28–30], thermal load on transmission lines is
alleviated using coordinated control of storage and PV assets. In this work, the model errors
introduced from convexi�cation are mostly within 10%.

However, the closed-loop response was unable to completely eliminate line tempera-
ture overloads. That is, feedback was unable to robustly reject disturbances from model
inaccuracy. Robust performance in such cases is only restored by applying conservative
constraints and limiting the control system to sub-par closed-loop performance [31].

In fact, in operational power networks, the effect of uncertainty is often not explored in
the context of closed-loop control schemes, as the negative feedback loop is often assumed
to reject a wide range of disturbances (including model inaccuracies and communication
latency). In addition, the promulgation of distributed generation and variability of response
in net-load assets (e.g., inverters) add further complications to closed-loop performance.

The control systems literature uses a formal notation that combines differential and
switched-algebraic equations to describe large complex cyber-physical systems. This nota-
tion is called a hybrid dynamical system [32, 33]. Using this approach, model parameters
and inputs of complex systems that are unknown or approximated can be explicitly coded
with uncertainty metrics. This means that when the actual system trajectory deviates from
that of the model, state-feedback can be used to provide robustness against disturbances
(e.g., input and parameter uncertainty). However, in employment of automatic control
systems in critical infrastructures such as electrical systems, a-priori veri�cation of safety
and/or robustness is important to ensure adequate closed-loop performance. Monte Carlo
analyses are the predominant approach used to study the impact of a variety of uncertainties
in a hybrid dynamical system. Monte Carlo approaches are also commonly used to assess
cyber vulnerabilities or communication loss over a range of outage scenarios.

However, it is computationally infeasible to use Monte Carlo analyses for complex
models of power systems. This is due to:

• Underlying complexity and scale of the physical distribution system (e.g., large num-
ber of inputs and states);

• Mix of continuous and discrete states and inputs (e.g., tap-changing transformers);

• Limits on states and input;

• Role of communication systems (i.e., delays and topology); and

• Combinatorial scale of all possible system outcomes.

This complexity also increases with the addition of smart grid technologies, such as plug-in
electric vehicles, PV inverters, and energy storage devices.
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One approach to improving computational feasibility is called trajectory sensitivity
analysis, e.g., see [34–36]. It has been applied extensively to power systems [37–40]. Tra-
jectory sensitivity analysis provides an accurate and computationally amenable method for
approximating the trajectory of a hybrid dynamical system subject to a small perturbation
resulting from one uncertain system parameter. This is achieved via linearization around
a nominal trajectory. However, to provide guarantees in performance, one must verify all
system trajectories which still require inef�cient Monte Carlo techniques.

To overcome the need for exhaustively exploring all possible trajectories in an uncertain
system, approximations are often employed to `lump' or `group' states, system parameters,
and inputs. In such cases, trade-offs must be made between accuracy and computational
performance [41]. There are many methods to group states based on likelihood, sensitivity,
criticality or dependence.

This method of analysis is called reachability analysis. It is an attractive tool to explore
and quantify the effects of uncertainty on closed-loop performance. Reachability analysis
describes the set of states reachable from a set of initial states in �nite time for hybrid dy-
namical systems. As such, reachability analysis is often used in hybrid systems for safety
and robustness veri�cation and can provide a guarantee of robustness against uncertain-
ties [42].

However, the exact computation of reachable sets for general hybrid dynamical systems
may still be computationally intractable [43]. Therefore, an approximation of the reachable
set is often necessary to reduce the computational burden and provide useful insight into
system and closed-loop performance.

To engender a useful approximation of the reachable set generally requires:

• Appropriate simplifying assumptions such as linear systems [41, 44, 45];

• Order-preserving dynamics [46]; or

• Convex bounds on actuation [47].

Under such conditions, the computational complexity of reachable sets can be greatly
reduced and permit tractable implementations of external approximations (to verify ro-
bustness and safety) and internal approximations (to determine guaranteed performance
bounds).

In the case of power systems described by nonlinear differential algebraic equations
(DAEs), reachability analysis is often limited to small 1-2 bus systems [48]. For larger
power systems, the reachable set can be ef�ciently approximated by ellipsoidal techniques
for linearized system models [49, 50] and second-order Taylor-series approximations [51].

However, the resulting reach set is no longer an over-approximation of the exact reach
set of the nonlinear system. This prevents formal guarantees of closed-loop performance
for the underlying nonlinear system. To provide guarantees for the nonlinear power system,
computations of reachable sets have been approximated ef�ciently by considering the set
of linearization errors and application of convex polytopes (i.e., “zonotopes”). This is the
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set representation (instead of ellipsoids) [52, 53], which provides an attractive option for
reachability analysis in uncertain power systems [54, 55].

From the perspective of validation, signi�cant work is needed to identify the best suited
simpli�cations for reachability analysis. Only theoretical reachability studies have been
conducted on the coordinated control of inverters in a distribution system setting.

As a near term goal, the grid stakeholder community would get valuable feedback if
hardware-in-the-loop testing of inverter control systems could be used to pro�le the reach-
able space of an actually deployed system. This is a better approach, compared to a lin-
earized system, starting from the same initial states and reference set points (i.e., reactive
power set points of inverters). Later, the uncertainty set should be expanded to include:

• Underlying nonlinear DAE system under communication delays;

• System parameters; and

• Measurement errors.

This report describes the data collection and tabulation infrastructure being developed
to establish empirical bases for trajectory sensitivity maps and reachable spaces.

2.3 Assessment of Coordinated Control of DERs

Coordinated control of inverters in distribution systems is an attractive proposition [56, 57].
However, if the DSO communication or computation systems were compromised, all in-
verters would be left in the dark. Instead, a distributed architecture would be more reliable
against communication outages and computational challenges. In fact, if consumers' in-
verters could communicate with each another and/or with the utility, the inverters could
perform local computation and coordinate their decision-making.

Most inverters in a distribution circuit, though, operate behind the meter. Thus, a cen-
tral entity such as a utility is unlikely to have access to operational information about the
state, availability and control authority. This data barrier greatly limits effectiveness of
centralized inverter control schemes. Furthermore, giving a central entity behind-the-meter
awareness would shift the line between utility ownership and consumer ownership and re-
quire contested regulatory and market changes. In addition, the reliability of centralized
schemes suffers from a concentration of risk at the central entity.

The most simple form of coordination is when no communication is needed and each
agent cooperatively responds to its own local signals. This is considered a strictly local
control law and is often called (fully) decentralized control. However, coordinated control
employs direct or indirect communication between agents and is often formulated as a
variant of a duality-based distributed optimization or consensus-based methods. The key
factors differentiating literature on coordinated control involve the communication network
(e.g., centralized, neighbor-to-neighbor, decentralized, and a/synchronous), grid topology
(e.g., meshed vs. radial), and system assumptions (e.g., balanced vs. unbalanced system,
steady-state vs. dynamic power �ow, uniform line impedances).
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The following are recent state-of-the-art methods enabling coordinated control of DER:
Optimization-based methods:These are popular in distributed control due to the abil-

ity to take into account constraints on inputs and states and the availability of numerically
robust solvers. As such, centralized optimization problems have been formulated for a
system of inverters, and large-scale simulations provided insights into the development of
simple local control laws that can recover up to 95% of centralized performance [58, 59].

Classical duality-based techniques can be applied to convert the central problem into
many smaller distributed control problems. Through communication of dual variables, op-
timal (centralized) performance can be provably recovered after in�nite communication
iterations, which means that one cannot guarantee primal feasibility in actual implementa-
tion.

Therefore, robust optimization techniques are often used for distributed control as in [31].
A convex relaxation combined with the dual ascent algorithm is presented in [60] to inves-
tigate reactive power control under the assumption of uni-directional �ows. Combining
dual communication instances with actuation results in online distributed control, which
provides promising synchronous and asynchronous real-time implementation avenues but
suffers from non-trivial primal feasibility violations [61].

Consensus-based methods:These provide a framework for leaderless optimizations
where agents exchange information over a pre-de�ned (possibly overlapping) communica-
tion topology to reach agreement (i.e., consensus) on a common decision [62]. The authors
in [63], focus on steady-state voltage and reactive power control of inverters in distribution
systems. The coordination is achieved via randomized gossip algorithms with overlapping
communication networks. The inverters send local voltage and injection measurements
to decentralized control points on the communications network which uses that informa-
tion along with local grid topology information to rapidly converge on the minimal loss
solution.

An unbalanced distribution model with consensus methods for coordination is inves-
tigated in [64]. A special case of consensus (which is an averaging problem) [65–68]
provides a comprehensive distributed PI-control framework for frequency regulation in mi-
crogrid systems. The framework outlines a plug-and-play paradigm wherein distributed
energy resources can enter or leave the control space without the need to modify control
parameters. A combination of voltage and frequency regulation via droop-based control is
proposed in [69].

The authors in [63] focused on steady-state voltage and reactive power control of in-
verters in microgrids and radial distribution systems. The coordination is achieved via
overlapping communication networks (i.e. clusters) without the need for a centralized co-
ordinating entity. The inverters send their communication cluster local voltage and injection
measurements, and clusters use that information along with local topology information to
rapidly converge (in 40 to 60 iterations) on the minimal loss solution.

The work in [61] considers online duality-based coordination under synchronous and
asynchronous communication schemes between neighboring inverters. A dual decompo-
sition/ascent algorithm is presented that has inverters actually actuate the system at every
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iteration by updating the reactive power injection set point. Since a duality approach un-
derlies the proposed method, voltage may exceed limits during iterations.

Using a hierarchical scheme to coordinate conventional controllers, the authors in [65]
employ distributed droop and PI control of inverters for frequency control in a microgrid
setting. This is achieved by combining the hierarchical droop and integral control (common
in dynamic power systems) into distributed `averaging' PI control (i.e., dynamic concensus)
that recovers original operating points. The analysis of interdependent control loops in
power systems lends itself to plug-and-play coordinated control of inverters in microgrids.

Addressing the multivariate nature power systems control, the authors in [69] consider
the problem of simultaneous coordinated V-f, P-Q, and MPPT control of a PV inverter with
battery storage. This work focuses on an islanded microgrid setting with a single large PV
system and battery storage. The objective is to satisfy voltage, frequency, storage, and
power �ow constraints, and this is done through multiple PID feedback loops.

As this list of research efforts illustrates, there is variety and sophistication in the choice
of control algorithms for a range of inverter- based functions. One of the limiting factors is
the determination of an appropriate delegation structure that retains analytical consistency
while providing insight into system uncertainty and closed loop performance.

From a validation point of view, it would be valuable to develop a delegation architec-
ture that supports different control algorithms at the device level, while at the same time
providing a consistent abstract interface to coordinators and other subsystems. This abstrac-
tion should also be compatible with the geometric approximations required for reachability
analysis described in the previous subsection.

This report highlights a set-theoretic formulation of both control objectives and uncer-
tainty. As an example of implementation, a reference governor is designed for a PV system
that is agnostic to the control algorithm of choice; yet, it addresses the concerns of pro-
viding enforceable and composable constraints to local controllers so that the delegation of
control objectives and the abstraction of robustness margins can be evaluated against real
data and hardware.

2.4 Standards and Testing

The increasing penetration of PV systems (esp. in CA, HI, and VT) has led to growing con-
cerns among DSOs about the impact of distributed generation on the distribution grid [9].
In response, IEEE standard 1547 was updated to provide performance requirements on ad-
vanced control and communication functionalities between inverters (and other distributed
energy resources) and with the DSO [70]. The certi�cation test procedure, UL 1741, has
been re-developed to supplement IEEE 1547 to ensure safe operation of equipment asso-
ciated with distributed energy resources [26]. In addition, IEC 62786 provides technical
requirements for planning, design, operation, and connection of DERs to the distribution
grid [71].

Together with IEEE standard 2030, industry has published interoperability guidelines
for the integration of power, communication, and information technologies [72]. Inverters
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manufactured today have advanced control and communication functionalities that permit
DSOs to move away from constant power factor control of inverters. These functions
consider coordinated control of distributed energy resources (e.g., dynamic reactive power
control for Volt-VAr regulation) [25].

To reliably implement coordinated control of PV inverters, the DSO must �rst perform
impact studies to obtain a clear understanding of system dynamic performance, including
expected levels of current from PV inverters and their response to grid disturbances. How-
ever, DSOs do not have access to manufacturers' detailed models of inverter design and
internal control schemes and have to rely on test results provided by certi�cation agencies
(e.g., based on the UL-1741 method).

Unfortunately, in current practice, certi�cation focuses on device performance rather
than system-level operation [73]. Indeed, certi�cation testing practices neglect:

• System-level effects of the grid (e.g., voltage and impedance levels);

• Proximity of the device to conventional control devices (e.g., capacitor banks);

• Impact of nearby inverter actuation, performance of communication schemes (e.g.,
delays) [9]; and

• Gaps in information mapping between device and system level object models [74].

Even though PV system penetration is increasing rapidly, industry standards committees
are only in the early stages of working with industry to develop precise and widely accepted
system-level, interoperability testing methodologies.

As such, there is an immediate need to develop procedures that can capture the complex
effects of multiple inverters with diverse data interfaces acting in a coordinated fashion on
a distribution system. The need for such methods is exempli�ed by the rise of real-time
hardware-in-the-loop (HiL) testing as a cost-effective means to investigate system-level
interactions [9].

As an example, a DSO may be interested in evaluating if inverter-based conservation
voltage reduction (CVR) [75, 76] can be achieved using current IEEE 1541 and IEEE 2030
inverter control standards. This test will require an HiL experiment with all of the in-
terfaces, controllers and information models appropriate for existing standards while also
providing the ability to implement a simulated CVR function; this is the type of test case
for which the validation tools described in this report are suited. It is our expectation that
vetted validation tools will help identify speci�c modi�cations to future standards.

3. Campus Capabilities for Validation

This section outlines the work being done to leverage the electrical power system on the
NIST campus in Gaithersburg, MD, as a validation testbed. This section also presents
validation experiments which have used campus resources to address industry concerns and
to test modeling, simulation, control and communication research projects summarized in
Section 4.
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3.1 The NIST Distribution Network

NIST's network is unique in that it employs four 13.8 kV distribution feeders that span the
campus. This distribution network is supplied by at least three large on-site, distributed PV
generators in addition to the local power utility.

Terminal nodes primarily operate as loads on this network. Some terminal nodes have
small distributed generation assets attached. However, those assets are restricted from feed-
ing into the distribution network to ensure radial power �ow. Each node is comprised of
step-down distribution transformers, providing secondary (480Y277V) service to racked
switchgear, breakers and monitoring equipment. Additional service transformers within
each terminal node provide 208Y120V service for of�ces and lighting loads.

In the last several years, most of the terminal nodes have been upgraded with net-
worked monitoring equipment which report quasi-static measurements of each 13.8 kV
primary feeder and loads at the secondary feeder level. Nodal state variables such as volt-
age, current, real power and reactive power are reported to a central database, along with a
few power quality measurements such as total harmonic distortion, frequency, and power
factor. The reported values are acquired over a multi-second aperture and are adequate to
provide minute-scale (60 s) nodal snapshots of network state.

The topology of the campus electrical system is similar in structure to a section of
an archetypal residential distribution system. The campus system has a trunk and branch
radial structure with sectionalizing breakers, a single head end sub-station and tap chang-
ing transformer-based voltage support (see Figure 3). The campus circuit has many more
measurement points than a standard distribution circuit, but this level of instrumentation
may not be very far away in the future, especially for distribution circuits with high DER
penetration.

In addition to the terminal loads, the campus electrical system also hosts one 5 MVA
PV generator, two 250 kVA PV generators, and one 70 kVA generator. All four systems are
instrumented with measurements at approximately one measurement per second period.

A research grade 30 kVA bifacial array is currently being installed with a IEEE 1547
compliant grid service inverter and Phasor Measurement Units at the point of coupling
on the secondary feeder. Figure 3 illustrates the two types of DERs available on campus,
i.e., distributed PV generators and building loads. Both DER systems have primary and
secondary interconnection points that are instrumented with voltage, current, power factor
and frequency sensors. Many of the DERs on campus also have dedicated power quality
and condition monitoring sensors on breakers and transformers.

The data collection infrastructure, either installed or being developed on the NIST cam-
pus, is well suited to test concepts and models in the context of a full scale distribution
circuit, such as the one shown in Figure 4.

This diagram is a test case that is loosely based on a real circuit but is augmented with
components to represent a future high DER operating environment. Versions of this circuit
have been used to test algorithms focused on distribution system optimization and control
[77]. The line thickness in the diagram could signify notional electrical distance from the
head-end node or the nodal voltage magnitude. In traditional radial distribution circuits,
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Fig. 3. A schematic showing the campus components on the NIST campus that have been included
to serve as validation tools for a generic distribution system.

these two properties would be equivalent.
The circuit is radial in nature, re�ected by monotonically decreasing voltage from head-

end, outwards. A small group of DER assets at the far end of one of the branches in the
circuit is organized like a network or mesh. The circuit also features weakly connected
nodes on lightly loaded networks that may operate in islanded or grid tied modes. The
circuit is also assumed to be well endowed with metrology points and the required sen-
sors. This assumption is made in order to consider the scalability of communication and
information management systems that would be needed.

Lastly, the circuit has over a hundred DERs (represented by blue dots in Figure 4),
distributed in all expected contexts across the network. Some of the DERs represent utility-
owned assets, connected directly to the trunk of the circuit, while some others are connected
to the edge of the circuit, representing roof-top or customer-owned generation assets.

3.2 Data Pipeline

As discussed in Section 1, one of the key validation concerns raised by industry is the
evaluation of distributed systems. The tools used to calculate uncertainty, measure per-
formance and estimate robustness must be updated to evaluate entire systems, rather than
devices. Also, the systems being analyzed are frequently comprised of both cyber and
physical components and communication links between them.

To address this concern, the NIST campus testbed project built a data pipeline infras-
tructure. It addresses the dual goals of collecting real data and measurements from assets
on the NIST electrical network as well as providing the �exibility and software platforms
to implement tools, algorithms and tests for research purposes.
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Fig. 4. Annotated diagram of a near future, high-DER distribution circuit. The validation tools
described in this report were designed to address the control challenges for this prototypical circuit.
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Central to the data pipeline's design is stream processing of data. In stream process-
ing, data are continuously processed as new data, which become available for analyzing.
These data are processed sequentially as opposed to batched processing where data are �rst
buffered and processed non-sequentially as bounded units. The key difference with regard
to software design is that analytics on a batched system can only be periodically executed.
In a stream processing pipeline, an unbounded stream may be pulled in by a `listening'
analytics system and processed continually.

This design choice has many software design implications for analysis and time syn-
chronization between diverse data streams. However, it is an essential design choice for the
pipeline to capture, format and store real-time data with as low a latency as possible and to
trigger analysis actions immediately when relevant events arrive in the stream.

Con�uent Kafkais the event streaming platform used for the data pipeline. It is based
on the open-source Apache Kafka [78] that is used as the central publish-subscribe hub to
our data processing. In this section, the desirable features of Kafka are described high-
lighting the speci�c technologies that were selected during deployment and how they were
con�gured.

3.2.1 Stream Processing System Overview

Figure 5 illustrates how the data pipeline is used to stream disparate data generated at dif-
ferent rates. For instance, aGateway Modbusserver was installed at each PV generation
site to relay metrics from multiple sources (weather, inverters, etc.): this server updated
measurements every 5 seconds. For faster measurements, it is possible to pull data directly
from manufacturers'Inverter Modbus servers which refresh every 100 milliseconds.

Downstream, aSerializing Producer �ts those data into their ownAvro Schemasand
produces serialized message strings for their correspondingKafka Topics (e.g., weather
topic, inverter state topic). TheSchema Registrycomes into play when the producer sep-
arates schema and data so that schema can be reused and not transmitted with every data
message. The schemas are further reused when theSink Connector consumes and dese-
rializes data, continuously, from the Kafka Topics before transposing them ontoPostgres
DB tables. The parallels in this design to the object-relational design of the IEC 61850
protocol for electrical power systems is notable.

Topics, as used in this design, can be thought of as logical nodes in the IEC 61850-7-
420 standard. The schema registry employed in the pipeline can be populated with IEC
61850 or another information model of choice, depending on the experimenter's use case.
The deserializing step isolates the choice of communication information design from the
database system.

Lastly, aGrafana Dashboard was implemented to query and aggregate time series
from the Postgres tables and to visually monitor and graph these data in real time. Grafana
is a popular dashboard design tool and can be used to build custom dashboards for a tailored
experiment's speci�c needs.
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Fig. 5. Data Pipeline designed to collect streaming data from multiple data sources on campus
using the Con�uent Kafka stream messaging platform.
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3.2.2 Technologies and Features

• Apache Kafka2: Kafka was selected to meet the speed, latency and bandwidth needs
of all the data sources currently integrated into the campus instrumentation project
while leaving capacity for future expansion of both the desired bandwidth and the
number of parallel streaming sources. Kafka also provides a multi-producer,multi-
consumer persistent log which serves as a buffer between data sources and down-
stream long-term storage. This feature is utilized if the database is experiencing de-
lays in processing data or if the connection to the database is temporarily lost. Lastly,
the log simpli�es the challenges of coordinating software development between the
producer and consumer. These two sides of the data �ow path are only loosely cou-
pled by a speci�ed data schema (e.g., ApacheAvro) for logged messages. Besides
this coupling, changes in a producer do not affect how a consumer is implemented
and vice versa.

• Apache Avro3: Kafka by itself does not enforce a particular data format. However,
having a common data format and schemata is key to ef�ciently integrating multiple
data sources in a pipeline. It is simpler for a developer to implement a lightweight,
unambiguous interface that supports multiple programming languages rather than
maintaining a multitude of one-off schema converters. The Apache Avro format was
followed in this project to aid in implementation across multiple developers. The
Avro schema was able to accommodate the data sources currently in use including;
inverters, weather stations and PMUs.

• Con�uent Schema Registry4: The Schema Registry facilitates storage and retrieval
of Avro schemas as part of producer-consumer (de-)serialization process. It is cen-
tralized so that producers and consumers can register and locate schemas relevant to
data being handled. The separation of schema and data makes the encoded messages
more compact and ef�cient for storage and transmission.

• Avro Serializing Producer5: This is a high-level producer included as part of Con-
�uent's open-source Python client (https://github.com/con�uentinc/con�uent-kafka-
python). It wraps lower level APIs that handle calls to schema registry and Kafka
topics so that the application developer only needed to ensure data fed into the mes-
sage producer was compatible with a speci�ed schema. Likewise, on the receiving

2Kafka Benchmarking tests
https://engineering.linkedin.com/kafka/benchmarking-apache-kafka-2-million-writes-second-three-cheap-
machines

3Why Avro for Kafka Data?
https://www.con�uent.io/blog/avro-kafka-data/

4Schema Management
https://docs.con�uent.io/current/schema-registry/index.html

5Example avroproducer
https://github.com/con�uentinc/con�uent-kafka-python/blob/master/examples/avroproducer.py
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Fig. 6. Real and Reactive power output over 96 hours, sampled at 10 samples per second.

end, a consumer (e.g. Avro Deserializing Consumer) should be able to decode mes-
sages from the topics, as long as it can retrieve the corresponding Avro Schemas from
a registry. On the other hand, in the unfortunate event that a producer does not use
and register a schema, a programmer will need to learn how the producer encoded
the messages before decoding messages more or less manually.

• Kafka Connect – JDBC Sink6: For well-known data sources and destinations, like
Postgres DB in our use case, Con�uent platform provides reusable connectors. These
are built on top of Kafka consumer and producer APIs that one can “plug-in” to au-
tomate the Extract-Transform-Load process. In the implementation described here,
a Java Database Connectivity Sink connector was con�gured to subscribe to spe-
ci�c Kafka topics used. The connector decodes messages using Avro schemas from
the Schema Registry, and inserts those time-series data into corresponding Postgres
tables.

Tests of the data pipeline considered three major use cases: historical time series
queries, correlation studies and real time monitoring. Figure 6 shows a query of real and
reactive power sampled at 10 samples per second of a PV generator output over four days.
This query has over 7 million data points. Fine data resolution over multiple days allows
researchers to observe reactive power transients on cloudy days and also to observe voltage
regulation effects as the generator powers on and powers off at sunrise and sunset respec-
tively.

The use of Apache Kafka and Kafka topics allows correlation studies to be conducted
on both live data and historical data. Figures 7, 8 and 9 show Watt–VAr, Volt–VAr and
Volt–Watt correlation studies.
6Java Database Connectivity (JDBC) Sink Connector for Con�uent Platform
https://docs.con�uent.io/current/connect/kafka-connect-jdbc/sink-connector/
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Fig. 7. Scatter plot showing real power vs. reactive power values over a range of operating
conditions.

Fig. 8. Scatter plot showing voltage vs. reactive power values over a range of operating conditions.

19



Fig. 9. Scatter plot showing voltage vs. active power values over a range of operating conditions.

Lastly, live monitoring of PV generators and the state of the campus grid as a whole
requires continual queries of over 1000 data �elds. Stress testing of the live monitoring
feature was able to update the data dashboard in Figure 10 at a rate of twice per second.

3.3 Communication Infrastructure

The data pipeline described above primarily shares the campus area network with the exist-
ing computing and information technology infrastructure. Sensors and monitoring systems
for building loads and switchgear are authorized, network connected hardware. All pipeline
software components also meet security and software integrity standards to operate on the
existing IT network.

In a few cases, specialized wireless communication links were installed for the purpose
of communicating with DERs located outdoors. Here, care was taken to consider the wide
range of wireless technologies used for communication and control of DERs in a distribu-
tion system. Examples from four commonly used classes of wireless communication were
implemented on campus to transmit data from PV inverters, weather stations, substation
relays and Phasor Measurement Units (PMUs).

Table 1 lists the salient features of each of the technology classes currently imple-
mented. The �rst technology in the table is a Layer-2 Ethernet, Point-to-Point(P2P)sys-
tem. This 5 GHz system is intended to capture the bandwidth, security and reliability
requirements of inter-substation, relaying and communication. The link is secured via a
pre-shared key and operates between a PV generating site and a data server site.

The second technology in the table is a Wireless Local Area Network segment(WLAN) .
This system uses the IEEE 802.11ac wireless networking standard in the 2.4 GHz band.
This link was designed with enterprise security standards in mind and is primarily used to
evaluate remote management and diagnosis functions. This system uses user authentication
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Fig. 10. A screenshot of a monitoring dashboard displaying the live behavior of one PV generator
system.

and access policies, meeting the Extensible Authentication Protocol (EAP) requirements at
NIST.

The third technology in the table is 900 MHz system, employing a utility grade Supervi-
sory Control and Data Acquisition(SCADA) functions in currently deployed Distribution
Management Systems (DMS). This link has a signi�cantly slower data rate but has histori-
cally been trusted for deterministic control transmissions to relays and tap changers.

The fourth technology listed in the table is a low-power wide area network(LPWAN) .
This link is signi�cantly slower than all the other wireless technologies but provides over
10 kilometers of range with low power radios and other features that make it amenable
to applications, requiring low power draw and low cost. LPWANs have been considered
a feasible technology for residential-scale load monitoring, weather monitoring and asset
tracking applications, where the need for ubiquitous sensing supersede the need for high
speed communication.

The data pipeline can use any of the four wireless technologies listed, allowing ex-
perimenters to trade-off security overhead considerations with base data rate and latency
requirements. For example, Figure 11 shows latency measurements taken from three of
the high speed communication links available. Figure 11(a) shows the latency variation
of the WLAN link. This link is observed to have periodic spikes in the latency, related to
access and congestion constraints. Meanwhile, the P2P link shown in Figure 11(b) uses
�xed, time division multiplexing and can ensure better determinism. However, it loses the
resilience bene�ts of a networked wireless system, such as mesh routing or redundant ac-
cess points. Figure 11(c) shows the latency variation of a wired 1000 Mb/s Ethernet link to
a DER communication interface located in the �eld. This last plot provides a baseline for
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