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Abstract

The National Institute of Standards and Technology (NIST)’s Technical Investigation of the 2011 Joplin,
MO tornado identified that no widely accepted standards exist for emergency communications in tornado
events and more specifically, policies involving the use of communication systems to alert the public in
advance of tornadoes. This publication provides evidence-based guidance for communities on the creation
and provision of public alerts, including both alerts provided by outdoor siren (warning) systems and
“short messages” sent by social media or other short message service (SMS) platforms. It is the hope that
this guidance can eventually be used as input for standardization, through codes and standards, of the
procedures and practices for outdoor siren systems and short message alerts used by communities across
the United States. Standardization of emergency communication policies and procedures could occur at
multiple levels, including among multiple jurisdictions, state-wide, regionally, or even nationally.

This document begins with a brief background on alerting systems, focusing specifically on outdoor siren
systems and short message alerts. The next section presents the methods used for the development of
evidence-based guidance on public alerts, including methods for review of literature on public response to
public alerting systems, the development of preliminary guidance based on these reviews, and the
finalization of the guidance presented here in this report. Then, guidance for communities on the creation
and provision of public alerts for those under imminent threat is presented. This document ends with a
discussion on unanswered questions, providing opportunities for further research into various areas of
public alerting.

Keywords: alerts, disasters, emergency communication, mass communication, short messages, Twitter,
Wireless Emergency Alerts, IPAWS, public response, emergency warnings, tornadoes, outdoor siren
systems
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1. Introduction

Tornadoes pose a significant threat to life and property in the United States. In an average year, these
windstorms are responsible for the most fatalities and insured losses of any natural hazard in the U.S. For
example, in the ten years from 2001 to 2010, the U.S. averaged nearly $1B in insured losses and 56
fatalities per year from tornadoes according to the National Oceanic and Atmospheric Administration
(NOAA 2014). One of the deadliest U.S. tornadoes on record was one that struck the city of Joplin, MO
and surrounding areas on May 22, 2011.

The tornado that occurred on May 22, 2011 in a populated area, Joplin, Missouri was rated as a National
Weather Service (NWS) EF-5 tornado on the Enhanced Fujita tornado intensity scale (NOAA 2011).
This tornado touched down just to the west of Joplin and proceeded to cut a swath across the entire city.
The tornado directly affected 41 percent of the city’s population (20 820 people, out of the 50 175
estimated), damaged or destroyed nearly 8 000 structures and caused nearly $2B in insured commercial
and residential property losses, and generated approximately 2.29 x 10° m?® (3M yd®) of debris
(Kuligowski et al. 2014). More importantly, the structural damage and associated windborne debris were
responsible for the majority of the 161 fatalities, the most caused by a single tornado since the NWS
started keeping records in 1950. Windborne debris was also a major factor in the over 1 000 injuries
reported from the tornado, which also included a large number of debris impacts.

Given the unprecedented number of fatalities and injuries, as well as the scope and extent of structural
damages caused by the May 22, 2011 Joplin, MO tornado, the National Institute of Standards and
Technology (NIST) formally established a team to investigate the disaster under the National
Construction Safety Team (NCST) Act (Public Law 107-231). The team consisted of the four NIST
researchers — with expertise in structural and fire engineering, wind science and engineering, and
sociology — and a researcher from the National Oceanic and Atmospheric Administration’s National
Severe Storms Laboratory (NOAA’s NSSL) with expertise in meteorology, severe storms and warnings.

The NIST Investigation’s goals were to: (1) study the wind environment and conditions associated
with fatalities and injuries, the performance of emergency communications systems and public
response to such communications, and the performance of residential, commercial, and critical (e.g.,
hospital) buildings, designated safe areas in buildings, and lifelines; and (2) develop findings and
recommendations that serve as the basis for potential improvements to public safety in tornadoes,
including:

¢ Potential improvements to requirements for design and construction of buildings, designated safe
areas, and lifeline facilities in tornado—prone regions;

¢ Potential improvements to guidance for tornado warning systems and emergency response
procedures; and

¢ Potential revisions to building, fire, and emergency communications codes, standards, and
practices.

Several findings from this investigation focus specifically on emergency communications (Kuligowski et
al. 2014). First, there were the multiple ways in which individuals in Joplin, MO were made aware and
received further information about the May 22, 2011 tornado emergency. Joplin’s outdoor siren system,
which could generally be heard indoors as well as outside, was the primary means by which individuals
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were alerted to a tornado event. Radio, television, and word of mouth were the primary means by which
individuals were provided with warning information. Second, functioning as an alerting system only, the
outdoor sirens prompted many Joplin residents and visitors to seek further information. However, the
multiplicity of information sources, and the conflicting information provided by those sources, added to
the public’s confusion about the true hazard as additional information was sought. In turn, responses to
the approaching tornado among members of the public, in many cases, were delayed or incomplete, as
was evidenced by the fatalities that occurred among individuals located outdoors, in vehicles, or en route
within buildings to safer refuges when the tornado hit. The two main factors that contributed to delays in
or incomplete response to the Joplin, MO tornado were: 1) a lack of awareness of the tornado, and 2) an
inability to perceive personal risk due to a) receiving conflicting or uncertain information about the
tornado, b) holding pre-existing beliefs about Joplin’s immunity to direct tornado strikes, or 3) distrust or
confusion about Joplin’s emergency communications system.

Another significant finding was that no widely accepted standards exist for emergency communications in
tornado events. In response to these findings from the investigation, NIST recommended “the
development of national codes and standards and uniform guidance for clear, consistent, recognizable,
and accurate emergency communications, encompassing alerts and warnings, to enable safe, effective and
timely responses” (Kuligowski et al. 2014).

With the extensive use of outdoor siren systems in tornado prone areas and the rising use of social media
and other platforms that can provide information via mobile devices, this study focused on developing
evidence-based guidance for communities on the creation and provision of public alerts. Here, public
alerts include both alerts provided by outdoor siren (warning) systems and “short message alerts” (i.e.,
messages with a specific character restriction sent by social media or other short message service [SMS]
platforms). It is the hope that this guidance can eventually be used as a basis for standardization, through
codes and standards, of the procedures and policies for public alerting used by communities across the
United States. Standardization of emergency communication policies and procedures could occur at
multiple levels, including among multiple local jurisdictions, state-wide, regionally, or even nationally.

In 2017, a NIST Technical Note was published on outdoor siren systems (Kuligowski and Wakeman
2017). This Technical Note provided an overview on the current status of siren systems in the United
States, as well as a review of the literature on the ways in which people respond to alerting signals
(including siren systems) and the current limitations of outdoor siren systems in light of these findings. In
2018, a NIST Technical Note was published on short message alerts (Kuligowski and Doermann 2018).
Short message alerts are messages with specific character restrictions — e.g., 90 or 280 characters in
length — that are meant to alert individuals (under imminent threat) that something is wrong and that more
information is available (elsewhere) on the emergency. This Technical Note provided an overview on the
current status of short message alerting in the United States, focusing Wireless Emergency Alerts (WEAS)
disseminated via the Integrated Public Alert & Warning System (IPAWS), and alerts disseminated via
Twitter. Additionally, this report presented a review of the literature on the ways in which people respond
to short message alerts during emergencies and the current limitations of these types of alerts in light of
these findings. Both Technical Notes (on outdoor siren systems and short message alerts) discuss the key
findings and recommendations from the literature on the possible ways in which to improve alerts for
people under imminent threat, based on the methods by which people receive and process alerts.

This current document presents the overall evidence-based guidance for communities on the creation and
provision of public alerts. This focus of this guidance is on the creation and provision of alerts using
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outdoor siren systems and short message alerting platforms. First, this document presents a brief
background on alerting systems, focusing specifically on outdoor siren systems and short message alerts.
The next section presents the methods used for development of evidence-based guidance for communities
on the creation and provision of public alerts. This methods section includes a discussion of the methods
used to review literature on public response to public alerting systems (see Kuligowski and Wakeman
[2017] for a review of public response to audible alerting systems and Kuligowski and Doermann [2018]
for a review of public response to short message alerts), the methods used for development of preliminary
guidance based on these reviews, and the methods used to finalize the guidance presented here in this
report. Next, guidance is presented on both outdoor siren system alerting and short message alerts
targeting members of the public under imminent threat. This document ends with a discussion on
unanswered questions, providing opportunities for improving understanding in various areas of public
alerting.

2. Background on Alerting Systems

In the event of community-wide emergencies, such as tornadoes, tsunami, wildfires, or hazardous
chemical spills, alerts and warnings are issued with the goal of initiating protective action among the
public. Sheltering in place or evacuating to safety are two examples of protective actions. The main
purpose of alerts is to capture the attention of the public in preparation for a subsequent warning message.
Warnings are then used to provide information about the emergency, such as emergency type, when it
will manifest, and the forms of protective action that should be taken (Kuligowski et al. 2014).

Although a variety of different alerting systems exist, this project and subsequent guidance has focused on
alerts provided by outdoor siren and short message systems. A brief overview is provided on each of these
systems here; and further information can be found in the associated literature reviews on each system (e.g.,
Kuligowski and Wakeman [2017]; Kuligowski and Doermann [2018]).

2.1 Outdoor Siren Systems

Depending upon emergency type, alerts are often disseminated using outdoor siren systems. These
systems are meant to alert individuals located outside of structures within the community of an impending
emergency; however, people often hear them indoors and many even rely upon these systems as a means
of alerting them inside of structures (Stokoe 2016; Kuligowski et al. 2014).

Overall, there are many different types of siren technology, as well as various ways in which these
technologies are employed to alert community members of an impending disaster. Based upon a review of
53 systems from four manufacturers, outdoor siren systems can differ by the following categories:

e The type of system (i.e., electro-mechanical vs. electrical systems differ in the method by which
sound is provided),

e Voice communication capabilities,

¢ Signal capabilities (e.g., the number of tones disseminated by the system),

e The direction of the sound (i.e., the coverage area of the siren system and its method of achieving
that coverage [e.g., rotating or stationary]),

e The continuity of sound (i.e., the time period allowed for continuous operation, before a cooling
down period must begin), and

e The testing options available to verify that the siren is still functioning appropriately.
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With many communities using siren systems to alert the public, compounded by the various types and
capabilities of siren technology and the lack of standardization among U.S. community siren usage
procedures (Kuligowski et al. 2014; Laidlaw 2001), it is no surprise that the usage of siren systems differs
widely from community to community across the U.S. More specifically, siren system usage differs in the
following ways: the types of tones used for alerting, the meaning of these tones (i.e., what one should do
when the alert is sounded), and activation protocols (i.e., when or in what types of conditions the alert
should be activated). Testing protocols and the use of all-clear signals (i.e., additional alerts signaling the
end of an emergency) also vary by jurisdiction (Brotzge and Donner 2015; Kuligowski et al. 2014).

First, the signal or tone of a siren system is a key way in which sirens differ across U.S. communities.
Both multi-tonal (i.e., the siren system can disseminate more than one type of tone) and single-tonal
systems are common in the U.S. Additionally, alerting tones, even for the same type of emergency, often
differ depending on geographic location (Kuligowski et al. 2014).

Next, the siren tones do not inherently convey much information; however, meaning can be assigned to an
outdoor siren system tone, which can then be taught to the public. This “meaning” can and does vary
across U.S. communities as well. Tone meaning usually falls into one of two categories; a general “seek
out information” meaning, or a more specific meaning that is linked to a particular hazard type.

Siren usage also differs with regards to activation procedures. Activation procedures can range from more
to less inclusive. More inclusive activation procedures can include activating the siren system for various
types of hazards and levels of hazard severity. e.g., severe thunderstorms, tornado watches, and tornado
warnings disseminated by the National Weather Service that occur both within and nearby the community
in question. Less inclusive activation procedures can include activating the siren only for tornado
warnings issued for areas within the community. In turn, the siren may sound more frequently in one
community over another from year to year.

Finally, outdoor siren usage can differ by testing protocols and the use of all-clear signals. The frequency
of testing, as well as the test’s duration, schedule, and tone can vary by community. Additionally,
although most jurisdictions no longer used all-clear signals to alert the public that the emergency had
ended; this finding was not consistent across all sampled communities (Brotzge and Donner 2015).

While outdoor siren systems represent a key component to a community’s “alerting toolbox”, it is clear that
diversity exists among outdoor siren system technology and its usage. Therefore, guidance on the use of
these systems can benefit the public in two ways: 1) prompt more effective and safer public response and
2) help to standardize the use of these systems, and in turn, potentially decrease confusion associated with
their use.

2.2 Short Message Alerts

Short messages, or terse messages, are limited-character alerting messages (e.g., 90 to 360 characters)
provided via various platforms and channels, e.g., mobile technology. A confusion with short message
alerts is whether they serve as alerts or warnings during disasters. While short message platforms contain
the ability to alert the public, especially if pushed out to devices or placed on “notification mode”, the
current character limits are insufficient to include all necessary warning information. For that reason, they
are often referred to as “alerts” rather than warning messages/systems.

Short message alerts can be disseminated for all hazards. Additionally, they may be pushed out to
individuals via mobile technology based on geographic location of nearby cellular towers (i.e., Wireless



Emergency Alerts or WEAS) or disseminated via social media or mobile applications only to those who
subscribe to and/or follow specific platforms and accounts within those platforms.

Overall, there are different types of short message platforms. The focus of this study has been on short
message alerts provided via IPAWS as WEAs (90-character limits) and short messages provided via
Twitter (280-character limits). A brief discussion is provided on both platforms; please see Kuligowski
and Doermann (2018) for a comprehensive overview.

One of the systems currently available to disseminate short message alerts is Wireless Emergency Alerts
(WEASs) disseminated via IPAWS, or the Integrated Public Alerting and Warning System. WEAs is a free
nationwide program that began in 2011, whereby emergency messages (restricted to 90 characters in
length) are sent to individual mobile devices by “authorized government alerting authorities”. IPAWS
allows alerting authorities to write their own message using open standards. The alert message is then
authenticated by the IPAWS open platform for emergency networks so that it can be delivered
simultaneously via IPAWS-compliant public-alerting and warning channels (e.qg., television, radio, cell
phone, etc.).

An individual can receive WEAs directly to his/her mobile device, without the need to download an app
or subscribe to a particular service. WEA messages are sent to individuals based upon their geographical
location (i.e., WEAs are broadcast from area cell towers to mobile devices in the area), their type of
device (i.e., it needs to be a WEA-capable phone), and their wireless carrier (i.e., the carrier must
participate in the program). This is an opt-out program, in that if individuals do not wish to receive
WEASs, they can opt-out of the system via settings on their mobile devices.

On September 29, 2016, the Federal Communications Commission (FCC) adopted six new WEA
guidelines aiming to “promote the wider use and effectiveness of this life saving service” (FCC News
2016, p. 1). One of these new guidelines requires carriers to increase the maximum length of WEA
messages from 90 to 360 characters for 4G LTE and future networks within 30 months of adoption
(Federal Communications Commission 2016).

Twitter is a free news and social media site launched in 2006 that allows users to post “tweets" (i.e.,
messages) of up to 280 characters. Non-users of this site have the ability to read but not post. Users in
Twitter create a unigue profile name (e.g., @username) and in their account, have information such as
their followers, the accounts they are following and their past tweets. Twitter! is an opt-in system
meaning that a user can choose to "follow" other accounts and receive their tweets, and if they do not
wish to receive tweets from an account, they simply do not follow that account. Tweets can be accessed
through two portals. Users have the ability to access these messages at www.twitter.com or have the
messages sent directly to their cell phones in the form of a text message. Users can customize what
messages are sent to them based on specific accounts, i.e., a user might choose to have messages from
NWS (i.e., @NWS) come to their phone as text messages and access all other tweets online. Users also
have the ability to customize the tones and vibrations that occur when they receive messages.

There are three “conventions” used in messages/tweets that make Twitter unique from other short
message platforms. The first convention is a mention, denoted by an '@' symbol, which identifies a
specific user within the message. This convention can simply be used to “call on someone” or can start an
interactive dialogue between multiple users. The second feature is the hashtag, represented by a ‘#'
symbol, e.g., #LAfire or #SanDiegoFire. This feature is usually placed at the end of a tweet and is used to

! Certain commercial entities, equipment, or materials may be identified in this document in order to describe an experimental procedure or
concept adequately. Such identification is not intended to imply recommendation or endorsement by the National Institute of Standards and
Technology, nor is it intended to imply that the entities, materials, or equipment are necessarily the best available for the purpose.
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signify overall topics or themes of the tweet. Users also have the ability to search for tweets based on a
certain hashtag (Mills et al. 2009). The final convention is the shortened URL, such as 'bit.ly". These
shortened URLS are used in place of traditional ones to aid in keeping the character count under
maximum limits. These links can stand alone (as the message, itself) or accompany a message and when
clicked on, take the user to an image or another webpage.

Message providers using short message alerting systems have a limited amount of space to provide
important and vital alerting (or warning) information. As mentioned above, character restrictions of both
platforms (WEAs and Twitters) have already expanded or will expand in the future, allowing more space
to provide this vital information. However, little guidance is available, until now, on how to use the added
space to prompt more effective and safer public response among those under imminent threat.

Before guidance is provided, however, a discussion of the methods used to develop guidance on the use
of these alerting systems should be presented. The following section presents the methods used to develop
guidance on public alerting for those under imminent threat. Methods are presented on reviews of the
literature focused on public response to alerting systems, the creation of preliminary guidance, and
development of the evidence-based guidance that is presented in this report.

3. Methods for Guidance Development

In both Kuligowski and Wakeman (2017) and Kuligowski and Doermann (2018), literature reviews were
performed to better understand how the public responds to two different alerting methods: auditory alerts
and short message alerts. The methods of each literature review are described in this section.

31. Literature Review on Public Response to Auditory Alerts

In Kuligowski and Wakeman (2017), a literature review was carried out on how people respond to
auditory alerts. To begin the review process, a general search for material was performed, and sources
were included or not based on their relevance to outdoor siren systems, auditory alerts, and human
response to alerts. More specifically, material was selected based on whether or not it provided
background on the response of the public to current audible alerting systems, the limitations of current
systems in alerting the public, and/or key findings or recommendations that would improve or advance
the current methods used to alert people of impending disasters.

A total of 67 sources were collected and reviewed from a variety of databases, including Google Scholar
and Web of Science. The databases were searched using the following keywords: emergency, disaster,
alert, siren, outdoor siren system, auditory alerts, notification, public response, education, and vulnerable
populations. All material was drawn from publicly available resources, published in English. A general
framework was used to extract information on each literature source, including the source of the
reference, the discipline in which the source was found, a summary of the contents, and key findings and
recommendations provided by the source.

Literature was selected from a variety of different disciplines. The disciplines from which literature was
collected included acoustics, child development, communication, crisis management/disasters, education,
ergonomics, fire, medicine, meteorology, psychology, and public health.

The 67 sources collected and reviewed fell into a variety of source types and time periods. The majority
of the sources included in this review consisted of peer reviewed journal articles and conference
proceedings (52 out of 67). A limited number of publications were categorized as government reports,
books, and other types of reports. Also, of the 67 sources, a majority (49 out of 67) were published from
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the year 2000 to present. Only a few cited (2) were published prior to 1979, and the rest were published
between 1980 and 1999.

3.2 Literature Review on Public Response to Short Message Alerts

In Kuligowski and Doermann (2018), a literature review was carried out on how people respond to short
message alerts in the context of emergencies. To begin the review process, a general search for research
was performed, and sources were included or not based on their relevance to short messages and human
response to emergency-based alerts. More specifically, material was selected based on whether or not it
provided background on the response of the public to short message alerts (specifically focused on WEA
and Twitter), the limitations of current systems in alerting the public during disasters, and/or key findings
or recommendations that would improve or advance the current methods used to alert people of
impending disasters.

A total of 47 relevant sources were collected and reviewed as part of this report. The selected material is
intended to present a representative — as opposed to exhaustive — view into research and best practices.
All material was drawn from publicly available resources, published in English. Sources of information
were found using several databases: Engineering Village, Web of Science, Web of Science: Social
Science and Google Scholar. The databases were searched using the following keywords: emergency,
disaster, alert, message, notification, communication, social media, text, SMS, twitter, tweet, mobile,
response, interpret, react, and understand. The disciplines from which literature was collected included
communication, crisis management, emergency management, disasters, psychology, sociology,
geography, meteorology, and public health.

Once articles were identified, each of the articles' abstracts were reviewed for relevance. Articles deemed
relevant were collected and analyzed. The purpose of this review was to identify the findings and/or
recommendations made about public response to short message alerts, with a specific focus on findings
from research on WEA and Twitter alerts. As with any research on disasters and human behavior,
research and publications were analyzed that used hypothetical scenarios to study public behavior related
to alerts/warnings. This type of research can be problematic when attempting to identify/predict how the
public is likely to behave in an actual alerting or real event (National Research Council 2013).
Additionally, the research documented in the publications collected contained varying methods from one
report to the next. Therefore, as part of this review, each article underwent an extensive review of its
objectives, methods, findings, and recommendations. Objectives were checked for their relevance to the
overall project objective. Methods were scrutinized primarily based on sample size, demographic/
locations represented, time period of data collection, and the presentation of a survey or exercise to
subjects, if one was included. From all reviews, each article's findings and recommendations were
collected and then categorized based on their relevance to five topics of interest. These topics were the
following: comprehension and readability, credibility, personalization of the message, providing
additional information, and salience. If an article was reviewed and determined to have questionable
methods, its findings and/or recommendations were included in this review only if they were confirmed
by other reviewed publications.

The 47 sources collected and reviewed fell into a variety of source types and time periods. The majority
of the sources included in this review consisted of peer reviewed journal articles and conference
proceedings (38 out of 47). A limited number of publications were categorized as government reports,
books, and other types of reports. Also, all of the articles included in this review were published in 2008



or later. This was particularly important since short message alerting and technology is a growing field,
and it was found that most articles published before 2008 were already out of date. A majority of the
articles reviewed were published in between 2014 and 2017 (32 out of 47).

3.3 Preliminary Guidance Development

Based on both literature reviews, preliminary guidance on alerting for those under imminent threat was
developed. To develop preliminary guidance, each of the findings and recommendations from both reviews
was prioritized using a set of criteria. The list of the criteria is presented here:

o Isthe research finding or recommendation relevant to individuals in imminent danger; i.e., relates
to emergency conditions rather than normal/non-emergency conditions?
o Is the research finding or recommendation relevant to large-scale disasters that occur within a
community setting?
e Isthe research finding or recommendation in agreement with theory and expert opinion on human
behavior in emergencies?
If the finding and/or recommendation met these criteria, it was then considered as credible for inclusion
into the preliminary guidance.

An additional step was necessary for the findings/recommendations obtained from the auditory alerting
review. Due to the variety in source type and year published, a rating system was developed. Each source
was given a rating based on the type of publication, and the year in which it was published (See Table 1).
This rating was one attempt to estimate the credibility and significance of each source, rating higher (e.g.,
“7A”) those sources that were more recent and/or were published in archival publications that require
internal/external review and approval.

Table 1: Rating (1-7) based on publication type and Rating (A-D) based on year published

Rating | Type of Source Rating Years

7 Peer Reviewed Journal Articles, | A 2000 +
Consensus Standards

6 Government Reports, Books B 1980-1999

5 Conference C 1960-1979
Proceedings/Bulletins

4 Reports (companies/universities) | D <1960

3 Masters/PhD Thesis

2 Journalism

1 Blogs

Once the relevant and credible findings were identified and organized, the next step in guidance
development was to identify convergent themes among the findings/recommendations. During this
process, the authors identified findings/recommendations that contradicted one another. The authors
attempted to reconcile these contradictions by siding with findings that were most aligned with well-
accepted social theory of human behavior in natural or technological disasters. Also, findings that
originated from sources found in archival publications received higher priority, in cases of contradicting
guidance. However, there were some contradictory findings in which consensus was not reached, and
thus, were not included in this guidance document.



3.4 Workshop Development and Outcomes

Once preliminary guidance was developed, NIST and the Fire Protection Research Foundation conducted
a series of workshops. One workshop took place in 2016 and focused on outdoor siren systems, and the

second workshop took place in 2017 and focused on short message alerts. The purpose of both workshops
was to gather insight/feedback on NIST’s interim guidance from expert alerting providers across the U.S.

In 2016, as part of the first-year effort focusing on outdoor siren systems, the Fire Protection Research
Foundation hosted a one-day workshop to the use of outdoor siren systems. This workshop brought
together researchers from NIST and emergency managers and National Weather Service (NWS)
representatives from SW Missouri, Kansas City, Minnesota, South Dakota, and North Texas to
understand current siren policies and the processes employed to develop them, especially those policies
that exist across multiple jurisdictions. The agenda included presentations on the project’s preliminary
guidance, discussion about unanswered questions, dialogue on siren policy standardization and its
challenges, and discussion of the ways in which NIST guidance could play a role in facilitating the
development of siren policies in tornado-prone regions across the U.S. The workshop attendees provided
significant feedback on preliminary guidance presented by NIST on the use of outdoor siren systems as a
means for public alerting.

In 2017, as part of the second-year effort focusing on short message alerts, the Fire Protection Research
Foundation hosted a one-day workshop to the use of short message alerting systems, such as WEA,
Twitter, third-party text messaging systems, and others. This workshop brought together researchers from
NIST and the University of Kentucky, as well as message providers from local, state, and federal
organizations located in regions across the country who were well-versed in the use of short message
platforms for emergency alerting purposes. Attendees included emergency managers, public information
officers, press secretaries, and government affairs managers from state and local emergency management
agencies and universities, as well as warning coordination meteorologists from the National Weather
Service, among others. The purpose of this workshop was to present the previously developed preliminary
guidance and obtain feedback on its feasibility. Additionally, workshop attendees discussed research gaps
in public response to short message alerts, which is provided in more detail in Kuligowski and Doermann
(2017).

Based on each alerting research review and workshop feedback from both the 2016 and 2017 workshops,
final guidance on public alerting is provided here. The guidance is organized by the framework put forth
in the Protective Action Decision Model (PADM), which includes the following stages: pre-decisional
processes (receipt, attention, and comprehension), as well as the decisional processes of credibility and
assessment of risk, which will be briefly described in the following section.

4. Guidance on Public Alerting under Imminent Threat

Evidence-based guidance is provided here on the ways in which to create/disseminate public alerts for
those under imminent threat. Guidance on outdoor siren systems is provided first, followed by guidance
on short message alerts. Before the guidance is presented, however, the framework under which the
guidance is organized, the Protective Action Decision Model, will be briefly described.
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The Protective Action Decision Model (PADM) is selected here as a model to organize guidance on
public alerting, using outdoor siren systems and short message alerts. The PADM provides a framework
that describes the process of information flow and decision-making that influences protective actions
taken in response to natural and technological disasters (Lindell and Perry 2004).

Initially, the individual needs to receive a cue, pay attention to it, and comprehend the meaning
associated with the cue (e.g., hearing an alerting signal or seeing a short message alert). These represent
the three pre-decisional stages of the PADM, i.e., the stages that determine whether external information
is processed such that it can inform the decision-making process (Lindell and Perry 2004). Given that this
information is processed, it then needs to be assessed to determine whether the information provided is
credible, and in turn, if there is a credible threat. At this stage, the individual decides if there is actually
something occurring that may require action. If the individual considers there to be a threat, they next
determine whether the threat is relevant to him/her, known as personalizing the threat (or risk). Research
has shown that a person’s perception of personal risk is highly correlated with taking protective action
(Lindell and Perry 2004:51, Mileti and Sorensen 1990, Groner 2009, Perry, Lindell and Greene 1981).
The individual tries to gain insight on the potential outcomes of the disaster and what those potential
outcomes mean to his or her safety. If the cues are deemed to relate to them, the individual then
determines whether it is relevant and pressing. This then requires the individual to determine the nature of
the response required at that point in time.

At this stage, the individual engages in a decision-making process to identify a set of possible protective
actions from which to choose. After establishing at least one protective action option, an individual
engages in protective action assessment of these options and their current action.

If at any stage the individual is uncertain about the situation and if there is perceived time to do so, the
individual engages in additional information-seeking actions or they simply wait until additional
information is provided to them. If seeking information, they may search for other sources of information
(e.g., websites, media, etc.) and/or reach out to other people, e.g., the family unit or work colleagues, to
discuss the situation and what to do (also known as the milling process) (Wood et al. 2017; Aguirre,
Wegner and Vigo 1998; Turner and Killian 1972; Drabek 1986). The greater the ambiguity involved in
the situation, the more likely that individuals will search for additional information that can guide their
actions (Mileti and Beck 1975; Mileti and O'Brien 1992). Information seeking is especially likely to occur
when individuals think that time is available to gain additional insight. The individual continues in this
action until sufficient information is available (or time runs out) (Lindell and Perry 2004). During an
incident, information received can be incomplete, ambiguous, or contradictory, causing uncertainty in
what is going on and what do to about it (Kuligowski et al. 2014; Sutton, Palen, and Shklovski 2008). In
these cases, progress in the stages of the PADM can be significantly delayed and/or promote inefficient or
unsafe protective action behavior.

4.1 Guidance on Outdoor Siren System Alerting for Those Under Imminent Threat

The PADM will be used to present the guidance on the use of outdoor siren systems for public alerting.
The focus of this guidance is to aid alert providers in 1) reaching a wider audience (i.e., increase
perception and attention), 2) increasing comprehension (i.e., meaning and understanding), and 3)
increasing credibility and the ability of the population to personalize the risk to them and others. As the
PADM purports, individuals who follow the decision-making process are more likely to respond safely
and effectively.

To reach a wider audience, audible alerts and other information should be provided to all people using
push technology (Woody and Ellison 2014; Chandler 2010; Rogers and Sorensen 1991). Push technology
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is technology that disseminates information to the public without requiring them to seek or search for it.
Examples of push technology includes outdoor siren systems, as well as public address announcements,
NOAA weather radios, and wireless emergency alerts (WEAS). They goal here is to reach as wide an
audience as possible, including vulnerable populations (e.g., non-English speakers) (Stokoe 2016; Woody
and Ellison 2014; Donner, Rodriguez and Diaz 2012; Bruck and Thomas 2008).

Additionally, it was noted in the literature that vulnerable populations are less vulnerable with a robust
social network (Donner, Rodriguez and Diaz 2012; Bruck and Thomas 2008; Laidlaw 2001). Therefore,
guidance suggests that alert providers should develop a means of engagement with community leaders in
these more vulnerable subpopulations before the next disaster event occurs (Donner, Rodriguez and Diaz
2012). Pre-event engagement allows trust to develop between alert providers and vulnerable populations,
and even creates multiple means of alert/warning dissemination to those most vulnerable. For example, in
a disaster event, alert providers can reach out to subpopulation community leaders to disseminate disaster
information to a wider audience. In addition, guidance suggests the use of alerting technologies that
vibrate or flash using a strobe light to promote a wider reach to certain populations (e.g. deaf or blind
populations) (Stokoe 2016; Mayhorn 2005; Mogil and Groper 1977).

In order to increase comprehension of the outdoor siren system, alert providers should accompany the
siren tone with consistent, specific, and clear information both for people inside and outside the threat
area (Woody and Ellison 2014; Kuligowski and Omori 2014; Dobbs and Fung 2009; Rogers 1985).
Information can be provided to the public (to accompany outdoor siren systems) via a variety of channels,
e.g., public address or announcement systems, radio/televisions, short-message services, Internet, WEAS,
and NOAA Weather Radios. Literature sources noted that single alerting systems (e.g., outdoor siren
systems alone, and especially ones that provides little or no information) are not adequate (Gregg et al.
2007; Benthorn and Frantzich 1999; Lachman, Tatsuoka and Bonk 1961). When the meaning of the
auditory alert is not understood, and even if it is, people will seek confirmation from multiple sources
(Rogers 1985). This finding is further complicated with the fact that sirens often are meant to prompt
people to seek additional information. Information provided along with any siren tone/signal should be
provided by credible, familiar, authoritative sources (including local officials) and the content of the
information is also very important (Chandler 2010; Dobbs and Fung 2009).

The content of any accompanying warning message should contain five types of information. These five
types are identified as effective in prompting protective action for those under imminent threat (Sutton et
al. 2014; Mileti and Peek 2001; Mileti and Sorensen 1990), and include the following:

e Source (i.e., what entity/organization/person is sending this message?),
Guidance (i.e., what actions should the public take in response to the message?),
Time (i.e., what hour/day did/will this event occur? Or, by when do people need to act?),
Location (i.e., which areas are at risk?),
Hazard/consequence (i.e., what event has/will take place and how dangerous will these events be
to the public?).

Additionally, to improve comprehension of the siren alert, as well as increase public trust in the alert, the
literature recommends that common standards and practices should be adopted to minimize confusion for
the public and to increase trust (Stokoe 2016; Brotzge and Donner 2015). Further, multiple sources
recommended to standardize the tone/meaning to reduce confusion (Edworthy 1998). Attempts at
standardizing the tone/signal have occurred in other industries; e.g., hospital (Milligan, Allan and Cuthill
2012), buildings (Proulx 2001; Proulx et al. 2001). Additionally, multiple jurisdictions within a region
(e.g., Joplin area) and states (e.g., Minnesota) have already begun standardizing siren practices across
communities. These could be used as guides to other communities who might be interested in following
suite.
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One proposed option is to choose one standard siren tone for all communities (e.g. choose between steady
and wail). That way, as people move or travel from community to community, as visitors or tourists for
example, they are not faced with different sounding tones for emergency events. Instead, all communities
(within a region, state or otherwise) use the same alerting tone for a particular set of hazard events.

Taking this even further, a second proposed option is that the one standard tone could be used by all
communities to alert the public of all types of emergencies to which they are exposed. Three justifications
for this option can be found in the research. First, research has found that people exposed to multi-tonal
systems often cannot remember or distinguish the meanings assigned to multiple tones, and in turn, they
are required to seek information (Lindell and Perry 1987). Additionally, in mono-tonal systems, people
are always required to seek information because they are never quite sure which current event/hazard to
which they are being exposed (Donner, Rodriguez and Diaz 2012). Finally, not all communities are
equipped with sirens that have multi-tonal capabilities (Kuligowski et al. 2014). This may be a viable
option for communities equipped with outdoor siren systems, only if warning information is provided
simultaneously along with the siren alert, and the community members are educated on the changes in
siren usage, particularly on the tone and its potentially new meaning.

A method of improving siren alerting comprehension, threat credibility, and personalization of risk is to
expand education efforts on these systems, nationwide. Education on the use of these systems should be
pushed out to the public so that they cannot avoid hearing, seeing or being exposed to such educational
information. Possible examples of ways to educate the public on outdoor siren systems include the
following:

¢ Radio and TV advertisements about outdoor siren alerting disseminated alongside monthly tests
(Gregg et al. 2003),

o Developing advertising campaigns on outdoor siren alerts and effective protective actions that
depict non-action as undesirable behavior (Farrelly et al. 2002; Proulx et al. 2001),

e A nation-wide “Tornado Day” similar to the nationwide Earthquake *Shake-out’ Drills that occur
in the same day each year across the United States (Johnson 2013; Wood and Glik 2012; Green
and Petal 2010). These drills would allow people to receive the siren alert, potentially receive
accompanying information, and practice taking the recommended protective action. The research
shows that practices that have been tested are more likely to be adopted (Arndt and LaDue 2013).
Additionally, people talking to each other about their experiences and protective actions taken can
encourage others’ participation during the current and future events (Wood and Glik 2012).

Another option for educating the public about outdoor siren systems is to push out educational
information to elementary, middle and high school students via disaster education programs and lesson
plans (International Federation of Red Cross and Red Crescent Societies 2011; Vitek and Berta 1982).
Currently, studies have shown that hazards/disasters activities are under-represented in U.S. classrooms,
leaving ample opportunity to include disaster education in school curriculum (International Federation of
Red Cross and Red Crescent Societies 2011). As examples, Geography can be used to teach students
about human and physical hazards in the locality (Mitchell 2009), homework can be given that promotes
student/parent interaction (other disciplines) (Gregg et al. 2003), and/or schools could encourage
preparedness among families and school staff (Wood and Glik 2012). Additionally, classes could be
offered for adults via Weather Hazard Programs (or stand-alone courses) (International Federation of Red
Cross and Red Crescent Societies 2011; Vitek and Berta 1982), applying evidence-based adult education
concepts (Arndt and LaDue 2013).

During the outdoor siren system workshop, options were presented to workshop attendees on
standardized policies for all-clear alerts and siren testing. These options were developed based on
converging policies of communities represented by workshop attendees, since no specific literature or
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research was found on all-clear alerts or siren testing procedures, other than examples found in Ebner
(2013). It should be noted that no general consensus was achieved on these two options; favorable and
unfavorable opinions were provided on both of the following:

o All-Clear Alerts: All-clear siren signal will not be issued by outdoor siren systems, since people
are suspected to be inside taking shelter from the event. There are others way to issue an all-clear
alert, e.g., via television, radio, mobile alerting, etc.

e Siren Testing Procedures: Outdoor siren systems will be tested on the same day and time for all
communities across the country. These systems will be tested (audibly) one time per month, only.
Outdoor siren system testing will not occur during bad weather.

Also during the outdoor siren system workshop, attendees discussed the idea of standardizing policies
across the U.S. From this discussion, it was found that a nationwide policy was generally not a favorable
option among workshop attendees. More favorable were standardized policies across multiple
jurisdictions (perhaps via Integrated Warning Teams) or state-lead efforts.

4.2 Guidance on Short Message Alerting for Those Under Imminent Threat

The PADM is also used to present the guidance on the use of short message systems for public alerting.
The focus of this guidance is to aid alert providers to 1) increase perception and attention paid by the
public to the short message alert, 2) increase comprehension of the alert, and 3) increase credibility and
the ability of the population to personalize the risk to themselves and others. As the PADM purports,
individuals who follow the decision-making process are more likely to respond safely and effectively.

There are certain methods that a short message alert provider can use to widen receipt of the message as
well as increase likelihood that people will pay attention to the message. First, alerts should be provided
using push technology, i.e., technology that does not require the public to seek out or search for this
information, but instead, the information is pushed out to the receiver automatically (Chandler 2010).
Additionally, people are more likely to receive information that is disseminated by technology that does
not require subscription; i.e., is opt-out in nature (Fischoff and Kadavny 2011; Sullivan, Hakkinen and
Piechocinski 2009). Opt-out platforms disseminate information to all people as a default, and require the
receiver to opt-out if they wish to no longer receive messages from the system or platform. It should also
be noted that people are more likely to follow a system (or refrain from opting out of a system) that
remains true to its original purpose or mission (National Research Council 2013). For example, people
have been shown to opt-out or un-follow a system that was originally dedicated to emergency messages
only, but has more recently been used to disseminate non-emergency messages as well.

Additionally, certain techniques can be used with short message alerts to draw readers’ attention to the
short message, including disseminating a tone/sound (Kuligowski and Wakeman 2017) or an
image/picture simultaneously along with the short message (\Vos et al. under review). Other ways of
drawing attention to the message text, itself, include the use of ALL CAPS (Sutton et al. 2014), bolded
letters and/or different colors for words or phrases to which attention should be drawn (Wood et al. 2015).
Short messages that use imperative, directive statements (Sutton et al. 2015b) and/or include a hashtag (#)
(Suh et al. 2010) are also more likely to gain attention (Sutton and Kuligowski under review).

Guidance is also provided on the ways to increase message comprehension. The first step is ensuring that

the short message contains the appropriate content. The five categories of important short message
content include the source of the message, the type of hazard and its consequences, the location of the
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hazard, the timeline of the hazard, and the actions that should be taken by the message recipient (Sutton et
al. 2014; Mileti and Peek 2001; Mileti and Sorensen 1990).

Once the message contains all important information, message providers should ensure that the message’s
language is clear. The following can be done to improve message clarity and in turn, message
comprehension:
e Reduce and if possible, remove, abbreviations and jargon. Clearly spell out all words, including
the source of the message and timing (i.e., time zones) (Cao, Boruff and McNeill 2016; Bean et
al. 2016; Bennett 2015; Temnikova, Vieweg and Castillo 2015; Department of Justice 2012).
Eliminate spelling errors (Sutton and Woods 2016; Woody and Ellison 2014).
e When identifying hazard and/or safe zones, use terminology that is familiar to the receivers.
o0 Familiar terminology can include the use of a local community and/or city instead of
county names, which may not be as familiar. (Bean et al. 2016).
o Additionally, familiar terminology can include well-known (local) landmarks (e.g.,
national parks, road names [not mile markers], and suburbs) (Cao, Boruff and McNeill
2016; Kuligowski et al. 2013; Hui et al. 2012).
The message providers may need to pilot test messages for particular audiences, and this can be done
using language and readability testing (Kuligowski and Omori 2014).

Guidance is also provided on message comprehension specifically for Twitter alerts. Since research has
shown that certain conventions can inhibit message clarity (Temnikova, Vieweg and Castillo 2015),
guidance is provided here to avoid user-mentions in alert messages targeted to those under imminent threat.
Additionally, message providers should place hashtags at the end of the message, only, and limit use of
hashtags to two or less (per alert message).

Guidance can also be provided on ways to improve short message alerts such that the message prompts
receivers to perceive the threat as credible and to personalize the risk. One way is to provide appropriate
information about the message source (Mileti and Sorensen 1990). The source of the message should be
clearly stated, spelled out in full (i.e., without abbreviations or acronyms) (Bean et al. 2016), and
perceived as credible by the receiving population (Wood et al. 2015; Liu, Fraustino and Jin 2015).
Additionally, the source of the message should be listed first (Bean et al. 2016). Research shows that the
appropriate order of message characteristics for 280 ¢ messages is as follows: Source, hazard, location,
timeline and guidance (Wood et al. 2015). The appropriate order of message characteristics for 90 ¢
messages is as follows: Source, guidance, hazard, location, and time.

The message style is also important, especially in prompting public response (Wood et al. 2015; Cao, Boruff
and McNeill 2016). Certain words or phrases can be used to communicate the following:
e The seriousness of the event (e.g., “imminent danger”, “immediate evacuation”, “urgent”, or
“critical”),
e The consequences of the risk if the receiver does not act (Sutton and Woods 2016)
e The actions that should be taken in response to the event (e.g., “Take action now!” or “Evacuate
immediately”).
Additionally, imperative or instructional style voice can better communicate the message, especially when
relaying the protective action(s) that should be taken (Sutton et al. 2015a).

Finally, message receivers would benefit from the receipt of additional information, above and beyond the
information received via short message alerts. There are multiple ways available to provide additional
information via short message alerting platforms. These methods include providing a link (or URL) to
other websites within the short message, linking to or associating the message with maps or other

15



graphics?, and/or extending the length of the short message to hold a larger number of characters (e.g.,
WEAs allowing for 360c in the future). An additional method available is known as “threading the
message” (Sutton et al. under review). Threading the message involves providing short message
recipients with a sequence of short messages (in series), all at one time, about a particular event. Threaded
messages should be numbered to identify the order in which the messages are disseminated (and should
be received).

If options are available to send additional information, the public would benefit from message providers
expanding upon various components of a short message alert, including message source, hazard
information, location specifics, event timing and/or guidance on protective actions to be taken by the
public. The following list provides examples on ways to expand on each of these:
e The source of the message could be expanded upon by spelling out the entire name and even the
individuals responsible for crafting the message,
e Additional information could be provided on the hazard by adding details about the hazard’s
impacts and consequences of the hazard (Sutton and Woods 2016; Wood et al. 2015),
e Additional details on hazard location can include information on where the receiver is in relation
to the event, a task at which maps can be particularly helpful (Bean et al. 2016; Wood et al. 2015)
e The timing (or a timeline) of the event can be expanded upon by spelling out abbreviations that
are currently used to express timing and time zones
e For guidance, additional information can expand upon current methods; e.g., “shelter in place” or
simply “to shelter”, by instructing individuals using imperative or instructional message style
exactly how and where to take shelter (Sutton et al. 2015a). Similarly, instead of instructing
individuals to evacuate (only), additional information could be provided to recipients on
evacuation routes and/or methods for evacuation (Wood et al. 2015).
Work is currently in review providing example short message templates for 90-c and 360-c WEAs as well
as 280-c Twitter alerts to be disseminated for those under imminent threat (Sutton and Kuligowski under
review).

5. Unanswered Questions

As part of both the outdoor siren system and the short message alerting literature reviews, several
unanswered questions arose. These questions are listed below, as bullets, to provide examples of future
research needs and potential future guidance.

» How frequently should alert originators send/initiate alerts? Related to short message alerts, how
can an alert originator make it clear that the message (most recently disseminated) is the most up-
to-date?

» How do alert originators best reach at-risk or vulnerable populations?

*  What are the best mechanisms for alert originators to test the effectiveness of their messages, or
siren tones?

¢ How can a community provide closure after an event? Should alert originators issue a final
communication (“all clear” or “remain alert” notice); Note: An all-clear may be more useful for
some types of disasters than others (Woody and Ellison 2014).

»  What should/can be done as far as public educational campaigns for public alerting?

*  Whom (what sources — both individual or organizational) do populations most trust?

2 There are requirements that graphics disseminated via short message technology or posted to the web be 508
compliant (Please see: General Services Administration, Government-wide Section 508 Accessibility Program,
https://www.section508.gov/).
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» Does the alert originator have the capability to monitor responses (e.g., feedback after the alert is
disseminated)?

* Related to outdoor siren systems, what is an appropriate time period for sounding the tone (for
both the emergency alert and the testing period)?

6. Summary

This report presents evidence-based guidance for communities on the creation and provision of public
alerts, specifically outdoor siren systems and short message alerts. These potential improvements to both
outdoor siren system and short message alerts would allow the alerts to reach a wider audience (i.e.,
increase perception and attention), increase comprehension, invoke credibility, evoke urgency, and in
turn, increase likelihood of safe and effective public response. As with any document, there are gaps in
the research that hinder the ability to provide guidance on certain topics, including alerting frequency,
reaching at-risk populations, testing of alerting effectiveness, alerting/warning closure, alerting education,
source credibility, and alert monitoring. Additional questions focused specifically on outdoor siren
systems include appropriate time periods for alerting as well as testing the system (in non-emergency
periods). In the future, as research gaps are addressed, additional editions of this document would be
useful to enhance the findings and analysis provided here.
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