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Abstract114

Block cipher modes of operation specify how an approved block cipher, such as the 115

Advanced Encryption Standard (AES), is applied to provide cryptographic protection for 116

particular applications, including storage encryption where data is organized in fixed-size 117

units and encrypted without data expansion. Revision 1 of Special Publication (SP) 118

800-38E approves the XTS-AES mode as specified in IEEE Std. 1619-2025 for pro­119

tecting the confidentiality of data on block-oriented storage devices. This approval is 120

subject to the applicability statements, conformance requirements, and clarifications in 121

this recommendation. XTS-AES does not provide authentication of the data or its source.122

Keywords123

Advanced Encryption Standard (AES); block cipher; ciphertext stealing; confidentiality; 124

cryptography; data at rest; encryption; information security; key scope; mode of operation; 125

storage device; tweakable block cipher.126
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1. Introduction152

A mode of operation specifies how a symmetric-key block cipher is applied to data in 153

order to provide a cryptographic service, such as confidentiality or authentication. The 154

Special Publication (SP) 800-38 series of recommendations [1–6] specifies approved modes 155

of operation for symmetric-key block ciphers. This publication is Part E of that series 156

and focuses on the use of XTS-AES1

1The acronym XTS stands for XEX Tweakable Block Cipher with Ciphertext Stealing.

 for the confidentiality protection of data on storage 157

devices.158

XTS-AES is a mode of operation of the Advanced Encryption Standard (AES) algorithm 159

[7]. It was developed by the IEEE Security in Storage Working Group2

2The IEEE Security in Storage Working Group operates under the Cybersecurity and Privacy Standards 
Committee of the Institute of Electrical and Electronics Engineers, Inc. (IEEE).

 and was originally 160

specified in IEEE Std. 1619-2007 for the cryptographic protection of data on block-oriented 161

storage devices. SP 800-38E was published in 2010 to approve XTS-AES by reference to 162

IEEE Std. 1619-2007. Revision 1 updates that reference to IEEE Std. 1619-2025 [8].163

This recommendation approves XTS-AES, as specified in IEEE Std. 1619-2025, sub­164

ject to the applicability statements, conformance requirements, and clarifications in this 165

recommendation. Revision 1 also clarifies NIST’s approval of XTS-AES, including its 166

approved scope of use, conformance requirements, key-scope and data-unit limits, security 167

limitations, and the role of IEEE Std. 1619-2025 as the authoritative technical specification 168

of the mode.169

XTS-AES is approved only for the confidentiality protection of data on block-oriented 170

storage devices in which data is organized into data units of a fixed length within a key 171

scope. It is not approved as a general-purpose confidentiality mode and is not intended 172

for other applications, such as data in transit, message encryption, key wrapping, or 173

applications that require authenticated encryption.174

XTS-AES is based on Rogaway’s XEX (XOR Encrypt XOR) tweakable block cipher 175

construction [9], with ciphertext stealing added to support data units whose lengths are 176

not integer multiples of the AES block size. The underlying XEX construction applies to 177

sequences of complete 128-bit blocks. In contrast, XTS-AES can be applied to a data 178

unit that consists of one or more complete 128-bit blocks followed by a single, non-empty 179

partial block.180

Annex D of IEEE Std. 1619-2025 [8] provides additional discussion of the design choices 181

for XTS-AES, including its resistance to certain forms of ciphertext manipulation and 182

1
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the implications of those design choices for incorporating XTS-AES into an information 183

system. Prospective implementers should consider this information when determining 184

whether XTS-AES is appropriate for a given threat model.185

The remainder of this recommendation is organized as follows. 186

• Section 2 defines the scope of NIST’s approval of XTS-AES and explains the role of187

IEEE Std. 1619-2025 as the referenced technical specification.188

• Section 3 summarizes important terms and concepts.189

• Section 4 specifies the conformance requirements, including the data-unit and190

key-scope limits.191

• Section 5 clarifies the ordering convention for the ciphertext-stealing case.192

193 2. Approval, Scope, and Applicability

194 This recommendation approves XTS-AES, as specified in IEEE Std. 1619-2025 [8], for 
195 the confidentiality protection of data on block-oriented storage devices. This approval is 
196 subject to the applicability statements, conformance requirements, and clarifications in 
197 this recommendation.

198 Algorithmic details are specified in IEEE Std. 1619-2025 and are not repeated in this 
199 recommendation, including the XTS-AES encryption and decryption procedures, data-unit 
200 processing, underlying keying specifications, and test vectors. For dated references, the 
201 edition cited applies. Therefore, this recommendation approves XTS-AES as specified in 
202 IEEE Std. 1619-2025, not any later revision or an amendment, unless this recommendation 
203 is updated to incorporate that later document.

204 XTS-AES is intended for storage environments in which data is organized into data units and 
205 encrypted without data expansion. The approval in this recommendation does not apply to 
206 uses outside of the scope of storage encryption, such as data in transit, message encryption, 
207 key wrapping, or applications that require authenticated encryption. XTS-AES provides 
208 confidentiality but does not provide authentication or integrity protection; applications 
209 that require those protections need additional mechanisms outside of XTS-AES.

2
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3. Terms and Concepts210

This section summarizes selected terms and concepts that are especially important for 211

interpreting the approval and conformance requirements in this recommendation. The 212

definitions in IEEE Std. 1619-2025 apply.213

Term Description

ciphertext 
stealing

A method used by XTS-AES to process a data unit whose length 
is not an integer multiple of the AES block size without expanding 
the ciphertext.

data unit Data within a key scope that is encrypted under XTS-AES. A data 
unit is at least 128 bits long. Data units within a key scope have 
equal size and need not correspond exactly to physical or logical 
blocks on a storage device.

key scope The data encrypted by a particular key and divided into equal-sized 
data units to which an adversary might reasonably gain access.

XTS-AES 
key

A 256-bit or 512-bit secret key that is parsed as the concatenation 
of two AES keys of equal size, denoted as the data encryption key 
and the tweak key.

tweak value A 128-bit value that represents the logical position of the data 
being encrypted or decrypted. The tweak value is also known as the 
data-unit sequence number.

4. Conformance214

An implementation may claim conformance with this recommendation if each supported 215

instance of XTS-AES satisfies the applicable requirements of IEEE Std. 1619-2025 [8] and 216

the requirements and clarifications in this recommendation.217

XTS-AES instances. An instance of an XTS-AES implementation is defined by the 218

following elements: 219

1. An XTS-AES key;220

2. A single, fixed length for the data units protected by that key; and221

3. An implementation of the XTS-AES encryption procedure, the XTS-AES decryption 222

procedure, or both for the specified key and the data-unit length.223

3
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Data-unit requirements. The data-unit size shall be at least 128 bits. A data unit is 224

divided into 128-bit blocks with at most one partial block. The number of 128-bit blocks 225

in a data unit shall not exceed 220, as specified in IEEE Std. 1619-2025 [8].226

Key-scope limits. The total number of 128-bit blocks in a key scope shall not exceed 227

244. For optimum security, the number of 128-bit blocks in a key scope should not exceed 228

236.229

Supported subsets. An implementation may restrict the supported lengths of data units. 230

For example, an implementation may support only data units that consist of complete 128-231

bit blocks. In that case, the ciphertext-stealing components of the XTS-AES encryption 232

and decryption procedures are unnecessary, and those procedures effectively reduce to the 233

single-block procedures specified in IEEE Std. 1619-2025 [8].234

Similarly, an implementation may restrict its support to XTS-AES-128, which uses two 235

128-bit AES keys for a total XTS-AES key length of 256 bits, or to XTS-AES-256, which 236

uses two 256-bit AES keys for a total XTS-AES key length of 512 bits.237

The two AES keys, 𝐾𝑒𝑦1 and 𝐾𝑒𝑦2, used in an XTS-AES key shall not be equal, 238

as specified in IEEE Std. 1619-2025 [8]. Implementations shall explicitly verify that 239

𝐾𝑒𝑦1 ≠ 𝐾𝑒𝑦2 before the keys are used for XTS-AES encryption or decryption. Although 240

equality is negligibly likely when the two keys are properly generated or established 241

independently, an improper key-generation or key-establishment process may result in equal 242

keys. Equality of 𝐾𝑒𝑦1 and 𝐾𝑒𝑦2 can expose XTS-AES to the chosen-ciphertext attack 243

identified by Rogaway for the 𝑗 = 0 case of the single-key XEX construction [9].244

Restrictions on the supported key lengths or data-unit lengths may affect interoperability 245

with other implementations.246

Validation testing. Validation testing for implementations of XTS-AES is conducted 247

within the framework of the Cryptographic Module Validation Program (CMVP), which is 248

a joint effort of NIST and the Communications Security Establishment Canada.249

5. Ordering Convention for the Ciphertext Stealing 
Case

250

251

If the length of a data unit for an instance of XTS-AES is not an integral multiple of the 252

AES block size, then the plaintext data unit consists of a sequence of complete blocks 253

𝑃0, 𝑃1, … , 𝑃𝑚−1 followed by a single, non-empty partial block 𝑃𝑚, where 𝑚 is a positive 254

4
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integer determined by the length of the data unit. In this case, the ciphertext data unit 255

has the same structure: a sequence of complete blocks denoted 𝐶0, 𝐶1, … , 𝐶𝑚−1 followed 256

by a single, non-empty partial block 𝐶𝑚 whose length is the same as the length of 𝑃𝑚.257

IEEE Std. 1619-2025 [8] specifies an ordering convention for the final complete ciphertext 258

block and the partial ciphertext block in the ciphertext-stealing case. Some implementations 259

may store these elements in the opposite physical order to follow the order in which the 260

values are generated internally. In particular, 𝐶𝑚 is the truncation of a block derived 261

from 𝑃𝑚−1, and 𝐶𝑚−1 is derived from 𝑃𝑚 concatenated with the discarded bits from that 262

truncation.263

Such physical storage choices do not affect conformance with this recommendation, 264

provided that every external interface presents the ciphertext in the ordering specified by 265

IEEE Std. 1619-2025. In particular, an implementation that stores the final complete block 266

and the partial block in a different physical order needs a mechanism to present them in 267

the standard ordering at its external interfaces so that interoperability is not compromised.268

Subclause 5.1 of IEEE Std. 1619-2025 [8] states that an implementation should include 269

documentation describing the mapping between a data unit and the transfer, placement, 270

and composition of data on the storage device, but this mapping is outside of the scope of 271

the standard. This implementation-specific mapping is distinct from the externally visible 272

ordering of the ciphertext specified by IEEE Std. 1619-2025.273

5
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