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SCC’s Urban Platform is intended to be used by developers, decision makers, and procurement officers to
enable smart city initiatives to apply open standards in increasing innovation while avoiding vendor lock-
in.

The group noted that ESPRESSO consists of four standards-development organizations: the Deutsches
Institut fiir Normung (DIN), the European Telecommunications Standards Institute (ETSI), OGC, and the
British Standards Institution (BSI), along with two cities: Rotterdam in the Netherlands and Tartu in
Estonia. The Rotterdam pilot includes sensors connected to a 3D city model. The purpose of the Rotterdam
pilot is to test the usability of open data standards (such as from OpenCity GML, BIM, WFS, and
SensorThing API) and to test current working principles. The results utilizing multi-use sensor information
thus far have made data available to the City of Rotterdam and regional educational institutions, companies,
and startups focused on the data marketplace. In this example, vendor lock-in has been successfully
avoided, and the sensor solution is not dependent on the applications or protocols of existing vendors. The
approach also made the future procurement of additional sensors easier for new applications such as
streetlights, parking space openings, and waste containers. The Tartu pilot integrated systems measure
energy use to aid Tartu’s goal of becoming Europe’s most energy-efficient city."”

The second project, Smart Cities India Plugfest, is being sponsored by India’s Department of Science and
Technology (DST). DST’s National Spatial Data Infrastructure serves as the data and data services
provider. Smart Cities India Plugfest is currently working on four applications: water supply and wastewater
management, watershed management, air quality, and health. Water supply and wastewater management
should take into account the geospatial aspects of routine maintenance and planning for future water and
waste infrastructure. The group noted that watershed management is a critical concern for cities that rely
on surface water for their water supply. Air quality measurements in urban environment contexts are also
being integrated. Finally, Smart Cities India Plugfest is also considering the monitoring of health and
communicable diseases and the potential ties between health, water, and air quality.

Finally, the third project, OGC’s Smart City Interoperability Reference Architecture (SCIRA), is an
interoperability framework being used to integrate IoT sensors for public safety. SCIRA is being used to
advance smart cities in terms of public safety, policing, and urban resilience by focusing on the utilization
of open architectures of interoperable IoT devices and solutions. Currently, there is a lack of consensus
regarding architectural concepts, leading to divergent and contradictory approaches that could cause
problems with interoperability and limit the scalability of IoT technologies in the future.

The group noted that the goal of SCIRA is to produce architectures and deployment guides and to support
implementation of future pilot testing. The initial version of SCIRA was based on a stakeholder workshop,
landscape assessment, and the architecture viewpoint trade study, with inputs from the Solar Dynamics
Observatory. The latest, more refined version of SCIRA has been additionally informed by an architecture
views workshop, a hackathon for the identification of innovation functions, a deployment guides workshop,
and a smart city pilot, in addition to other ongoing pilot deployments. The hackathon was used to uncover
the complexities in four topics: intelligent buildings and first responder awareness, urban canyons and street
sensors, critical infrastructure resilience and flood response, and neighborhood safety and common space
engagement.

17 https://www.geospatialworld.net/article/ogc-is-developing-and-applying-data-standards-for-urban-planning/
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In summary, the first discussion group showed that interoperability is a critical component for the smart
city effort and thus should be included as a top priority during the initial planning phases for new smart
cities.

2.3.4.  Discussion Group 2: First Responder Priorities for Smart Public Safety
Discussion Group #2 was led by George Mason University Associate Professor of Instructional Technology
and Learning Technologies Dr. Brenda Bannan, Fairfax Fire Department Assistant Chief Jason Jenkins,
and George Mason University doctoral candidate and research assistant in industrial-organizational
psychology Samantha Dubrow.

The purpose of the First Responder Priorities session was to solicit ideas for new research and development
based on the needs of first responders and to encourage technology partners to create new action clusters
for the GCTC. The discussion was based on the experience of the George Mason University and Fairfax
County Fire & Rescue research partnership.

Two scenarios were used as examples to elicit knowledge and feedback from Chief Jenkins regarding what
first responders were doing, thinking, and feeling, as well as what their pain points, opportunities, and
barriers were at each stage of an event. Two use cases, one involving a garden apartment fire and the other
an active shooter, were discussed. Both events require fire, emergency medical services (EMS), and police
to work together interdependently.

The session highlighted pain points and barriers, as well as opportunities, to consider during pre-planning,
while en route to a scene, and on arrival. During the pre-planning phase, there is an opportunity to
implement drones for use in daily routines to provide first responders with visual information such as
building models or building layouts prior to their arrival on scene. En route technology has the opportunity
to enhance situational awareness for responders. Similar to military units, any visual cues that can be given
before walking onto a scene or into a building can be useful to enhance a shared understanding of the
environment and to choose best tactics for response. En route access to the information control system and
the ability for first responders to see whatever the security system is able to see would also be useful. There
are possibilities for utilizing audio, video, physiological, and location-based data during a scenario and
post-action reviews. A clear opportunity for improvement is the capability to visualize what is happening
on different floors of a building and on what floors potential victims are located.

Participants in the discussion noted that once first responders arrive on scene, the primary goal is efficiency
— i.e., rapidly understanding, engaging and controlling the situation at hand. There is a need to provide
first responders with as much information as possible about the situation into which they are walking,
whether there are living beings, and, if so, where they are. loT possibilities include a head-mounted display
that could provide critical visual information from cameras and any useful data to be visually delivered to
responders as early as possible. There are many important future considerations regarding how much
information, to whom, and when data should be transferred. Finally, there is an opportunity to monitor real-
time biodata and physiological data of first responders to enhance their safety.

Participants also noted that during an incident response scenario, first responders typically paint pictures in
their mind of what they expect the event to look like when they arrive on scene. Unfortunately, everyone’s
picture may not turn out to be the same. Participants suggested that first responder technologies should
focus on allowing responders to understand what they are going into before they enter a building, without
wasting any time. This would allow for enhanced situational awareness and shared mental models across
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teams, allowing them to respond faster and more effectively. The goal is for information to be delivered as
quickly as possible, while remaining digestible and interpretable. First responders face many environmental
challenges, including high levels of noise, lack of visibility, limitations of communications access, and
elevated temperatures too high for many sensors and video and audio recorders to withstand. Thus, it is
important for technologists to have experience observing emergency response events or simulations and to
interact directly with first responders to develop technologies that can improve performance within
contextual constraints.

At the end of the session, future opportunities for technologies for first responders, specifically firefighters,
were brainstormed. Ideas included smart speakers, video cameras in homes and apartments that can be
shared like those in commercial buildings, helmets capable of capturing and sending video back to incident
command in real time, physical building mapping technologies using drones, location sensors to signal
where people are located in a burning building — specifically, on what floor — and smart smoke detectors
capable of sending specific information to firefighters before they arrive.

To summarize, the major issues that emergency response technologies should aim to address are: helping
responders to go into scenes better informed; providing visuals that are unobtrusive, using tools such as
drones and helmet cameras; and creating backups through redundant communication channels.
Technologists, researchers, and first responders should continue working together to better understand how
much information, and in what format, can be easily digestible and interpretable before it becomes
overwhelming and causes a potentially negative effect on performance. Moving forward, the group and the
entire PSSC community are encouraged to consider implementation opportunities for wireless and
unobtrusive technologies for first responders.

2.4. Cybersecurity and Privacy Workshop, Day 2

The second day of the workshop included keynote presentations from Mark Kneidinger regarding the DHS
Cybersecurity Strategy, followed by Ron Ross on NIST’s perspective on cybersecurity and Lan Jenson on
the draft of the GCTC Cybersecurity and Privacy Guidebook. The plenary session was followed by breakout
sessions for multiple discussion groups. In this section, the key takeaways from the three keynote speakers
and two discussion groups are summarized.

2.4.1.  Keynote: DHS Cybersecurity Strategy

Mark Kneidinger, Deputy Director, DHS National Risk Management Center, spoke about cybersecurity
and privacy, stating that there is a need to have a national risk management center as cybersecurity risks
cross the state, federal, and private sectors. Specifically, he noted, there is a need to examine national risk
from a long-term and strategic perspective and to consider the interdependencies of entities across sectors.
Cyber challenges should be examined collectively to identify the most immediate vulnerabilities and allow
for proactivity about potential risks, working within and across agencies and both within and outside of the
government.

Kneidinger explained that current DHS cybersecurity efforts include working across sixteen sectors in
public and private domains to identify the critical functions that are most important across the sectors. He
also noted that the effort is currently in the management stage, working to identify key functions and
components that task forces will need to address. A number of gaps and future directions have been
identified thus far, and collaboration across sectors is commonly needed.
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In sum, this presentation recognized the need for the identification of national and critical functions for
cybersecurity, along with the associated risks and interdependencies across such functions. Kneidinger
noted that the National Risk Management Center is attempting to address these needs by creating task forces
to work across sectors, that integration and collaboration across sectors will be the key to future
cybersecurity, and that there is a strong need to consider and address issues collectively.

2.4.2.  Keynote: NIST Perspective on Cybersecurity

Ron Ross, a NIST Fellow in the Information Technology Laboratory at NIST, gave a keynote address to
review the landscape of cybersecurity. Ross noted that there are two types of issues in the world — issues
that are critical and issues that are not — and that cybersecurity is to be considered a critical issue.
Technological innovations are happening more rapidly than ever before, and computers are continually
being pushed to the edge of their capabilities. He pointed out that if it is not possible to defend the
technologies being created, risks of these new technologies may outweigh the potential benefits. Ross
argued that there is a critical need to focus on cybersecurity and that it is imperative to act on the knowledge
that these are critical functions.

Ross also noted that vulnerability in cybersecurity is partially driven by the fact that the attacker has the
ability to choose the time, place, and intensity of the attack, without any prior knowledge by responders.
The increasingly interconnected and vastly complex network of technology is also, in some ways, becoming
easier to infiltrate. In essence, he argued that technological advancements are rapidly exceeding our ability
to protect such technologies.

Ross indicated that cyberattacks are pervasive across industries ranging from energy to transportation to
defense to manufacturing. In reality, it is impossible to protect all assets. Therefore, he pointed out, it is
imperative to reduce potential attack surfaces using multidimensional strategies for cybersecurity incident
response. For the attacks that will inevitably be successful, he suggested that the goal should be to make
systems more resilient to limit damage. Dimensions of a system used to reduce susceptibility to cyber
threats include hardening the target, limiting potential damage to the target, and making the target resilient.

According to Ross, the model of cybersecurity preparation is cyclical and includes steps to categorize,
select, implement, assess, authorize, monitor, and then return to the task of categorizing the next threat. In
summary, cybersecurity is a potential threat to everyone, especially to smart communities. Attacks are not
only possible but also likely to occur, and there is a need to address attacks quickly and productively, while
learning from the attacks to build more resilient systems in the future. Moving forward, partnerships need
to be formed between government, academia, and industry to enhance smart community resilience to
cybersecurity threats.

2.4.3.  Keynote: Draft GCTC Cybersecurity and Privacy Guidebook

The final keynote speaker was Lan Jenson of Adaptable Security Corporation and Co-Chair of the
Cybersecurity and Privacy Advisory Committee (CPAC). She discussed the current state of smart, secure
cities. Jenson began by stating that cyberspace has enabled nearly every industry to be reinvented and that
a hyperconnected world has been created to transform the global economy.

The speaker indicated that the way to increase security now is for end users, developers and manufacturers,
and organizations to adopt best practices for security and privacy. According to her, convincing these
stakeholders to adopt best practices will require incentives and/or consequences. Otherwise, such measures
will not be taken until after hacks and breaches occur. Additionally, Jenson suggested the need for public
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and private sector partnerships and transparency to encourage adoption. She noted that larger businesses
can provide visibility and opportunities to engage employee volunteers to reduce cybersecurity risk and that
for the government, unbiased and affordable expertise and advise could be offered. Finally, she argued that
people can be empowered to engage in cyber protection by learning who to trust and what intuitive tools
can be used to provide better visibility.

In sum, cybersecurity is becoming a major priority due to the increasing number of data breaches.
Government, public sector, and community members must all get involved in developing and adopting
cybersecurity and privacy best practices to increase cyber resilience.

2.4.4. Discussion Group 3: Global Perspective

Nadya Bliss, Director of the Global Security Initiative at Arizona State University, led the cybersecurity
discussion group on global perspectives. This group highlighted the interests and perspectives of the
participants. Some participants were interested in exploring the fair and sustainable use of technology in
smart cities and how such technologies are related to public trust and social cohesion. Others noted that it
is important to establish a set of cybersecurity standards, which are currently missing from smart cities.
While standards may be helpful in aligning cities, compliance issues are expected to arise as well. From a
first responder perspective, more information is desired, but it is unclear how information can be collected
and aggregated in real time. Participants of this group agreed that there is a need for government, non-
profits, industry, academia, and first responders to work together on these issues.

The major question this group attempted to answer was how to identify and mitigate potential risk. While
interoperability is important, having a single system may not be the most secure or practical option either.
In the area of emergency response management, the group argued that standards should utilize open-source
APIs. In conclusion, smart cities need some set of standards to at least serve as a model for developing new
technologies with both interoperability and security in mind. Focus should be placed on integrating social
sciences and research on human factors to design and implement smart cities with cybersecurity as a
primary concern.

2.4.5. Discussion Group 4: Internet of Things Security

The final discussion group of the workshop explored issues on IoT security, led by Bryan Schromsky,
Director of Federal Government and Public Safety, Verizon Wireless. Schromsky highlighted the challenge
of integrating old and new technologies so that they can work together. This issue spans many industries,
including tele-health, tele-medicine, and patient safety, yet it is unclear who is responsible for making
integration possible.

The speakers in the group emphasized that most technologies are currently IoT-enabled, but IoT is not
necessarily centralized. For example, technologies may connect vehicle to vehicle directly or indirectly via
cloud systems or other infrastructure. The group noted that [oT and security must be evaluated with these
complexities and that there is often no assumption or consideration of privacy as information is shared. For
example, the group discussed a scenario in which an individual shops for a car: facial recognition could be
used to identify an individual entering a dealership, their credit score could then be checked when they buy
the car, and so on, leading to many potential vulnerabilities for data breaches and security breakdowns. In
summary, people often do not pay enough attention to privacy when using technologies in everyday life,
and technology is not necessarily developed with privacy considered as an important factor.
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3. 2019 Case Study: Live Simulation Exercise of
Emergency Response at an Instrumented Public
Facility

On November 18th, 2019, at the George Mason University’s EagleBank Arena in Fairfax, Virginia, six
separate teams, including over 70 local firefighters, EMS personnel, law enforcement first responders, and
volunteers participated in a live, simulation-based, multi-team training exercise. This was the first multi-
agency exercise organized through a joint industry—academia effort between the Center for Innovation
Technology (CIT), Smart City Works, and the George Mason University, facilitated by the Department of
Homeland Security (DHS), Science and Technology Directorate’s “Smart City Initiative.”

This exercise was a part of a continuing research and development effort begun in the Global City Teams
Challenge (GCTC) program geared toward a better understanding of how the integration of multiple data
streams can be securely utilized to enhance public safety and response effectiveness in emergency
situations. Specifically, the staged scenario was part of research into smart building and smart first
responder technology systems that can help first responders save lives and improve public safety. Figure 1
shows responders in pursuit of a shooter during the exercise.

Figure 1: Responders in pursuit of a shooter during the exercise.
(Photo used with permission from the George Mason University.)

Utilizing insights gleaned from Discussion Group 2: First Responder Priorities for Smart Public Safety on
Day 1 of the 2018 PSSC/CPAC Workshop, the exercise pilot tested several technologies instrumented in
the EagleBank Arena, including video, location-based and occupancy sensors, and displays from a variety
of technology innovators. Key technology partners developed the core IoT infrastructure, providing the
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analytics platform to improve building operation on a daily basis and developed a 3D digital twin
visualization of the EagleBank Arena. During routine operations, these technologies were designed to
improve the operational and energy efficiency of the arena, enhance comfort, and provide additional
services to patrons. However, in the case of an emergency, the 3D digital twin visualization, video, and
sensors can also be available to help responders determine more rapidly the location and type of emergency,
find victims more quickly, and, ultimately, save lives.

Specific sensors and displays included 24 sensor pods incorporating remote video capability, Wi-Fi
detectors, blue-force tracking, LIDAR occupancy detectors, particulate and environmental sensors, along
with 2D/3D visualization tools. The analytics platform, along with a digital twin of the facility, and Wi-Fi-
based indoor location platform allowed for rich information data streams to be captured along with real
time first-responder team tracking capabilities for review in the simulation debrief to enhance team learning.
Figure 2 shows responders viewing analytics.

o il

Figure 2: Responders viewing analytics during the exercise.
(Photo used with permission from George Mason University.)

The live, simulation-based training engaged the teams of first responders, who, prior to this effort, had
never engaged in a joint exercise together.

The incident staged was an active violence incident/mass casualty exercise in the large arena, which
required the joint efforts of local fire, EMS, and law enforcement first responders. As this event was meant
to test the instrumented technology system, first responders were not provided the system interface with
available data, such as the 3D digital twin of the building, prior to arriving on scene. However, during a
feedback session, leadership representing the participating agencies were presented with the opportunity to
review the technology system and provided favorable feedback.

Echoing insights from the 2018 PSSC/CPAC workshop, the panel emphasized the desire for increased
situational awareness for first responders. Members of the response agencies mentioned the usefulness of
the 3D digital twin visualization for providing an enhanced and shared understanding of the operational
environment and for incident command for managing the personnel and response efforts. This was deemed
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especially helpful for first responder teams who were unfamiliar with the layout and structure of the
building. Additionally, the occupancy and location-based sensors were seen to provide helpful data streams
when engaging in search and rescue, after the exercise suspect was neutralized. The security of the collected
data streams was also cited as an important consideration by all involved. As such, when designing the
technology system, the security of data and mitigation from cybersecurity attack or intrusion were
highlighted as critical components of the technology system.

This effort also provided an opportunity for learning scientists, organizational psychologists, and
engineering researchers affiliated with the George Mason University’s new Center for the Advancement of
Human Machine Partnerships (CAHMP) to design and employ an initial prototype of an Artificial
Intelligence (Al)-enabled system that seeks to augment the learning experience of emergency responders
in the live simulation training exercise. The Al-enabled system was created to support training instructors
with multimodal learning analytics for enhanced training debriefs (e.g., post-action reviews). The system
applied Al methods of computer vision and machine learning to process the various multimodal data
streams in near real-time, collected during the training exercise by the aforementioned state-of-the-art
sensing technologies.

A core objective of the training simulation debrief after various scenario runs was to review and analyze
the effectiveness of specific events of interest, such as the time differential between the response dispatch
and the neutralization of the shooter or time of interaction between the responders and victims or patients.
The Al-enabled system provided first responders with an experimental user interface that displays
information for these key indicators. Additionally, the Al-enabled system provided a starting point for
important insights for coordination activities within-teams and between the different responder teams. This
effort can help facilitate both within- and between-team learning, which is an often-neglected component
of emergency response management operations. Future exercises will further explore the effectiveness of
technologies, such as Al-enabled systems, in initiating change in behavioral patterns of multi-team
collaboration among first responders.

Preliminary insights from the exercise and initial data analyses indicate that first responders and their
leadership see significant value in this type of joint agency training event in building levels of trust amongst
the different agencies that would respond and work together in an actual event. Participation by technology
developers in these events enables the resulting technologies to become increasingly suited to the dual-uses
of daily efficiency and emergency response effectiveness. Live simulation training exercises, combined
with corresponding research cycles to evaluate the outcome, may provide a unique opportunity for
researchers to explore new technologies in situ, incorporating direct insights from first responders. The
integration of technology systems may provide enhanced situational awareness and security within a
building, and first responder wearable devices for collecting sensor data for use in emergency preparedness
training will also allow researchers to study team interaction in real time.
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4. Conclusion and Next Steps

As this workshop report and case study illustrate, the work of the Public Safety SuperCluster is maturing
beyond the realm of program definition and organization and into the realm of concept exploration and
collaboration (particularly with the other GCTC SuperClusters) and technology application and
demonstration.

The 2018 GCTC-SC3 PSSC/CPAC workshop was an important event to discuss the latest issues and
developments on the adoption of emerging technologies for public safety, cybersecurity, and privacy by
cities and communities. The workshop successfully summarized the critical issues and the ongoing efforts
to mitigate and address many of them.

The speakers provided insights into the latest threats, including growing populations and the increasing
complexity of technical solutions being adopted by a broad range of industries. Panelists highlighted the
growing need for first responders to gain more situational awareness in real time and how emerging
technologies such as social media platforms and IoT might be used to achieve that goal. The workshop also
included examples of international collaboration with Europe and India.

Speakers and participants expressed concerns that cyber threats are becoming increasingly pervasive across
a number of sectors, including energy, transportation, defense, and manufacturing. Risk management is
important, but it should be accompanied and followed up by strategies and actions to reduce potential attack
vectors and improve cybersecurity incident response. Resilience should be considered in the system design
to limit the damage from successful attacks. Cybersecurity efforts are cyclical and requires partnerships and
collaboration between industry, academia, and government.

Similarly, the collaboration in 2019 between the George Mason University, EagleBank Arena, the Virginia
Center for Innovative Technology, Smart City Works, the DHS Science & Technology Directorate, and a
host of technicians and developers illustrated both the technical complexity and the potential for
collaborative research and development to enhance first responder capabilities. In addition, the integration
of facility instrumentation, artificial intelligence-based display and analysis tools, and simulation-based
exercise evaluation involving the dedicated time of six real-world response agencies and 70 responders
showed the power of collaboration between technology developers, research institutions, and operational
units in developing advanced capabilities to solve real-world challenges in public safety.

There are a number of promising areas in which emerging technologies can help improve public safety. As
technologies become more broadly adopted by industry, it is necessary to pay more attention to novel cyber
threats and the attendant issue of privacy. It is not enough to analyze risks; it is important to attempt to
reduce possible attack surfaces in advance and plan for efficient and swift incident responses. When
developing and deploying solutions, it is important to consider cybersecurity—as well as operational
efficiency and effectiveness—as a primary concern rather than an afterthought. The concept of designed-
in security and privacy will be essential in reducing risks and possible attack vectors.

The PSSC and CPAC working groups will continue to work together with municipal governments to help
them improve their preparedness for public safety and cybersecurity using emerging technologies,
consensus-based standards, and collaborative research and development approaches.
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