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ABSTRACT
Although smart home adoption in the United States (U.S.) is growing, smart home
users may harbor security and privacy concerns or uncertainty about how to best
protect their devices and the data those collect. Further, there have been few
insights into how users’ perspectives on smart home security and privacy differ
depending on device category. This may leave the smart home community at a
disadvantage in knowing how to focus user education efforts to address device-
specific misunderstandings or concerns. As a result, consumers may remain
uninformed or lack motivation to protect some device categories, leaving devices
and data vulnerable. Towards closing this gap, we conducted a survey of 401 U.S.
smart home users with devices in five categories: lighting, security devices, sensors,
thermostats, and voice assistants. Participants viewed voice assistants as most
problematic and were most confident about security devices and thermostats. We
also report novel results related to perceptions of smart home security and privacy
responsibility and users’ thoughts on device categories seldom explored in
research. Our identification of differences across device categories can contribute
to greater user empowerment through tailored smart home user education
materials.
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EXECUTIVE SUMMARY

NIST SP 1343 DECEMBER 2025

Participants rated voice assistants as least secure and privacy protecting. In contrast,
well over half of participants believed that devices in other categories were secure and
privacy-protecting. 
Participants generally believed they understood the security and privacy risks of their
smart home devices. Over half of participants said that they understood the risks of their
devices, with the most understanding for smart security devices and least for voice
assistants.
A majority of participants were concerned about the security and privacy of their
devices. Between just over half and almost three-fourths of participants were at least
somewhat concerned. Statistically speaking, there were no significant differences among
device categories.

Security and privacy perceptions:

Despite the growth of smart home adoption in the United States (U.S.), smart home users
may harbor security and privacy concerns or uncertainty about how to best protect their
devices and the data those devices collect. Further, there have been few insights into how
users’ perspectives on smart home security and privacy differ depending on device category
(type) since devices may have varying sophistication levels of functionality, collect different
types of data, and evoke different concerns. This lack of understanding may leave the smart
home community at a disadvantage in knowing how to focus user education efforts to
address device-specific misunderstandings or concerns. As a result, consumers may remain
uninformed or lack motivation to protect some device categories, leaving devices and data
vulnerable. 

Towards closing this gap, we conducted a survey of 401 U.S. smart home users with devices
in at least one of five categories: lighting, security devices (e.g., video doorbells, cameras,
smart locks), sensors (e.g., water leak and smoke detectors), thermostats, and voice
assistants (i.e., smart speakers, virtual assistants). We asked participants about their smart
home security and privacy perceptions, the security and privacy actions they took, to whom
they assign responsibility of smart home security and privacy, and their sources of smart
home security and privacy information. We identified overall trends across all device types as
well as category-specific trends. 

The identification of differences across devices can inform smart home device manufacturers
and security label programs (like the U.S. Cyber Trust Mark [FCC 2024]) to go beyond generic
guidance by tailoring education materials to address the specific risks, security and privacy
features, and expected user protective actions for individual device categories.

Findings
The following provides a high-level overview of study results.
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Participants took a variety of security and privacy actions, with most being simplistic.
The four most common actions included: setting a password/PIN, limiting information
entered in device app; not placing device in a private area; using two-factor
authentication. There were several category differences, for example, participants with
security devices were more likely to set a password/PIN than those with voice assistants.
Participants took more actions for their smart security devices. The number of security
and privacy actions taken by participants with security devices was significantly greater
than that of participants with lighting, thermostats, and voice assistants.
Participants felt less able to protect their voice assistants. They felt most able to protect
the security and privacy of their security devices and sensors.
Participants expressed varied obstacles to taking action. While the plurality of
participants indicated that nothing prevents them from taking action because they are
satisfied with what they’ve done, other frequently mentioned obstacles included: they
don’t understand security/privacy enough; manufacturers don’t provide options; don’t
understand the device enough. There were several category differences, for example,
thermostat and sensor participants more often said they were satisfied with what they’ve
done.

Actions:

Participants viewed current responsibility for smart home security and privacy as being
shared. Responsibility was mostly assigned to themselves and manufacturers, with a
minor role for government. 
Participants believed manufacturers and the government should take on more
responsibility. While, for the most part, they believed personal responsibility was at an
acceptable level, they indicated gaps in what manufacturers and the government are
doing and should be doing.

Responsibility:

Participants had varying beliefs about security and privacy which, in part, could
explain their levels of concern. The top four reasons why they were not concerned
or continued to use their devices despite being concerned were: benefits outweigh
risks; data/devices are not interesting enough to target; chances of devices being
hacked are low; and trust in the manufacturer to protect the devices. Participants
with voice assistants and lighting less often believed that the chances of hacking
these devices were low and less often cited trust in manufacturer compared to those
with thermostats and security devices, respectively.

Current sources of smart home security and privacy information did not always align
with preferred sources. Manufacturer websites and product packages were frequently
currently utilized and preferred. They would like to receive less information than they
currently do from social media and family/friends and more from retailers.
Most participants indicated that smart home security and privacy information would
likely inform their future purchases. Participants with thermostats were least likely to
report doing so.

Information Sources:

NIST SP 1343 DECEMBER 2025
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Based on the study results, we offer the following suggestions for developers of user-focused
smart home security and privacy communications and education materials:

Emphasize that all types of devices may be at risk. Tailor device-specific materials that
communicate the likelihood and severity of risks as applicable. Emphasize that
compromise of any device – even those viewed as less vulnerable or of less value – might
lead to compromise of other, higher-value devices on the home network.
Clearly communicate security and privacy mechanisms. Clearly detail the security and
privacy features included in smart home products, what risks these address, and what
options are user-configurable and recommended. Product security labels could provide a
way for users to quickly find security and privacy information.
Encourage user action. Be clear about the responsibilities consumers have in protecting
their devices and data in easy-to-understand and actionable terms.
Target multiple communication channels. Ensure education materials are distributed via
multiple channels in a variety of formats consumable by different kinds of consumers, for
example, those preferred by our study participants such as manufacturer websites,
product packages, and online retailer websites. 

Takeaways

Participants were generally willing to act on security and privacy information to protect
their devices. Over two-thirds said that they were willing to follow through on
information about how to better secure their devices and home network and protect
their privacy while using the devices.
Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations. They were least trusting of labels provided
by for-profit organizations (other than the manufacturer) and the U.S. Government.

NIST SP 1343 DECEMBER 2025
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INTRODUCTION
Internet of things (IoT) smart home devices – such as virtual voice assistants and smart
speakers, smart thermostats, and smart security cameras -- offer a variety of benefits,
including automation, convenience, physical security, and increased energy efficiency.
Therefore, not surprisingly, adoption of smart home devices is on the rise. In 2024, an
estimated 45% of U.S. households with internet had at least one device, and 18% had six or
more devices [PARKS ASSOCIATES 2024]. These devices, while beneficial, introduce new
aspects of device ownership needing to be addressed. Among these are smart home security
and privacy, which are critical in light of the sensitive data that may be collected, or the
physical impacts devices may have in the home environment.

A mental model is what a person believes about how something works. This belief may be
accurate or inaccurate.

1

The Importance of Consumer Education
While manufacturers are encouraged to build strong security and privacy mechanisms into
their products, ultimately, the users (consumers) of smart home devices share some
responsibility for protecting their devices and data. However, prior industry and research
studies reveal that users may have inaccurate mental models  of smart home device security
and privacy, express concerns even after adopting devices, struggle with the lack of
transparency in data collection, and feel uncertain or powerless about being able to take
protective actions [LAU 2018][TABASSUM 2019][ZENG 2017]. As a result, smart home device
adoption may lag, user experience may suffer, and the devices and the data these collect
may be vulnerable to compromise.

1

To help counter some of these issues, technology and research experts advocate for bringing
more awareness about smart home security and privacy risks and actions via consumer
education and communication efforts [HANEY 2020][LAU 2018][TABASSUM 2019]. In fact,
current IoT security baselines, product label programs, and guidance from U.S. and
international government [EU 2019][FCC 2024][NIST 2022], industry [CSDE 2019][IOTSF 2021]
and standards [ETSI 2020] organizations recommend that manufacturers provide consumers
with information about device security mechanisms and options. To be effective, consumer
education should clearly communicate the IoT user’s role in protecting their devices and
proactively address typical consumer concerns, challenges, and misconceptions [ETSI 2020]
[LAU 2018][NIST 2022][ZHENG 2018].

NIST SP 1343 DECEMBER 2025
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Security and privacy concerns and misconceptions may ultimately be influenced by the
category (type) of device due to differences in functionality, data collection practices, and
privacy and security mechanisms [EMAMI-NAEINI 2021][FASSL 2021]. For example, device
categories with an audio capture and recording capabilities, such as virtual voice assistants,
may be considered by users to be risky from a privacy perspective [MALKIN 2019].

However, there are few insights into how consumers’ perspectives on smart home security
and privacy differ depending on device category. A number of research groups (for example,
[HANEY 2021][TABASSUM 2019][ZENG 2017]) have studied individuals’ perspectives of smart
home security and privacy using interviews. While interviews provide an in-depth look into
the experiences of participating individuals, these inquiries typically involve few participants
(usually 15-30) and may not reflect the broader population of U.S. adults. In addition, while
there have been studies exploring users’ software update attitudes for different types of
devices [FASSL 2021][HANEY 2023], few studies directly compare consumers’ broader
security and privacy perceptions for a breadth of widely-adopted device categories.

The lack of understanding about category differences – as perceived by individuals
throughout the U.S. -- leaves the smart home community at a disadvantage in knowing how
to focus user education efforts to address device-specific issues. Therefore, consumers may
remain uninformed or lack motivation to protect device categories they consider less
valuable, leaving their devices and data vulnerable.

To address this shortfall, we surveyed 401 active users (adopters) of smart home devices.
While smart home non-adopters may have their own set of security and privacy concerns
that discourage them from engaging with these technologies, we focused specifically on
active users of these devices. This focus allowed us to gain an understanding of their
perceptions and actions after directly interacting with and experiencing the benefits of these
devices. 

Our survey study sought to answer the following questions:
How do users’ perceptions about the security and privacy of their smart home devices
differ across device categories, if at all?      
How do users’ security and privacy actions and perceptions about taking action differ
across device categories, if at all?
How do users’ perceptions of who is responsible for smart home security and privacy
differ across device categories, if at all?
From which information sources do users currently and prefer to receive smart home
security and privacy information?
What is the likelihood that security and privacy information will influence users’ smart
home purchases and actions?

Addressing the Gaps in Smart Home Product Education

NIST SP 1343 DECEMBER 2025
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The identification of differences across devices can inform smart home device manufacturers
and security label programs to go beyond generic guidance by tailoring education materials
to address the specific risks, security and privacy features, and expected user protective
actions for individual device categories. In addition, users of smart home devices may benefit
through awareness of common misconceptions and their own responsibility in protecting
their smart homes.

Audience

This report details results from the full smart home survey. The following paper – written for
a research audience – reports a subset of the results contained here:

Haney, J.M., Acar, Y., Li, A., & Haney, F. (2025). Smart Home Users' Security and Privacy
Perceptions and Actions Differ By Device Category: Results from a U.S. Survey. Proceedings of
the International Conference on Human-Computer Interaction (HCII).
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=957194 

Related Publication

NIST SP 1343 DECEMBER 2025
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WHAT WE DID
To understand smart home users’ security and privacy perceptions and behaviors, we
surveyed 401 smart home users. Our study followed ethical research guidelines and was
approved by the NIST Research Protections Office.

In this section, we provide a high-level overview of our research process. A detailed
description of the study methodology is included in the Technical Appendix.

Lighting devices (e.g., smart light bulbs and lighting systems) - allow for
automating lighting patterns and brightness for convenience or safety.

Security devices (e.g., smart door locks, smart security cameras, video
doorbells) - contribute to the physical security and safety of the home.

Sensors (e.g., smart smoke detectors, water leak sensors) - monitor and alert
based on physical conditions of the home, often with a safety purpose.

Thermostats (e.g., Google Nest, Ecobee) - allow users to adjust and automate
home temperature settings, often for energy efficiency.

Voice assistants (e.g., Amazon Echo, Apple HomePod Mini, Google Home) -
carry out tasks via voice command, may act as an interface with other smart
home devices.

We selected these categories since they are among the most popular in the U.S., represented
varying levels of sophistication, and collected different types of data.

The survey (see Technical Appendix for the survey instrument) addressed the following
topics:

perceptions about device security/privacy
level of security and privacy concern
reasons for lack of concern or using smart home devices despite concerns

Survey Topics
We focused the survey to explore participants’ perceptions and behaviors related to five
smart home device categories of particular interest:

NIST SP 1343 DECEMBER 2025
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Participants were recruited from the Prodege opt-in research panel to be representative of
the adult (18+ years of age) U.S. population. To be eligible for the survey, participants had to
be active users of a smart home device in at least one of the five categories of interest.

Participants answered the survey for just one device category they used based on a random
assignment. For example, if a participant indicated at the start of the survey that they had a
smart thermostat and a smart security device, they may have been asked to answer the
survey based on their thoughts and experiences only for their thermostat. 

Survey data were collected via an online survey platform for two weeks in February 2022.
Responses were anonymized. About 80 participants completed the survey for each smart
home device category: 82 for lighting, 80 for security devices, 80 for sensors, 80 for
thermostats, and 79 for voice assistants.

Participant Recruitment and Data Collection

any security and privacy actions participants took to protect their devices and how
effective participants believed those actions to be
perceived ability to protect the security and privacy of devices and the data those collect
perceived barriers to taking action to protect device security and privacy
perceptions about how much responsibility participants, device manufacturers, and the
U.S. Government have for smart home security and privacy
current and preferred sources for information on smart home security and privacy
likelihood of security and privacy information informing future smart home purchases or
resulting in taking action
trust of security and privacy labels provided by different entities
participant demographics

Data Analysis
We analyzed the survey data using two types of statistics. First, we calculated descriptive
statistics that summarize participant responses for each question. For example, we report
the percentage of participants who said they were extremely concerned about the security of
their voice assistants. Second, we used statistical analysis methods to determine whether
there were significant differences in participants’ responses across device categories. For
example, we report that participants taking the survey about their voice assistants were
significantly – from a statistical perspective -- more concerned about their device’s security
as compared to participants indicating concern for their smart lighting devices. 

Throughout the report, we use call-out boxes to note any results that,
statistically speaking, indicate significant differences across smart home
device categories. Detailed statistical results can be found in the Technical
Appendix.

NIST SP 1343 DECEMBER 2025
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Participants used a variety of smart home devices, with
voice assistants being the most common.
While participants answered the survey based on just one smart home device category, they
also indicated which of the five types of devices they used (Fig. 1). Over half had voice
assistants, while more than 35% used smart security devices, lighting, sensors, and
thermostats. Additionally, 51% had devices in more than one category, and 8% used devices
in all five categories.

PARTICIPANTS AND
DEVICES
In this section, we provide an overview of the survey participants and their smart home
device usage. Additional details on participants can be found in the Technical Appendix.

Figure 1. Percentage of the 401
participants using smart home
devices in each device category

NIST SP 1343 DECEMBER 2025
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Participants represented various demographic groups.

Variable Groups Number Percentage

Age Range (years) 18 - 34

35 - 54

55+

No answer

150

125

120

6

Race White

Black

Asian

Pacific Islander

American Indian

Multi-racial

No answer

High school diploma and lower

Some college and Associate’s degree

Bachelor’s degree and higher

No answer

Not Hispanic/Latino

Hispanic/Latino

No answer

Female

Male

No answer

Ethnicity

Education level

Sex

37.4%

31.2%

29.9%

1.5%

63.8%

9.7%

15.0%

1.2%

2.7%

4%

3.5%

256

60

39

5

11

16

14

296

99

6

126

116

152

7

218

178

5

73.8%

1.2%

1.5%

24.7%

28.9%

31.4%

37.9%

1.7%

54.4%

44.4%

Table 1: Demographic data of 401 survey participants

The 401 participants were near-representative of the U.S. population with respect to age
group, education level, race, ethnicity, and sex (Table 1).  See the Technical Appendix for
more details on the participants (state of residency, home ownership) and how the
participant demographic groups compared to the U.S. adult population.

NIST SP 1343 DECEMBER 2025
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Participants took on different roles for their smart home
devices.
Over half of participants (58%) were smart home administrators who were responsible for
device installation and troubleshooting. 39% were active smart home users, but not
administrators. Finally, 3% selected “Other” or no response for smart home role.

Figure 2. Participants’ roles with
respect to their smart home
devices 

NIST SP 1343 DECEMBER 2025
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SECURITY AND PRIVACY
PERCEPTIONS
To gauge participant perceptions that could act as motivations or barriers to smart home
security and privacy actions, we asked participants questions about their:

perceptions of device security and privacy
perceived level of understanding of security and privacy risks
level of security and privacy concerns
level of concern for specific security and privacy risk scenarios
reasons for lack of concern or continued use of devices despite having concerns

NIST SP 1343 DECEMBER 2025
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Participants believed their voice assistants were significantly less secure
and privacy-respecting than all other device categories. 

Participants rated voice assistants as least secure and
privacy protecting.
Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”: 

“I think that most of these smart home devices are secure.” (Fig. 3)
“I think that most of these smart home devices protect my privacy.” (Fig. 4)

Participants most often agreed or strongly agreed that their smart security devices were
secure (80%) and privacy-protecting (70%), followed by sensors (70% security, 61% privacy). 
Participants with voice assistants had the lowest agreement levels for both security (35%)
and privacy (39%).

Figure 3. Participants’ level of
agreement that their smart
home devices were secure 

Figure 4. Participants’ level of
agreement that their smart
home devices were privacy-
protecting

NIST SP 1343 DECEMBER 2025
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Participants thought they had much less understanding of security risks for
voice assistants than they did for security devices.

Participants generally believed they understood the
security and privacy risks of their smart home devices.

Figure 5. Participants’ level of
agreement that they understood
the security risks of their
devices

Figure 6. Participants’ level of
agreement that they understood
the privacy risks of their devices

Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”: 

“I understand the security risks associated with my smart home device.” (Fig. 5)
“I understand the privacy risks associated with my smart home device.” (Fig. 6)

Participants most often agreed or strongly agreed that they understood security risks for
smart security devices (73%) and sensors (65%). They less often agreed for voice assistants
(43% agreed/strongly agreed). For privacy, participants most often said they understood
risks for sensors (69%) and security devices (68%). They least often understood the privacy
risks for voice assistants (52%).

NIST SP 1343 DECEMBER 2025
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A majority of participants were concerned about the
security and privacy of their devices.
Participants rated their level of concern about the security and privacy of their smart home
devices. 

The majority of participants – ranging from 70% for voice assistants to 53% for security
devices – were at least somewhat concerned about the security of the devices (Fig. 7).
Concern levels for privacy were similar, ranging from 73% for voice assistants to 54% for
security devices being at least somewhat concerned (Fig. 8). Over 20% were moderately or
extremely concerned for all categories.

We found that participants’ views that voice assistants were less secure and privacy-
protecting did not translate into higher overall levels of security and privacy concern.
However, few participants with voice assistants indicated that they were not at all concerned
(9% for security, 5% for privacy).

Figure 7. Participants’ level of
concern about the security of
their devices.

Figure 8. Participants’ level of
concern about the privacy of
their devices.

NIST SP 1343 DECEMBER 2025
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Over half of participants expressed at least some concern
about potential problematic security and privacy
scenarios.
In addition to eliciting general concern levels, participants rated their level of concern for
three specific security scenarios (scenarios S1 - S3 in Fig. 9) and 10 privacy scenarios
(scenarios P1 - P10 in Fig. 10). The privacy scenarios were based on items in the NIST Catalog
of Problematic Data Actions and Problems, an illustrative set of “problems that individuals
could experience as the result of data processing or their interactions with systems,
products, or services.” 

For the three security scenarios, between 65% and 69% of participants were at least
somewhat concerned, and 38% to 42% were moderately or extremely concerned. For all
privacy scenarios, over half were at least somewhat concerned, ranging from 60% to 71%.
Participants expressed the highest levels of concern at about 46% moderately/extremely
concerned for P1 (having to provide more personal/private information than is comfortable),
P2 (tracking of data or usage in a manner violating individual rights), P5 (combining of data to
reveal private things about household members), and P8 (tracking of data or usage in a
manner resulting in physical harm). 

Figure 9. Participants’ level of
concern about security
scenarios with potential for
negative consequences. The
term “botnet” was defined.

Figure 10. Participants’ level of concern about privacy scenarios with potential for negative
consequences

NIST SP 1343 DECEMBER 2025
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Participants had varying beliefs about security and
privacy which, in part, could explain their levels of
concern.
Participants selected reasons why they either 1) had little or no security or privacy concerns
or 2) continued to use their devices even if concerned (Fig. 11).  

Each reason was selected by fewer than 40%. Participants most frequently believed that the
benefits of having their smart home devices outweighed any security or privacy risks (38%).
The other most-selected options included a belief that their data or devices were not
interesting enough for bad actors to target (31%) and that the chances of their devices being
hacked were low (31%).

Participants with thermostats were more likely to believe that the chances
of their devices being hacked were low compared to participants with smart
lighting and voice assistants.

Participants with sensors more often thought that their actions alleviated
their concerns than those with thermostats.

Participants with smart security devices more often said that they trusted
the manufacturer to protect their privacy as compared to participants with
lighting and voice assistants.

Figure 11. Participants’ reasons for lack of concern or continued use of smart home devices
despite being concerned by device category

NIST SP 1343 DECEMBER 2025
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 ACTIONS

To gain insight into if and how participants attempt to secure their smart home devices and
protect their privacy while using their devices, we asked participants questions about:

security and privacy actions they take for their smart home devices
security and privacy actions they take for their home network
perceptions of how much their actions alleviate their concerns
perceived ability to take action
willingness to take action
barriers to taking action

NIST SP 1343 DECEMBER 2025
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Participants took a variety of security and privacy
actions, with most being simplistic.
Participants selected the actions they took to secure and protect the privacy of their smart
home devices and data (Fig. 12).  No actions were selected by a majority. Participants most-
frequently said they set a password or PIN on their device or device app (49%). A third
indicated they limit the amount of information entered in the device app. Slightly fewer said
they use two-factor authentication. Almost 12% indicated they do not take any actions. Two
participants who indicated that they take “other actions” said that they disconnect their
devices.

Figure 12. Participants’ smart home security and privacy actions by device category

Participants with security devices more often set a password or PIN
compared to participants with smart lighting or voice assistants.

Participants with voice assistants less often set up or changed security or
privacy options compared to those with devices in all other categories.

Participants with thermostats:
less often take care not to place their devices in sensitive or private
areas of the home compared to participants with security devices and
voice assistants and
less often said they were careful about what they say or do near their
devices than participants with devices in all other categories.

NIST SP 1343 DECEMBER 2025
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Participants with security devices (3.0 actions on average) took significantly
more actions as compared to those with smart lighting (2.2 actions on
average), voice assistants (2.0 actions), and thermostats (1.8 actions).

Participants took an average of 2.3 actions. 17% of participants took no action, 21% took just
one action, and the plurality (41%) took 2 or 3 actions. A breakdown of the percentages of
number of actions per device category is shown in Fig. 13. 

Figure 13. Number of smart home device security and privacy actions by device category

Participants took more actions for smart security devices.

NIST SP 1343 DECEMBER 2025
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The security of a home network can directly impact smart home devices. Therefore, we asked
participants which actions they took to protect their home network (Fig. 14). 

Almost two-thirds of participants said that they set a password for their home Wi-Fi. All
other actions were selected by about a quarter or less of participants. Just 8% said they did
not take any actions on their home network.

To protect their home networks, participants most often
set a Wi-Fi password.

Figure 14. Percentage of
participants taking home
network security and privacy
actions

NIST SP 1343 DECEMBER 2025
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For each security or privacy action they selected, participants were asked to rate their level
of agreement with the statement “This action decreases my security and privacy concerns for
my <device category>” (Fig. 15).

Over 70% of participants agreed or strongly agreed that all actions decreased their concerns.
Participants were most confident in two-factor authentication (89% agree/strongly agree),
setting a Wi-Fi password (86%), using WPA2/3 encryption for their home Wi-Fi (86%), and
filtering or controlling access to their home network (85%). 

Figure 15. Participants’ level of agreement that their actions decrease their security and privacy
concerns.

The majority of participants thought their actions helped
alleviate their security and privacy concerns.
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Participants with voice assistants felt significantly:
less able to protect device security compared to participants with smart
security devices and
less able to protect their privacy as compared to those with devices in
all other categories.

Participants felt less able to protect their voice assistants.
Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”: 

“I feel able to protect my smart home device’s security.” (Fig. 16)
“I feel able to protect my privacy when using my smart home device.” (Fig. 17)

Over half of participants agreed or strongly agreed with each statement for all smart home
device categories with the exception of voice assistants for which only 37% agreed for both
the security and privacy statements.

Figure 16. Participants’ level of
agreement that they felt able to
protect their smart home
device’s security.

Figure 17. Participants’ level of
agreement that they felt able to
protect their privacy when using
their smart home device.
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Most participants were willing to put effort into
protecting their devices.
Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”: 

“I am willing to put in the effort to secure my smart home device.” (Fig. 18)
“I am willing to put in the effort to protect my privacy when using my smart home
device.” (Fig. 19)

 Over two-thirds of participants agreed or strongly agreed with each statement for all smart
home device categories. Participants with smart sensors were most willing (78%
agreed/strongly agreed), and those with voice assistants were least willing (61%). However,
the overall differences in ratings across device categories were not statistically significant.

Figure 18. Participants’ level of
agreement that they were willing
to put effort into securing their
smart home device.

Figure 19. Participants’ level of
agreement that they were willing
to put effort into protecting their
privacy when using their smart
home device.
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Participants expressed varied obstacles to taking action.
Participants indicated barriers that keep them from taking action or more action than they
already take to ease their security concerns (Fig. 20). Then, they selected barriers that keep
them from taking action to ease their privacy concerns (Fig. 21).

Less than 30% of participants selected each barrier. Most commonly, 27% of participants for
security and 28% for privacy said that nothing prevents them because they are satisfied with
the actions they had already taken. Next, 23% and 20% said that they do not understand
device security or privacy, respectively. In addition, for privacy, 20% indicated that there are
were not enough options for configuring their privacy preferences. For both security and
privacy, 9% said that nothing prevents them because they are not concerned.

For security obstacles, participants with voice assistants indicated that
nothing prevents them because they were satisfied with the actions they
had already taken less often compared to those with thermostats.

For privacy, participants with thermostats:
more often said that nothing prevents them because they were satisfied
with the actions they had already taken, as compared to those with
voice assistants, security devices, and smart lighting and
less often indicated that there are no options for setting their privacy
preferences than participants with smart lighting.

For privacy, participants with sensors said that nothing prevents them
because they were satisfied with the actions they had already taken, as
compared to those with voice assistants.
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Figure 20. Percentages of participants selecting security action barriers by device category

Figure 21. Percentages of participants selecting privacy action barriers by device category
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RESPONSIBILITY
To gain insight into who participants thought was responsible for the security and privacy of
their smart home devices, we asked participants questions about:

current and ideal personal responsibility 
current and ideal manufacturer responsibility
current and ideal government responsibility
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Participants viewed current responsibility for smart home
security and privacy as being shared.
Participants indicated their perceptions of how much responsibility that they, manufacturers,
and the government currently have for the security and privacy of their smart home devices
on a 5-point scale from “Not at all responsible” to “Completely responsible.”  Fig. 22 and Fig.
23 show the ratings per smart home device category. Over half of participants (57% security,
56% privacy) assigned responsibility to all three entities, with 92% assigning responsibility to
at least two.

Between 53% (thermostats) and 74% (sensors) believed that they were mostly or completely
personally responsible for device security. There were similar ratings for privacy, ranging
from 56% (thermostats) to 73% (sensors) mostly or completely personally responsible.

Figure 22. Participants’ ratings of current security responsibility.
Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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Figure 23. Participants’ ratings of current privacy responsibility.
Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility

Ratings of manufacturer responsibility for security ranged from 51% (voice assistants) to 56%
(lighting) mostly or completely responsible. Between 54% (thermostats) and 60% (lighting
and sensors) of participants thought manufacturers were mostly/completely responsible for
device privacy.

Between 23% (thermostats) and 35% (security devices) thought the government was
currently mostly or completely responsible for smart home security. For privacy, between
24% (thermostats) and 39% (sensors) thought the government was mostly/completely
responsible.

Participants assigned significantly less personal security responsibility for
thermostats compared to security devices and sensors.
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Participants believed manufacturers and the government
should take on more responsibility.
Participants indicated their perceptions of how much responsibility that they, manufacturers,
and the government ideally should have for the security and privacy of their smart home
devices on a 5-point scale from “Not at all responsible” to “Completely responsible.”  Fig. 24
and Fig. 25 show the ratings per smart home device category. Over half of participants (66%
security, 64% privacy) assigned responsibility to all three entities, with 96% assigning security
responsibility and 95% assigning privacy responsibility to at least two.

Between 56% (lighting) and 76% (sensors) believed that they ideally should be mostly or
completely personally responsible for device security.  Privacy ratings were similar, ranging
from 58% (lighting) to 76% (sensors).

Figure 24. Participants’ ratings of ideal security responsibility.
Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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Figure 25. Participants’ ratings of ideal privacy responsibility.
Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility

Almost all participants indicated that, ideally, manufacturers should be mostly or completely
responsible for security, ranging from 65% (security devices) to 75% (lighting). Between 63%
(security devices and thermostats) and 78% (sensors) thought manufacturers ideally should
be at least somewhat responsible for device privacy.

Between 21% (thermostats) and 42% (security devices and sensors) thought the government
ideally should be mostly or completely responsible for smart home security. For privacy,
between 28% (thermostats) and 45% (sensors) thought the government ideally should be
mostly/completely responsible.
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Comparing ratings for current and ideal security responsibility (Fig. 26):
participants with thermostats believed they should ideally take on more
personal responsibility than they currently have,
participants in all device categories thought manufacturers should
ideally take on more responsibility than they currently have, and
participants with sensors and voice assistants thought the government
should ideally take on more responsibility than it currently has.

Comparing ratings for current and ideal privacy responsibility (Fig. 27):
participants with lighting, sensors, and thermostats thought that
manufacturers should ideally take on more responsibility than they
currently have and
participants with security devices and voice assistants thought the
government should ideally take on more responsibility than it currently
has. 

Figure 26. Mean (average) ratings of
current vs. ideal security
responsibility by device category.
Ratings were on a  5-point scale
ranging from Not at all responsible
(1) to Completely Responsible (5).

Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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Figure 27. Mean (average) ratings
of current vs. ideal privacy
responsibility by device category.
Ratings were on a 5-point scale
ranging from Not at all responsible
(1) to Completely Responsible (5).

Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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INFORMATION SOURCES
To gain insight into sources and potential influence of smart home security and privacy
information, we asked participants about:

their current and preferred smart home security and privacy information sources
the likelihood of smart home security and privacy information informing their future
device purchases
the likelihood of them acting on smart home security and privacy information
trust of security and privacy ratings/labels from different sources
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Participants preferred to receive less smart home security and privacy
information than they currently do from:

social media
family or friends

Participants preferred to receive more information from:
device privacy policy or user agreement
retail outlet shelf display
security vulnerability repositories
videos, webinars, or online training

Current sources of smart home security and privacy
information did not always align with preferred sources.
Participants selected current sources of smart home security and privacy information, then
selected the sources from which they would prefer to receive information (Fig. 28). 

Participants most often received information from manufacturer’s website (46%), family or
friends (34%), and the product package (25%). Source preferences somewhat differed.
Participants most preferred to receive information from the manufacturer’s website (49%),
the product package (28%), an online retailer website (23%), and family or friends (23%). Few
received or preferred to receive information at work.

Figure 28. Percentages of
participants selecting current
and preferred sources of smart
home security and privacy
information
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Most participants indicated that smart home security and
privacy information would likely inform their future
purchases.
Participants rated the likelihood that the following types of information might inform their
future smart home purchases:

smart home device security and privacy risks
the device manufacturer’s data practices
device security features and options
device privacy features and options
whether the product meets a minimum security or privacy baseline

Over two-thirds of participants said that each type of information would likely or very likely
inform their future purchases, ranging from 67% for information on risks and data practices
to 71% for information on security features and options (Fig. 29). 

Figure 29. Participants’ ratings
of how likely they would be to
use smart home security and
privacy information to inform
future purchases

Participants with thermostats were less likely to use security and privacy
risk information to inform their future purchases compared to those with
sensors.
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Participants were generally willing to act on smart home
security and privacy information to protect their devices.
Participants rated the likelihood that they would act on the following types of information:

information on how to better secure their smart home devices
information on how to better secure their home network
information on how to better protect their privacy when using their smart home devices

Over two-thirds of participants said that they would be likely or very likely to act on each
type of information, ranging from 69% for information on how to better secure their devices
and home network to 71% for information on how to better protect their privacy (Fig. 30). 

Figure 30. Participants’ ratings
of how likely they would be to
act on smart home security and
privacy information
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Participants would be most trusting of security and
privacy labels provided by the manufacturer or not-for-
profit organizations.
Participants rated the level of trust they would have of a smart home device security or
privacy rating or label if provided by the following entities on a 5-point scale ranging from
very distrusting to very trusting:

the U.S. Government
the device manufacturer
a not-for-profit organization
a for-profit organization (other than the manufacturer)
a smart home device retailer

Participants indicated that they would be most trusting (trusting or very trusting) of non-
profit organizations or device manufacturers  (51%) and least trusting of for-profit
organizations (35% trusting/very trusting)and the U.S. Government (33% trusting/very
trusting) (Fig. 31). 

Figure 31. Participants’ levels of
trust of smart home security and
privacy ratings/labels provided
by different entities

Participants with thermostats were less likely to trust government labels
compared to those with security devices.

Participants with voice assistants were:
less likely to trust labels from device manufacturers compared to
participants with sensors and
less likely to trust labels from retailers compared to those with security
devices and sensors.
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Participants were less trusting of government labels as compared to labels
that would come from all other types of organizations.

Participants were less trusting of labels from retailers than labels from
manufacturers and not-for-profit organizations.

Participants were less trusting of labels from for-profit organizations than
labels from manufacturers and not-for-profit organizations.

Labels from for-profit organizations would be less trusted than labels from
retailers (z = -3.94).
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TAKEAWAYS
Based on the study results, we summarize device-specific takeaways and offer suggestions
for how to improve consumer smart home education materials.
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We observed a lack of trust of manufacturers and acknowledgement that smart
lighting devices can be hacked. Participants also believed these devices do not
provide enough configurable security and privacy options.

We found that, despite the video capabilities of some security devices,
participants generally believe these to be secure and privacy-protecting by
default and are more likely to trust the manufacturers. Yet, participants still
accept more personal responsibility and take more actions on their own.

Participants generally believe sensors to be secure and privacy-protecting and
are more satisfied with the actions they take.

Participants take fewer protective actions for thermostats, perhaps because they
believe these are not likely to be hacked. They also tend to take on less personal
responsibility of their devices but admit they should take on more.

Participants expressed unease with voice assistants, believing those to be less
secure, having less understanding of security risks, and feeling less confident
about their ability to protect these devices. 

Per-Device Takeaways
We summarize high-level takeaways for each of the five smart home device categories of interest.
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Emphasize that all types of devices may be at risk. To address potential
misconceptions that some device categories (e.g., thermostats) require less
intervention or vigilance, consumer education organizations and manufacturers could
tailor device-specific materials that communicate the likelihood and severity of risks as
applicable to category-specific characteristics, such as functionality, exposure,
sensitivity of collected data, and safety implications. They could additionally emphasize
that compromise of “undervalued” devices with simple functionality (like sensors or
thermostats) might lead to compromise of other, higher-value devices on the home
network.  Moreover, since security product labels (like the US Cyber Trust Mark [FCC
2024]) are meant to facilitate assurance in smart products, care should be taken to
ensure users do not lose trust in the technology or confidence in their own ability to
protect their devices, as our survey suggests is the case with voice assistants. Thus,
manufacturers and label administrators should be honest about risks but also clearly
state how security and privacy mechanisms help reduce risk. 

Encourage user action. Participants largely implemented simplistic mitigations, with
more effective mitigations (like home network mitigations) being rarely employed. Yet,
they still expressed some level of concern about the security and privacy of their
devices. To help alleviate concerns and facilitate action, information providers could be
clear about the responsibilities of consumers in protecting their devices and the
information collected by devices. This is especially important in a product label
scenario in which consumers still have responsibilities beyond the security and privacy
features already included in a product.  Resources should be easy-to-understand and
include achievable steps to take action, especially for more advanced mitigations. Most 

Tailoring Smart Home User Education
Based on the study results, we provide suggestions for tailoring smart home security and privacy
education and awareness to reach and engage the U.S. smart home consumer population. These
suggestions are targeted at stakeholders involved in communicating this information, including, but
not limited to, device manufacturers, consumer advocacy groups, government agencies, standards
bodies, and IoT label administrators, as well as researchers working in this space.

Clearly communicate security and privacy mechanisms. Manufacturer sources were
most currently consulted and preferred. However, given the dearth of smart home
security and privacy information available from manufacturers [NIST 2019], there is
room for improvement.  To address the consumers who have doubts about whether
security and privacy options are available, manufacturers could utilize their own web
presence to clearly communicate the security and privacy features included in the
products, what risks these address, and what options are user-configurable and
recommended. Product labels could provide a way for consumers to quickly find
information about security and privacy features or, at a minimum, provide some
assurance that a baseline has been met. In the case of a labeling program, a central
repository of labeled products could provide links to manufacturer resources.
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Target multiple communication channels. Participants preferred to receive smart
home security and privacy information in a variety of ways. Therefore, ensure that
awareness and education campaigns distribute information via different channels,
focusing specifically on manufacturer resources (e.g., websites, user agreements),
retailer communications (e.g., online site, store shelves), and the smart home product
package. Further, few participants indicated they receive information about smart
home security and privacy from the workplace, perhaps highlighting a missed
opportunity. There is an emerging trend of training programs creating a work-home
connection by providing information on topics relevant to employees in their private
lives [HANEY 2022]. Establishing this connection can help promote good security
behavior habits regardless of context. In this vein, organizations could include smart
home security and privacy information in their awareness efforts, perhaps drawing on
already-created resources (e.g., tips from National Cybersecurity Alliance [NCA 2022]).

 importantly, information sources should address common misconceptions that hinder
people's motivation to take action, for example, not believing they will be targeted, not
understanding risks, or thinking that labeled products are secure [NIST 2022][STANTON
2016][TABASSUM 2019][ZENG 2019].
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TECHNICAL APPENDIX
This appendix contains additional details about the study for those who are interested,
including:

Detailed  Methodology: study design, participant recruitment, data collection, data
analysis, ethics, and study limitations
Additional Demographics: more details about the survey participants
Statistical Results: detailed statistical analysis data
Survey Instrument: survey questions and answer options
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DETAILED METHODOLOGY

We opted to conduct an anonymous, online survey to answer our research questions. The survey
format allowed us to efficiently sample a large number of smart home users while leveraging prior
qualitative work to inform the development of survey questions and response options

Study Design

We opted to conduct an anonymous, online survey to answer our research questions. The survey
format allowed us to efficiently sample a large number of smart home users while leveraging prior
qualitative work to inform the development of survey questions and response options

We developed the survey based on our research questions and findings of prior user-focused
research on smart home security and privacy. We report results from the final survey addressing the
following topics aligned with our research questions and informed by the cited literature. 

RQ1: How do users’ perceptions about the security and privacy of their smart home devices differ
across device categories? 

perceptions about device security/privacy [HANEY 2023]
level of security and privacy concern [HANEY 2023]
reasons for lack of concern or using smart home devices despite concerns [HANEY 2020][HANEY
2021][TABASSUM 2019][ZHENG 2018]

RQ2: How do users’ security and privacy actions and perceptions about taking action differ across
device categories?

any security and privacy actions participants took to protect their devices and how effective
participants believed those actions to be [HANEY 2020][TABASSUM 2019][ZENG 2017][ZHENG
2018]
perceived ability to protect devices [HANEY 2021][LAU 2018]
perceived barriers to taking action [HANEY 2020][TABASSUM 2019][ZHENG 2018]

RQ3: How do users’ perceptions of who is responsible for smart home security and privacy differ
across device categories?

perceptions about how much responsibility participants, device manufacturers, and the U.S.
Government have for smart home security and privacy [HANEY 2021]

RQ4: From which information sources do users currently and prefer to receive smart home
security and privacy information?

current and preferred sources for information on smart home security and privacy [HARRIS
2019][REDMILES 2016]

Survey Topics
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The survey focused on five smart home device categories: smart lighting, smart security devices,
smart sensors, smart thermostats, and voice assistants/smart speakers. We selected these
categories as a basis for comparison with prior NIST studies that specified that participants had to
be active users of devices in those same categories [HANEY 2021][HANEY 2023]. These were also
among the most popular in the U.S. at the time of the survey data collection [NPD 2021][STATISTA
2020] and represented different degrees of sophistication and potential security implications.

RQ5: What is the likelihood that security and privacy information will influence users’ smart home
purchases and actions?

likelihood of security and privacy information informing future smart home purchases [EMAMI-
NAEINI 2021]
likelihood that information would influence security and privacy actions [EMAMI-NAEINI 2021]
trust of security and privacy ratings provided by different entities

Between-Subjects Design
Our study was, in part, inspired by a prior within-subjects NIST smart home survey in which
participants provided ratings for each of the device categories they used [HANEY 2023]. However,
we opted for a between-subjects design to mitigate some of the weaknesses of within-subjects
surveys. While greater statistical power can be gained through a smaller number of participants in a
within-subjects study, results are more likely to be impacted by demand effects (participants
interpreting experimenter’s intentions based on the comparisons), range effects (in which
responses are potentially influenced by the perceived range of presented items and a central
tendency), and potential ordering effects based on how the compared items are presented
[CHARNESS 2012][POULTON 1973]. 

Conversely, a between-subjects survey minimizes the transfer across conditions and is shorter in
duration, potentially providing a higher likelihood that respondents will complete the survey 
[BUDIU 2018]. In addition, for scenarios in which an individual is not likely to do a comparison when
making decisions in real life -- which is the case in our study context -- between-subjects may
provide more external validity [CHARNESS 2012]. For example, users likely do not compare the
security attributes of a voice assistant to those of a smart light bulb when making decisions about or
taking action on their smart light bulb.

Survey Review and Refinement
After crafting an initial draft of the survey, we conducted three rounds of reviews to ensure survey
content and construct validity, refining the survey instrument after each round. In the first round,
an IoT security expert reviewed the survey for technical accuracy and completeness and alignment
with research questions. In a second round of review, two survey experts reviewed the survey with
a focus on clarity, use of plain language, and alignment of response options to questions. Finally, as
a further clarity check, we conducted cognitive walkthroughs with two individuals representative of
our target population to gather feedback on how respondents might interpret and answer the
survey questions [LEWIS 1997]. As a result of these reviews, we made minor edits to improve the
instrument.

The final survey is included later in this appendix: Survey Instrument.
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Data Collection

Participant Recruitment
We recruited survey participants using the Prodege opt-in consumer research panel. The panel
allowed for granular sampling and recruitment that could be dynamically adjusted to fill gaps in
desired demographics as the survey timeframe progressed and included a smart home ownership
attribute that facilitated targeted recruitment. To be eligible for the survey, prospective participants
had to be adults (18+ years old) living in the U.S. and active users of smart home devices in at least
one of the five device categories of interest. 

While our goal was not to have a sample that was fully representative of the U.S. population, we
wished to recruit participants from various demographic groups to sample the full range of U.S.
smart home users. Thus, we developed soft quotas (optional targets) for various demographics and
U.S. region based on data published by the U.S. Census Bureau’s Current Population Survey (CPS)
Basic Monthly survey [US CENSUS 2022]. 

We fielded the online survey for two weeks in February 2022, with survey invitations sent out
incrementally to Prodege panel members. 

Prospective participants completed a screening question asking them to indicate the categories of
any smart home devices they actively used. If they were users of a device in at least one category of
interest, we randomly assigned them to complete the survey based on one of their selected
categories for which the participant quota had not yet been met.  For example, if a participant
indicated that they owned smart home devices in the voice assistant, thermostat, and lighting
categories, but the quota for voice assistant responses had already been met, they might be
randomly asked to complete the survey based on their lighting device. If the participant indicated
using only device categories with filled quotas, they were not invited to complete the survey.

While 405 participants completed the survey, four responses were removed due to failure to meet
the criteria of being active users or a survey completion time more than 1.5 standard deviations
below the average completion time, as recommended by survey methodologists [BUCHANAN 2018]
[MALHOTRA 2008]. A total of 401 responses were included in the final data set: 79 for voice
assistants, 80 for thermostats, 80 for security devices, 80 for sensors, and 82 for lighting. Note that
because of timing issues in the survey platform with respect to notification that a category quota
had been met, it was possible for a category to have over 80 participants, as was the case for
lighting.

Sample Size Estimation
Per our between-subjects design, participants answered survey questions based on only one device
category. Using G*Power [FAUL 2009], we determined a minimum sample size of 305 needed for a
Kruskal Wallis H Test (non-parametric ANOVA) with five independent groups (device categories) to
achieve a power of 0.95, a medium effect size, and α = 0.05, which are standard thresholds used in
statistical analysis [SERDAR 2021]. Also using G*Power, we confirmed that this sample size was
more than sufficient for the sample of 57 required for a Wilcoxon signed-rank test (matched pairs)
with a power of 0.95, a medium effect size, and α = 0.05. To meet and exceed the minimum sample
size, we aimed for 400 participants, with 80 participants for each device category. 
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We first calculated descriptive statistics to summarize response frequencies and inferential statistics
at a significance level of α = 0.05 using the statistical analysis software Stata.

We determined device category differences for ordinal responses (e.g., level of security concern)
with Kruskal-Wallis H tests and post-hoc Dunn’s tests for pairwise comparisons with a Holm-
Bonferroni correction to account for multiple comparisons. Significant results are reported with the
z-statistic. 

We used ANOVA and post-hoc pairwise comparisons with a Holm-Bonferroni correction to explore
differences across categories for the number of security and privacy actions, reported with t.

To analyze device category differences for categorical responses (e.g., reasons for not taking action),
we used an initial Chi-square test of independence across all categories, then post-hoc Chi-square
tests with Holm-Bonferroni corrections for pairwise comparisons.  We report significant Chi-square
results (one degree of freedom) with χ .2

We also investigated significant differences between related question responses. We performed the
Wilcoxon matched-pairs signed rank test to compare ordinal response questions, reporting
statistically significant results with the z-statistic. Specifically, we used this statistical test to
determine if there were significant differences between participants’ ratings of the likelihood of
using security and privacy risk information to inform their purchase decisions versus the likelihood
of using information on data practices.

We performed McNemar’s test (a type of paired Chi-square test) to look for significant differences
between pairs of questions with dichotomous categorical variables. For example, we used this test
to compare participants’ current use of online information sources (checked or unchecked) and
their preferred use of online sources (checked or unchecked). We report significant McNemar's test
results with χ  (degrees of freedom = 1 for all tests). 2

For each significant result, we report the effect size. A large effect size may indicate that a finding
has practical significance, while a small effect size may indicate limited practicality [SULLIVAN 2012].
See Table 2  for the effect sizes for each statistical test.

Data Analysis
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The NIST Research Protections Office determined that the study protocol met the criteria for
“exempt human subjects research” as defined in 15 CFR 27, the Common Rule for the Protection of
Human Subjects. 

On the first survey screen, we provided participants with information describing the study purpose,
procedure, and data protection measures. Survey data were anonymous and participants had the
option to skip any survey question. Participants received a $12.50 gift card for an average
completion time of 13 minutes, which was well above minimum wage in the U.S. ($7.25 - $16.10
per hour).

Ethics

Index Test Small Medium Large

Independent groups

Cohen’s d (d) 
[COHEN 1992]

Mann-Whitney U Test
ANOVA

0.20 0.50 0.80

Cramer’s V (V)
[KIM 2017]

Chi square 0.10 0.30 0.50

Matched data

Effect size (r)
[PALLANT 2011]

Wilcoxon signed-rank test 0.10 0.30 0.50

Odds ratio (OR)
[MANGIAFICO 2023]

McNemar’s test
1.22

(0.538, 0.82]
1.86

(0.333, 0.538]
3.00

(∞ , 0.333]

Table 2: Effect indices and size thresholds. Reported effect sizes are absolute values.

The study has several limitations. Self-report data may be subject to recall bias, as in the case of
reported information sources and actions. Furthermore, participants' perceptions of the  likelihood
of security and privacy information informing their future purchase decisions and obstacles to
actions may not reflect the actions they ultimately take. However, perceptions do influence
behaviors [HERATH 2009][POWERS 1973].

Study Limitations
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We sampled participants in the U.S., who may differ in their attitudes and actions from smart home
consumers in other countries [DOGRUEL 2019][NURSE 2022]. We also cannot generalize our results
to users of other categories of devices not included in our recruitment criteria. Moreover, there
may be other influences on consumer perceptions not investigated here, which we leave to future
work.

Finally, we looked at both security and privacy aspects, yet people may conflate these concepts
[ZHENG 2018]. To counter this, we provided definitions in the survey to distinguish the two terms.
These definitions were adapted from a user-focused survey on smart home updates [HANEY 2023].
In that survey, participants did distinguish between the two concepts when expressing their
perceptions of device security and privacy. In our survey, we also found some differences in
predictors for paired questions on security and privacy.
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Variable Groups Number Percentage

U.S. Region South

West

Midwest

Northeast

155

88

79

72

Home ownership

No answer

Own

Rent

Other

No answer

Suburban

Urban

Retired

Not employed

Employed part-time

Full-time student

Rural

No answer

Employed full-time

No answer

No

Yes

Urbanicity

Employment status

IT experience

38.7%

21.9%

19.7%

18.0%

1.7%

28.7%

64.8%

3.2%

3.2%

56.1%

25.4%

7

260

115

13

13

225

102

67

7

183

80

61

41

30

6

343

53

16.7%

13.2%

45.6%

1.7%

15.2%

20.0%

10.2%

7.5%

1.5%

85.5%

Table 3: Additional demographic data of 401 survey participants

No answer 5 1.2%

ADDITIONAL DEMOGRAPHICS
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Pairwise Comparison Security Privacy

  lighting – voice assistants z = 3.15***, d = 0.46 z = 2.74*, d = 0.45

security devices – voice assistants z = 5.51***, d = 0.87 z = 4.55***, d = 0.72

sensors – voice assistants z = 4.30***, d = 0.61 z = 3.45**, d = 0.52

thermostats – voice assistants z = 3.17***, d = 0.56 z = 2.85*, d = 0.55

STATISTICAL RESULTS

Participants rated voice assistants as least secure and privacy protecting.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants believed their voice assistants were significantly less secure and privacy-
respecting than all other device categories (see Table 4).

Inferential statistics for the call-out boxes in the main report are included in
this section. 

For each statistically significant result, we report the heading under which it
appeared, the statistical test, and the plain language statement, which
includes the test statistic, an indicator of the significance level, and the
effect size. 

Significance levels:
* p < 0.05
** p ≤ 0.01
*** p ≤ 0.001

Table 4:  Statist ical  results  for security and privacy ratings 
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Participants generally believed they understood the security and privacy risks of their
smart home devices.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants thought they had much less understanding of security risks for voice assistants
than they did for security devices (z = -3.59**, d = 0.56).

Participants had varying beliefs about security and privacy which, in part, explained their
levels of concern.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

Participants with thermostats were more likely to believe that the chances of their devices
being hacked were low compared to participants with smart lighting (χ = 10.66***, V = 0.26)
and voice assistants (χ = 10.84***, V = 0.26).

2

2

Participants with sensors more often thought that their actions alleviated their concerns than
those with thermostats (χ = 9.00**, V = 0.24).2

Participants with smart security devices more often said that they trusted the manufacturer
to protect their privacy as compared to participants with lighting (χ = 12.08***, V = 0.27) and
voice assistants (χ = 14.14***, V = 0.30).

2

2

Participants took a variety of security and privacy actions, with most being simplistic.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

Participants with security devices more often set a password or PIN compared to participants
with smart lighting (χ = 11.99***, V = 0.27)or voice assistants (χ = 10.57***, V = 0.36).2 2

Participants with voice assistants less often set up or changed security or privacy options
compared to those with devices in all other categories: lighting (χ = 16.54***, V = 0.32),
security devices (χ = 18.27***, V = 0.34), sensors (χ = 15.81***, V = 0.32), thermostats (χ =
12.26***, V = 0.28).

2

2 2 2

Participants with thermostats:
less often take care not to place their devices in sensitive or private areas of the home
compared to participants with security devices (χ = 12.97***, V = 0.28) and voice
assistants (χ = 8.33**, V = 0.23) and

2

2

less often said they were careful about what they say or do near their devices than
participants with devices in all other categories: lighting (χ = 8.19**, V = 0.22), security
devices (χ = 20.20***, V = 0.36), sensors (χ = 10.67***, V = 0.26), voice assistants (χ =
18.00***, V = 0.34).

2

2 2 2
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Participants took more actions for smart security devices.

Statistical test: ANOVA with Holm-Bonferroni corrections

Participants with security devices (3.0 actions on average) took significantly more actions as
compared to those with smart lighting (2.2 actions on average) (t = 1.27**, d = 0.41), voice
assistants (2.0 actions) (t = 3.46***, d=0.54), and thermostats (1.8 actions) (t = 3.96***, d =
0.60).

Participants felt less able to protect their voice assistants.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with voice assistants felt significantly:
less able to protect device security compared to participants with smart security devices
(z = -2.21**, d = 0.51) and
less able to protect their privacy as compared to those with devices in all other
categories: lighting (z = 3.51**, d = 0.56), security devices (z = -3.51**, d = 0.57), sensors
(z = -4.04***, d = 0.62), thermostats (z = -2.83*, d = 0.49).

Participants expressed varied obstacles to taking action.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

For security obstacles, participants with voice assistants indicated that nothing prevents
them because they were satisfied with the actions they had already taken less often
compared to those with thermostats (χ = 18.94***, V = 0.35).2

For privacy, participants with thermostats:
more often said that nothing prevents them because they were satisfied with the actions
they had already taken, as compared to those with voice assistants (χ = 22.90***, V =
0.38), security devices (χ = 10.99***, V = 0.26), and smart lighting (χ = 9.41**, V = 0.24)
and

2

2 2

less often indicated that there are no options for setting their privacy preferences than
participants with smart lighting (χ = 8.57**, V = 0.23).2

For privacy, participants with sensors said that nothing prevents them because they were
satisfied with the actions they had already taken, as compared to those with voice assistants
(χ = 9.90**, V = 0.25).2
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Participants viewed current responsibility for smart home security and privacy as being
shared.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants assigned significantly less personal security responsibility for thermostats
compared to security devices (z = -2.92*, d = 0.42) and sensors (z = -2.98*, d = 0.46).

Participants believed manufacturers and the government should take on more
responsibility.

Statistical test: Wilcoxon signed rank test

Comparing ratings for current and ideal security responsibility (Fig. x):
participants with thermostats believed they should ideally take on more personal
responsibility than they currently have (z = 2.48*, r = 0.28); 
participants in all device categories thought manufacturers should ideally take on more
responsibility than they currently have: lighting (z = 4.19***, r = 0.46), security devices (z
= 3.85***, r = 0.43), sensors (z = 2.96**, r = 0.33), thermostats (z = 2.95**, r = 0.33),
voice assistants (z = 3.38***, r = 0.38); 
participants with sensors (z = 2.82**, r = 0.32) and voice assistants (z = 3.0**, r = 0.34)
thought the government should ideally take on more responsibility than it currently has.

Comparing ratings for current and ideal privacy responsibility (Fig. x):
participants with lighting (z = 2.21*, r = 0.24), sensors (z = 3.12**, r = 0.35), and
thermostats (z = 2.23*, r = 0.25)thought that manufacturers should ideally take on more
responsibility than they currently have and
participants with security devices (z = 2.43*, r = 0.28) and voice assistants (z = 2.82**, r =
0.32) thought the government should ideally take on more responsibility than it currently
has. 
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Current sources of smart home security and privacy information did not always align with
preferred sources.

Statistical test: McNemar’s test

Participants preferred to receive less smart home security and privacy information than they
currently do from:

social media (chi2 = 5.92*, OR = 1.90)
family or friends (chi2 = 24.65***, OR = 3.69)

Participants preferred to receive more information from:
device privacy policy or user agreement (chi2 = 9.99**, OR = 0.46)
retail outlet shelf display (chi2 = 9.94**, OR = 0.45)
security vulnerability repositories (chi2 = 8.07**, OR = 0.46)
videos, webinars, or online training (chi2 = 4.08*, OR = 0.55)

Most participants indicated that smart home security and privacy information would likely
inform their future purchases.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with thermostats were less likely to use security and privacy risk information to
inform their future purchases compared to those with sensors (z = -2.82*, d = 0.43).

Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with thermostats were less likely to trust government labels compared to those
with security devices (z =-2.90*, d = 0.47).

Participants with voice assistants were:
less likely to trust labels from device manufacturers compared to participants with
sensors (z = -3.62**, d = 0.53) and
less likely to trust labels from retailers compared to those with security devices (z =
-3.4**, d = 0.61) and sensors (z = -4.25***, d = 0.63).
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Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations.

Statistical test: Wilcoxon signed rank test

Participants were less trusting of government labels as compared to labels that would come
from all other types of organizations: manufacturers (z = -7.75***, r = 0.39), not-for-profit
organizations (z = -8.35***, r = 0.42), for-profits (z = -2.88**, r = 0.14), and retailers (z =
-6.21***, r = 0.31).

Participants were less trusting of labels from retailers than labels from manufacturers (z =
3.18**, r = 0.16) and not-for-profit organizations (z = 3.17**, r = 0.16).

Participants were less trusting of labels from for-profit organizations than labels from
manufacturers (z = 5.69***, r = 0.29) and not-for-profit organizations (z = 6.49***, r = 0.33).

Labels from for-profit organizations would be less trusted than labels from retailers (z =
-3.94***, r = 0.20).
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SURVEY INSTRUMENT

 
 

The following is the subset of the survey reported in this document.
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Information Sheet:
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If respondent selects “Not at all concerned” or “Slightly Concerned” for all of the items in Question 7, they will
see this version of the question:

If respondent answers “Somewhat Concerned,” “Moderately Concerned,” or “Extremely Concerned” for at least
one of the items in Question 7, they will see this version of the question:

67
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Items selected in the two prior questions will be used to populate this question. This question will be skipped if
respondents select “I haven’t done any of these” or “I don’t know or am not sure” for both of those prior
questions.
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sex?
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https://csrc.nist.gov/projects/human-centered-cybersecurity
human-cybersec@nist.gov 

 CONTACT US:
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