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ABSTRACT

Although smart home adoption in the United States (U.S.) is growing, smart home
users may harbor security and privacy concerns or uncertainty about how to best
protect their devices and the data those collect. Further, there have been few
insights into how users’ perspectives on smart home security and privacy differ
depending on device category. This may leave the smart home community at a
disadvantage in knowing how to focus user education efforts to address device-
specific misunderstandings or concerns. As a result, consumers may remain
uninformed or lack motivation to protect some device categories, leaving devices
and data vulnerable. Towards closing this gap, we conducted a survey of 401 U.S.
smart home users with devices in five categories: lighting, security devices, sensors,
thermostats, and voice assistants. Participants viewed voice assistants as most
problematic and were most confident about security devices and thermostats. We
also report novel results related to perceptions of smart home security and privacy
responsibility and users’ thoughts on device categories seldom explored in
research. Our identification of differences across device categories can contribute
to greater user empowerment through tailored smart home user education
materials.

KEYWORDS

smart home, internet of things, cybersecurity, privacy, human-centered
cybersecurity, human factors
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EXECUTIVE SUMMARY

Despite the growth of smart home adoption in the United States (U.S.), smart home users
may harbor security and privacy concerns or uncertainty about how to best protect their
devices and the data those devices collect. Further, there have been few insights into how
users’ perspectives on smart home security and privacy differ depending on device category
(type) since devices may have varying sophistication levels of functionality, collect different
types of data, and evoke different concerns. This lack of understanding may leave the smart
home community at a disadvantage in knowing how to focus user education efforts to
address device-specific misunderstandings or concerns. As a result, consumers may remain
uninformed or lack motivation to protect some device categories, leaving devices and data
vulnerable.

Towards closing this gap, we conducted a survey of 401 U.S. smart home users with devices
in at least one of five categories: lighting, security devices (e.g., video doorbells, cameras,
smart locks), sensors (e.g., water leak and smoke detectors), thermostats, and voice
assistants (i.e., smart speakers, virtual assistants). We asked participants about their smart
home security and privacy perceptions, the security and privacy actions they took, to whom
they assign responsibility of smart home security and privacy, and their sources of smart
home security and privacy information. We identified overall trends across all device types as
well as category-specific trends.

The identification of differences across devices can inform smart home device manufacturers
and security label programs (like the U.S. Cyber Trust Mark [FCC 2024]) to go beyond generic
guidance by tailoring education materials to address the specific risks, security and privacy
features, and expected user protective actions for individual device categories.

Findings

The following provides a high-level overview of study results.

Security and privacy perceptions:

» Participants rated voice assistants as least secure and privacy protecting. In contrast,
well over half of participants believed that devices in other categories were secure and
privacy-protecting.

» Participants generally believed they understood the security and privacy risks of their
smart home devices. Over half of participants said that they understood the risks of their
devices, with the most understanding for smart security devices and least for voice
assistants.

« A majority of participants were concerned about the security and privacy of their
devices. Between just over half and almost three-fourths of participants were at least
somewhat concerned. Statistically speaking, there were no significant differences among
device categories.
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» Participants had varying beliefs about security and privacy which, in part, could
explain their levels of concern. The top four reasons why they were not concerned
or continued to use their devices despite being concerned were: benefits outweigh
risks; data/devices are not interesting enough to target; chances of devices being
hacked are low; and trust in the manufacturer to protect the devices. Participants
with voice assistants and lighting less often believed that the chances of hacking
these devices were low and less often cited trust in manufacturer compared to those
with thermostats and security devices, respectively.

Actions:

« Participants took a variety of security and privacy actions, with most being simplistic.
The four most common actions included: setting a password/PIN, limiting information
entered in device app; not placing device in a private area; using two-factor
authentication. There were several category differences, for example, participants with
security devices were more likely to set a password/PIN than those with voice assistants.

» Participants took more actions for their smart security devices. The number of security
and privacy actions taken by participants with security devices was significantly greater
than that of participants with lighting, thermostats, and voice assistants.

« Participants felt less able to protect their voice assistants. They felt most able to protect
the security and privacy of their security devices and sensors.

« Participants expressed varied obstacles to taking action. While the plurality of
participants indicated that nothing prevents them from taking action because they are
satisfied with what they’ve done, other frequently mentioned obstacles included: they
don’t understand security/privacy enough; manufacturers don’t provide options; don’t
understand the device enough. There were several category differences, for example,
thermostat and sensor participants more often said they were satisfied with what they’ve
done.

Responsibility:

« Participants viewed current responsibility for smart home security and privacy as being
shared. Responsibility was mostly assigned to themselves and manufacturers, with a
minor role for government.

« Participants believed manufacturers and the government should take on more
responsibility. While, for the most part, they believed personal responsibility was at an
acceptable level, they indicated gaps in what manufacturers and the government are
doing and should be doing.

Information Sources:

o Current sources of smart home security and privacy information did not always align
with preferred sources. Manufacturer websites and product packages were frequently
currently utilized and preferred. They would like to receive less information than they
currently do from social media and family/friends and more from retailers.

» Most participants indicated that smart home security and privacy information would
likely inform their future purchases. Participants with thermostats were least likely to
report doing so.
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« Participants were generally willing to act on security and privacy information to protect
their devices. Over two-thirds said that they were willing to follow through on
information about how to better secure their devices and home network and protect
their privacy while using the devices.

» Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations. They were least trusting of labels provided
by for-profit organizations (other than the manufacturer) and the U.S. Government.

Takeaways

Based on the study results, we offer the following suggestions for developers of user-focused
smart home security and privacy communications and education materials:

« Emphasize that all types of devices may be at risk. Tailor device-specific materials that
communicate the likelihood and severity of risks as applicable. Emphasize that
compromise of any device — even those viewed as less vulnerable or of less value — might
lead to compromise of other, higher-value devices on the home network.

o Clearly communicate security and privacy mechanisms. Clearly detail the security and
privacy features included in smart home products, what risks these address, and what
options are user-configurable and recommended. Product security labels could provide a
way for users to quickly find security and privacy information.

« Encourage user action. Be clear about the responsibilities consumers have in protecting
their devices and data in easy-to-understand and actionable terms.

» Target multiple communication channels. Ensure education materials are distributed via
multiple channels in a variety of formats consumable by different kinds of consumers, for
example, those preferred by our study participants such as manufacturer websites,
product packages, and online retailer websites.
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INTRODUCTION

Internet of things (loT) smart home devices — such as virtual voice assistants and smart
speakers, smart thermostats, and smart security cameras -- offer a variety of benefits,
including automation, convenience, physical security, and increased energy efficiency.
Therefore, not surprisingly, adoption of smart home devices is on the rise. In 2024, an
estimated 45% of U.S. households with internet had at least one device, and 18% had six or
more devices [PARKS ASSOCIATES 2024]. These devices, while beneficial, introduce new
aspects of device ownership needing to be addressed. Among these are smart home security
and privacy, which are critical in light of the sensitive data that may be collected, or the
physical impacts devices may have in the home environment.

The Importance of Consumer Education

While manufacturers are encouraged to build strong security and privacy mechanisms into
their products, ultimately, the users (consumers) of smart home devices share some
responsibility for protecting their devices and data. However, prior industry and research
studies reveal that users may have inaccurate mental models’ of smart home device security
and privacy, express concerns even after adopting devices, struggle with the lack of
transparency in data collection, and feel uncertain or powerless about being able to take
protective actions [LAU 2018][TABASSUM 2019][ZENG 2017]. As a result, smart home device
adoption may lag, user experience may suffer, and the devices and the data these collect
may be vulnerable to compromise.

To help counter some of these issues, technology and research experts advocate for bringing
more awareness about smart home security and privacy risks and actions via consumer
education and communication efforts [HANEY 2020][LAU 2018][TABASSUM 2019]. In fact,
current loT security baselines, product label programs, and guidance from U.S. and
international government [EU 2019][FCC 2024][NIST 2022], industry [CSDE 2019][IOTSF 2021]
and standards [ETSI 2020] organizations recommend that manufacturers provide consumers
with information about device security mechanisms and options. To be effective, consumer
education should clearly communicate the loT user’s role in protecting their devices and
proactively address typical consumer concerns, challenges, and misconceptions [ETSI 2020]
[LAU 2018][NIST 2022][ZHENG 2018].

'A mental model is what a person believes about how something works. This belief may be
accurate or inaccurate.

4
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Addressing the Gaps in Smart Home Product Education

Security and privacy concerns and misconceptions may ultimately be influenced by the
category (type) of device due to differences in functionality, data collection practices, and
privacy and security mechanisms [EMAMI-NAEINI 2021][FASSL 2021]. For example, device
categories with an audio capture and recording capabilities, such as virtual voice assistants,
may be considered by users to be risky from a privacy perspective [MALKIN 2019].

However, there are few insights into how consumers’ perspectives on smart home security
and privacy differ depending on device category. A number of research groups (for example,
[HANEY 2021][TABASSUM 2019][ZENG 2017]) have studied individuals’ perspectives of smart
home security and privacy using interviews. While interviews provide an in-depth look into
the experiences of participating individuals, these inquiries typically involve few participants
(usually 15-30) and may not reflect the broader population of U.S. adults. In addition, while
there have been studies exploring users’ software update attitudes for different types of
devices [FASSL 2021][HANEY 2023], few studies directly compare consumers’ broader
security and privacy perceptions for a breadth of widely-adopted device categories.

The lack of understanding about category differences — as perceived by individuals
throughout the U.S. -- leaves the smart home community at a disadvantage in knowing how
to focus user education efforts to address device-specific issues. Therefore, consumers may
remain uninformed or lack motivation to protect device categories they consider less
valuable, leaving their devices and data vulnerable.

To address this shortfall, we surveyed 401 active users (adopters) of smart home devices.
While smart home non-adopters may have their own set of security and privacy concerns
that discourage them from engaging with these technologies, we focused specifically on
active users of these devices. This focus allowed us to gain an understanding of their
perceptions and actions after directly interacting with and experiencing the benefits of these
devices.

Our survey study sought to answer the following questions:

« How do users’ perceptions about the security and privacy of their smart home devices
differ across device categories, if at all?

« How do users’ security and privacy actions and perceptions about taking action differ
across device categories, if at all?

« How do users’ perceptions of who is responsible for smart home security and privacy
differ across device categories, if at all?

« From which information sources do users currently and prefer to receive smart home
security and privacy information?

« What is the likelihood that security and privacy information will influence users’ smart
home purchases and actions?
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Audience

The identification of differences across devices can inform smart home device manufacturers
and security label programs to go beyond generic guidance by tailoring education materials
to address the specific risks, security and privacy features, and expected user protective
actions for individual device categories. In addition, users of smart home devices may benefit
through awareness of common misconceptions and their own responsibility in protecting
their smart homes.

Related Publication

This report details results from the full smart home survey. The following paper — written for
a research audience — reports a subset of the results contained here:

Haney, J.M., Acar, Y., Li, A., & Haney, F. (2025). Smart Home Users' Security and Privacy
Perceptions and Actions Differ By Device Category: Results from a U.S. Survey. Proceedings of
the International Conference on Human-Computer Interaction (HCII).
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=957194
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WHAT WE DID

To understand smart home users’ security and privacy perceptions and behaviors, we
surveyed 401 smart home users. Our study followed ethical research guidelines and was
approved by the NIST Research Protections Office.

In this section, we provide a high-level overview of our research process. A detailed
description of the study methodology is included in the Technical Appendix.

Survey Topics

We focused the survey to explore participants’ perceptions and behaviors related to five
smart home device categories of particular interest:

- - Lighting devices (e.g., smart light bulbs and lighting systems) - allow for
automating lighting patterns and brightness for convenience or safety.

=) Security devices (e.g., smart door locks, smart security cameras, video
doorbells) - contribute to the physical security and safety of the home.

Sensors (e.g., smart smoke detectors, water leak sensors) - monitor and alert
based on physical conditions of the home, often with a safety purpose.

= Thermostats (e.g., Google Nest, Ecobee) - allow users to adjust and automate
l home temperature settings, often for energy efficiency.

T Voice assistants (e.g., Amazon Echo, Apple HomePod Mini, Google Home) -
carry out tasks via voice command, may act as an interface with other smart
home devices.

We selected these categories since they are among the most popular in the U.S., represented
varying levels of sophistication, and collected different types of data.

The survey (see Technical Appendix for the survey instrument) addressed the following
topics:

« perceptions about device security/privacy
« level of security and privacy concern
» reasons for lack of concern or using smart home devices despite concerns
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e any security and privacy actions participants took to protect their devices and how
effective participants believed those actions to be

« perceived ability to protect the security and privacy of devices and the data those collect

» perceived barriers to taking action to protect device security and privacy

o perceptions about how much responsibility participants, device manufacturers, and the
U.S. Government have for smart home security and privacy

« current and preferred sources for information on smart home security and privacy

« likelihood of security and privacy information informing future smart home purchases or
resulting in taking action

« trust of security and privacy labels provided by different entities

e participant demographics

Participant Recruitment and Data Collection

Participants were recruited from the Prodege opt-in research panel to be representative of
the adult (18+ years of age) U.S. population. To be eligible for the survey, participants had to
be active users of a smart home device in at least one of the five categories of interest.

Participants answered the survey for just one device category they used based on a random
assignment. For example, if a participant indicated at the start of the survey that they had a
smart thermostat and a smart security device, they may have been asked to answer the
survey based on their thoughts and experiences only for their thermostat.

Survey data were collected via an online survey platform for two weeks in February 2022.
Responses were anonymized. About 80 participants completed the survey for each smart
home device category: 82 for lighting, 80 for security devices, 80 for sensors, 80 for
thermostats, and 79 for voice assistants.

Data Analysis

We analyzed the survey data using two types of statistics. First, we calculated descriptive
statistics that summarize participant responses for each question. For example, we report
the percentage of participants who said they were extremely concerned about the security of
their voice assistants. Second, we used statistical analysis methods to determine whether
there were significant differences in participants’ responses across device categories. For
example, we report that participants taking the survey about their voice assistants were
significantly — from a statistical perspective -- more concerned about their device’s security
as compared to participants indicating concern for their smart lighting devices.

Throughout the report, we use call-out boxes to note any results that,

. statistically speaking, indicate significant differences across smart home
/ device categories. Detailed statistical results can be found in the Technical
Appendix.
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PARTICIPANTS AND
DEVICES

In this section, we provide an overview of the survey participants and their smart home
device usage. Additional details on participants can be found in the Technical Appendix.

Participants used a variety of smart home devices, with
voice assistants being the most common.

While participants answered the survey based on just one smart home device category, they
also indicated which of the five types of devices they used (Fig. 1). Over half had voice
assistants, while more than 35% used smart security devices, lighting, sensors, and
thermostats. Additionally, 51% had devices in more than one category, and 8% used devices
in all five categories.

Voice assistants 59.6%

Security devices ‘ 40.4%

P _ 36.4% Figure 1. Percentage of the 401
participants using smart home
devices in each device category

Thermostats 35.4%
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Participants represented various demographic groups.

The 401 participants were near-representative of the U.S. population with respect to age
group, education level, race, ethnicity, and sex (Table 1). See the Technical Appendix for
more details on the participants (state of residency, home ownership) and how the
participant demographic groups compared to the U.S. adult population.

Table 1: Demographic data of 401 survey participants

Variable Groups Number Percentage

Age Range (years) 18 - 34 150 - 37.4%
35-54 125 - 31.2%
55+ 120 - 29.9%

No answer 6 | 1.5%
Race White 256 _ 63.8%
Black 60 . 15.0%
Asian 39 I 9.7%
Pacific Islander 5 | 1.2%
American Indian 11 I 2.7%
Multi-racial 16 I 4%
No answer 14 I 3.5%
Ethnicity Not Hispanic/Latino 296 _ 73.8%
Hispanic/Latino 99 - 24.7%
No answer 6 | 1.5%
Education level High school diploma and lower 126 31.4%
Some college and Associate’s degree 116 28.9%
Bachelor’s degree and higher 152 37.9%
No answer 7 1.7%
Sex Female 218 54.4%
Male 178 44.4%
No answer 5 1.2%

10
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Participants took on different roles for their smart home
devices.

Over half of participants (58%) were smart home administrators who were responsible for
device installation and troubleshooting. 39% were active smart home users, but not
administrators. Finally, 3% selected “Other” or no response for smart home role.

Other

i Figure 2. Participants’ roles with
Administrators .
respect to their smart home

devices

11
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SECURITY AND PRIVACY
PERCEPTIONS

To gauge participant perceptions that could act as motivations or barriers to smart home
security and privacy actions, we asked participants questions about their:

« perceptions of device security and privacy

« perceived level of understanding of security and privacy risks

« level of security and privacy concerns

« level of concern for specific security and privacy risk scenarios

« reasons for lack of concern or continued use of devices despite having concerns
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Participants rated voice assistants as least secure and
privacy protecting.

Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”:

e “I think that most of these smart home devices are secure.” (Fig. 3)
¢ “l think that most of these smart home devices protect my privacy.” (Fig. 4)

Participants most often agreed or strongly agreed that their smart security devices were
secure (80%) and privacy-protecting (70%), followed by sensors (70% security, 61% privacy).
Participants with voice assistants had the lowest agreement levels for both security (35%)
and privacy (39%).

.l Participants believed their voice assistants were significantly less secure
/ and privacy-respecting than all other device categories.
W Strongly disagree " Disagree [ Neutral " Agree B Strongly agree
Lighting

Security devices
Figure 3. Participants’ level of
agreement that their smart
home devices were secure

Sensors

Thermostats

Voice assistants

0% 200 40% 60% 80% 100%

B Strongly disagree 1 Disagree [ Neutral = Agree B Strongly agree

Lighting

Security devices . - )
Figure 4. Participants’ level of

agreement that their smart
home devices were privacy-
protecting

Sensors

Thermostats

Vioice assistants

BQI--

0 200% 40% 60% 80% 100%

13
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Participants generally believed they understood the
security and privacy risks of their smart home devices.

Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”:

o “l'understand the security risks associated with my smart home device.” (Fig. 5)
¢ “l understand the privacy risks associated with my smart home device.” (Fig. 6)

Participants most often agreed or strongly agreed that they understood security risks for
smart security devices (73%) and sensors (65%). They less often agreed for voice assistants
(43% agreed/strongly agreed). For privacy, participants most often said they understood
risks for sensors (69%) and security devices (68%). They least often understood the privacy
risks for voice assistants (52%).

Participants thought they had much less understanding of security risks for
voice assistants than they did for security devices.

ol

M Strongly disagree [ Disagree [ Neutral = Agree M Strongly agree
Lighting I

Security devices I . . ,
Figure 5. Participants’ level of

Sensors I agreement that they understood
the security risks of their
Thermostats devices
Voice assistants .
0% 20% 40% 60% 80% 100%

B Strongly disagree © Disagree []Neutral © Agree B Strongly agree

Lighting

Figure 6. Participants’ level of
agreement that they understood
the privacy risks of their devices

Sensors

Security devices I
Thermostats I

Voice assistants I

0% 20% 40% 60% 80% 100%

14
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A majority of participants were concerned about the
security and privacy of their devices.

Participants rated their level of concern about the security and privacy of their smart home
devices.

The majority of participants — ranging from 70% for voice assistants to 53% for security
devices — were at least somewhat concerned about the security of the devices (Fig. 7).
Concern levels for privacy were similar, ranging from 73% for voice assistants to 54% for
security devices being at least somewhat concerned (Fig. 8). Over 20% were moderately or
extremely concerned for all categories.

We found that participants’ views that voice assistants were less secure and privacy-
protecting did not translate into higher overall levels of security and privacy concern.
However, few participants with voice assistants indicated that they were not at all concerned
(9% for security, 5% for privacy).

M Extreme concern " Moderate concern ) Some concern i Slight concern B No concern
tighting [
Security devices -
Sensors -
Thermostats -
Voice assistants _

0% 20% 40% 60% 80% 1

Figure 7. Participants’ level of
concern about the security of
their devices.

8

%

W Extreme concern @ Moderate concern [ Some concern = Slight concern B Mo concern
Lighting
Security devices

Figure 8. Participants’ level of
concern about the privacy of
their devices.

Sensors

Thermostats

Voice assistants

0% 20% 40% 60% 80% 1

8

F
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Over half of participants expressed at least some concern
about potential problematic security and privacy
scenarios.

In addition to eliciting general concern levels, participants rated their level of concern for
three specific security scenarios (scenarios S1 - S3 in Fig. 9) and 10 privacy scenarios
(scenarios P1 - P10 in Fig. 10). The privacy scenarios were based on items in the NIST Catalog
of Problematic Data Actions and Problems, an illustrative set of “problems that individuals
could experience as the result of data processing or their interactions with systems,
products, or services.”

For the three security scenarios, between 65% and 69% of participants were at least
somewhat concerned, and 38% to 42% were moderately or extremely concerned. For all
privacy scenarios, over half were at least somewhat concerned, ranging from 60% to 71%.
Participants expressed the highest levels of concern at about 46% moderately/extremely
concerned for P1 (having to provide more personal/private information than is comfortable),
P2 (tracking of data or usage in a manner violating individual rights), P5 (combining of data to
reveal private things about household members), and P8 (tracking of data or usage in a
manner resulting in physical harm).

W Extreme concern I Moderate concern O Some concern M Slight concern B No concern

Figure 9. Participants’ level of
concern about security

]

- scenarios with potential for
L]
100

S1: Unauthorized access to other devices

52: Exposure to identity theft or financial loss
negative consequences. The
term “botnet” was defined.

S3: Device being used as part of a botnet

NIII
2

W Extreme concern Maoderate concern Some concern Slight concern M No concern

P1: Having to provide more personal/private information than is comfortable
P2: Others tracking my data or usage in a manner violating individual rights
P3: Not having awareness of how data is being used

P4: Not having awareness of what data is being collected by my devices

P5: Others combining data to reveal private things about household members
P6: Others using data to uniquely identify household members

P7: Others using my data in ways | don't expect or authorize

P8: Others tracking my data or usage in a manner resulting in physical harm

P9: Others using data to create inferences resulting in embarrassment or discrimination

P10: Others misrepresenting my data in an inaccurate, insulting, or unflattering way

=]
2

20% 40% 60% B0%
Figure 10. Participants’ level of concern about privacy scenarios with potential for negative
consequences

g
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Participants had varying beliefs about security and
privacy which, in part, could explain their levels of
concern.

Participants selected reasons why they either 1) had little or no security or privacy concerns
or 2) continued to use their devices even if concerned (Fig. 11).

Each reason was selected by fewer than 40%. Participants most frequently believed that the
benefits of having their smart home devices outweighed any security or privacy risks (38%).
The other most-selected options included a belief that their data or devices were not
interesting enough for bad actors to target (31%) and that the chances of their devices being
hacked were low (31%).

Participants with thermostats were more likely to believe that the chances
of their devices being hacked were low compared to participants with smart
lighting and voice assistants.

"l" Participants with sensors more often thought that their actions alleviated
their concerns than those with thermostats.
4
Participants with smart security devices more often said that they trusted
the manufacturer to protect their privacy as compared to participants with
lighting and voice assistants.
Lighting curity dey Sensors Voice assistants Al
Benefits outweigh risks [l 20% s6% [ 28% 3s% [ 28% | R
Data/devices aren't interesting enough  [JJJj 23% 26% | EEA 26% | [ ERtT
Chances of device being hacked low . 22% 39% - 26% 46% .22% - 31%
I trust the manufacturer [ 15% 39% [ 30% 25% B 13x% B 22
| have nothing to hide - 26% |31% - 24% 16% . 19% -23%
Data are already out there . 17% 20% . 20% 16% -23% - 20%
Consequences are minimal . 17% 21% . 19% 25% l 13% .19%
My actions alleviate concerns - 23% 16% - 29% 10% I 11% - 18%
Devices are already secure  [JJ] 15% 24% B 1% 11% % B 6%
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| have control over my data l 11% :19% . 15% 13% I 8% . 13%
Don't know [ 11% 4% | 6% 11% B 5% | B3

Figure 11. Participants’ reasons for lack of concern or continued use of smart home devices
despite being concerned by device category
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ACTIONS

To gain insight into if and how participants attempt to secure their smart home devices and
protect their privacy while using their devices, we asked participants questions about:

e security and privacy actions they take for their smart home devices
« security and privacy actions they take for their home network

« perceptions of how much their actions alleviate their concerns

« perceived ability to take action

» willingness to take action

e barriers to taking action




Participants took a variety of security and privacy
actions, with most being simplistic.

NIST SP 1343 DECEMBER 2025

Participants selected the actions they took to secure and protect the privacy of their smart
home devices and data (Fig. 12). No actions were selected by a majority. Participants most-
frequently said they set a password or PIN on their device or device app (49%). A third
indicated they limit the amount of information entered in the device app. Slightly fewer said
they use two-factor authentication. Almost 12% indicated they do not take any actions. Two
participants who indicated that they take “other actions” said that they disconnect their

devices.

Participants with security devices more often set a password or PIN
compared to participants with smart lighting or voice assistants.

Participants with voice assistants less often set up or changed security or

privacy options compared to those with devices in all other categories.

Participants with thermostats:

« less often take care not to place their devices in sensitive or private

areas of the home compared to participants with security devices and

voice assistants and

o less often said they were careful about what they say or do near their
devices than participants with devices in all other categories.

Lighting 3\
Set passwaord or PIN -33% 65%

Limit information entered in app -28% 39%
Don't place device in private area -29% 44%
Use two-factor authentication - 32% | 39%
Be careful about what | do/say . 22% 35%
install updates [JJ 26% I 6%
Limit who can perform actions . 20% 24%
Set up/change settings . 22% 24%
Noaction [ 15% Is%
Don't know | 2% 5%

Other actions | 1% 0%

Sensors

I s

29%

18%

23%

6%

13%

18%

16%

9%

1%

Voice assistants

sa% [ 39%

B 25

All

| 1%

Figure 12. Participants’ smart home security and privacy actions by device category
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Participants took more actions for smart security devices.

Participants took an average of 2.3 actions. 17% of participants took no action, 21% took just
one action, and the plurality (41%) took 2 or 3 actions. A breakdown of the percentages of
number of actions per device category is shown in Fig. 13.

e Participants with security devices (3.0 actions on average) took significantly
! more actions as compared to those with smart lighting (2.2 actions on
— average), voice assistants (2.0 actions), and thermostats (1.8 actions).
Lighting Security devices Sensors Voice assistants All
Noaction [ 17% N 10% B 13% 25% W 10% B 7%

1 action . 21% B 18% B 24% 20% s B 21
2-3 actions - 49% ' 34% - 38% 45% - 38% - 41%

45 actions Im% 28% . 20% 6% l 15% . 16%

6+ actions 4% 11% N 6% 4% |3% | 5%

Figure 13. Number of smart home device security and privacy actions by device category
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To protect their home networks, participants most often
set a Wi-Fi password.

The security of a home network can directly impact smart home devices. Therefore, we asked
participants which actions they took to protect their home network (Fig. 14).

Almost two-thirds of participants said that they set a password for their home Wi-Fi. All
other actions were selected by about a quarter or less of participants. Just 8% said they did
not take any actions on their home network.

Set Wi-Fi password | 72%
uUseaven [ 26%
Filter/control access to network [ 25%
Use WPA2/3 encryption [ 25%

Security best practices on other devices [ 23%

Separate smart home devices on network [N 19% Figure 14. Percentage of
None [ 8% participants ta.klng hom_e
Don't know/not sure [l 4% network security and privacy

: actions
Other actions ] 2%
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The majority of participants thought their actions helped
alleviate their security and privacy concerns.

For each security or privacy action they selected, participants were asked to rate their level
of agreement with the statement “This action decreases my security and privacy concerns for
my <device category>" (Fig. 15).

Over 70% of participants agreed or strongly agreed that all actions decreased their concerns.
Participants were most confident in two-factor authentication (89% agree/strongly agree),
setting a Wi-Fi password (86%), using WPA2/3 encryption for their home Wi-Fi (86%), and
filtering or controlling access to their home network (85%).

M Strongly disagree 1 Disagree [ Neutral ) Agree M Strongly agree

Use two-factor authentication
n=125

Set Wi-Fi password
n=293

n=99

Filter/control access to network
n=102

Use WPA2/3 encryption I

Install updates
n=83

Implement security best practices on other devices I
n=91
Set up/change security/privacy settings
n=:69
Use a VPN
n=104

Set password or PIN I
n=198
Be careful about what | do/fsay near device
n=97

Limit information entered in app I

n=135

Don't place device in private area
n=129

Separate smart home devices on network I
n=77

Limit who can perform certain actions
n=79

0% 20% 40% 60% 80% 1

8

%

Figure 15. Participants’ level of agreement that their actions decrease their security and privacy
concerns.
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Participants felt less able to protect their voice assistants.
Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”:

¢ “| feel able to protect my smart home device’s security.” (Fig. 16)
o “I feel able to protect my privacy when using my smart home device.” (Fig. 17)

Over half of participants agreed or strongly agreed with each statement for all smart home
device categories with the exception of voice assistants for which only 37% agreed for both
the security and privacy statements.

Participants with voice assistants felt significantly:

. « less able to protect device security compared to participants with smart
1! security devices and
J « less able to protect their privacy as compared to those with devices in

all other categories.

W Strongly disagree Disagree Neutral © Agree M Strongly agree

Lighting

Security devices

Figure 16. Participants’ level of
agreement that they felt able to
protect their smart home
device's security.

Sensors

Thermostats

Voice assistants

8

0% 20% 40% 60% 80% 100%

W Strongly disagree Disagree Meutral Agree M Strongly agree

Lighting

Security devices

Figure 17. Participants’ level of
agreement that they felt able to
protect their privacy when using
their smart home device.

Sensors

Thermostats

Voice assistants

0% 20% 40% 60% 80% 100%
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Most participants were willing to put effort into
protecting their devices.

Participants rated their level of agreement with the following two statements on a 5-point
scale ranging from “Strongly disagree” to “Strongly agree”:

o “l'am willing to put in the effort to secure my smart home device.” (Fig. 18)
¢ “l'am willing to put in the effort to protect my privacy when using my smart home
device.” (Fig. 19)

Over two-thirds of participants agreed or strongly agreed with each statement for all smart
home device categories. Participants with smart sensors were most willing (78%
agreed/strongly agreed), and those with voice assistants were least willing (61%). However,
the overall differences in ratings across device categories were not statistically significant.

B Strongly disagree Disagree [ MNeutral Agree M Strongly agree
Lighting I

Security devices l

Sensors I Figure 18. Participants’ level of
agreement that they were willing
to put effort into securing their

smart home device.

Thermostats

Voice assistants

0% 20% 40% 60% 80% 100%

W Strongly disagree [ Disagree [ Meutral © Agree MStrongly agree
Lighting [}
Figure 19. Participants’ level of
agreement that they were willing
to put effort into protecting their

privacy when using their smart
home device.

Security devices I
Sensors I
Thermostats

Voice assistants

0% 20% 40% 60% 80% 100%
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Participants expressed varied obstacles to taking action.

Participants indicated barriers that keep them from taking action or more action than they
already take to ease their security concerns (Fig. 20). Then, they selected barriers that keep
them from taking action to ease their privacy concerns (Fig. 21).

Less than 30% of participants selected each barrier. Most commonly, 27% of participants for
security and 28% for privacy said that nothing prevents them because they are satisfied with
the actions they had already taken. Next, 23% and 20% said that they do not understand
device security or privacy, respectively. In addition, for privacy, 20% indicated that there are
were not enough options for configuring their privacy preferences. For both security and
privacy, 9% said that nothing prevents them because they are not concerned.

For security obstacles, participants with voice assistants indicated that
nothing prevents them because they were satisfied with the actions they
had already taken less often compared to those with thermostats.

For privacy, participants with thermostats:

« more often said that nothing prevents them because they were satisfied
with the actions they had already taken, as compared to those with
voice assistants, security devices, and smart lighting and

» less often indicated that there are no options for setting their privacy
preferences than participants with smart lighting.

For privacy, participants with sensors said that nothing prevents them
because they were satisfied with the actions they had already taken, as
compared to those with voice assistants.
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Voice assistants  All
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Figure 20. Percentages of participants selecting security action barriers by device category

Mothing - taken action and satisfied

Don’t understand device privacy enough

Manufacturer does not provide options

Don't understand device enough

Don’t know if manufacturer provides options

Would like to but not a high priority

Nothing - not concerned

Other

Lighting

Security devices

Sensors

Voice assistants  All

48%
18%
8% . 22%
14%
13%
8% l 15%
9% I 5%

0% | 3%

Figure 21. Percentages of participants selecting privacy action barriers by device category
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RESPONSIBILITY

To gain insight into who participants thought was responsible for the security and privacy of
their smart home devices, we asked participants questions about:

e current and ideal personal responsibility
e current and ideal manufacturer responsibility
e current and ideal government responsibility
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Participants viewed current responsibility for smart home

security and privacy as being shared.

Participants indicated their perceptions of how much responsibility that they, manufacturers,
and the government currently have for the security and privacy of their smart home devices
on a 5-point scale from “Not at all responsible” to “Completely responsible.” Fig. 22 and Fig.
23 show the ratings per smart home device category. Over half of participants (57% security,
56% privacy) assigned responsibility to all three entities, with 92% assigning responsibility to
at least two.

Between 53% (thermostats) and 74% (sensors) believed that they were mostly or completely

personally responsible for device security. There were similar ratings for privacy, ranging
from 56% (thermostats) to 73% (sensors) mostly or completely personally responsible.

M Not at all responsible ™ Slightly responsible [ Somewhat responsible ™ Mostly responsible B Completely responsible
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Figure 22. Participants’ ratings of current security responsibility.
Pers = Personal responsibility

Manu = Manufacturer responsibility

Gov = Government responsibility
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W Not at all responsible 7 Slightly responsible [ Somewhat responsible @ Mostly responsible B Completely responsible

Pers

Manu

Lighting

Gov

Pers

Manu

Security devices

Gov

Pers

Manu

Sensors

Gov
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Manu

Thermostats

Gov

Pers

Manu

Gov

Voice assistants

o
®

20% 40% 60% 80%
Figure 23. Participants’ ratings of current privacy responsibility.
Pers = Personal responsibility

Manu = Manufacturer responsibility

Gov = Government responsibility
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Ratings of manufacturer responsibility for security ranged from 51% (voice assistants) to 56%
(lighting) mostly or completely responsible. Between 54% (thermostats) and 60% (lighting
and sensors) of participants thought manufacturers were mostly/completely responsible for
device privacy.

Between 23% (thermostats) and 35% (security devices) thought the government was
currently mostly or completely responsible for smart home security. For privacy, between
24% (thermostats) and 39% (sensors) thought the government was mostly/completely
responsible.

Aalil Participants assigned significantly less personal security responsibility for

thermostats compared to security devices and sensors.
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Participants believed manufacturers and the government
should take on more responsibility.

Participants indicated their perceptions of how much responsibility that they, manufacturers,
and the government ideally should have for the security and privacy of their smart home

devices on a 5-point scale from “Not at all responsible” to “Completely responsible.” Fig. 24
and Fig. 25 show the ratings per smart home device category. Over half of participants (66%

security, 64% privacy) assigned responsibility to all three entities, with 96% assigning security

responsibility and 95% assigning privacy responsibility to at least two.

Between 56% (lighting) and 76% (sensors) believed that they ideally should be mostly or

completely personally responsible for device security. Privacy ratings were similar, ranging
from 58% (lighting) to 76% (sensors).

Thermostats Sensors Security devices Lighting

Voice assistants
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Manu

Gov

Pers

Manu

Gov
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Manu

Gov
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Manu

Gov
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Manu
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o
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Figure 24. Participants’ ratings of ideal security responsibility.
Pers = Personal responsibility

Manu = Manufacturer responsibility

Gov = Government responsibility
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Figure 25. Participants’ ratings of ideal privacy responsibility.
Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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Almost all participants indicated that, ideally, manufacturers should be mostly or completely
responsible for security, ranging from 65% (security devices) to 75% (lighting). Between 63%
(security devices and thermostats) and 78% (sensors) thought manufacturers ideally should
be at least somewhat responsible for device privacy.

Between 21% (thermostats) and 42% (security devices and sensors) thought the government
ideally should be mostly or completely responsible for smart home security. For privacy,
between 28% (thermostats) and 45% (sensors) thought the government ideally should be
mostly/completely responsible.
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Comparing ratings for current and ideal security responsibility (Fig. 26):
participants with thermostats believed they should ideally take on more

personal responsibility than they currently have,

participants in all device categories thought manufacturers should
ideally take on more responsibility than they currently have, and
participants with sensors and voice assistants thought the government
should ideally take on more responsibility than it currently has.

Comparing ratings for current and ideal privacy responsibility (Fig. 27):
participants with lighting, sensors, and thermostats thought that
manufacturers should ideally take on more responsibility than they
currently have and
participants with security devices and voice assistants thought the
government should ideally take on more responsibility than it currently

[=]
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Current M lideal

w

S

Figure 26. Mean (average) ratings of
current vs. ideal security
responsibility by device category.
Ratings were on a 5-point scale
ranging from Not at all responsible
(1) to Completely Responsible (5).

Pers = Personal responsibility

Manu = Manufacturer responsibility
Gov = Government responsibility
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Figure 27. Mean (average) ratings
of current vs. ideal privacy
responsibility by device category.
Ratings were on a 5-point scale
ranging from Not at all responsible
(1) to Completely Responsible (5).

Pers = Personal responsibility
Manu = Manufacturer responsibility
Gov = Government responsibility
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INFORMATION SOURCES

To gain insight into sources and potential influence of smart home security and privacy
information, we asked participants about:

« their current and preferred smart home security and privacy information sources

o the likelihood of smart home security and privacy information informing their future
device purchases

o the likelihood of them acting on smart home security and privacy information

« trust of security and privacy ratings/labels from different sources
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Current sources of smart home security and privacy
information did not always align with preferred sources.

Participants selected current sources of smart home security and privacy information, then
selected the sources from which they would prefer to receive information (Fig. 28).

Participants most often received information from manufacturer’s website (46%), family or
friends (34%), and the product package (25%). Source preferences somewhat differed.
Participants most preferred to receive information from the manufacturer’s website (49%),
the product package (28%), an online retailer website (23%), and family or friends (23%). Few
received or preferred to receive information at work.

Participants preferred to receive less smart home security and privacy
information than they currently do from:

» social media

» family or friends

Participants preferred to receive more information from:
» device privacy policy or user agreement
« retail outlet shelf display
o security vulnerability repositories
« videos, webinars, or online training

0

S

10% 20% 30% 40% 50%
Manufacturer website  |[IIIIEGEGEGEEEEE
Family or friends | N
Preduct package
News articles
Online retailer website
Social media
Online forum
Privacy policy/user agreement
Internet service provider

Don't seek out information

Figure 28. Percentages of
participants selecting current
and preferred sources of smart
home security and privacy
Workplace [l information

Videos/webinars/anline training
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Security vulnerability repositories

Other |
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Most participants indicated that smart home security and
privacy information would likely inform their future
purchases.

Participants rated the likelihood that the following types of information might inform their
future smart home purchases:

« smart home device security and privacy risks

« the device manufacturer’s data practices

« device security features and options

« device privacy features and options

« whether the product meets a minimum security or privacy baseline

Over two-thirds of participants said that each type of information would likely or very likely
inform their future purchases, ranging from 67% for information on risks and data practices
to 71% for information on security features and options (Fig. 29).

m Very unlikely = Unlikely Neutral Likely mVery Likely
Security and privacy risks I

Manufacturer's data practices I Figure 29. Participants’ ratings
of how likely they would be to
use smart home security and
privacy information to inform

future purchases

Security features/options I

Privacy features/options I

Product meets minimum standards I

0% 20% 40% 60% 80% 100%
ofka Participants with thermostats were less likely to use security and privacy
/! risk information to inform their future purchases compared to those with

Y 4 sensors.
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Participants were generally willing to act on smart home
security and privacy information to protect their devices.

Participants rated the likelihood that they would act on the following types of information:

« information on how to better secure their smart home devices
« information on how to better secure their home network
« information on how to better protect their privacy when using their smart home devices

Over two-thirds of participants said that they would be likely or very likely to act on each
type of information, ranging from 69% for information on how to better secure their devices
and home network to 71% for information on how to better protect their privacy (Fig. 30).

mVery unlikely = Unlikely O Neutral = Likely W Very Likely
How to better secure smart home devices I

Figure 30. Participants’ ratings
of how likely they would be to
act on smart home security and
privacy information

How to better secure home network I

How to better protect privacy I

0% 20% 40% 60% 80% 100%
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Participants would be most trusting of security and
privacy labels provided by the manufacturer or not-for-
profit organizations.

Participants rated the level of trust they would have of a smart home device security or
privacy rating or label if provided by the following entities on a 5-point scale ranging from
very distrusting to very trusting:

e the U.S. Government

« the device manufacturer

» a not-for-profit organization

« a for-profit organization (other than the manufacturer)
¢ asmart home device retailer

Participants indicated that they would be most trusting (trusting or very trusting) of non-
profit organizations or device manufacturers (51%) and least trusting of for-profit
organizations (35% trusting/very trusting)and the U.S. Government (33% trusting/very
trusting) (Fig. 31).

B Very distrusting ™ Distrusting [ Meutral ™ Trusting B Very trusting
Not-for-profit organization I

Device manufacturer I

Figure 31. Participants’ levels of
trust of smart home security and
privacy ratings/labels provided
by different entities

Smart home device retailer .

For-profit organization .

U.S. Government -

0% 20% 40% 60% 80% 100%

Participants with thermostats were less likely to trust government labels
compared to those with security devices.

,T' Participants with voice assistants were:
» less likely to trust labels from device manufacturers compared to
participants with sensors and
» less likely to trust labels from retailers compared to those with security
devices and sensors.

38



NIST SP 1343 DECEMBER 2025

Participants were less trusting of government labels as compared to labels
that would come from all other types of organizations.

Participants were less trusting of labels from retailers than labels from
manufacturers and not-for-profit organizations.

Participants were less trusting of labels from for-profit organizations than
labels from manufacturers and not-for-profit organizations.

Labels from for-profit organizations would be less trusted than labels from
retailers (z = -3.94).
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TAKEAWAYS

Based on the study results, we summarize device-specific takeaways and offer suggestions
for how to improve consumer smart home education materials.
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Per-Device Takeaways

We summarize high-level takeaways for each of the five smart home device categories of interest.

We observed a lack of trust of manufacturers and acknowledgement that smart
lighting devices can be hacked. Participants also believed these devices do not
provide enough configurable security and privacy options.

We found that, despite the video capabilities of some security devices,
participants generally believe these to be secure and privacy-protecting by
default and are more likely to trust the manufacturers. Yet, participants still
accept more personal responsibility and take more actions on their own.

Participants generally believe sensors to be secure and privacy-protecting and
are more satisfied with the actions they take.

Participants take fewer protective actions for thermostats, perhaps because they
believe these are not likely to be hacked. They also tend to take on less personal
responsibility of their devices but admit they should take on more.

Participants expressed unease with voice assistants, believing those to be less
secure, having less understanding of security risks, and feeling less confident
about their ability to protect these devices.
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Tailoring Smart Home User Education

Based on the study results, we provide suggestions for tailoring smart home security and privacy
education and awareness to reach and engage the U.S. smart home consumer population. These
suggestions are targeted at stakeholders involved in communicating this information, including, but
not limited to, device manufacturers, consumer advocacy groups, government agencies, standards
bodies, and loT label administrators, as well as researchers working in this space.

o

Emphasize that all types of devices may be at risk. To address potential
misconceptions that some device categories (e.g., thermostats) require less
intervention or vigilance, consumer education organizations and manufacturers could
tailor device-specific materials that communicate the likelihood and severity of risks as
applicable to category-specific characteristics, such as functionality, exposure,
sensitivity of collected data, and safety implications. They could additionally emphasize
that compromise of “undervalued” devices with simple functionality (like sensors or
thermostats) might lead to compromise of other, higher-value devices on the home
network. Moreover, since security product labels (like the US Cyber Trust Mark [FCC
2024]) are meant to facilitate assurance in smart products, care should be taken to
ensure users do not lose trust in the technology or confidence in their own ability to
protect their devices, as our survey suggests is the case with voice assistants. Thus,
manufacturers and label administrators should be honest about risks but also clearly
state how security and privacy mechanisms help reduce risk.

Clearly communicate security and privacy mechanisms. Manufacturer sources were
most currently consulted and preferred. However, given the dearth of smart home
security and privacy information available from manufacturers [NIST 2019], there is
room for improvement. To address the consumers who have doubts about whether
security and privacy options are available, manufacturers could utilize their own web
presence to clearly communicate the security and privacy features included in the
products, what risks these address, and what options are user-configurable and
recommended. Product labels could provide a way for consumers to quickly find
information about security and privacy features or, at a minimum, provide some
assurance that a baseline has been met. In the case of a labeling program, a central
repository of labeled products could provide links to manufacturer resources.

Encourage user action. Participants largely implemented simplistic mitigations, with
more effective mitigations (like home network mitigations) being rarely employed. Yet,
they still expressed some level of concern about the security and privacy of their
devices. To help alleviate concerns and facilitate action, information providers could be
clear about the responsibilities of consumers in protecting their devices and the
information collected by devices. This is especially important in a product label
scenario in which consumers still have responsibilities beyond the security and privacy
features already included in a product. Resources should be easy-to-understand and
include achievable steps to take action, especially for more advanced mitigations. Most
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importantly, information sources should address common misconceptions that hinder
people's motivation to take action, for example, not believing they will be targeted, not
understanding risks, or thinking that labeled products are secure [NIST 2022][STANTON
2016][TABASSUM 2019][ZENG 2019].

Target multiple communication channels. Participants preferred to receive smart
home security and privacy information in a variety of ways. Therefore, ensure that
awareness and education campaigns distribute information via different channels,
focusing specifically on manufacturer resources (e.g., websites, user agreements),
retailer communications (e.g., online site, store shelves), and the smart home product
package. Further, few participants indicated they receive information about smart
home security and privacy from the workplace, perhaps highlighting a missed
opportunity. There is an emerging trend of training programs creating a work-home
connection by providing information on topics relevant to employees in their private
lives [HANEY 2022]. Establishing this connection can help promote good security
behavior habits regardless of context. In this vein, organizations could include smart
home security and privacy information in their awareness efforts, perhaps drawing on
already-created resources (e.g., tips from National Cybersecurity Alliance [NCA 2022]).
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TECHNICAL APPENDIX

This appendix contains additional details about the study for those who are interested,
including:

o Detailed Methodology: study design, participant recruitment, data collection, data
analysis, ethics, and study limitations

o Additional Demographics: more details about the survey participants

o Statistical Results: detailed statistical analysis data

« Survey Instrument: survey questions and answer options
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DETAILED METHODOLOGY

Study Design

We opted to conduct an anonymous, online survey to answer our research questions. The survey
format allowed us to efficiently sample a large number of smart home users while leveraging prior
gualitative work to inform the development of survey questions and response options

Survey Topics

We opted to conduct an anonymous, online survey to answer our research questions. The survey
format allowed us to efficiently sample a large number of smart home users while leveraging prior
gualitative work to inform the development of survey questions and response options

We developed the survey based on our research questions and findings of prior user-focused
research on smart home security and privacy. We report results from the final survey addressing the
following topics aligned with our research questions and informed by the cited literature.

RQ1: How do users’ perceptions about the security and privacy of their smart home devices differ
across device categories?
» perceptions about device security/privacy [HANEY 2023]
« level of security and privacy concern [HANEY 2023]
« reasons for lack of concern or using smart home devices despite concerns [HANEY 2020][HANEY
2021][TABASSUM 2019][ZHENG 2018]

RQ2: How do users’ security and privacy actions and perceptions about taking action differ across
device categories?

« any security and privacy actions participants took to protect their devices and how effective
participants believed those actions to be [HANEY 2020][TABASSUM 2019][ZENG 2017][ZHENG
2018]

« perceived ability to protect devices [HANEY 2021][LAU 2018]

« perceived barriers to taking action [HANEY 2020][TABASSUM 2019][ZHENG 2018]

RQ3: How do users’ perceptions of who is responsible for smart home security and privacy differ
across device categories?
« perceptions about how much responsibility participants, device manufacturers, and the U.S.
Government have for smart home security and privacy [HANEY 2021]

RQ4: From which information sources do users currently and prefer to receive smart home
security and privacy information?
» current and preferred sources for information on smart home security and privacy [HARRIS
2019][REDMILES 2016]
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RQ5: What is the likelihood that security and privacy information will influence users’ smart home
purchases and actions?
« likelihood of security and privacy information informing future smart home purchases [EMAMI-
NAEINI 2021]
« likelihood that information would influence security and privacy actions [EMAMI-NAEINI 2021]
« trust of security and privacy ratings provided by different entities

The survey focused on five smart home device categories: smart lighting, smart security devices,
smart sensors, smart thermostats, and voice assistants/smart speakers. We selected these
categories as a basis for comparison with prior NIST studies that specified that participants had to
be active users of devices in those same categories [HANEY 2021][HANEY 2023]. These were also
among the most popular in the U.S. at the time of the survey data collection [NPD 2021][STATISTA
2020] and represented different degrees of sophistication and potential security implications.

Between-Subjects Design

Our study was, in part, inspired by a prior within-subjects NIST smart home survey in which
participants provided ratings for each of the device categories they used [HANEY 2023]. However,
we opted for a between-subjects design to mitigate some of the weaknesses of within-subjects
surveys. While greater statistical power can be gained through a smaller number of participantsin a
within-subjects study, results are more likely to be impacted by demand effects (participants
interpreting experimenter’s intentions based on the comparisons), range effects (in which
responses are potentially influenced by the perceived range of presented items and a central
tendency), and potential ordering effects based on how the compared items are presented
[CHARNESS 2012][POULTON 1973].

Conversely, a between-subjects survey minimizes the transfer across conditions and is shorter in
duration, potentially providing a higher likelihood that respondents will complete the survey

[BUDIU 2018]. In addition, for scenarios in which an individual is not likely to do a comparison when
making decisions in real life -- which is the case in our study context -- between-subjects may
provide more external validity [CHARNESS 2012]. For example, users likely do not compare the
security attributes of a voice assistant to those of a smart light bulb when making decisions about or
taking action on their smart light bulb.

Survey Review and Refinement

After crafting an initial draft of the survey, we conducted three rounds of reviews to ensure survey
content and construct validity, refining the survey instrument after each round. In the first round,
an loT security expert reviewed the survey for technical accuracy and completeness and alignment
with research questions. In a second round of review, two survey experts reviewed the survey with
a focus on clarity, use of plain language, and alignment of response options to questions. Finally, as
a further clarity check, we conducted cognitive walkthroughs with two individuals representative of
our target population to gather feedback on how respondents might interpret and answer the
survey questions [LEWIS 1997]. As a result of these reviews, we made minor edits to improve the
instrument.

The final survey is included later in this appendix: Survey Instrument.
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Sample Size Estimation

Per our between-subjects design, participants answered survey questions based on only one device
category. Using G*Power [FAUL 2009], we determined a minimum sample size of 305 needed for a
Kruskal Wallis H Test (non-parametric ANOVA) with five independent groups (device categories) to
achieve a power of 0.95, a medium effect size, and a = 0.05, which are standard thresholds used in
statistical analysis [SERDAR 2021]. Also using G*Power, we confirmed that this sample size was
more than sufficient for the sample of 57 required for a Wilcoxon signed-rank test (matched pairs)
with a power of 0.95, a medium effect size, and a = 0.05. To meet and exceed the minimum sample
size, we aimed for 400 participants, with 80 participants for each device category.

Participant Recruitment

We recruited survey participants using the Prodege opt-in consumer research panel. The panel
allowed for granular sampling and recruitment that could be dynamically adjusted to fill gaps in
desired demographics as the survey timeframe progressed and included a smart home ownership
attribute that facilitated targeted recruitment. To be eligible for the survey, prospective participants
had to be adults (18+ years old) living in the U.S. and active users of smart home devices in at least
one of the five device categories of interest.

While our goal was not to have a sample that was fully representative of the U.S. population, we
wished to recruit participants from various demographic groups to sample the full range of U.S.
smart home users. Thus, we developed soft quotas (optional targets) for various demographics and
U.S. region based on data published by the U.S. Census Bureau’s Current Population Survey (CPS)
Basic Monthly survey [US CENSUS 2022].

Data Collection

We fielded the online survey for two weeks in February 2022, with survey invitations sent out
incrementally to Prodege panel members.

Prospective participants completed a screening question asking them to indicate the categories of
any smart home devices they actively used. If they were users of a device in at least one category of
interest, we randomly assigned them to complete the survey based on one of their selected
categories for which the participant quota had not yet been met. For example, if a participant
indicated that they owned smart home devices in the voice assistant, thermostat, and lighting
categories, but the quota for voice assistant responses had already been met, they might be
randomly asked to complete the survey based on their lighting device. If the participant indicated
using only device categories with filled quotas, they were not invited to complete the survey.

While 405 participants completed the survey, four responses were removed due to failure to meet
the criteria of being active users or a survey completion time more than 1.5 standard deviations
below the average completion time, as recommended by survey methodologists [BUCHANAN 2018]
[MALHOTRA 2008]. A total of 401 responses were included in the final data set: 79 for voice
assistants, 80 for thermostats, 80 for security devices, 80 for sensors, and 82 for lighting. Note that
because of timing issues in the survey platform with respect to notification that a category quota
had been met, it was possible for a category to have over 80 participants, as was the case for

lighting.
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Data Analysis

We first calculated descriptive statistics to summarize response frequencies and inferential statistics
at a significance level of a = 0.05 using the statistical analysis software Stata.

We determined device category differences for ordinal responses (e.g., level of security concern)
with Kruskal-Wallis H tests and post-hoc Dunn’s tests for pairwise comparisons with a Holm-
Bonferroni correction to account for multiple comparisons. Significant results are reported with the
z-statistic.

We used ANOVA and post-hoc pairwise comparisons with a Holm-Bonferroni correction to explore
differences across categories for the number of security and privacy actions, reported with t.

To analyze device category differences for categorical responses (e.g., reasons for not taking action),
we used an initial Chi-square test of independence across all categories, then post-hoc Chi-square
tests with Holm-Bonferroni corrections for pairwise comparisons. We report significant Chi-square
results (one degree of freedom) with y°.

We also investigated significant differences between related question responses. We performed the
Wilcoxon matched-pairs signed rank test to compare ordinal response questions, reporting
statistically significant results with the z-statistic. Specifically, we used this statistical test to
determine if there were significant differences between participants’ ratings of the likelihood of
using security and privacy risk information to inform their purchase decisions versus the likelihood
of using information on data practices.

We performed McNemar’s test (a type of paired Chi-square test) to look for significant differences
between pairs of questions with dichotomous categorical variables. For example, we used this test
to compare participants’ current use of online information sources (checked or unchecked) and
their preferred use of online sources (checked or unchecked). We report significant McNemar's test
results with ° (degrees of freedom = 1 for all tests).

For each significant result, we report the effect size. A large effect size may indicate that a finding
has practical significance, while a small effect size may indicate limited practicality
See Table 2 for the effect sizes for each statistical test.

52



NIST SP 1343 DECEMBER 2025

Table 2: Effect indices and size thresholds. Reported effect sizes are absolute values.

Index Test Small Medium Large
Independent groups
Cohen’s d (d) Mann-Whitney U Test
0.20 0.50 0.80
[COHEN 1992] ANOVA
Cramer’s V (V) .
Chi square 0.10 0.30 0.50
[KIM 2017]
Matched data
Effect size (r) . .
Wilcoxon signed-rank test 0.10 0.30 0.50
[PALLANT 2011]
Odds ratio (OR) , 1.22 1.86 3.00
McNemar’s test
[MANGIAFICO 2023] (0.538,0.82] |(0.333,0.538] | (o=, 0.333]

Ethics

The NIST Research Protections Office determined that the study protocol met the criteria for
“exempt human subjects research” as defined in 15 CFR 27, the Common Rule for the Protection of

Human Subjects.

On the first survey screen, we provided participants with information describing the study purpose,
procedure, and data protection measures. Survey data were anonymous and participants had the
option to skip any survey question. Participants received a $12.50 gift card for an average
completion time of 13 minutes, which was well above minimum wage in the U.S. ($7.25 - $16.10

per hour).

Study Limitations

The study has several limitations. Self-report data may be subject to recall bias, as in the case of
reported information sources and actions. Furthermore, participants' perceptions of the likelihood
of security and privacy information informing their future purchase decisions and obstacles to
actions may not reflect the actions they ultimately take. However, perceptions do influence
behaviors [HERATH 2009][POWERS 1973].
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We sampled participants in the U.S., who may differ in their attitudes and actions from smart home
consumers in other countries [DOGRUEL 2019][NURSE 2022]. We also cannot generalize our results
to users of other categories of devices not included in our recruitment criteria. Moreover, there
may be other influences on consumer perceptions not investigated here, which we leave to future
work.

Finally, we looked at both security and privacy aspects, yet people may conflate these concepts
[ZHENG 2018]. To counter this, we provided definitions in the survey to distinguish the two terms.
These definitions were adapted from a user-focused survey on smart home updates [HANEY 2023].
In that survey, participants did distinguish between the two concepts when expressing their
perceptions of device security and privacy. In our survey, we also found some differences in
predictors for paired questions on security and privacy.
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ADDITIONAL DEMOGRAPHICS

Table 3: Additional demographic data of 401 survey participants

85.5%

Variable Groups Number Percentage
U.S. Region South 155 - 38.7%
West 88 - 21.9%
Midwest 79 - 19.7%
Northeast 72 . 18.0%
No answer 7 I 1.7%
Home ownership Own 260 _ 64.8%
Rent 115 - 28.7%
Other 13 |3.2%
No answer 13 |3.2%
Urbanicity Suburban 225 _ 56.1%
Urban 102 - 25.4%
Rural 67 . 16.7%
No answer 7 | 1.7%
Employment status  Employed full-time 183
Retired 80 20.0%
Not employed 61 15.2%
Employed part-time 41 10.2%
Full-time student 30 7.5%
No answer 6 1.5%
IT experience No 343
Yes 53 13.2%
No answer 5 1.2%
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STATISTICAL RESULTS

Inferential statistics for the call-out boxes in the main report are included in
this section.

For each statistically significant result, we report the heading under which it
efdn appeared, the statistical test, and the plain language statement, which
includes the test statistic, an indicator of the significance level, and the
J effect size.

Significance levels:
*p<0.05

** p <0.01
*%% < 0.001

Participants rated voice assistants as least secure and privacy protecting.
Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants believed their voice assistants were significantly less secure and privacy-
respecting than all other device categories (see Table 4).

Table 4: Statistical results for security and privacy ratings

Pairwise Comparison Security Privacy
lighting — voice assistants z=3.15*** d=0.46 z=2.74%,d=0.45
security devices — voice assistants z=5.51*** d=0.87 z=4.55***% d=0.72
sensors — voice assistants z=4.30***%,d=0.61 z=3.45**,d =0.52
thermostats — voice assistants z=3.17***,d =0.56 z=2.85*% d=0.55
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Participants generally believed they understood the security and privacy risks of their
smart home devices.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants thought they had much less understanding of security risks for voice assistants
than they did for security devices (z = -3.59**, d = 0.56).

Participants had varying beliefs about security and privacy which, in part, explained their
levels of concern.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

Participants with thermostats were more likely to believe that the chances of their devices
being hacked were low compared to participants with smart lighting (x*= 10.66***, V = 0.26)
and voice assistants (x’= 10.84***, V = 0.26).

Participants with sensors more often thought that their actions alleviated their concerns than
those with thermostats (x’= 9.00**, V = 0.24).

Participants with smart security devices more often said that they trusted the manufacturer
to protect their privacy as compared to participants with lighting (x’= 12.08***, V = 0.27) and
voice assistants (x’= 14.14***,V = 0.30).

Participants took a variety of security and privacy actions, with most being simplistic.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

Participants with security devices more often set a password or PIN compared to participants
with smart lighting (x?= 11.99***, \V = 0.27)or voice assistants (x’= 10.57***, V = 0.36).

Participants with voice assistants less often set up or changed security or privacy options
compared to those with devices in all other categories: lighting (x*= 16.54***, V = 0.32),
security devices (x’= 18.27***, V = 0.34), sensors (x’= 15.81***, V = 0.32), thermostats (x’=
12.26*%**,V =0.28).

Participants with thermostats:

» less often take care not to place their devices in sensitive or private areas of the home
compared to participants with security devices (x’= 12.97***, V = 0.28) and voice
assistants (x’= 8.33**, V = 0.23) and

« less often said they were careful about what they say or do near their devices than
participants with devices in all other categories: lighting (x’= 8.19**, V = 0.22), security
devices (x’= 20.20***, V = 0.36), sensors (x’= 10.67***, V = 0.26), voice assistants (x’=
18.00***, V = 0.34).
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Participants took more actions for smart security devices.
Statistical test: ANOVA with Holm-Bonferroni corrections

Participants with security devices (3.0 actions on average) took significantly more actions as
compared to those with smart lighting (2.2 actions on average) (t = 1.27**, d = 0.41), voice
assistants (2.0 actions) (t = 3.46***, d=0.54), and thermostats (1.8 actions) (t =3.96***,d =
0.60).

Participants felt less able to protect their voice assistants.
Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with voice assistants felt significantly:
» less able to protect device security compared to participants with smart security devices
(z=-2.21**,d =0.51) and
« less able to protect their privacy as compared to those with devices in all other
categories: lighting (z = 3.51**, d = 0.56), security devices (z =-3.51**, d = 0.57), sensors
(z=-4.04*** d=0.62), thermostats (z=-2.83*, d = 0.49).

Participants expressed varied obstacles to taking action.

Statistical test: Chi-square test of independence with 1 degree of freedom and Holm-
Bonferroni corrections

For security obstacles, participants with voice assistants indicated that nothing prevents
them because they were satisfied with the actions they had already taken less often
compared to those with thermostats (x’= 18.94***,V = 0.35).

For privacy, participants with thermostats:

« more often said that nothing prevents them because they were satisfied with the actions
they had already taken, as compared to those with voice assistants (x’= 22.90***, V =
0.38), security devices (x°= 10.99*%**, V = 0.26), and smart lighting (x’= 9.41**, V = 0.24)
and

» less often indicated that there are no options for setting their privacy preferences than
participants with smart lighting (x’= 8.57**, V = 0.23).

For privacy, participants with sensors said that nothing prevents them because they were
satisfied with the actions they had already taken, as compared to those with voice assistants
(X*= 9.90**, V = 0.25).
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Participants viewed current responsibility for smart home security and privacy as being
shared.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants assigned significantly less personal security responsibility for thermostats
compared to security devices (z =-2.92%, d = 0.42) and sensors (z =-2.98*, d = 0.46).

Participants believed manufacturers and the government should take on more
responsibility.

Statistical test: Wilcoxon signed rank test

Comparing ratings for current and ideal security responsibility (Fig. x):

e participants with thermostats believed they should ideally take on more personal
responsibility than they currently have (z = 2.48%*, r = 0.28);

« participants in all device categories thought manufacturers should ideally take on more
responsibility than they currently have: lighting (z = 4.19***, r = 0.46), security devices (z
= 3.85*** r =0.43), sensors (z =2.96**, r = 0.33), thermostats (z = 2.95**, r = 0.33),
voice assistants (z = 3.38***, r = 0.38);

o participants with sensors (z = 2.82**, r = 0.32) and voice assistants (z = 3.0**, r = 0.34)
thought the government should ideally take on more responsibility than it currently has.

Comparing ratings for current and ideal privacy responsibility (Fig. x):

« participants with lighting (z = 2.21%*, r = 0.24), sensors (z = 3.12**, r = 0.35), and
thermostats (z = 2.23*, r = 0.25)thought that manufacturers should ideally take on more
responsibility than they currently have and

« participants with security devices (z = 2.43*, r = 0.28) and voice assistants (z = 2.82**, r =
0.32) thought the government should ideally take on more responsibility than it currently
has.
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Current sources of smart home security and privacy information did not always align with
preferred sources.

Statistical test: McNemar’s test

Participants preferred to receive less smart home security and privacy information than they
currently do from:

« social media (chi2 =5.92*, OR = 1.90)

« family or friends (chi2 = 24.65***, OR = 3.69)
Participants preferred to receive more information from:

« device privacy policy or user agreement (chi2 = 9.99**, OR = 0.46)

« retail outlet shelf display (chi2 = 9.94**, OR = 0.45)

« security vulnerability repositories (chi2 = 8.07**, OR = 0.46)

» videos, webinars, or online training (chi2 = 4.08*, OR = 0.55)

Most participants indicated that smart home security and privacy information would likely
inform their future purchases.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with thermostats were less likely to use security and privacy risk information to
inform their future purchases compared to those with sensors (z =-2.82*, d = 0.43).

Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations.

Statistical test: Dunn’s test with Holm-Bonferroni corrections

Participants with thermostats were less likely to trust government labels compared to those
with security devices (z =-2.90*, d = 0.47).

Participants with voice assistants were:
« less likely to trust labels from device manufacturers compared to participants with
sensors (z =-3.62**, d = 0.53) and
» less likely to trust labels from retailers compared to those with security devices (z =
-3.4*%*,d =0.61) and sensors (z = -4.25***, d = 0.63).
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Participants would be most trusting of security and privacy labels provided by the
manufacturer or not-for-profit organizations.

Statistical test: Wilcoxon signed rank test

Participants were less trusting of government labels as compared to labels that would come
from all other types of organizations: manufacturers (z = -7.75***, r = 0.39), not-for-profit
organizations (z = -8.35***, r = 0.42), for-profits (z =-2.88**, r = 0.14), and retailers (z =
-6.21*%** r=0.31).

Participants were less trusting of labels from retailers than labels from manufacturers (z =
3.18**, r = 0.16) and not-for-profit organizations (z = 3.17**, r = 0.16).

Participants were less trusting of labels from for-profit organizations than labels from

manufacturers (z = 5.69***, r = 0.29) and not-for-profit organizations (z = 6.49***, r = 0.33).

Labels from for-profit organizations would be less trusted than labels from retailers (z =
-3.94%** r=0.20).
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SURVEY INSTRUMENT

The following is the subset of the survey reported in this document.

]
Smart Home Security and Privacy Survey

OME #0693-0043 3/31/2022

This survay is being conducted on behalf of the Natonal Institute of Standards and Technology (MIST), which, in part, works with industry and other agencies
to develop information technology (IT) standards and cultivate trust in IT. For this effort, NIST is interested in users of smar home devices and their thoughts
about the secunty and privacy of those davices. NIST has partnered with Fors Marsh Group (FMG), an imdependent research firm, to administer this survey
and learn more about consumers’ smart home secunty and privacy concems, actions, information sources, and expectations. Your responses will assist MIST
in improving standards for sman home devices

Please know that nothing you share will be connected 1o your name. We are collecting this information stnctly to inform our research, and all of your
information will be kept confidential

It is important that you know the following information before you decide to completa the survey:

Purpose: This study is being performed to understand consumers’ smart home security and privacy concerns, actions, information sources, and
expectabons

« Duration: We anticipate that your pariicipation in this research study will take approximately 20 minuies

Procedures and Activities: You will complete an online survey regarding your security and privacy concerns, actions, and parceptions related to your
smart home devices. Your survey response will be collected without any personal identifiers

Voluntary consent Taking part in this study is completely voluntary. You may decide to participate or not participate

Risks and Benefits: This research is considered to be minimal risk. That means that the risks associated with this study are the same as what you face
every day. You will not benefit directly by participating in the study. The long-term benefits of this study should be improved standards for the usability,
security, and privacy of smart home devices

-

We also have more detailed information available to you about this survey and your privacy. Select the additional pages you would like to read below, if any,
before proceeding with the survey

| NIST Information Sheet

By continuing with the survey, you acknowledge that the following is true for you

| understand the above description of the research and the risks and benefits associated with my participation as a research subject. | understand
that by proceeding with this survey | agree to take part in this research and do so voluntarily.

If you have any technical issues while laklﬁ the suwei ile&s& amail the help desk at NISTHomeSurveyi@forsmarshoroup.com- If you have any questions

regarding incentives, please contact]

Thank you for your ime and participaton! When you are ready 10 begin the survey. Cick Next

MNext »

A Federal agency may nok conduct or sponges. amd 3 person i mot required to respond to, nor shall 3 person be subject B a penalty for fadure i comply with an information collection subject Bo the requiresn

pcduction Act of 1995 unless the information collection ks & currently valid OME Control Humber, The 3 ed OMB Control Mumbser fior thes information collection is 06303-0043. Without this appros
survey, Public reporting for this information collection & estimated to be app tes par responss, inchuding the time for reviewing instructions, searching easting data sources,
gathering and maint airng the data needed, and completing and riviewing the information collection. All responses to this information collection ane voluntary. Send comments regarding this burden estimate or any
other aspect of this nformation collection, induding suggestions for reducing this burden to the National Insttute of Standards and Technology at: Attn: Julke Haney, 100 Buresu Drive, Gaithersburg, MD 20699 or

pimatiety 20 mi
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Information Sheet:

Smart Home Security and Privacy Survey

Infarmation Sheet for Saudy
Principal Inveatigator: Julks Harsy, Nabonal Indtoete of Standards 8 Technology

Tithe: Smart Home Securty sl
Study Site(s): Onling sunvey 15 sdmenslersd by Fors Marsh Groug.

Kay information

Thas i @ bood summany of key infrmatnn lo dosone the rosearch sfudy you are being iviled i partiopaie in. Yoo wall find mone detaied information
sxplard lafor iy eg document

» Povpose: Thes sludy s Beang periomed b underitand consumns’ Sman ko securly nd privacy Conoens, sibons, infeomaton sources, and

enpectabons
® Mwm thwmmahmmummm
ok Wil COMEBNN B SN SN MRTING Yo SIUTEY AN PIVECY CONTITS, BCUONS, 85 DROIECNS tilated 10

congant
= Pisks and Benofits: Ths h ciprid B s rrorirnial ek Thaal msbsires that the ks a550ciated with B Shudy ang th: sarme &5 what
rmlnmmmummmwmnnmmwmdmmmuwmh
her usabily, secunty. and prvacy of smart home civices

ItroducEon

m“mmnmmmmm Ruesearch stadas nciuda only pecpis whe choose B2 tske parl. Thes decument . callod an mformaton
sheat and s fof v 0 read Carelaly Delone you make Yoo deCmson abou] pETCpabing P Sludy mnmsmmwmm
FHGITAL0N Shidl wWin mmmmum&nwm«m 30 ol cearty undersiand. The nateo of e SSudy, NSks, nCommeences,
dcnmions, and offed imponant inlarmaton sbout the sludy ace provcded below

The person who i in chaige of Ihis research shudy i Julss Hansy. Th person is calisd P Prncpsl Investgaton. Howeve:, oifer research sisfl may be
pericn in chage

nvcivied Bnd Can act on behal of the

Purposs of the study

Thies shady 15 beiang perkormed b widerstand COMMARMens’ Sman foms secufity and privacy CONCEMS, SCBoNns, miormation Soues, and epectabons. To gamn
s Wl A CONGUCENG & sunry of wman hami uters fom across M Usited States mm-nm:nmmm
standands that the secunty cf s and o Of st home consumers. Tha resoanch s fundied and conduciod by the Hatons
Instiuto of Standaeds and Technology (MIST)

Why are yous Being asked to take pant?
Mnmmbmmnmmmmmmnmmmﬁnhusndwmm.anuummm-num
o of e Sxliowing categories. virtual voico asssiants (0.9 Amacon Alexa), smart becmostats (0 9 Moy, Ecoboo), sman security Sewices. (09, camoras.

vk doorbofs, araRe S00r GRONO], BTN OMATORMEnt SOMAOTS (6§ | Hmoks of lak desecions). and tmart Ightng {0 g hgHmuls, bghtng yiters)

Study Proceduns:
1o kot part in thes Study, you will b adiosd B0 do Bhé faliowing

» s theb Coln oy, SCt Bhi b Calogonas of smart home Sevices thal you dam of Ui 0 your heusatcid You wil be askied 10 comgilebi B Sunviy
baded 0 YO SXpHENOES with SFece i Only 0 of B dirice Calgones
= Wi will B arskiod quostions aboot your viws on he Setunly and prvacy of your sman home divices, mcluding your secunity and privacy concems (i
:zl BCBons you ek i aleviaty those concerms (f syl who you think & responsbio for the socurity and privacy of your devices. and what
sourcis (f any) you use b0 leam more abaut B Sacurnity mnd prvacy of your devices. You will 50 b asked Soma quastons about yoursel
= T shacty Shouid take you Bpproomalaty 20 mautes 10 Compiets

Total Numbser of Participants
About 400 indraduals will Bk part n s cnlng sunsry

Far I
o g rol Prve 10 parhcpaie o e reseanch siudy
Vo should only take part in this shudy o you wart 50 valuntssr You shouid not fissl that thens i amy pressuo i take par in this study. You ane lree 1o
partepate in e reseanch of wildiaw al arry beme. Thens will b 0 ponaty of st of banlits you are otfhorwes ontBied 1o recenv f you Hop Laking par in
Thes study. Yiou mury withdriw irom B shudy by exling wilthinut sabeting thi sunvry. [T you et B survy balns submetieg, your dats will bo remeved kom
thar rersiesh eocoe. Howsnaie, ooci you mmuw yiiE clata CBnnCh Bep fmend s thand will B0 N0 Wity 10 RSSO0 VoRE TESpONSe with
VR Ny SO0 Suiviny a0 ol e

Risks or Discomfort

Thes resaarch is consadetod 10 ba minimal ik That moans that the ries associated with this study e he $ame a5 what you face ey day. Tharo ate no
lengram: additonal neks 1 s who take pan i B shady. Thane i atso 8 vy small rsk Mal SOmeons who i Not shorzed could 9ol Sooess 10 P data
Hiarat, Wl Sl Rowy el 'll DICRECT your CONRGDNAbTY i 3 Ialor S8C10n of B it SPes]

Casts
1wl Nt Corsd wou dnnything 10 tiske part in the sudy.

Privacy Confdentiality
Wil il logsp you S0y MOCOPOS DeTvate & WiSkH Saslry BEg will By BAgned an number Bl will nol bo lnked back 10 you

Cartar picpie mary Mo b Soi your Study miconds. Arpone wio kool ol yourd reconds mars! kesp thom conifideniial Those rdondusls ncuds

= Tha msaarch loam, including the Princpal Inesigalorn, study cocedinaton, and all oiher research siafl
wmwmmum-nmmnm a0 indirvhials who provide cweesaghl o ersune thl wi ane domg T shady in the

. mmumm.m o local Qovimimend that regulatis T feseanch, includng the Ofice for Human Research Protecton (OHRP)

“Four adenbty will b profecied o Fwe exdent e F 1AC We mury publsh what we learm froem ihes. shudy. I we
0, Wl will D iUk YOLT Nama. mwmmmmmmmmmwnm y Canel b e all
ey Nt WA and may b Do

Future use of h dits andior speci

Thet sy b will bep rortaned for study recornd koping por NIST infblutonal pobcy Dt wil nol b uod for sy sdditonsl nessanch shudies

Wou can get the e

yolar
1 yem i 8Ty QSS0nS, CONCNTSS, ummuﬁammmmammﬂumm
Hangy at 3019755772 or jbo hanoyinel ooy

H yeas Pured qoersions about your nghls &5 8 parbopant in Bes shudy of hnd Comglaents, CoNCRIMS o ASus Yo want B deouss wih someons culsde the
eubparch lears, call B Resoanch Protectons Ofco (RPO)al (301) 8755445

You should only decice 10 partopate  the folowing is s ke you

i e b o of it i el B fislks A et ASSoCiated with My PAMCEALGON &5 A Msealch Subpicl | undsrsiand thal by
Mmmwlw»mwnmmm&ww
B his cace
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Smart Home Security and Privacy Survey

Throughout the survey. the follawing terms are used

+ Smart home device = a network-conneclad device (connacted via Wi-Fi, Bluetooth, or similar tachnologies) that is used 1o remotely andlor more

effactively and easiy control functions or physical aspects of the hame,
= Smart home device app is an application on your smartphone, computer, laptop, of tablet that is used to remately control or access your sman home
device

+ In the context of the survey, security relers to the technologies and technsques used to protect smart home devices and the data {information) they
collect from unauthorized access or digital (cyber) attack. In this survey, “security” is equivalent to “cybersecunty.” Physical security related to the home
of its occupants is diferent and will be refemed to as “home security ”

+ Privacy refers to the state in which indeviduals feel free from unwarmanted obsenvation of intrusions, including the right of a device cwnar or user lo
mainiain control over and be assured confidentiality of any personal information that is collected, transmitted, used, and stored while using smart home
devices

Smart Home Security and Privacy Survey

Smart Home Devices

whmallnﬂumwarl homedw:ss domwnorusanmnom‘?mmmllhmaml
Remember: A smant home gdevice 1s ad adevice | 1, oF similar fpchnologies) that is used fo remolely andior morg
ommowymrmwmmdmm

[ vintual voice asswstants and sman speakers (0.9, Amazon EcholAlexa, Google Nest Home Hub, Apphe HomePod)
[T Themmosiats {e.g., Nesi. Ecobee)

[: Home secunty devices (o9, video doorbells, cameras, door locks, garage door openers)

[ Home environment sensors (6.9, smoke and leak detectars)

[+#] Lighting devices (e.9., lightbultss, lighting systems). This category does net include smart plugs that control lights

Smart Home Security and Privacy Survey

Smart Home Devices

Unless etherwise ndscated, please answer the lollowing questons Based on your ighting devices (e.g., lightbulbs, lighting systems) only
Hotw iy bobiling devices (9. bohibuls, ghhng Syalems) do you oW of use in your house?

() 1 device

() 2 to 3 devices

() 4 1o 5 devices

() 610 7 devices

() Bor 9 devices

() 10 or mare devices

NIST SP 1343 DECEMBER 2025
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Smart Home Security and Privacy Survey

Unless fold otherwise, please answer the fallowing questions for your ighting devices (e.g., Nghtbutbs, ighting sysfems) only

« Security refers 1o the lechnologees and techmgues used 1o protect sman home devices and the data (informabon) they collect from unauthorized access
of digital (Cyber) attack. In thes Survey, “securily” S equivalent 1o “cybarsacunty.” Physical secunity refated o the home of its oocupants is differant and
will ba refarred 10 a5 “homa Security.”

«+ The privacy of smart home devices refiars to the right of a party to maintain control over and be assured confidenbiality of personal information that is

devices,

collected, ransmitied, used, and stored during the use of smart home

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
Regarding what you think is curmantly true about your lighting devices (e.g., kghtbulbs, ighting systems), please rate your level of agreement with the

5
|

HNeutral
@) @) o
O O O

Strongly

Disagree

| think that most of these smart home devices are secure O

| think that most of these smart home devices pratect my O
ps

paivacy.
=

OOg

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions

How concermed ane you with the following for your ighting devices?

Not at all Slightly Somewhat Maderately Extremely
Concerned Concerned Concerned Concerned Concemed
The security of fy smart home devices ) O O O
The peivacy of my smarl home devices (@) O O O

Olo

e [}

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions

Regarding your lighting devices, please rate your level of agreement with the following statements
Strongly

Disag Disagree Neutral Agree

olo ig

| understand the sacunty nsks associatad with my sman home O O O O
O

devices
O O O

| undarstand the DOVACY Nsks associabed with my Smart homie
devices.

(coe] o]
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Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
For each of the following secunty-related scenanos involving your ighting dewvices, please rate your level of concemn.

NotatAll Slightly Somewhat | Moderately | Extremely
C d Ci d Ci d

A security problem with my smart home data exposing O O O
members of my household (o identity theft or financial loss

A security problem with my smart home device leading o
unauthorized access lo my other devices (e.g., smarphones, O @) @)
computers, lablets, or other smart home devices).

A security problem with my smart home device leading to my O O O
device baing used as part of a botnet,

O © O
Ol O |O

=

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions

For each of the following privacy-related scenarios n\rong your lighting devices, please rate your level of concem
“Others” can refar fo device manufacturers, adverlisers, hackers/attackers {unauthorized individuals), the government, or other third-parfy organizalions.

&
-
-

Not at all

Mo
C

T3

,,
2

Others using my smart home data in ways that | don’t expect or
authorize.

Others misrepresenting my smart home data in an inaccurate,
insulting, or unflattering manner.

Hawing to provide more personal or pivate information than |
feel comioriable with when setting up or using my smart home
device.

Others using my smart home data {o uniquely identify members
of my household

Others using my smart home data to create
inferences/assumptions about members of my household that
could result in embarrassment or discrimination.

Others tracking or monitering my smart home data or usage in
a manner that could result in physical harm to members of my
housenhold,

Others tracking or monitonng my smart home data or usage in
a manner that could result in a violation of the individual nghts
of members of my household.

Others collecting and combining different kinds of smart home
data and revealing private things about members of my
household.

Members of my household not having awareness of what data
is being collected by my smar home devices.

Members of my household not having awareness of how data
cellected by my smart home devices is being used.

0
s
OOOOOOOOOO§
OOOOOOOOOO;S
O[O0 | O |0 | O[Ol O|0|0]1

O|0|O|O|O|O|O|0O|0O|O
OOOOOOOOOO;E
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If respondent selects “Not at all concerned” or “Slightly Concerned” for all of the items in Question 7, they will
see this version of the question:

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
Whial are some reasons why you may have slighl or no privacy of secunty concems? (Select all that apply )

(] The benefits of using this type of device cutweigh the risks

: My data/devices aren’t inleresting enough for someone o target
| Tha chances. of this type of device baing hacked are low
[ The actions | take on my own alleviale iy CoONCEmmSs

[ Tha consequences of this type of device baing hacked would ba minimal

My dévices are alteady secune

)

1 trust the device manufacturars to protect my privacy

]

1 understand how my data will be collected and used
| beliewve that | have control over my data

My data is out there anyway

1 have nothing to hide

I don't know

OO0Oaol

« Back Neat =

If respondent answers “Somewhat Concerned,” “Moderately Concerned,” or “Extremely Concerned” for at least
one of the items in Question 7, they will see this version of the question:

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
What are some reasons why you shill use your hghting devices even if you have privacy of secunty concems? (Select all that apply.)

[ The banafits of using this type of device outweigh the fisks

: My data'devices aren't inteaestng anough for SOMaond 1o tangs

(7] Tne chances of this type of device being hacked are low

r The actions | take on my own alleviale my concems

: The consequences of this type of device being hacked would be minimal
:_' My devices ara already secune

_ 1 trust the device manufacturars to protect my privacy

: 1 understand how my data will be colected and used

[ 1 bebeve that | have control over my data

| My data is out these anyway

10

| 1 hawe nothing io hide

| gdon't knignw

[__] Other, please specify

JI_JI

= Back Mext »




Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
Which of the following actions hawve you taken for your lighting devices? (Select all that apply )

() Seta password or PIN on my smart home davice/app

[ Used two-factor or eg. d plus ves code, face recognition, fingerprint authentication) on my smasi home
device/app

[ Beon caratil about not placing iy SMaM Nome dEWCEs i Mone SENSitive of privale aneas of my home

[T) Been caraful about what | do/say when near my smart home devices

C Sed up or changed specific security/privacy setlings on my smart home devices

C Lamited the amount of nformabion | enter in my smarl home device app

[: Installed updates to my smart home devices when available or set the devices to automatically update

() Limited whe can perform certain actions (a.g., woice-asststed ordering, changing settings) on my smar home devices

() Gther privacy or security retated actions, pleass spocify [:

() 1 haven't done any of these
[T 1 don't know or am not sure - | am not the persen in my household who takes these actions

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
Which of the following actions hawve you taken on your home network (e.g., your home Wi-Fij? (Select all that apply.)

(] Set a Wi-Fi password

[ used WRAZTS encryption for my Wi-Fi

(7] used a virtual private network (VPN)

l: Sel up my home network S0 that my sman home devices are separated from other devices on the network {Lé., network segmantabon, Subnetworking)

C Filtaricontrol access o my home network (e.9., usng a firewall o router)

[: Implemented security bast practices (e.g., updating, enabling authentication) for my smart phone or other devices | use to access my smart home
davice apps

[7) Other privacy or security related actions, please specify:

[ 1 don't do any of these
[T 1 don't know o am not Sure - | am HOL the person in my househaold who takes (hese Actons

=1
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Items selected in the two prior questions will be used to populate this question. This question will be skipped if
respondents select “I haven’t done any of these” or “l don’t know or am not sure” for both of those prior
questions.

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions

For gach of the actons you have taken, please rate your agreement with the following statement:
This action decreases my secunty and privacy concams for my bghting davices,

5

C |0 O |OIC|O|C|O]0|0]|0|0 OO%

Set a password or PIM on my smart home devica/app
Usad two-factor or beomaelnc authenticalion (.9., password
plus verification code, face recognition, fingerprnt
authentication) on my sman home device/'app

Boen careful about not placang my sman home devices in more
sensilive of private areas of my home

Been caraful about what | do/say when near my smart home
devices

Sl up or changed speciic security/privacy setlings on my
smart home devices

Limited the amount of infeemation | enter in my smart home
device app

Installed updates to my smart home devices when available o
561 the devices 1o automatically update

Limited who can perform certain actions (e.g., voice-assisied
ordenng, changing settings) on my sman home devices

Set & Wi-Fi password

Used WPA2/3 encryplion for my Wi-Fi

Used a vitual private netwark (VPN)

Sl up my home network o that my smart home devices ang
separated from other devices on the network (i.e., network
segmentation, subnetworking)

Filtariconiiol access to fy home network (8.0, using a firewall
of router)

Implemented security best practices (e.g., updating, enabling
authentication) for my smart phone of other devices | use to
access my smart home device apps

OOOOOOOOOOOOOO;;
O |O] O |O|C|o|o|o|o|C|O|0| O[O
OOOOOODOOOODOOi
OOOOOOOOOOOOOO%?

Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
wWhat keeps you from taking any actions, of more actions than you already take, 10 ea5e Your SECURtY concerns for your ighting devices? (Select all that
apply.)

[ 1 do nat understand sman home sacurity enough to know what | should do

(] 1 80 nat understand the sman home device encugh bo know what | should do to secure my device

[_] The smart home device or device manufacturer doas not provide enough options for setting my security preferences

[J | do ol know if the device or device manufacturer provides any opbons for sating my secunty preferances

(] 1wl like to take actions/made action, bul it i Aot a high priofily for me al this time

e —

D Mothing prévents me—I am nol concerned about the secunty of my smart home dévices
D Nothing prevents me—I have taken action and am satishied with what | have already dong 1o Secure my Jdevices

=3 ) =5
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Smart Home Security and Privacy Survey

Security and Privacy Concerns and Actions
What keeps you from taking any actions. or more actions than you already take, 1o ease your piivacy concems for your Bghting devices? (Select all that
apply.)

:] I do not understand smart home privacy (including data collection and wse) enough to know whal | should do

[ 1 do not understand the smart home device encugh to know what | should do 1o protect my privacy

:] Tha sman hame devic of Bevich ManulBclurer dods ot provida enough oplions for setting my privacy proferences

:] I do nat know if the device or device manutacturer provides any options for settng my privacy preferences

[ 1 would ke 1o take actionsimore actien, but it is not a high priority for me at this time

Oom e[

:] Mothing prewents me—| am not concerned about the privacy of my smart home devicas
j Mothing prewents me—| have taken action and am satisfied with what | have already done to protect my prvacy

Smart Home Security and Privacy Survey

Responsibility
Pleasa indicate your agreemant with the following statements about your lighting devices
Strongly Strongly
Disagree Disagres Neutral Agres Agree
I think that the manufacturers fly provide me with enough
options 1o el my own secury prolerences. O G O O O
I think: the tacturers cuirently provide me with enough
options 1o m% m\:'llnm;m] p{nmm_m &, @] O O O
I have to take action on my own to secure my smart home O @] @) @] O
npmymtmmanze = | 0 | o [ o [ 0o [ ©
Smart Home Security and Privacy Survey
Responsibility
Haow respansible are you currently for the following aspects of your lighting devices?
Hot at all Slightly Somewhat Mostly Completely
Responsible | Responsible | Responsible | Responsible | Responsible
Securty O & @) O O
Privacy O O 0 O O
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Smart Home Security and Privacy Survey

Responsibility
How responsibie showid you be for the following aspects of your lighting devices?
Responaible | Reaponsie | Responsivie | Responsibie | Responsine
Security o O o @) O
Privacy O O @) Q o
o] [
Smart Home Security and Privacy Survey
Responsibility
How responsible are device manadacturars covrantly for the following aspects of your ighting devices?
Mot at all Slightly Somewhat Mostly Completely
Responsible ponsible ponsible ponsible sponsibie
Securty O @] O 9, O
Privacy o o @) O ]

(] (oo

Smart Home Security and Privacy Survey

Responsibility
Heow responsible shouid device manufachurers be for the following aspects of your lighting devices?
Not at all Slightly Somewhat Maostly Completely
Responsible | Respensible | Responsible | Responsible | Responsible
Security O @] O O (@]
Privacy O Q O O @)
=
Smart Home Security and Privacy Survey
Responsibility

How responsible is the goyernment curently for the following aspects of your kghting devices?

Not at all Slightly Somewhat Maostly Completely
Responsible | Responsible | Responsible | Responsible | Responsible

Security @] O o O O
Privacy o O @) O O

=
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Smart Home Security and Privacy Survey

Responsibility
How responsible should the govemment be for the following aspects of your lighting devices?
Not at all Slightly Somewhat Mostly Completely
sible | Responsible | Responsible | Responsible | Responsible
Secutty O O O O O
Privacy D @) O O O
e
Smart Home Security and Privacy Survey
Responsibility

Rate your agreemant with the following statements:

| beel able to protect my Smart home device's Security.

device.

| teel able to protect my privacy when using my smart home

1 arm willing to put in the effort to prolect my privacy when using
my smart home device

| am willing to put m the effort to secure my smart home device.

O|0 OOgg
0|0 OO;

olo|o|o]

o|ololo|§

ooooﬁ

Security & Privacy Information Sources

=3

Smart Home Security and Privacy Survey

How do you currently learn about the security and privacy features of your kghting devices? (Sedect all that apply )

[ Manutacturer's website
C Online retailer website product description (e.g., Amazon or Best Buy websites)

C ‘Onling forums discussing smart home devices (e.g., Reddd)
[: Social media

) Famity or friends
[] News aclesistones
[ Product package

[T] Device privacy policy of user level agreemont

[: Infermation included on an in-store retal outiet's product shelf label or display

[ Becurity vuinerability databases/repositories

C My workplace

[ Internet service provider
—

[:: Videos, webinars, or other onling training

C | don't currently seek oul secunty and privacy information about my devices

[xmee] [Seee]
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Smart Home Security and Privacy Survey

Security & Privacy Information Sources
In what ways would you ke [o learn about the secunty and privacy features of your lighting devices in the fulure? (Salect all that apply )

(] Manufacturer's website

:] Online ratailer websile

:] Onling forums discussing sman home devices (e.g., Reddit)
:] Social media

:] Family of fnends

() Mews articlesistories

:] Product package

:] Devica privacy policy o user level agreement

:] Information included on an in-store refail outhet's product shell label or display
::] Security vulnerability databases/repositories

() My workplace

:] Intemet sanvice provider

j Videos, webdnars, or other online training

] B—

'_j I'm not interested n learning more about the secunty and privacy featuras of my devices

(o] ]

Smart Home Security and Privacy Survey

Security & Privacy Information Sources
How hkely are you 1o use the leliowing information 1o (nioom your future purchases of kghting devices?

Very Unlikely | Unlikely Neutral Likely Very Likely
wmmmﬁwammmefmmm O O O O [e)
e o o | o[ ol o] o
wmmmmm features and oplions ane mcluded O O O D O
llmmmmmmasnndommmlm O O O O O
o sty ot s s c [ o[ o[ oo
it ) [ mas]
Smart Home Security and Privacy Survey
Security & Privacy Information Sources
Haow likedy would you be to act on the following information for your ighting devices?
Very Unlikely Unilikely Neutral Likely Viery Likely
Gl (s 3. by Conbgun dovc socuy PRIy O o) o 0 O
Recommendations on how to better secure my_ home network O O O @) O
%w@mmmxmm o) O O O O
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Smart Home Security and Privacy Survey

Security & Privacy Information Sources
How trusting would you be of a securty and prvacy raling of label for your lighting devices if provided by the following?

Distrusting Tru

U.S. Government

Dewvice manutacturer
Mot-for-profil organizabion that performs independant product
evaluations (e.g., Consumer Reporis)

A for-profit erganization that does independent product
evaluabions

A sran home device retailer (a9, Best Buy or Amazon)

ooooo%

olo|ololo
ololololol§
o|o|ofojo}&
o|o|o[ojof§

i
4

Smart Home Security and Privacy Survey

Security & Privacy Information Sources
How long have you been using smart home devices?

O Less than one yaar
O 110 2 yoars

() 31t05 years

() 6o more years

() Preder noi to answer

(o] (o]

Smart Home Security and Privacy Survey

Security & Privacy Information Sources
How would you best describe your role with respect to your smart homa devices?

O | am an administrator of smart home devices in my household - | installed the devices or | am the ene who configures the devices or troubleshoats
when something goes wrong

(7)1 am an active user of the smart home devices but not an administrator

() Other, please specify I:
(=)
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Smart Home Security and Privacy Survey

In which state of US bemiary do you Inve™ You may sk thes quaston
Sttt an mmgnr

=
)

Smart Home Security and Privacy Survey

In which type of area is your home?

() Rural

O Suburban

() urban

() Pratar not to answear

== [=e)

Smart Home Security and Privacy Survey

Do you own of rent yous home?
() own
() Rent

Oome [

O Prefer nol 1o answer

Smart Home Security and Privacy Survey

What is your age range? You may skip this question
18024

(251034

(351044

(451054

(551064

() 65 or oider

() Profer not to answer
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Smart Home Security and Privacy Survey

Whatis y SeX? der?

() Male
O Female

] )

Smart Home Security and Privacy Survey

What is your ethnicity? You may skip this question,

(") Hispanic or Latino
O Not Hispanic or Lating

Smart Home Security and Privacy Survey

Whal is your race? (Select one or more). You may skip this question

[ American Indian or Alaska Mative

[ Asian
[ Black or African American
[ Mative Hawaiian or Other Pacific Istander

[ wnite

Smart Home Security and Privacy Survey

What is your highest level of aducation?

() Less than high school degree

() High school degree of equivalent

() Some college

() Associate dogree

() Bachalor's degree

() Graduate degres (e.g., Master's, PhD, MD, o1 Juris Doctoral)

S ] N

() Prefer not to answar

e i
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Smart Home Security and Privacy Survey

Which of the following best describes your cumrent employment status?

() Emgloyed full-time

(C) Emgloyed part-time

O Full-time student, currently not employed
O Retired, currently not employed

() Currently not employed

(=] =]

Smart Home Security and Privacy Survey

Hive you avid recenid a degres mormnwmnaﬂslurpmmmbomn‘mlm nfarmation mcnnoloqﬂlf} cmsowmy of privacy?
Dwmamacn mputer Science, Computer Eng 1t T : Cybersscunty, Data and Privacy Law
Job examples: System adminisiralor, mr\mtemgrvm iThmlpdaﬂ cyhmmmﬂypo&:y software developer, privacy enginear
oL
() Yes

(o] o]

Smart Home Security and Privacy Survey

What was your Wotal household income belone taxes dunng the past 12 months? (Do nol include income of depandents of unfelated housahold mambars).

You may skip this question.

(O) Less than 525,000
() 525,000 10 $34 999
(C) $35,000 1o $49 999
() $50.000 10 $74 999
() $75,000 1o 389,999
(C) $100,000 to $149,999
(7 $150,000 10 $190,990
() $200,000 to $200 999
() $300,000 to $300,999
() $400,000 and above
O Prefar not 1o answer

Thank you for completing the NIST Smart Home Security and Privacy
Survey. Your results are saved and you may now exit the survey.
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NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

CONTACT US:

https://csrc.nist.gov/projects/human-centered-cybersecurity
human-cybersec@nist.gov




