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DISCLAIMER

This document has been prepared by the National Institute of Standards and Technology (NIST)
and describes standards research coordination activities in support of its mandate under the
Energy Independence and Security Act of 2007 (EISA) and its smart grid standards and
technology research program.

Certain commercial entities, equipment, or materials may be identified in this document in order
to describe a concept adequately. Such identification is not intended to imply recommendation or
endorsement by the National Institute of Standards and Technology, nor is it intended to imply
that these entities, materials, or equipment are necessarily the best available for the purpose.

Vi



This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108r3

Executive Summary
Framework Release 3.0 Background

Since the release of the last edition of the NIST Smart Grid Framework and Roadmap for
Interoperability Standards (Release 2.0), in February 2012, significant technological advances
in smart grid infrastructure have been implemented, supported by standards development across
the entire smart grid arena. Examples include widespread deployment of wireless-
communication power meters, availability of customer energy usage data through the Green
Button initiative, remote sensing for determining real-time transmission and distribution status,
and protocols for electric vehicle charging. The first release of the NIST Framework and
Roadmap for Smart Grid Interoperability Standards (Release 1.0)? was published in January
2010. Release 3.0 updates NIST’s ongoing efforts to facilitate and coordinate smart grid
interoperability standards development and smart grid-related measurement science and
technology, including the evolving and continuing NIST relationship with the Smart Grid
Interoperability Panel (SGIP) public-private partnership.

Over the last decade, Congress and the Administration have outlined a vision for the smart grid
and have laid the policy foundation upon which it is being built. The Energy Independence and
Security Act of 2007 (EISA) codified the policy of the United States to modernize the nation’s
electricity transmission and distribution system to create a smart electric grid.® The American
Recovery and Reinvestment Act of 2009 (ARRA) accelerated the development of smart grid
technologies, investing $4.5 billion for electricity delivery and energy reliability activities to
modernize the electric grid and implement demonstration and deployment programs (as
authorized under Title X111 of EISA).*® The president, in his 2011 and 2012 State of the Union
Addresses, reiterated his vision for a clean energy economy,® and he underscored the
Administration’s commitment in the “Blueprint for a Secure Energy Future.”’ In June 2011 and
February 2013, the White House released reports by the Cabinet-level National Science and

1 See http://www.nist.gov/smartgrid/upload/NIST Framework Release 2-0 corr.pdf

2 See http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability final.pdf

3 Energy Independence and Security Act of 2007 [Public Law No: 110-140]. http://www.gpo.gov/fdsys/pkg/PLAW-
110publ140/pdf/PLAW-110publ140.pdf

# The White House, “American Recovery and Reinvestment Act: Moving America Toward a Clean Energy Future.”
Feb. 17, 2009. See http://www.whitehouse.gov/assets/documents/Recovery Act _Energy 2-17.pdf

® “Economic Impact of Recovery Act Investments in the Smart Grid”, April 2013. See
http://www.smartgrid.gov/sites/default/files/doc/files/Smart%20Grid%20Economic%20Impact%20Report.pdf

6 The White House, Office of the Press Secretary, “Remarks by the President in State of the Union Address.”
January 25, 2011 and January 24, 2012. See http://www.whitehouse.gov/the-press-office/2011/01/25/remarks-
president-state-union-address and_http://www.whitehouse.gov/the-press-office/2012/01/24/remarks-president-state-
union-address

" The White House, “Blueprint for a Secure Energy Future.” March 30, 2011. See
http://www.whitehouse.gov/sites/default/files/blueprint_secure enerqy future.pdf
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Technology Council (NSTC) entitled “A Policy Framework for the 21st Century Grid: Enabling
Our Secure Energy Future” and “A Policy Framework for the 21 Century Grid: A Progress
Report.”®

Several reports from the Department of Energy (DOE) and the Federal Energy Regulatory
Commission (FERC) further document the progress, with specific mention of the positive role
played by the National Institute of Standards and Technology and the Smart Grid Interoperability
Panel. DOE released reports in May 2013 (“Economic Impact of Recovery Act Investments in
Smart Grid”®) and October 2013 (“Smart Grid Investment Grant, Progress Report 11%%). A report
from FERC, “Assessment of Demand Response & Advanced Metering, Staff Report,” was also
released in October 2013.1

The advanced power grid relates to a number of key scientific and technological areas. These
include power quality, reliability, and resilience; widespread integration of grid-tied renewables
along with attendant large-scale storage; widespread deployment of grid sensors; and secure
cyber-based communication within the grid. The smart grid also has the potential to ameliorate
climate change through the reduction of energy waste in homes, businesses, and factories, and
the accommodation of millions of electric vehicles (EVs) through innovative approaches to
battery charging.'? 13

The federal government promotes development and deployment of a secure cyber-physical
electric power grid.* In his 2013 State of the Union address, the president noted the critical issue
of cybersecurity as it pertains to the present and future national power grid.*> Two documents
relating to critical infrastructure protection, Executive Order 13636 (Improving Critical
Infrastructure Cybersecurity) and Presidential Policy Directive (PPD)-21(Critical Infrastructure
Security and Resilience), articulate the federal government’s commitment toward improving

8 See NSTC reports at _http://www.whitehouse.govisites/default/files/microsites/ostp/nstc-smart-grid-june2011.pdf . and
http://www.whitehouse.gov/sites/default/files/microsites/ostp/2013_nstc_grid.pdf

9 See report at http://www.smartgrid.gov/document/economic_impact_recovery act_investments_smart_grid

10 See report at http://www.smartgrid.gov/sites/default/files/doc/files/SGIG_progress_report_2013.pdf

1 See report at http://www.ferc.gov/legal/staff-reports/2013/oct-demand-response.pdf

12 «“The President’s Climate Action Plan”, June 2013. See
http://www.whitehouse.qgov/sites/default/files/image/president27sclimateactionplan.pdf

Bhttp://energy.gov/sites/prod/files/Presentation%20t0%20the%20EAC%20-
%20Impact%200f%20Smart%20Grid%20Projects%20Funded%20by%20ARRA%20-%20Joe%20Paladino.pdf

14 See http://energy.gov/sites/prod/files/Presentation%20t0%20the%20EAC%20-
%20Impact%200f%20Smart%20Grid%20Projects%20Funded%20by%20ARRA%20-%20Joe%20Paladino.pdf

15 See full text at http://www.nytimes.com/2013/02/13/us/politics/obamas-2013-state-of-the-union-
address.html?pagewanted=all
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cyber-based infrastructure security and the ability to recover from all potential disasters and
damage to grid infrastructure.® 7

As noted, EISA articulates the critical role of standards for the smart grid. The June 2011 and
February 2013 NSTC reports also advocate the development and adoption of standards to ensure
that today’s investments in the smart grid remain valuable in the future; to catalyze innovations;
to support consumer choice; to create economies of scale to reduce costs; to highlight best
practices; and to open global markets for smart grid devices and systems.

Ongoing Response of the National Institute of Standards and Technology (NIST)

EISA assigns to the National Institute of Standards and Technology (NIST) the “primary
responsibility to coordinate development of a framework that includes protocols and model
standards for information management to achieve interoperability® of smart grid devices and
systems....”"°

In response to the urgent need to establish interoperability standards and protocols for the smart
grid, NIST developed an initial (now completed) three-phase plan:

1) To accelerate the identification and consensus on smart grid standards

2) To establish a robust Smart Grid Interoperability Panel (SGIP) that sustains the
development of the many additional standards that will be needed

3) To create a conformity testing and certification infrastructure

Beginning in 2008 and continuing throughout 2009, NIST convened workshops and meetings
that brought together experts and a diverse group of stakeholders to begin the implementation of
the three-phase plan (a detailed timeline is provided in Figure 1-1). By the end of 2009,
significant progress and consensus had been achieved in developing a roadmap and identifying
an initial set of standards (Phase | of the NIST plan). The publication in January 2010 of the
NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0%°
represented an important milestone and documented the progress made up to that time. This
publication was updated in February 2012 by the NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 2.0.%

16 See full text at  http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf

17 For extended press release, see http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-
directive-critical-infrastructure-security-and-resil

18 “Interoperability” refers to the capability of two or more networks, systems, devices, applications, or components
to exchange and readily use information—securely, effectively, and with little or no inconvenience to the user.

19 Energy Independence and Security Act of 2007 [Public Law No: 110-140], Sec. 1305

20 hitp://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability final.pdf

21 See http://www.nist.gov/smartgrid/upload/NIST Framework Release 2-0 corr.pdf
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Release 1.0 of the NIST Framework described a high-level conceptual reference model for the
Smart Grid, identified 75 existing standards that are applicable (or likely to be applicable) to the
ongoing development of the Smart Grid, specified 15 high-priority gaps and harmonization
issues for which new or revised standards and requirements are needed, documented action plans
with aggressive timelines by which designated standards development organizations (SDOs) and
standards-setting organizations (SSOs) will address these gaps, and described the strategy to
establish requirements and standards to help ensure Smart Grid cybersecurity.

Release 2.0 of the NIST Framework updated and expanded the lists of standards and described
advanced-stage progress made since the establishment of the SGIP in November 2009, in Phases
2 and 3 of NIST’s three-phase plan.

The SGIP was established to further the development of consensus-based smart grid
interoperability standards. NIST staff hold key technical positions in the SGIP. These include
Chair or NIST Lead of two committees, Smart Grid Cybersecurity Committee (SGCC), and the
Testing and Certification Committee (TCC), and several domain expert working groups
(DEWGS), including the Building-to-Grid (B2G), Industrial-to-Grid (12G), Home-to-Grid
(H2G), Transmission and Distribution (TnD), Vehicle-to-Grid (V2G), Business and Policy
(BnP), and Distributed Renewables, Generation, and Storage (DRGS) groups. NIST personnel
also serve on almost all of the 25 Priority Action Plans (PAPSs). NIST leadership on these
committees and working groups provides strong support for the acceleration of the standards
necessary for the safe, secure, and reliable smart grid.

In January 2013, the SGIP transitioned to an industry-led incorporated non-profit organization
(sometimes referred to as SGIP 2.0), in which NIST continues to serve in a technical leadership
role. NIST also continues to provide financial support for the SGIP through a cooperative
agreement. The new SGIP public-private partnership also raises funding through membership
dues. As of June 2014, SGIP 2.0 had 194 members. As of August 2014, there have been 59
standards accepted into the SGIP Catalog of Standards (CoS). See Chapter 3 for a detailed
discussion of the evolution of the SGIP.

Under EISA, the Federal Energy Regulatory Commission (FERC) is charged with instituting
rulemaking proceedings to adopt the standards and protocols as may be necessary to ensure
smart grid functionality and interoperability once, in FERC’s judgment, the NIST-coordinated
process has led to sufficient consensus.?? FERC obtained public input through two Technical
Conferences on Smart Grid Interoperability Standards in November 2010%3 and January 2011,%*
and through a supplemental notice requesting comments in February 2011.2° As a result, FERC
issued an order in July 2011 stating that while there was insufficient consensus for it to institute a
rulemaking at that time, FERC “encourages stakeholders to actively participate in the NIST

22 Energy Independence and Security Act of 2007 [Public Law No: 110-140], Sec. 1305.

Zhttp://ferc.gov/EventCalendar/EventDetails.aspx?1D=5505&Cal Type=&CalendariD=116&Date=11/14/2010&Vie
w=L.istview

2http://ferc.gov/EventCalendar/EventDetails.aspx?1D=5571&Cal Type=%20&CalendarID=116&Date=01/31/2011
&View=Listview

25 http://ferc.gov/EventCalendar/Files/20110228084004-supplemental-notice.pdf
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interoperability framework process to work on the development of interoperability standards and
to refer to that process for guidance on smart grid standards.”?®

Content of Framework Release 3.0

This document, Release 3.0 of the NIST Framework and Roadmap for Smart Grid
Interoperability Standards, updates progress made during 2012 and 2013, and reviews the
achievements and direction of the SGIP during a period of transition to an industry-led
organization. In Release 3.0, smart grids are viewed from the perspective of cyber-physical
systems (CPS)—hybridized systems that combine computer-based communication, control, and
command with physical equipment to yield improved performance, reliability, resiliency, and
user and producer awareness.

Major advancements in smart grid architecture, cybersecurity, and testing and certification are
covered in Release 3.0. The list of standards, Table 4-1, has been updated and expanded.
Additional smart grid standards from the SGIP Priority Action Plans (PAPs) fill gaps identified
in Release 2.0 and have been added to the list of identified smart grid standards. Listed standards
have undergone an extensive vetting process to serve over time as useful building blocks for
companies producing devices and software for the smart grid, as well as for utilities, regulators,
academia, and other smart grid stakeholders. The sections below entitled “What’s Included in
Release 3.0” and “What’s New in Release 3.0” provide additional summary information about
the contents of this document.

The reference model, standards, gaps, and action plans described in this document offer a solid
foundation for a secure, interoperable smart grid. They are consistent with the president’s
executive order on improving critical infrastructure cybersecurity.?” However, the smart grid will
continually evolve as new requirements and technologies emerge. Engaging the diverse
community of smart grid stakeholders, the SGIP public-private partnership establishes a robust
ongoing mechanism to develop requirements to guide the standardization efforts now spanning
more than 25 standards-development organizations (SDOs) and standards-setting organizations
(SS0s).28

The smart grid stakeholder groups who may find this Release 3.0 document most useful include:

e Utilities and suppliers concerned with how best to understand and implement the smart
grid (especially Chapters 4, 5, 6, and 7)

e Testing laboratories and certification organizations (especially Chapter 7)

2 http://www.ferc.gov/EventCalendar/Files/20110719143912-RM11-2-000.pdf

27 Executive Order: “Improving Critical Infrastructure Cybersecurity”, February 12, 2013. See
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-

cybersecurity

28 http://www.sgiclearinghouse.org/standards?page=1
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e Academia (especially Section 5.1 and Chapter 8)
e Regulators (especially Chapters 1, 4, and 6, and also Section 3.5)

Cross-Cutting and Future Issues

Execution of current and future Priority Action Plans (PAPs) continue until identified gaps in the
standards portfolio have been accomplished. As new gaps and requirements are identified, the
SGIP will initiate PAPs to address them. Many of the U.S. Department of Energy (DOE) Smart
Grid Investment Grant projects, funded by ARRA, are reaching their conclusions. In their
proposals, awardees were required to describe how the projects would support the NIST
Framework. As experience with new smart grid technologies is gained from these projects, NIST
and the SGIP will use these “lessons learned” to further identify gaps and shortcomings of
standards upon which these technologies are based.?® NIST and the SGIP will continue to work
with SDOs, SSOs, and other stakeholders to fill the gaps and improve the standards that form the
foundation of the smart grid.

Work on the SGIP Catalog of Standards will continue to fully populate the Catalog and ensure
robust architectural and cybersecurity reviews of the standards. New cybersecurity guidelines
will address emerging new threats. NIST will continue to explore partnership opportunities with
the private sector for the creation of testing and certification programs consistent with the SGIP
testing and certification framework. NIST will continue to ensure coordination with related
international smart grid standards efforts, maintaining U.S. leadership going forward.

NIST will support the needs of regulators in standardization matters in the regulatory arena. State
and local regulators play important roles in establishing the regulatory framework for the
electrical industry. Broad engagement of smart grid stakeholders at the state and local levels is
essential to ensure the consistent voluntary application of the standards being developed, and
both NIST and SGIP leaders have met frequently with this stakeholder group. The National
Association of Regulatory Utility Commissioners (NARUC) has indicated its support for the
SGIP process, stating that “When evaluating smart grid investments, State commissions should
consider how certified smart grid interoperability standards may reduce the cost and improve the
performance of smart grid projects and encourage participation in the Smart Grid Interoperability
Panel, a public-private partnership that is coordinating and accelerating the development of
interoperability standards for the smart grid.”*°

A key objective of NIST’s effort is to create a self-sustaining, ongoing standards process that
supports continuous innovation as grid modernization continues in the decades to come.3! Grid
modernization should ensure backward compatibility with existing technology to the greatest

2 “Economic Impact of Recovery Act Investments in the Smart Grid”, April 2013, p.9. See
http://www.smartgrid.qgov/sites/default/files/doc/files/Smart%20Grid%20Economic%20Impact%20Report.pdf

30 http://www.naruc.org/Resolutions/Resolution%200n%20Smart%20Grid%20Principles.pdf

3L As part of this process, the SGIP will help to prioritize and coordinate smart grid-related standards. See Chapter 5
for further discussion.
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extent practical. NIST envisions that the standards development processes put in place by the
SGIP will provide the mechanism to evolve the smart grid standards framework as new
requirements and technologies emerge. In addition to its leadership role in the SGIP, NIST is
increasing its measurement research program in areas related to smart grid interoperability. This
research facilitates the development of smart grid interoperability standards including
measurement advancements in the areas of cybersecurity, power conditioning, synchrophasors,
power metering accuracy, precision timing, communications on the smart grid, sensor interfaces,
and energy storage. To this end, NIST is developing an integrated smart grid testbed facility for
full measurement, characterization, and validation of smart grid technology and interoperability
standards, with particular emphasis on smart microgrids.

Mitigation of diverse natural and man-made events such as electromagnetic interference (EMI),
geomagnetic storms, high-altitude nuclear detonations, and severe weather all pose a potential
threat to grid reliability and resiliency. Electromagnetic interference can degrade or disable
effective two-way communication and control on the grid; geomagnetic storms can damage large
transformers and other equipment through induced currents,®? and a high-altitude nuclear
detonation would produce an electromagnetic pulse that can damage unprotected integrated
circuits as well as large electrical equipment. Severe storms such as Hurricane Sandy in October
2012 produce long-term outages resulting in billions of dollars in infrastructure damages and lost
business revenue. The future incorporation of microgrids offers the possibility of improved
resiliency (i.e., the ability to recover from an outage event) to the effect of severe wind storms.
After Hurricane Sandy, the Gridwise Alliance issued a report of lessons learned that
recommended microgrids be considered for enhancing the resiliency of electric infrastructure
serving critical loads.3® The incorporation of microgrids to boost resiliency to the effects of
storms is consistent with the President’s Climate Action Plan.®*

32 See “Comment: Astrophysics: Prepare for the coming space weather storm” at
http://www.nature.com/nature/journal/v484/n7394/index.html

33 http://www.gridwise.org/documents/ImprovingElectricGridReliabilityandResilience 6 6 13webFINAL.pdf

34 “The President’s Climate Action Plan”, June 2013, p. 13, see
http://www.whitehouse.gov/sites/default/files/image/president27sclimateactionplan.pdf.



http://www.nature.com/nature/journal/v484/n7394/index.html
http://www.gridwise.org/documents/ImprovingElectricGridReliabilityandResilience_6_6_13webFINAL.pdf
http://www.whitehouse.gov/sites/default/files/image/president27sclimateactionplan.pdf

This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108r3

Accomplishments since NIST Framework Release 2.0

The major accomplishments in the NIST Smart Grid Program since Release 2.0 of the
framework in February 2012 include the following:

Smart Grid Interoperability Panel

The NIST-established SGIP has transitioned to an industry-led non-profit organization.

SGIP has grown to 194 members as of June 2014, providing > 50% of funding through
member dues.

SGIP CoS has grown to 59 consensus entries.
The number of PAPs has grown to 25 (including PAPQO).
The total number of completed PAPs is now up to 13

Regulatory Engagement and International Leadership

FERC and NARUC point to the NIST framework and SGIP process for guidance in the
coordination, development, and implementation of interoperability standards.

Numerous liaison/working relationships have been established with international
organizations.

Outcomes with Major Contributions from NIST

Multiple new or revised standards, including Open ADR 2.0, SEP2, IEEE 1547, NAESB
REQ18, and UL 1741 standards

SGIP EMIIWG report on electromagnetic compatibility issues

Two documents—“Technology, Measurement, and Standards Challenges for the Smart
Grid” and “Strategic R&D Opportunities for the Smart Grid”—resulting from an August
2012 workshop hosted by NIST and the Renewable and Solar Energy Institute (RASEI)

NISTIR 7823 (AMI Smart Meter Upgradeability Test Framework)
Precision Time Protocol (IEEE 1588) Testbed, Dashboard, and Conformance Test Plan

Revision 1 of NISTIR-7628 (“Guidelines for Smart Grid Cybersecurity”), published in
September 2014.
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What’s Included in Release 3.0
Chapter 1

“Purpose and Scope” outlines the role of NIST with respect to the smart grid, including NIST’s
relationship with the newly independent Smart Grid Interoperability Panel (SGIP), defines key
concepts and priorities discussed in the document, identifies potential uses of the document, and
describes the basic content of the document. (A list of acronyms and abbreviations appears in
Appendix A.)

Chapter 2

“Smart Grid Visions” provides a high-level description of the envisioned smart grid and
describes major organizational drivers, opportunities, challenges, and anticipated benefits.

Chapter 3

“Smart Grid Interoperability Panel” presents the mission and structure of the SGIP. Following a
transition period in late 2012 and early 2013, the SGIP is now a membership-based dues-
supported and incorporated non-profit organization established to support NIST and to identify,
prioritize, and address new and emerging requirements for smart grid standards. Working as an
incorporated non-profit organization, the SGIP provides a process for stakeholders to interact in
the ongoing coordination, acceleration, and harmonization of standards development for the
smart grid. NIST maintains a prominent leadership role in the activities of the SGIP, and
provides funding through a cooperative agreement program. (Additional details are provided in
Appendix D.)

Chapter 4

“Standards Identified for Implementation” presents and describes an updated list of existing
standards and emerging specifications applicable to the smart grid. It includes descriptions of
selection criteria and methodology, a general overview of the standards identified by
stakeholders in the NIST-coordinated process, and a discussion of their relevance to smart grid
interoperability requirements.

Chapter 5

“Architectural Framework” presents an architectural process that includes views (diagrams) and
descriptions that facilitate the discovery of appropriate characteristics, uses, behavior, interfaces,
requirements, and standards of the smart grid. Because the smart grid is an evolving networked
system of systems, the high-level model provides guidance for standards-setting organizations
(SSOs) developing more detailed views of smart grid architecture. (Additional details are
provided in Appendices B and C.)
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Chapter 6

“Cybersecurity Strategy” discusses NIST’s role in the SGIP Smart Grid Cybersecurity
Committee’s six current subgroups. These subgroups include cloud computing and the NISTIR
7628 User’s Guide for the updated NISTIR 7628 document that deals with cyber protection of
utilities and other entities implementing smart grid technology.

Chapter 7

“Testing and Certification Framework” reviews the key components and deliverables from the
testing and certification framework development activities. The emerging implementation phase
projects and activities are discussed, as well as views on the longer term implementation needs
and challenges in maintaining a robust testing and certification ecosystem for interoperable smart
grid systems and devices.

Chapter 8
“Cross-Cutting and Future Issues” contains a high-level overview of some of the currently

foreseen areas of interest to the smart grid community, including reliability and resiliency of the
grid through the implementation of standards.

10
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What’s New in Release 3.0

This document, Release 3.0, builds on the work reported in Release 2.0. Throughout the
document, facts, figures, and tables have been updated. In addition to the subjects highlighted
below, a number of chapters include forward-looking sections that outline current and future
activities.

Chapter 1
New subjects in this chapter include:
e The history of NIST and the smart grid has been updated to include activities from 2012

and 2013, and the key events are highlighted in a timeline. (Figure 1-1.)

e New key concepts have been added to the “Definitions” section. (Section 1.3.1.)

Chapter 2

Section 2.2 (“Importance to National Energy Policy Goals™) has been updated to include
information from the 2013 State of the Union address and the 2013 National Science and
Technology Council report. The broadening of the smart grid vision beyond the borders of the
United States is reflected in two new sections that have been added to this chapter: “International
Smart Grid Standards” and “International Efforts to Harmonize Architectures” (Sections 2.3 and
2.4, respectively).

Chapter 3
Major new topics described in this chapter include:

e SGIP transition from a federally-funded membership organization to a non-profit
organization, known as SGIP 2.0, in December 2012, and the associated Memorandum of
Understanding (MOU) and Cooperative Agreement with NIST.

e Organization of staff and activity within the new SGIP.

e Explanation of the SGIP Standing Committees and Permanent Working Groups. (See
also Appendix D.)

e A discussion of criteria for inclusion of a proposed standard in the SGIP Catalog of
Standards (CoS).

e A description of the Domain Expert Working Groups (DEWGSs) and Priority Action
Plans (PAPs). (See also Appendix D.)

Chapter 4
With the establishment of the Smart Grid Interoperability Panel, the process for identifying

standards has evolved, and the standards listed in this chapter reflect that evolving process.
(Section 4.2)

11
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A new section, “Process of Future Smart Grid Standards Identification,” details the process that
will be used in the future (Section 4.4).

The heart of Chapter 4, in both Release 2.0 and Release 3.0, is found in the lists of standards:

e Table 4-1 (“Identified Standards”) is discussed in Section 4.3 (“Current List of Standards
Identified by NIST”). In Release 3.0, the number of entries in Table 4-1 has increased
from 34 to 71, as compared to the list in Release 2.0.

In addition to the new standards added to the list in Release 3.0, the list includes a number of
updates to those presented in Release 2.0. Links to relevant SGIP-related Web pages have been
added. A list corresponding to Table 4.2 in Release 2.0 is not included in Release 3.0.

Chapter 5

The architectural framework described in this chapter in Release 3.0 provides a significant
expansion to the conceptual reference model, which had been the primary architecture-related
topic discussed in Release 1.0°s Chapter 3. A description of the architectural framework, now
under development, includes the following:

e Architectural goals for the smart grid (Section 5.2)

e Architecture methodology, which comprises the original NIST conceptual domain
architecture, EU-M490 Reference Architecture, IEC 62357 and the combined reference
model (Section 5.3)

e An extensive discussion of smart grid architecture methodology appears in Section 5.3.

e Recent work by the Smart Grid Architecture Committee (SGAC) is discussed in Section
5.5.

e Appendices B and C contain additional architecture-related details.

Chapter 6

New material documents the many developments related to smart grid cybersecurity since the
topic was discussed in Chapter 6 of Release 2.0. Major new topics described in this chapter
include the following.

e The transformation of the SGIP Cybersecurity Working Group (CSWG) into the Smart
Grid Cybersecurity Committee (SGCC), and a description (Table 6.1) of the SGCC’s six
subgroups and their recent activities.

e Recently released Guide for Assessing the High-Level Security Requirements in NISTIR
7628, Guidelines for Smart Grid Cyber Security (Assessment Guide) and the NISTIR
7628 User’s Guide, which facilitate use of the previously published National Institute of
Standards and Technology Interagency Report (NISTIR) 7628, Guidelines for Smart

12
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Grid Cyber Security; and the SGCC’s work with the U.S. Department of Energy in
developing the document, Electricity Subsector Cybersecurity Risk Management Process.

Release of the document NISTIR 7823, Advanced Metering Infrastructure Smart Meter
Upgradeability Test Framework.

The NIST cybersecurity team’s future plans as it maintains a leadership role within the
SGIP SGCC.

Chapter 7

New material reviews the key components and deliverables from the testing and certification
framework development activities. The emerging implementation phase projects and activities
since Release 2.0 are then discussed, as well as views on the longer term implementation needs
and challenges in maintaining a robust testing and certification approach for interoperable smart
grid systems and devices. New topics discussed include

Update of Smart Grid Test Program Landscape

Discussion of Smart Grid Testing and Certification Committee (SGTCC) progress since
Framework 2.0

Discussion of the Interoperability Process Reference Manual (IPRM) version 2

SGTCC 2012 working group analysis of standards proposed for inclusion in the SGIP
Catalog of Standards (CoS)

Engagement with interoperability testing and certification authorities (ITCAs), labs,
certifiers, and accreditors

Current and future smart grid testing initiatives

Chapter 8

Discussion of electromagnetic compatibility
Discussion of reliability, resiliency, implementability, and safety

IEC and IEEE standards relating to electromagnetic compatibility that are under
consideration for smart grid applications

Discussion of R&D needs for the smart grid, including results of the August 2013
NIST/RASEI Smart Grid Workshop in Boulder, CO

13
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1. Purpose and Scope
1.1.  Overview and Background

Under the Energy Independence and Security Act of 2007 (EISA), the National Institute of
Standards and Technology (NIST) was assigned “primary responsibility to coordinate
development of a framework that includes protocols and model standards for information
management to achieve interoperability of Smart Grid devices and systems...” [EISA Section
1305].% This responsibility comes at a time when the electric power grid and electric power
industry are undergoing the most dramatic transformation in many decades. Very significant
investments are being made by industry and the federal government to modernize the power grid.
To realize the full benefits of these investments—and the continued investments forecast for the
coming decades—there is a continued need to establish effective smart grid®® standards and
protocols for interoperability.

A major impetus behind the increased investments has been the American Recovery and
Reinvestment Act of 2009 (ARRA), which provided the U.S. Department of Energy (DOE) with
$4.5 billion to modernize the electric power grid and to implement Title X111 of EISA. Two of
the programs established by DOE, the Smart Grid Investment Grants (SGIG) and the Smart Grid
Demonstration Program (SGDP), have generated a significant impact on the U.S. economy and
have resulted in substantial deployment of smart grid technologies.

An April 2013 report from DOE found that, as of March 2012, the total invested value of these
two programs—3$2.96 billion, including $1.48 billion of ARRA funds and $1.48 billion of
private sector matching funds—generated at least $6.8 billion in total economic output.®” The
report estimates that, by the conclusion of these two programs, $9.56 billion will have been spent
by the federal government and the private sector.

Recent investments in smart meters and synchrophasors are examples of the increasing
investments in technology seen across the smart grid ecosystem as a result of these two programs

% The Department of Energy (DOE) is the lead federal agency with responsibility for the smart grid. Under the
American Recovery and Reinvestment Act (ARRA), DOE has sponsored cost-shared smart grid investment grants,
demonstration projects, and other R&D efforts. The Federal Energy Regulatory Commission (FERC) is tasked with
initiating rulemakings for adoption of smart grid standards as necessary to ensure functionality and interoperability
when it determines that the standards identified in the NIST Framework development efforts have sufficient
consensus. See Section 1305 of the Energy Independence and Security Act of 2007. See
http://www.gpo.gov/fdsys/pkg/PLAW-110publ140/content-detail.html

36 While recognizing that the different names used for the future grid have meaningful distinctions to some
stakeholders, this report generally uses the term “smart grid.” The decision to use “smart grid” is not intended to
discount or supersede other terms used to describe a modernized grid that enables bidirectional flows of energy and
uses two-way communication and control capabilities that will lead to an array of new functionalities and
applications. Both capitalized and lower-case versions of the term are used in the Energy Independence and Security
Act of 2007. In this document, the lower-case version is used unless referring to a specific program, office, or title.

37 “Economic Impact of Recovery Act Investments in Smart Grid,” Department of Energy, April 2013.
http://www.smartgrid.gov/document/economic_impact_recovery act_investments smart_grid
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e Smart meters are being widely deployed. In 2011, there were more than 37.3 million
smart meters installed by 492 U.S. electric utilities.®® It is estimated that 61.8 million
smart meters will have been deployed in the U.S. by the end of 2013.%° On a global basis,
the International Energy Agency projects that cumulative installations of smart meters
will increase to almost one billion before the end of 2018.4°

e Installation of synchrophasors (or phasor measurement units, PMUSs), sensors that
provide real-time assessments of power system health to provide system operators with
better information for averting disastrous outages, has accelerated rapidly. The Western
Interconnection Synchrophasor Program (WISP), which includes participants in ten
western states, had installed more than 465 Phasor Measurement Units (PMUs) PMUs
throughout the west as of June 2013.%* DOE anticipates that once all of the ARRA
synchrophasor projects have been completed, there will be at least 1,043 networked
PMUs in place (compared to 166 in 2010), providing significantly greater coverage of the
U.S. bulk power system.*?

These recent U.S. investments in smart grid technology are just the beginning of a decades-long,
global effort to modernize the electric power grid. Internationally, many other countries are also
making significant smart grid investments. A recent forecast projects that the global market for
smart grid-related products and services will exceed $400 billion cumulatively by 2020.43

To ensure that the mounting investments made in smart grid technologies will be cost-effective,
the smart grid community needs to establish standards and protocols for interoperability. In the
absence of standards, there is a risk that the diverse smart grid technologies will become
prematurely obsolete or, worse, be implemented without adequate security measures. Lack of
standards may also impede future innovation and the realization of promising applications, such
as smart appliances responsive to price and demand response signals. Standards adopted or

38 http://www.eia.gov/tools/fags/fag.cfm?id=108&t=1 [Most recent annual data available as of January 10, 2013.]

39 hitp://smartgridresearch.org/standard/u-s-smart-meter-trends/

40 “Tracking Clean Energy Progress 2013,” International Energy Agency,
http://www.iea.org/publications/TCEP_web.pdf (see page 106 and 109).

41 See
http://www.google.com/url?sa=t&rct=j&g=&esrc=s&frm=1&source=web&cd=1&ved=0CCQQFjAA&url=http%3
A%2F%2Fwww.wecc.biz%2Fcommittees¥%2FBOD%2F20130625%2F Lists%2FPresentations%2F1%2FMark%252
0Maher%2520CE0%2520Update%25206-26-

2013.pdf&ei=D5AgU_jIHugp2QWu34HY Cw&usqg=AFQjCNEjXn12qgDVToOH4Rc5ILWNx9m-
y6w&bvm=bv.62788935,d.eW0

42 «“Synchrophasor Technologies and their Deployment in the Recovery Act Smart Grid Programs,” Department of
Energy, August 2013. See
http://www.smartgrid.gov/sites/default/files/doc/files/Synchrophasor%20Report%2008%2009%202013%20DOE%2
0(2)%20version_0.pdf

43 “Global Smart Grid Technologies and Growth Markets 2013 —2020,” GTM Research, July 2013.
http://www.greentechmedia.com/articles/read/smart-grid-market-to-surpass-400-billion-worldwide-by-
2020?utm_source=Daily&utm medium=Picture&utm_campaign=GTMDaily
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developed in support of this transition must also fully account for backward compatibility with
deployed technologies.

Moreover, standards enable economies of scale and scope that help to create competitive markets
in which vendors compete on the basis of a combination of price and quality. Market competition
promotes faster diffusion of smart grid technologies and realization of customer benefits. As
summarized in “A Policy Framework for the 21st Century Grid: A Progress Report,” a February
2013 report from the White House’s National Science and Technology Council,

“interoperability standards make markets more efficient, help open new international markets to
U.S. manufacturers, and reduce the costs of providing reliable, safe power to U.S. households
and businesses.”**

The importance of interoperability standards was highlighted in EISA as a key element of U.S.
energy policy. This document, Framework 3.0, provides a summary of NIST’s efforts to fulfill
its EISA role—to coordinate development of a framework that includes protocols and model
standards for information management to achieve interoperability of smart grid devices and
systems.

Since 2009, NIST has worked cooperatively with industry to develop and refine this framework.
The process has resulted in a solid foundation and platform. Key standards have been identified,
and critical standards gaps have been filled. Guidance and tools have been provided to advance
smart grid architectures, cybersecurity, and testing and certification. A robust consensus-building
stakeholder engagement process and organization—the Smart Grid Interoperability Panel—has
been established, and it is expected to provide for continued development and implementation of
standards to meet the needs of industry and consumers and to keep pace with the rapid advance
of technology.

However, NIST’s job—as well as the job of the broader national and global smart grid
community—is far from complete. Development of a standard is not a one-time project. Initially
developed standards are reviewed and revised periodically in a continual process of maturation.
Similarly, the NIST Framework has undergone reviews and revisions as technology matures.
This document is the third installment in an ongoing standards coordination and harmonization
process. Ultimately, this process will deliver the hundreds of communication protocols, standard
interfaces, and other widely accepted and adopted technical specifications necessary to build an
advanced, secure electric power grid with two-way communication and control capabilities.

The NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 3.0,
builds upon the work in Releases 1.0 (January 2010) and 2.0 (February 2012). Releases 1.0 and
2.0 of the NIST Framework document contained information obtained through an open public
process that engaged both the broad spectrum of smart grid stakeholder communities and the
general public. NIST also consulted with stakeholders through extensive outreach efforts. The
timeline for the development of the Release 1.0, Release 2.0, and Release 3.0 Framework
documents is displayed in Fig. 1-1, which shows the history of NIST activities in smart grid.

4 http://www.whitehouse.gov/sites/default/files/microsites/ostp/2013_nstc_grid.pdf
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A History of NIST and the Smart Grid
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Fig. 1-1. A History of NIST and the Smart Grid

Release 1.0 described a high-level conceptual reference model for the smart grid that identified
75 existing standards that are applicable (or likely to be applicable) to the ongoing development

of the smart grid; specified 15 high-priority gaps and harmonization issues (in addition to

cybersecurity) for which new or revised standards and requirements are needed; documented
action plans with aggressive timelines by which designated standards-setting organizations

(SSOs) will address these gaps; and described the strategy to establish requirements and
standards to help ensure better smart grid cybersecurity. This document served as guidance for
the national and international smart grid community.

Release 2.0 built on the work reported in Release 1.0. Throughout the document, facts and
figures were updated. Two new chapters—one on the Smart Grid Interoperability Panel (SGIP)
and one on the framework for smart grid interoperability testing and certification—were added.
Existing chapters on architecture and cybersecurity were significantly expanded to reflect
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accomplishments and ongoing work. The number of standards identified as applicable or likely
to be applicable to the ongoing development of the smart grid was increased to 96.

The NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 3.0,
further builds upon the work in Releases 1.0 and 2.0, and is based on updated information and
input from relevant stakeholders. Release 3.0 includes a description of the Smart Grid
Interoperability Panel (SGIP) now that it has become an independent entity (Chapter 3); an
update to the progress of the Priority Action Plans (PAPS) in closing the previously identified
high-priority gaps (Appendix D); a description of the smart grid conceptual reference model and
conceptual architectural framework that was developed by the SGIP’s Smart Grid Architecture
Committee (SGAC) (Chapter 5); an expanded cybersecurity section (Chapter 6); updates to the
testing and certification section (Chapter 7); and a summary of cross-cutting and future issues,
including discussions of reliability and electromagnetic interference topics (Chapter 8).

While the SGIP is now an incorporated private entity, NIST maintains an active leadership role
in many of the SGIP’s working groups and committees.

1.2.  Use of this Framework

The results of NIST’s ongoing technical work reflected in this framework document should
assist industry utilities, vendors, academia, regulators, system integrators and developers, and
other smart grid stakeholders in future decision making. This document includes a compendium
of interoperability standards that, in NIST’s engineering judgment, are foundational to the smart
grid. Standards identified in Table 4-1, below, have gone through a full vetting process, and are
expected to stand the “test of time” as useful building blocks for firms producing devices and
software for the smart grid, as well as for utilities, regulators, academia, and other smart grid
stakeholders. It is important to note that these standards are not static as they mature. Standards
undergo continuing revisions to add new functionalities, integrate with legacy standards,
harmonize/align with overlapping standards, and remedy shortcomings that are discovered as
their implementations undergo interoperability testing.

The following stakeholder groups will find specific information in this framework document
most useful:

e For utilities and suppliers concerned with how best to understand and implement the
smart grid, the document provides a compendium of reference standards (Chapter 4), an
architectural framework that provides guidance and core services to identify fundamental
interactions, applications, requirements and organizational change to establish new or
integrate legacy implementations (Chapter 5), an introduction to the extensive body of
work available from NIST concerning smart grid privacy and security (Chapter 6), and a
taxonomy of the various smart grid domains (Appendix B).

e For testing laboratories and certification organizations, the testing and certification
chapter (Chapter 7) provides updates on efforts now under way to enable vendors and
other smart grid stakeholders to certify the interoperability of devices being considered
for a specific smart grid deployment.
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e For those in academia, this document provides a benchmark of considerable progress
made in advancing the hundreds of standards required for the smart grid. In addition,
Chapter 8 and summaries of various PAP subgroup efforts in Appendix D point to
additional research and innovation needed to fill gaps in our collective understanding of
the tools, systems, and policies needed to deploy and manage what will be the largest
single network yet deployed in the United States.

e For regulators, the framework serves as a general introduction to both the challenge and
promise of the Smart Grid (Executive Summary, Chapter 1, and Chapter 2), a guide to
workable standards useful to delivering the best value for consumers by ensuring that
technical investments by energy providers utilize standards wisely (Chapter 4), and an
introduction to extensive work now under way considering smart grid privacy and
security matters (Chapter 6).

1.3.  Key Concepts

The expedited development and evolution of an interoperability framework and a roadmap for
underpinning standards, such as those outlined in this document, is a fundamental aspect of the
overall transformation to a smart grid infrastructure. Although electric utilities are ultimately
responsible for the safe and reliable operation of the grid, many other participants are involved in
the evolution of the existing electric power infrastructure. Technical contributions from
numerous stakeholder communities are required to realize an interoperable, secure smart grid.
Because of the diversity of technical and industrial perspectives involved, most participants in
the roadmapping effort are familiar with only subsets of smart grid-related standards. Few have
detailed knowledge of all pertinent standards, even in their own industrial and technical area.

To facilitate broad and balanced input from all smart grid stakeholders, the SGIP*® was
established:

e To create a forum with balanced stakeholder governance that would bring together
stakeholders with expertise in the many various areas necessary for the smart grid,
including areas such as power engineering, information communication technologies,
architecture, systems engineering, and life-cycle management

e To support development of consensus for smart grid interoperability standards

e To provide a source of expert input for the interoperability standards framework and
roadmap

This report contributes to an increased understanding of the key elements critical to realization of
the smart grid, including standards-related priorities, strengths and weaknesses of individual
standards, the level of effective interoperability among different smart grid domains, and
cybersecurity requirements.

45 A more detailed description of the SGIP can be found in Chapter 3.
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1.3.1. Definitions

Different stakeholders may hold a variety of definitions for the important terms that appear
throughout the roadmap. To facilitate clear stakeholder discourse, NIST used the following
definitions for the key terms below:

Architecture: The structure and overall organization of the smart grid from the point of view of
its use or design. This includes technical and business designs, demonstrations, implementations,
and standards that together convey a common understanding of the smart grid. The architecture
embodies high-level principles and requirements that designs of smart grid applications and
systems must satisfy.*®

Architecture Process: A process that identifies in a phased fashion the necessary business-
through-product requirements to implement a desired functionality with insight into the effects
new capability may impose on existing business units’ manual and automated processes. It
includes a set of views (diagrams) and descriptions that provides the basis for discussing the
characteristics, uses, behavior/processes, interfaces, requirements, and standards of the smart
grid. This architecture process does not represent the final architecture of the smart grid; rather, it
is a tool for describing, discussing, and developing a sustainable architecture.

Energy Services Interface (ESI): The device or application that functions as the gateway
between the energy providers and consumers. Located on the consumer side of the exchange, this
can have many forms. Its purpose is to facilitate communications between the consumer and the
energy provider.

Functional Requirement: A requirement that specifies a function that a system or system
component must be able to perform.*’

Harmonization: The process of achieving technical equivalency and enabling interchangeability
between different standards with overlapping functionality. Harmonization requires an
architecture that documents key points of interoperability and associated interfaces.

Interchangeability: The ability of two or more devices or components to be interchanged
without making changes to the other components or devices and without degradation in system
performance.

Interoperability: The capability of two or more networks, systems, devices, applications, or
components to work together, and to exchange and readily use information—securely,
effectively, and with little or no inconvenience to the user. The smart grid will be a system of
interoperable systems; that is, different systems will be able to exchange meaningful, actionable

46 pacific Northwest National Laboratory, U.S. Department of Energy. Gridwise™ Architecture Tenets and
Illustrations, PNNL-SA-39480 October 2003.

47 |EEE 610.12-1990-IEEE Standard Glossary of Software Engineering Terminology. See
http://standards.ieee.org/findstds/standard/610.12-1990.html

20


http://standards.ieee.org/findstds/standard/610.12-1990.html

This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108R3

information in support of the safe, secure, efficient, and reliable operations of electric systems.
The systems will share a common meaning of the exchanged information, and this information
will elicit agreed-upon types of response. The reliability, fidelity, and security of information
exchanges between and among smart grid systems must achieve requisite performance levels.*®

Mature Standard: A mature standard is a standard that has been in use for a sufficient time that
most of its initial faults and inherent problems have been identified and removed or reduced by
further development.

Non-Functional Requirement: A non-functional requirement is a statement that specifies a
constraint about how a system must behave to meet functional requirements.

Reliability: The ability of a system or component to perform its required functions under stated
conditions for a specified period of time. It is often measured as a probability of failure or a
measure of availability. However, maintainability is also an important part of reliability
engineering. In addition to reliability of information technology, it covers power system
equipment and reliability requirements of electric utilities.

Requirement: 1) A condition or capability needed by a user to solve a problem or achieve an
objective. 2) A condition or capability that must be met or possessed by a system or system
component to satisfy a contract, standard, specification, or other formally imposed document.*°

Resiliency: The attribute that allows a grid to better sustain and more quickly recover from
adverse events such as attacks or natural disasters. Grid resiliency includes hardening, advanced
capabilities, and recovery/reconstitution. Although most attention is placed on best practices for
hardening, resiliency strategies must also consider options to improve grid flexibility and control.
Resiliency also includes reconstitution and general readiness, outage management, use of mobile
transformers and substations, and participation in mutual assistance groups.*

Standards: Specifications that establish the fitness of a product for a particular use or that define
the function and performance of a device or system. Standards are key facilitators of
compatibility and interoperability. They define specifications for languages, communication
protocols, data formats, linkages within and across systems, interfaces between software
applications and between hardware devices, and much more. Standards must be robust so that
they can be extended to accommodate future applications and technologies. An assortment of
organizations develops voluntary standards and specifications, which are the results of processes
that vary on the basis of the type of organization and its purpose. These organizations include,
but are not limited to, standards development organizations (SDOs), standards-setting
organizations (SSOs), and user groups.

48 GridwWise Architecture Council, Interoperability Path Forward Whitepaper, November 30, 2005 (v1.0)
49 |EEE Std 610.12.

%0 “Economic Benefits of Increasing Electric Grid Resilience to Weather Outages,” Executive Office of the
President, August 2013. See http://energy.gov/downloads/economic-benefits-increasing-electric-grid-resilience-

weather-outages
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Additional terms pertinent to cybersecurity and to other important security-related considerations
relevant to the safety, reliability, and overall performance of the smart grid and its components
are defined in the Guidelines to Smart Grid Cyber Security (NISTIR 7628%Y).

1.3.2.

Applications and Requirements: Nine Priority Areas

The smart grid will ultimately require hundreds of standards. Some are more urgently needed
than others. To prioritize its work, NIST chose to focus on seven key functionalities plus
cybersecurity and network communications. These functionalities are especially critical to
ongoing and near-term deployments of smart grid technologies and services, and they include the
priorities recommended by the Federal Energy Regulatory Commission (FERC) in its policy
statement:>?

Demand response and consumer energy efficiency: Provide mechanisms and
incentives for utilities, business, industrial, and residential customers to modify energy
use during times of peak demand or when power reliability is at risk. Demand response is
necessary for optimizing the balance of power supply and demand. With increased access
to detailed energy consumption information, consumers can also save energy with
efficiency behavior and investments that achieve measurable results. In addition, they can
learn where they may benefit with additional energy efficiency investments.

Wide-area situational awareness: Utilizes monitoring and display of power-system
components and performance across interconnections and over large geographic areas in
near real time. The goals of situational awareness are to understand and ultimately
optimize the management of power-network components, behavior, and performance, as
well as to anticipate, prevent, or respond to problems before disruptions arise.

Distributed Energy Resources (DER): Covers generation and/or electric storage
systems that are interconnected with distribution systems, including devices that reside on
a customer premise, “behind the meter.” DER systems utilize a wide range of generation
and storage technologies such as renewable energy, combined heat and power generators
(CHP), fixed battery storage, and electric vehicles with bi-directional chargers. DER
systems can be used for local generation/storage, can participate in capacity and ancillary
service markets, and/or can be aggregated as virtual power plants. Advanced grid-
interactive DER functionalities, enabled by smart inverter interconnection equipment, are
becoming increasingly available (and required in some jurisdictions) to ensure power
quality and grid stability while simultaneously meeting the safety requirements of the
distribution system. Advanced DER functionalities also enable new grid architectures
incorporating “microgrids” that can separate from the grid when power is disrupted and
can interact in cooperation with grid operations to form a more adaptive resilient power
system.

51 hitp://csre.nist.gov/publications/PubsNISTIRs.htmI#NIST-IR-7628

52 Federal Energy Regulatory Commission, Smart Grid Policy, 128 FERC {61,060 [Docket No. PL09-4-000]
July 16, 2009, http://www.ferc.gov/whats-new/comm-meet/2009/071609/E-3.pdf
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e Energy Storage: Means of storing energy, directly or indirectly. The most common bulk
energy storage technology used today is pumped hydroelectric storage technology. New
storage capabilities—especially for distributed storage—would benefit the entire grid,
from generation to end use.

e Electric transportation: Refers primarily to enabling large-scale integration of plug-in
electric vehicles (PEVSs). Electric transportation could significantly reduce U.S.
dependence on foreign oil, increase use of renewable sources of energy, provide electric
energy storage to ameliorate peak-load demands, and dramatically reduce the nation’s
carbon footprint.

e Network communications: Refers to a variety of public and private communication
networks, both wired and wireless, that will be used for smart grid domains and
subdomains. Given this variety of networking environments, the identification of
performance metrics and core operational requirements of different applications, actors,
and domains—in addition to the development, implementation, and maintenance of
appropriate security and access controls—is critical to the smart grid. In addition, as
FERC notes, a ... cross-cutting issue is the need for a common semantic framework
(i.e., agreement as to meaning) and software models for enabling effective
communication and coordination across inter-system interfaces. An interface is a point
where two systems need to exchange data with each other. Effective communication and
coordination occurs when each of the systems understands and can respond to the data
provided by the other system, even if the internal workings of the system are quite
different.”?

e Advanced metering infrastructure (AMI): Provides near real-time monitoring of
power usage. These advanced metering networks are of many different designs and could
also be used to implement residential demand response including dynamic pricing. AMI
consists of the communications hardware and software, and the associated system and
data management software, that together create a two-way network between advanced
meters and utility business systems, enabling collection and distribution of information to
customers and other parties, such as the competitive retail supplier or the utility itself.

e Distribution grid management: Focuses on maximizing performance of feeders,
transformers, and other components of networked distribution systems and integrating
them with transmission systems and customer operations. As smart grid capabilities, such
as AMI and demand response are developed, and as large numbers of distributed energy
resources and PEVs are deployed, the automation of distribution systems becomes
increasingly more important to the efficient and reliable operation of the overall power
system. The anticipated benefits of distribution grid management include increased
reliability, reductions in peak loads, increased efficiency of the distribution system, and
improved capabilities for managing distributed sources of renewable energy.

e Cybersecurity: Encompasses measures to ensure the confidentiality, integrity, and
availability of the electronic information communication systems and the control systems

%3 Smart Grid Policy; Final Rule Federal Register / Vol. 74, No. 142 / Monday, July 27, 2009 / Rules and
Regulations, FERC. See http://www.gpo.gov/fdsys/pkg/FR-2009-07-27/html/E9-17624.htm
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necessary for the management, operation, and protection of the smart grid’s energy,
information technology, and telecommunications infrastructures.>*

1.4. Framework Content Overview

Chapter 2, “Smart Grid Visions,” provides a high-level description of the envisioned smart grid
and describes major organizational drivers, opportunities, challenges, and anticipated benefits.

Chapter 3, “Smart Grid Interoperability Panel,” presents the mission and structure of the SGIP.
The SGIP is an incorporated private/public non-profit partnership funded by industry
stakeholders in cooperation with the federal government. It is a membership-based organization
established to support NIST and to identify, prioritize, and address new and emerging
requirements for smart grid standards. The SGIP provides a venue for stakeholders to interact
with NIST in the ongoing coordination, acceleration, and harmonization of standards
development for the smart grid. (Additional details are provided in Appendix D.)

Chapter 4, “Standards Identified for Implementation,” presents and describes existing standards
and emerging specifications applicable to the smart grid. It includes descriptions of selection
criteria and methodology, a general overview of the standards identified by stakeholders in the
NIST-coordinated process, and a discussion of their relevance to smart grid interoperability
requirements.

Chapter 5, “Architectural Framework,” presents an evolution from static reference architectures
to a disciplined process identifying requirements and impacts of smart grid requirements. This
process includes views (diagrams) and descriptions that are the basis for discussing the
characteristics, uses, behavior, processes, interfaces, requirements, and standards of the smart
grid. Because the smart grid is an evolving networked system of systems, this methodology
provides guidance for SSOs, end-users, and solution providers with detailed views of smart grid
architecture. (Additional details are provided in Appendices B and C.)

Chapter 6, “Cybersecurity Strategy,” provides an overview of the content of NISTIR 7628 and
the go-forward strategy of the Smart Grid Cybersecurity Committee (SGCC). Cybersecurity is
now being expanded to address the following: combined power systems; IT and communication
systems required to maintain the reliability of the smart grid; physical security of all components;
reduced impact of coordinated cyber-physical attacks; and privacy of consumers.

Chapter 7, “Testing and Certification Framework,” provides details on an assessment of existing
smart grid standards testing programs and high-level guidance for the development of a testing
and certification framework. This chapter includes a comprehensive roadmap and operational
framework for how testing and certification of smart grid devices will be conducted.

Chapter 8, “Cross-cutting Issues and Future Issues,” contains a high-level overview of some of
the anticipated areas of interest to the smart grid community, including electromagnetic
disturbance and interference, the implementability of standards, and R&D needs.

% 1bid.
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2. Smart Grid Visions

2.1. Overview of Smart Grid: Definitions, Costs, Benefits, and Standards

In the United States and internationally, modernization of the electric power grid is central to
national efforts to increase reliability, resiliency, sustainability, and energy efficiency; transition
to renewable sources of energy; reduce greenhouse gas emissions; implement secure smart grid
technologies and address cybersecurity and privacy issues; support a growing fleet of electric
vehicles; and build a sustainable economy that ensures prosperity for future generations.

For the United States, one report from the Electric Power Research Institute®® estimates that the
investment costs,® over 20 years, to achieve a fully functioning smart grid may approach $500
billion. Globally, several trillion dollars will be spent in the coming decades to build elements of
what ultimately will be “smart” electric power grids. A 2013 report from the International
Energy Agency®’ found that 2012 global public and private investment in smart grid
technologies and applications was nearly $14 billion, a four-fold increase from 2008. It is
expected to increase to more than $25 billion in 2018.

Definitions and terminology vary somewhat, but all notions of an advanced power grid for the
21st century include the addition and integration of many varieties of digital computing and
communication technologies and services with the power-delivery infrastructure. Bidirectional
flows of energy and two-way communication and control capabilities will enable an array of new
functionalities and applications that go well beyond “smart” meters for homes and businesses.

The Energy Independence and Security Act of 2007 (EISA), which directed the National
Institute of Standards and Technology (NIST) to coordinate development of this framework and
roadmap, states that national policy supports the creation of a smart grid. Distinguishing
characteristics of the smart grid cited in EISA include:®

e Increased use of digital information and controls technology to improve reliability,
security, and efficiency of the electric grid
e Dynamic optimization of grid operations and resources, with full cybersecurity

e Deployment and integration of distributed resources and generation, including renewable
resources

%5 Estimating the Costs and Benefits of the Smart Grid: A Preliminary Estimate of the Investment Requirements and
the Resultant Benefits of a Fully Functioning Smart Grid” EPRI March 2011. See
http://www.smartgrid.gov/sites/default/files/doc/files/Estimating_Costs Benefits_Smart_Grid_Preliminary Estimat

e_In_201103.pdf

%6 «estimated net investment needed to realize the envisioned power delivery system (PDS) of the future”

57 “Tracking Clean Energy Progress 2013,” International Energy Agency.
http://www.iea.org/publications/TCEP_web.pdf (see page 110). Costs include “advanced metering infrastructure,
distribution automation, and advanced smart grid applications”

58 Energy Independence and Security Act of 2007 [Public Law No: 110-140] Title XIII, Sec. 1301.
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e Development and incorporation of demand response, demand-side resources, and energy-
efficiency resources

e Deployment of ‘‘smart’’ technologies for metering, communications concerning grid
operations and status, and distribution automation

e Integration of ‘‘smart’” appliances and consumer devices

e Deployment and integration of advanced electricity storage and peak-shaving
technologies, including plug-in electric and hybrid electric vehicles, and thermal-storage
air conditioning

e Provision to consumers of timely information and control options

e Development of standards for communication and interoperability of appliances and
equipment connected to the electric grid, including the infrastructure serving the grid

e |dentification and lowering of unreasonable or unnecessary barriers to adoption of smart
grid technologies, practices, and services

The smart grid will bring a wide variety of benefits. A list of anticipated benefits is found in
Figure 2-1.
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Anticipated Smart Grid Benefits
A modernized national electrical grid:
e Improves power reliability and quality

e Optimizes facility utilization and averts construction
of backup (peak load) power plants

e Enhances capacity and efficiency of existing electric
power networks

e Improves resilience to disruption by natural disasters
and attacks

e Enables predictive maintenance and “self-healing”
responses to system disturbances

o Facilitates expanded deployment of renewable energy
sources

e Accommodates distributed power sources
e Automates maintenance and operation

¢ Reduces greenhouse gas emissions by enabling electric
vehicles and new power sources

e Reduces fossil fuel consumption by reducing the need
for gas turbine generation during peak usage periods

e Presents opportunities to improve grid security

e Enables transition to plug-in electric vehicles and new
energy storage options

e Provides consumers with actionable and timely
information about their energy usage

¢ Increases consumer choice, and enables new products,
services, and markets

Fig. 2-1. Anticipated Smart Grid Benefits

The U.S. Department of Energy (DOE), which leads the overall federal smart grid effort, has
developed a series of metrics to monitor the progress of smart grid deployments in the United
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States and assess the benefits achieved to date. In its Report to Congress, DOE tracks activities
grouped under six chief benefits/characteristics of the envisioned smart grid:®®

e Enables informed participation by customers

e Accommodates all generation and storage options

e Enables new products, services, and markets

e Provides power quality for the range of needs

e Optimizes asset utilization and operating efficiency

e Operates resiliently to disturbances, attacks, and natural disasters

In a 2011 report, the Electric Power Research Institute (EPRI) estimated the costs and benefits of
a fully functioning smart grid in the United States (see Table 2.1) and found that the benefits
outweigh the costs by a ratio of 2.8 to 6.0.%° (The report is entitled “preliminary,” but no further
report is available as of August 2014.)

20-Year Total

($billion)
Net Investment Required 338 - 476
Net Benefit 1,294 — 2,028
Benefit-to-Cost Ratio 2.8-6.0

Table 2-1. Summary of Estimated Cost and Benefits of the Smart Grid®

An October 2013 report from the Smart Grid Consumer Collaborative provided a review and
synthesis of research on smart grid benefits and costs.®? The report concluded that “smart grid
investment is likely to offer economic benefits in excess of costs” and “smart grid investment
offers significant reductions in environmental impact.” The report’s detailed analyses include
estimates of direct and indirect economic benefits per customer per year, as well as estimates of
“carbon dioxide equivalent reduction” per customer per year. Based on assumptions outlined in

%9'U.S. Department of Energy, 2010 Smart Grid System Report, Biennial Report to Congress, February 2012. See
http://energy.gov/sites/prod/files/2010%20Smart%20Grid%20System%20Report.pdf

80 Estimating the Costs and Benefits of the Smart Grid: A Preliminary Estimate of the Investment Requirements and
the Resultant Benefits of a Fully Functioning Smart Grid” EPRI March 2011
http://www.smartgrid.gov/sites/default/files/doc/files/Estimating_Costs Benefits Smart Grid_Preliminary Estimat

e_In_201103.pdf

61 Estimating the Costs and Benefits of the Smart Grid: A Preliminary Estimate of the Investment Requirements and
the Resultant Benefits of a Fully Functioning Smart Grid” EPRI March 2011. See
http://www.smartgrid.gov/sites/default/files/doc/files/Estimating_Costs_Benefits Smart_Grid_Preliminary Estimat

e_In_201103.pdf

62 http://smartgridcc.org/sgccs-smart-grid-environmental-and-economic-benefits-report
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the report, the ratio of benefits to costs for the smart grid ranged from 1.5 (“reference case”) to
2.6 (“ideal case”).

Role of Standards and Interoperability in Achieving the Smart Grid Vision

Within the context of the significant costs and benefits associated with the smart grid (see Table
2.1), interoperability and cybersecurity standards are key to achieving benefits as well as
managing overall costs. Therefore, NIST’s EISA-identified role—to coordinate the development
of a framework of protocols and model standards—represents a critical element of the overall
smart grid vision.

DOE explicitly recognizes that underpinning standards infrastructure will realize benefits:

The applications of advanced digital technologies (i.e., microprocessor-based
measurement and control, communications, computing, and information systems) are
expected to greatly improve the reliability, security, interoperability, and efficiency of the
electric grid, while reducing environmental impacts and promoting economic growth.
Achieving enhanced connectivity and interoperability will require innovation, ingenuity,
and different applications, systems, and devices to operate seamlessly with one another,
involving the combined use of open system architecture, as an integration platform, and
commonly-shared technical standards and protocols for communications and information
systems. To realize smart grid capabilities, deployments must integrate a vast number of
smart devices and systems.®

Similarly, the International Energy Agency, in its 2013 report, highlights the following two key

points in the section titled “Technology Developments”:%*

e Integration of the many individual smart grid technologies is the largest challenge in
development and deployment of smart grids.

e Interoperability, put into practice through technical standards and grid codes, is a key
element of technology development.

In undertaking its important assignment and developing a framework of protocols and model
standards, NIST has followed the guidance of EISA, which stipulates that the framework
embody the following characteristics:®

83 U. S. Department of Energy, Office of Electricity Delivery and Energy Reliability, Recovery Act Financial
Assistance Funding Opportunity Announcement, Smart Grid Investment Grant Program, DE-FOA-0000058,
June 25, 2009.

84 “Tracking Clean Energy Progress 2013, International Energy Agency.
http://www.iea.org/publications/TCEP_web.pdf (see page 110 and 111)

8 Quotes in the bulleted list are from the Energy Independence and Security Act of 2007 [Public Law No: 110-140]
Title XIII, Sec. 1305.
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e That the framework be “flexible, uniform and technology neutral, including but not
limited to technologies for managing Smart Grid information”

e That it “be designed to accommodate traditional, centralized generation and transmission
resources and consumer distributed resources”

e That it be “designed to be flexible to incorporate regional and organizational differences;
and technological innovations”

That it be “designed to consider the use of voluntary uniform standards for certain classes of
mass-produced electric appliances and equipment for homes and businesses that enable
customers, at their election and consistent with applicable State and Federal laws, and are
manufactured with the ability to respond to electric grid emergencies and demand response
signals”; and that “such voluntary standards should incorporate appropriate manufacturer lead
time.”

2.2. Importance to National Energy Policy Goals

The smart grid is a vital component of the Administration’s comprehensive energy plan, which
aims to reduce U.S. dependence on foreign oil, to create jobs, and to help U.S. industry compete
successfully in global markets for clean energy technology. Throughout the duration of his
administration, the president has repeatedly set ambitious long- and short-term goals,
necessitating sustained progress in implementing the components, systems, and networks that
will make up the smart grid.

In his 2013 “State of the Union” address, the president called once again for infrastructure
investment that would include “self-healing power grids,” and he set a long-term goal in energy
efficiency: to “cut in half the energy wasted by our homes and businesses over the next 20
years.” In a major energy policy speech in July 2013, the president also set a shorter-term goal:
“Your federal government will consume 20 percent of its electricity from renewable sources
within the next seven years.”®’

The smart grid will play an important role in helping the nation achieve these goals. The Pacific
Northwest National Laboratory (PNNL) studied nine mechanisms by which the smart grid can
reduce energy use and carbon impacts associated with electricity generation and delivery, and
has estimated that, by 2030, smart grid-enabled (or facilitated) applications could reduce the
nation’s carbon-dioxide emissions by 18% annually.®®

Although national policy to create a smart grid was first stated explicitly in EISA 2007, the
policy’s implementation received its biggest push two years later, with the enactment of the

% The White House, Office of the Press Secretary, “Remarks by the President in State of the Union Address.”
February 12, 2013. See: http://www.whitehouse.gov/the-press-office/2013/02/12/remarks-president-state-union-
address

67 See http://www.whitehouse.gov/the-press-office/2013/06/25/remarks-president-climate-change

8 The Smart Grid: An Estimation of the Energy and CO2 Benefits, Revision 1 (January 2010) PNNL. See
http://energyenvironment.pnnl.gov/news/pdf/PNNL-19112 Revision_1_Final.pdf
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American Recovery and Reinvestment Act (ARRA) of 2009. Referred to often as the Recovery
Act, this legislation included $11 billion for smart grid technologies, transmission system
expansion and upgrades, and other investments to modernize and enhance the electric
transmission infrastructure to improve energy efficiency and reliability.%® The lead role in smart
grid was assigned to the Department of Energy (DOE). DOE’s Smart Grid Investment Grants
(SGIG) and Smart Grid Demonstration Projects (SGDP) have yielded significant results in key
areas, such as improving electric distribution system reliability; implementing advanced
metering, customer systems, and time-based rates; adding advanced voltage and volt-ampere
reactive (VAR) optimization (VVO) technologies; and installing advanced metering
infrastructure (AMI).7° All of the SGIG and SGDP recipients are required to address both
interoperability and cybersecurity in their smart grid projects.” Figure 2-2 shows the location of
the projects funded by Smart Grid Investment Grants (SGIG) program.

Ll A
.l SEKE Projects
W Ceponizofions cepioving fechnglogy levesnging SEIG funding i‘lk_

Fig. 2-2. The SGIG Program: 99 Projects Involving 228 Electric Utilities and Other
Organizations’ 3

59 The White House, “American Recovery and Reinvestment Act: Moving America Toward a Clean Energy
Future.” Feb. 17, 2009. See: http://www.whitehouse.gov/assets/documents/Recovery Act_Energy 2-17.pdf

70 See http://energy.gov/oe/downloads/reports-initial-results-smart-grid-investment-grant-projects-december-2012

1 See http://www.smartgrid.gov/recovery act/overview/standards_interoperability and cyber security

2 A breakdown of projects and funding by recipients appears on p. 7 of
http://energy.gov/sites/prod/files/Smart%20Grid%20Investment%20Grant%20Program%20-
%?20Progress%20Report%20July%202012.pdf

3 Smart Grid Investment Grant Program—Progress Report 11, October 2013. See
http://www.smartgrid.gov/sites/default/files/doc/files/SGIG progress_report 2013.pdf
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As part of the Recovery Act’s overall investment in smart grid, $10 million via DOE was
allocated for the interoperability standards effort assigned to NIST, augmented by an additional
$2 million from DOE and an additional $5 million from NIST, for a total ARRA-funded
investment of $17 million.

Another key policy-related milestone in the smart grid timeline occurred in June 2011, when the
White House released a report by the Cabinet-level National Science and Technology Council
(NSTC) entitled “A Policy Framework for the 21st Century Grid: Enabling Our Secure Energy
Future.”’* This report outlined four overarching goals the Administration would pursue in order
to ensure that all Americans benefit from investments in the nation’s electric infrastructure:

e Enabling cost-effective smart grid investments
e Unlocking the potential of innovation in the electricity sector
e Empowering consumers and enabling informed decision making

e Securing the grid

The report called for continued federal effort to catalyze the development and adoption of open
standards to ensure that the following benefits are realized:

e Today’s investments in the smart grid remain valuable in the future. Standards can
ensure that smart grid investments made today will be compatible with advancing
technology. Similarly, standards can ensure that smart grid devices are installed with
proper consideration of the necessary security to enable and protect the grid of tomorrow.

e Innovation is catalyzed. Shared standards and protocols help reduce investment
uncertainty by ensuring that new technologies can be used throughout the grid, lowering
transaction costs and increasing compatibility. Standards also encourage entrepreneurs by
enabling a significant market for their work.

e Consumer choice is supported. In the absence of smart grid interoperability standards,
open standards developed in a consensus-based, collaborative, and balanced process can
alleviate concerns that companies may attempt to “lock-in” consumers by using
proprietary technologies that make their products (and, therefore, their consumers’ assets)
incompatible with other suppliers’ products or services.

e Costs are reduced. Standards can reduce market fragmentation and help create
economies of scale, providing consumers greater choice and lower costs.

e Best practices are highlighted as utilities face new and difficult choices. Standards
can provide guidance to utilities as they face novel cybersecurity, interoperability, and
privacy concerns.

4 http://www.whitehouse.gov/sites/default/files/microsites/ostp/nstc-smart-grid-june2011.pdf
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e Global markets are opened. Development of international smart grid interoperability
standards can help to open global markets, create export opportunities for U.S.
companies, and achieve greater economies of scale and vendor competition that will
result in lower costs for utilities and ultimately consumers.

The NSTC has updated its 2011 report with a progress report in February 2013.7 This report
highlights the progress of NIST and the Smart Grid Interoperability Panel in “establishing new
interoperability standards to spur private-sector innovation.” Reiterating the important role of
standards, the report concludes, “Interoperability standards make markets more efficient, help
open new international markets to U.S. manufacturers, and reduce the costs of providing reliable,
safe power to U.S. households and businesses.”

Another important national policy goal for the current administration has been to open up the
availability of data to spur innovation, enable consumer choice, and create value. In the energy
sector, the success of the Green Button Initiative’® provides an excellent example of how the
work of NIST and the SGIP to coordinate and accelerate interoperable standards is helping to
achieve those goals.”” “Green Button” is the common-sense idea that electricity customers
should be able to securely download their own easy-to-understand household energy usage
information from their utility or electricity supplier website. As of May 2013, the White House
reported that 35 utilities and energy providers had committed to provide 36 million homes and
businesses with their own energy usage information in the consensus, industry-standard Green
Button format.®

2.3. International Smart Grid Standards

The United States is not alone in its initiative to modernize the electric grid. Many other
countries—across six continents—have launched significant efforts to encourage the
development of the smart grid in their own countries and regions.

As countries move forward with individual initiatives, internationally coordinated and
harmonized smart grid efforts will be essential.

International coordination will provide a double benefit:

e As the United States and other nations construct their smart grids, use of international
standards ensures the broadest possible market for smart grid suppliers based in the
United States. By helping these American companies export their smart grid products,
technologies, and services overseas, we will be encouraging innovation and job growth in
a high-tech market of growing importance.

S http://www.whitehouse.gov/sites/default/files/microsites/ostp/2013_nstc_grid.pdf

76 See http://www.greenbuttondata.org

7 See http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPMemberNews/SGIPnews_032212.pdf

78 See http://www.whitehouse.gov/blog/2013/05/02/green-button-enabling-energy-innovation
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e The use of international standards results in efficiency for manufacturers and encourages
supplier competition. As a result, costs will be lower, and those savings will benefit
utilities and consumers.

NIST has devoted considerable resources to and cooperation in bilateral and multilateral
engagement with other countries in the development of international standards for the smart grid.
The NIST Framework and the Smart Grid Interoperability Panel have received widespread
international attention. Examples of recent NIST activities in the international arena include the
following:

e In September 2011, NIST and the European Union’s Smart Grid Coordination Group
(SG-CG) published a white paper outlining the two organizations’ plans for
collaboration.’”® In December 2011, the SGIP signed a Letter of Intent (LOI) with SG-CG.
The cooperative efforts between Americans and Europeans have continued with a
number of virtual and face-to-face meetings. The work being undertaken to harmonize
architectures has been especially productive. (See Section 2.4 for further details.)

e Under DOE’s leadership, NIST and the International Trade Administration (ITA) have
helped establish the International Smart Grid Action Network (ISGAN),2 a multinational
collaboration of 24 countries and the European Union. ISGAN complements the Global
Smart Grid Federation,?! a global stakeholder organization which serves as an
"association of associations" to bring together leaders from smart grid stakeholder
organizations around the world.

e NIST has played a key role in smart grid-related meetings held by the Asia-Pacific
Economic Cooperation (APEC). With 21 members—referred to as “member
economies”—APEC is the premier Asia-Pacific economic forum, representing
approximately 40 percent of the world's population, 54 percent of world GDP, and 44
percent of world trade. APEC’s primary goal is to support sustainable economic growth
and prosperity in the Asia-Pacific region. The United States, on behalf of the Asia Pacific
Economic Cooperation (APEC) Subcommittee on Standards and Conformance,
organized a Workshop on Regulatory Approaches to Smart Grid Investment and
Deployment, held May 2012 in Quebec City, Canada.

e InJuly 2011, the SGIP held its first international face-to-face meeting in Montreal,
Canada. At that meeting, the SGIP signed an LOI with the Korea Smart Grid
Standardization Forum (KSGSF). One outcome from the agreement was a joint workshop
held by the two organizations in Irving, Texas in December 2012.

e In 2012, the SGIP also signed LOIs with three other national organizations representing
several different countries:

o The Japan Smart Community Alliance (March 2012)

7 See http://www.nist.gov/smartgrid/grid-091311.cfm

80 See http://www.iea-isgan.org/

81 See http://www.globalsmartgridfederation.org/
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o Ecuador’s Centro Nacional de Control de Energia (July 2012)

o Colombia’s ICONTEC, the country’s national standards organization (December
2012)

In 2013, the SGIP signed a Memorandum of Understanding with Brazil’s Inmetro, the
National Institute of Metrology, Quality, and Technology (November 2013).

On issues related to testing and certification, NIST has held an introductory collaboration
meeting including testing with a Korean smart grid delegation, as well as coordination
with European Union testing participants within the SG-CG. (See Section 7.5.3 for more
details.)

International Efforts to Align Smart Grid Architectures

NIST and the SGIP are coordinating with several smart grid stakeholder groups developing
different architectures. The coordination with these groups will help align or harmonize evolving
architectures existing within the smart grid architectural framework, evaluating how well they
support the architectural goals listed in Section 5.2. In the broadest perspective, the architectural
framework developed by the Smart Grid Architecture Committee (SGAC) of the SGIP will
provide an overarching perspective with respect to other architectural efforts. These architectures
will be evaluated against the architecture artifacts, Smart Grid Architecture Model (SGAM),
semantic framework, standards and architecture evaluation criteria, and service-oriented
principles.

Architecture alignment efforts are under way with (but are not limited to) the following groups:

The Institute of Electrical and Electronic Engineers (IEEE) P2030 developed a logical-
level view of the smart grid organized into three major areas: physical, communications,
and information. This logical architecture conforms to the NIST Conceptual Reference
Model and provides a set of defined interfaces for the smart grid. A SGAC/P2030
harmonization activity completed in late 2011 provided the IEEE P2030 team with
several recommendations that were incorporated into their work.

The European Commission’s Mandate 490 (EU-M490) for Smart Grid with the European
Telecommunications Standards Institute (ETSI), European Committee for
Standardization (Comité Européen Normalisation - CEN), and the European Committee
for Electrotechnical Standardization (CENELEC), completed their first version of the
Smart Grid Reference Architecture in November 2012.82 The document incorporated
comments and suggestions from the SGAC. This group is now working on the second
release with an aligned architecture approach (SGAM) sharing work developed by both
groups. Both groups’ goals are to provide the basis for an architectural process leveraging
The Open Group Architecture Framework and Service Oriented Ontology. The goal is to
provide stakeholders with the tools necessary to quickly identify and define their
requirements that include interoperability and application specifications. The work is
focused on the requirements of European Union (EU) and NIST/SGIP stakeholders.

82 See http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_groupl reference architecture.pdf
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ETSI/CEN/CENELEC, NIST, and the SGIP are working on a collaborated architecture.
e The SGAC has also initiated efforts to collaborate on architecture harmonization with:

o  The Chinese Electrical Power Research Institute (CEPRI). (The initial
roadmap resembles much of the work done in the EU and the United States,
with some very specific changes that support differences in the Chinese
market.)

o  The Korea Smart Grid Association (KSGA). (The KSGA has not published an
architecture document yet, but pieces of the architecture have been released,
including IT, physical field devices, and interfaces.)

o  The EU’s SG-CG, the International Electrotechnical Commission (IEC)
62357 (Common Information Model Reference Architecture) and TC8 WG 5
and 6 (Use Cases) teams are working with NIST and the SGAC to define an
aligned architectural process consistent with the SGAM including their
perspective, recommendations, and artifacts as necessary.

2.5. Smart Grid Key Attributes--Standards and Conformance

The smart grid, unprecedented in its scope and breadth, will demand significant levels of
cooperation to fully achieve the ultimate vision described in Section 2.1. Efforts directed toward
enabling interoperability among the many diverse components of the evolving smart grid should
address the following issues and considerations:

e Standards are critical to enabling interoperable systems and components.

e Mature, robust standards are the foundation of mass markets for the millions of
components that will have a role in the future smart grid.

e Standards enable innovation where thousands of companies may construct individual
components.

Standards also enable consistency in systems management and maintenance over the life cycles
of components. Criteria for smart grid interoperability standards are discussed further in
Chapter 4.

Sound interoperability standards will ensure that sizable public and private sector technology
investments are not stranded. Such standards enable diverse systems and their components to
work together and to securely exchange meaningful, actionable information.

Clearly, there is a need for concerted action and accelerated efforts to speed the development of
high-priority standards. But the standards development, prioritization, and harmonization process
must be systematic, not ad hoc.

Moreover, while standards are necessary to achieve interoperability, they are not sufficient. A
conformance testing and certification framework for smart grid equipment is also essential. The
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SGIP has developed an overall framework for conformance testing and certification, and steps
have been taken toward implementation. This topic is discussed in greater detail in Chapter 7.

Different Layers of Interoperability

Large, integrated, complex systems require different layers of interoperability, from a plug or
wireless connection to compatible processes and procedures for participating in distributed
business transactions. In developing the SGAM described in Chapter 5, the high-level
categorization approach developed by the GridWise Architecture Council (GWAC) was
considered.®

Referred to as the “GWAC stack,” the eight layers shown in Figure 2-3 comprise a vertical
cross-section of the degrees of interoperation necessary to enable various interactions and
transactions on the Smart Grid. Very simple functionality, such as the physical equipment layer
and software for encoding and transmitting data, is confined to the lowest layers.
Communication protocols and applications reside on higher levels, with the top levels reserved
for business functionality. As functions and capabilities increase in complexity and
sophistication, more layers of the GWAC stack are required to interoperate to achieve the desired
results. Each layer typically depends upon—and is enabled by—the layers below it.

8 Gridwise Architecture Council, GridWise Interoperability Context-Setting Framework. March 2008.
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Fig. 2-3. The GridWise Architecture Council’s eight-layer stack provides a context for
determining smart grid interoperability requirements and defining exchanges of

information.84

The most important feature of the GWAC stack is that the layers define well-known interfaces
which are loosely-coupled: establishing interoperability at one layer enables flexibility at other

84 See http://www.gridwiseac.org/about/imm.aspx
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layers. The most obvious example of this is seen in the Internet: with a common Network
Interoperability layer, the Basic Connectivity Layer can vary from Ethernet to WiFi to optical
and microwave links, but the different networks can exchange information in the same common
way. The GWAC stack is further discussed in the NIST Framework 1.0.%

As discussed in Section 2.4, work is being pursued by the SGAC, EU M490, and IEC62357 to
align the “GAWC Stack” layers with the SGAM use of The Open Group Architecture
Framework (TOGAF).

85 See http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability final.pdf
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3. Smart Grid Interoperability Panel (SGIP)

3.1. Overview

This chapter summarizes how NIST has worked—and will continue to work—with the smart
grid community to coordinate and accelerate the development of standards and protocols that
will ensure the interoperability of the smart grid. Section 3.2 reviews the process used during
2008 and 2009, prior to the formal establishment of the Smart Grid Interoperability Panel
(SGIP). Section 3.3 reviews the process used during 2010-2012, when SGIP was operating as a
public-private partnership under the administration of NIST and the contracted SGIP
Administrator. Section 3.4 reviews the process used after January 2013, when SGIP began
operating as an industry-led non-profit organization. Section 3.5 discusses the Catalog of
Standards, a product of the SGIP.

While the organizational mechanisms and processes that NIST has used to interact with the smart
grid community have evolved over the past five years, the underlying purpose and principles
guiding this interaction remain the same.

Ideally, NIST’s coordination with the smart grid community accelerates the development of
interoperable standards and protocols for the smart grid.

The principles that NIST uses to guide its interactions are the following:

1. Openness — NIST-sponsored meetings are open to the public. Documents are posted
in a public collaboration environment. Membership is not required to attend meetings
or to access the collaborative web site.

2. Balance — NIST seeks input and feedback from across the smart grid community.
The SGIP’s governance configuration was structured to balance representation across
22 electric industry segments.

3. Consensus — NIST encourages consensus-driven processes. “Consensus” means the
general agreement of those involved. For example, chairs of working groups consider
all views, proposals, and objections, and endeavor to reconcile them.

4. Harmonization — NIST encourages standards harmonization across multiple
Standards-Setting Organizations (SSOs). The SGIP was established to identify and
help to coordinate harmonization when overlaps or “identified points of
interoperability” require it.

3.2. Pre-SGIP: 2008 and 2009

This period covers the time between the enactment of “The Energy Independence and Security
Act of 2007 (EISA) and the establishment of the Smart Grid Interoperability Panel (SGIP).
EISA was signed into law by President George W. Bush on December 19, 2007, and the SGIP
was formally launched on November 19, 2009.
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Building on initial planning and stakeholder engagement begun in 2008, NIST articulated and
began to implement—in early 2009—a three-phase plan to carry out its EISA-assigned
responsibilities. The plan was designed to rapidly identify an initial set of standards, while
providing a robust process for continued development and implementation of standards as needs
and opportunities arise and as technology advances. The three phases were:

e Engage stakeholders in a participatory public process to identify applicable standards and
requirements, and gaps in currently available standards, and priorities for additional
standardization activities. With the support of outside technical experts working under
contract, NIST compiled and incorporated stakeholder inputs from three public
workshops into the NIST-coordinated standards-roadmapping effort. Key technical
contributions during this time period were provided by a cybersecurity coordination task
group and six Domain Expert Working Groups (DEWGS) established by NIST, with the
assistance of DOE and GWAC.

e Establish a Smart Grid Interoperability Panel forum to drive longer-term progress. The
SGIP was designed to serve as a representative, reliable, and responsive organizational
forum which would sustain continued development of interoperability standards.

e Develop and implement a framework for conformity testing and certification. Testing and
certification of how standards are implemented in smart grid devices, systems, and
processes are essential to ensure interoperability and security under realistic operating
conditions. NIST, in consultation with stakeholders, began to develop an overall
framework for testing and certification.

NIST was successful in completing the first phase in late 2009, and it laid the foundation for
phases two and three.

Release 1.0 of the NIST Framework and Roadmap for Smart Grid Interoperability Standards®
documents the interaction of NIST and the smart grid community during 2008-2009. Section 1.2
of that publication described the steps that NIST undertook to engage diverse stakeholders in the
identification of the first set of applicable smart grid standards. It also described the initial
priorities for developing new standards that address gaps identified in public workshops and
through NIST outreach to stakeholders and formal public reviews of draft versions of the
document. The document distilled insights, analyses, and recommendations from members of the
general public, proffered during stakeholder-engagement workshops that involved over 1,500
people and four rounds of public review formally announced in Federal Register notices.

Key deliverables that were developed during the 2008-2009 time period are described in Release
1.0, including the following:

8 The draft of Release 1.0 of the Framework was made available for public review on September 24, 2009 (See
http://nist.gov/smartgrid/smartgrid_092409.cfm), and the final version of the document was released on January 19,
2010 (see http://nist.gov/smartgrid/smartgrid_011910.cfm). The full document is available online (see
http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability final.pdf ).
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e A conceptual reference model to facilitate design of an architecture for the smart grid
overall and for its networked domains

e Aninitial set of 75 standards identified as applicable to the smart grid
e Priorities for additional standards—revised or new—to resolve important gaps

e Action plans under which designated standards-setting organizations will address these
priorities

e Aninitial smart grid cybersecurity strategy and associated requirements

3.3. SGIP, the Public-Private Partnership: 2010 - 2012

This period covers the time from the formal establishment of SGIP as a government-funded
public-private partnership in November 2009 until SGIP transitioned to an industry-led non-
profit organization in December 2012.%7

A description of how the SGIP was organized, governed, and operated during this period can be
found in Chapter 5 (“Smart Grid Interoperability Panel”) of Release 2.0 of NIST Framework and
Roadmap for Smart Grid Interoperability Standards.8®

The government-funded SGIP, which consisted of organizations spread among 22 categories of

smart grid stakeholders, had three primary functions:

» To oversee activities intended to expedite the development of interoperability and
cybersecurity specifications by standards-setting organizations (SSOs)

» To provide technical guidance to facilitate the development of standards for a secure,
interoperable smart grid

« To specify testing and certification requirements necessary to assess the interoperability
of smart grid-related equipment

Overall direction and guidance for the organization was provided by a combination of NIST;
EnerNex, which served as the contracted SGIP Administrator; and the Governing Board and its
committees.

87 The transition of SGIP from the government-funded to the industry-led organization occurred over a period of
several months, with the two organizations operating in parallel for a period in late 2012 and early 2013.

8 The draft of Release 2.0 of the Framework was made available for public review on October 25, 2011 (see
http://nist.gov/smartgrid/grid-102511.cfm), and the final version of the document was released on February 28,
2012. (see http://nist.gov/smartgrid/framework-022812.cfm). The full document is available online (see
http://www.nist.gov/customcf/get_pdf.cim?pub_id=910824).
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The SGIP’s working groups included the following:

e Priority Action Plans (PAPs) — For more information about the 22 PAPs operating during
this time period, see Appendix D.

e Domain Expert Working Groups (DEWGs) — The seven DEWGs operating during this
time period were:

o Building-to-Grid (B2G)

o Business and Policy (BnP)

o Distributed Renewables, Generators, and Storage (DRGS)
o Home-to-Grid (H2G)

o Industry-to-Grid (12G)

o Transmission and Distribution (T&D)

o Vehicle-to-Grid (V2G)

e Standing Committees and Permanent Working Groups — The four groups operating
during this time period were:

o Cybersecurity Working Group (CSWG)
o Implementation Methods Committee (IMC)
o Smart Grid Architecture Committee (SGAC)
o Smart Grid Testing and Certification Committee (SGTCC)
e Other Working Groups — The two groups operating during this time period were:
o Electromagnetic Interoperability Issues (EMII)
o Gas Infrastructure Working Group

The work products and deliverables from these groups were made available to the public (and
are currently archived) on the NIST Smart Grid Collaboration Wiki.?® The Smart Grid Wiki was
an open collaboration site for the entire smart grid community to work with NIST on a technical
level to develop a framework for smart grid interoperability standards. In addition, the Smart
Grid Wiki was a public portal to emerging technical documents written by working groups and
committees helping to develop the framework. This site was used by the SGIP during the 2009-
2012 period, when SGIP was organized as a public-private partnership. The documents included
on this site reflect the work done during that period.

89 http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/WebHome
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As part of its Charter objectives during this time period, the SGIP produced and maintained a
Catalog of Standards (CoS). The CoS is a compendium of standards and practices considered to
be relevant for the development and deployment of a robust and interoperable smart grid. The
CoS provides a key—but not exclusive—source of input to the NIST process for coordinating
the development of a framework of protocols and model standards for an interoperable smart
grid. The extensive information included for each entry will also be a useful resource for utilities,
manufacturers, regulators, consumers, and other smart grid stakeholders. The SGIP assembled
this set of documents as a reference to the smart grid community, and it is not anticipated that the
standards will be made mandatory. (For more information on the Catalog of Standards, see
Section 3.5.)

During this highly productive three-year period, 2010-2012, the SGIP energized the smart grid
stakeholder community to complete 11 Priority Action Plans, establish the Catalog of Standards
(CoS), and approve 58 standards into the CoS. Two key publications released during this time
period were NISTIR 7628: Guidelines for Smart Grid Cyber Security (released in August
2010)% and the Interoperability Process Reference Manual (IPRM) (released in January 2012).%
Release 2.0 of the NIST Framework included detailed information on the wide range of work
products and deliverables in key technical areas such as architecture (Chapter 3), cybersecurity
(Chapter 6), and testing and certification (Chapter 7).

By the end of 2012, NIST had substantially completed Phases 2 and 3 of its three-phase plan (see
Section 3.2).

In addition to the useful technical work products—such as the NISTIR 7628, the IPRM, and the
Catalog of Standards—the SGIP provided one other important product—the stakeholder-
engagement process itself. This process has been recognized within the federal government as an
effective method by which the government can convene and engage key stakeholders to address
important technical issues facing the nation. For example, the Cybersecurity Framework process
that NIST is using to carry out Executive Order 13636, “Improving Critical Infrastructure
Cybersecurity,”% draws heavily on the successful SGIP experience.%

Successful methodology implemented during the SGIP stakeholder-engagement process included
the use of appropriate governance methods, a large stakeholder base, differing group structures
ranging from tiger teams to the Governing Board, the use of technical champions, and the use of
several collaborative tools, as described in the following list:

1. Successful Governance Model. The governance model was a key factor in the overall
project success. NIST provided guidance and “behind-the-scenes” assistance that resulted

90 See http://www.nist.gov/smartgrid/upload/nistir-7628 _total.pdf

91 See https://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/SmartGridTestingAndCertificationCommittee/IPRM _final - 011612.pdf

92 See http://www.nist.gov/itl/cyberframework.cfm

93 See http://www.sgip.org/nist-to-play-major-role-in-administrations-executive-order-on-improving-critical-
infrastructure-cybersecurity/#sthash.Q1Vv97Gy.dpbs
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in tasks being accomplished in a prioritized way using NIST staff and funded contractors.
Governance was provided by the Project Management Office (PMO), the Governing
Board, and the Plenary Officers. The PMO was established and managed by the SGIP
Administrator, and it functioned as a collaboration between NIST and the SGIP
leadership, with inputs from the volunteer committee leads. The PMO ensured that
priorities were addressed, that common processes were developed and used across the
organization, and that regular status reporting occurred. The Governing Board was
elected and attracted key leaders in the industry. The Plenary Officers helped to provide
the day-to-day operational leadership and gave the volunteer members a voice in the
organization.

Stakeholder Engagement. The SGIP featured many stakeholder categories, and despite
concerns about managing such a large number of stakeholders, the large stakeholder
group was effective. The SGIP had 22 stakeholder communities, with each community
having one elected representative on the Governing Board. In addition, SGIP members
elected three “At Large” Governing Board positions not tied to a particular stakeholder
community but which were seen as cross-cutting. The large number of stakeholders gave
many people the opportunity to run for the Governing Board and become active
participants and proponents of the process.

Engaged Active Leadership. Strong and engaged leadership on committees/working
groups encouraged volunteer participants to contribute. It was even more important that
leadership was open, unbiased, and willing to listen to all views to facilitate consensus
solutions. Committee leadership and program administrators who were very active
communicators helped to maintain a strong engagement with volunteer participants.

Standardized Methodology. The development of standard documentation and processes
was a key advantage. PMO guidance and diligence worked well to ensure consistent
processes were used. Consistent processes allowed momentum to build throughout the
SGIP.

. The NIST Smart Grid Collaboration Wiki and the Information Knowledge Base (IKB).

This Wiki served as the web-based repository for all SGIP-related information and was
an important element in the overall success of the SGIP process. A key part of the Wiki
was IKB, which served as a comprehensive library and repository for smart grid technical
knowledge.

Priority Action Plans (PAPs). The PAPs were projects run under a common PMO-
directed process that addressed standards gaps or harmonization needs. PAP working
groups developed rich standards requirements across multiple stakeholder communities,
which were then passed to the applicable SSOs. The PAPs then verified the SSO
standards/guidelines output to ensure the requirements were met. Because the SSOs were
involved in the PAPs, they made the PAP requirements priorities for their standards
development activities within the SSO organizations.

. Tiger Teams. Tiger Team meetings were an important tool for successfully resolving
issues that arose. The Tiger Teams did not bypass the regular process but did allow key
stakeholders to produce useful, publicly reviewable results.
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8. Collaborative Tool Set. The NIST Smart Grid Collaboration Wiki, webinars, and mail
lists supported the dispersed SGIP members by allowing all members quick access to the
completed results as well as material under development. The online meeting tools
helped participants collaborate during both virtual and Face-to-Face meetings.

9. Technical Champions. “Technical Champions” describe experts funded through a NIST
contract to address a specific technical need. Technical champions contributed to the
various SGIP committees, working groups, and PAP project efforts. They were
instrumental in accelerating the work of the SGIP and were assigned based on priorities
and budgeting realities. Technical champions not only advanced the technical work, but
also served as group leaders and administrators.

10. Virtual and In-Person Meetings. Conference calls and Face-to-Face (F2F) meetings were
both essential formats for exchanging information and reaching consensus. Conference
calls succeeded in moving tasks forward between regular F2F meetings. Regularly
scheduled meetings and ad-hoc meetings based upon known targets allowed teams to
accomplish most tasks. F2F meetings provided a venue for working out agreements on
topics not resolved or even addressed during conference calls.

11. Building Membership. During this period, the SGIP grew to be a forum with over 790
organizational members and over 1900 individual members. Because the SGIP was
government-sponsored during this time period, there were no membership dues.

3.4. SGIP, the Industry-Led Non-Profit Organization: 2013 - Ongoing

In December 2012, the SGIP transitioned its functions from a government-funded public-private
partnership to an industry-led non-profit organization. The organization, organized as a 501(c)(3)
non-profit, is legally known as “Smart Grid Interoperability Panel 2.0, Inc.”

Almost all elements of the purpose, structure, and processes of the government-funded
organization were carried over to the industry-led organization. The PAPs, DEWGSs, Standing
Committees, Working Groups, and Catalog of Standards were all continued in the new
organization. In a few cases, there were name changes (e.g., the Cybersecurity Working Group
became the Smart Grid Cybersecurity Committee). The overall guidance of the organization is
now provided by the Board of Directors, which assumed many functions of the Governing
Board. For further details on SGIP’s current structure, governance, and ongoing activities, please
consult the organization’s website (Www.sgip.org).%*

NIST continues to be an active member of the organization, providing active technical
participation and leadership in committees and working groups. SGIP’s relationship with NIST
is expressed in a Memorandum of Understanding (MOU) signed by both parties in December
2012, in which NIST and the SGIP agree to work on “appropriate strategies for the success of the
national goals for a smart grid interoperability standards framework.” The MOU describes how
the SGIP will cooperate with NIST to continue to evolve the framework, promote the

% See http://sgip.org

46


http://www.sgip.org/
http://sgip.org/

This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108R3

development of interoperability standards, and provide specific leadership roles for NIST in the
SGIP.%

In December 2012, NIST posted an Announcement of Federal Funding Opportunity for a “Smart
Grid Interoperability Standards Cooperative Agreement Program.”® The announcement
described the proposed program as follows:

The project process, in which NIST will have substantial participation, coordinates all
stakeholders of the smart grid to accelerate standards development and harmonization
and advance the interoperability and security of smart grid devices and systems. This
activity involves developing use cases, identifying gaps and overlaps in smart grid
standards, developing requirements that address these gaps, and developing plans to
achieve coordination with standards development organizations (SDOs) and standards
setting organizations (SSOs) to incorporate these requirements into existing or new
standards and guidelines in a timely way. The process involves interaction with the smart
grid community using principles of transparency, accountability, inclusiveness and
consensus.

Specifically, the awardee will work cooperatively with NIST to:

1. Provide the technical guidance and coordination necessary to facilitate the
development of secure and reliable standards for smart grid interoperability,
including development of smart grid architectural principles and conceptual
framework;

2. ldentify and specify the necessary testing and certification requirements,
including providing the underlying rationale and implementation guidance
where appropriate, to assess the achievement of interoperability using smart
grid standards;

3. Oversee the performance of these activities to achieve significant output and
outcomes useful to the smart grid community, in order to maintain
momentum and achievement;

4. Proactively inform and educate smart grid industry stakeholders on the
definition of, and the benefits attributable to, interoperability; and

5. Conduct outreach to similar organizations in other countries to help establish
global interoperability alignment.

Upon completion of a competitive solicitation and review process, SGIP (“Smart Grid
Interoperability Panel 2.0, Inc.””) was awarded the cooperative agreement in April 2013. The
agreement, with a budget and performance period through the end of 2015, provides SGIP with
up to $ 2.75 million, based on continued progress and subject to the availability of funds.

9 http://members.sgip.org/apps/group _public/download.php/1162/Signed%20N1ST%20-%20SGIP%20MOU.pdf

9% http://www.nist.gov/smartgrid/upload/N1ST-20121129-Smart-Grid-FFO.pdf
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Throughout 2013, NIST and SGIP have worked together as outlined in the cooperative
agreement. The substance of that ongoing work is described in the following chapters of this
third release of the framework document (Release 3.0), which deal with the key technical areas
involved with smart grid interoperability, including the following:

e Architecture (Chapter 5)
e Cybersecurity (Chapter 6)

e Testing and Certification (Chapter 7)
3.5. SGIP Catalog of Standards

As part of its Charter objectives, the SGIP produces and maintains a Catalog of Standards (CoS).
More details on the CoS and on the standards currently listed in the CoS are available from the
SGIP website.®

The CoS is a compendium of standards and practices considered to be relevant for the
development and deployment of a robust and interoperable smart grid. The CoS provides a
key—Dbut not exclusive—source of input to the NIST process for coordinating the development
of a framework of protocols and model standards for an interoperable smart grid. The extensive
information included for each entry will also be a useful resource for utilities, manufacturers,
regulators, consumers, and other smart grid stakeholders. The SGIP is assembling this set of
documents as a reference to the smart grid community, and does not anticipate that the standards
will be made mandatory.

The CoS review process evaluates smart grid interoperability standards against set criteria as
determined by review teams from the architecture, cybersecurity, testing and certification
working groups, and the Program Management Office. Individual SGIP members vote on
whether to include the standard(s) in the CoS, with an affirmative vote from 75% of the voting
pool needed for inclusion.

The CoS® was not designed to select favorites or to eliminate competition within the standards
arena. Therefore, it could contain multiple standards or guidelines that accomplish similar
interoperability goals and that have equivalent functionality. Some CoS standards entries contain
optional elements that are not required for all implementations. The CoS makes no guarantees,
and it does not warrant that compliance with the CoS standards will achieve interoperability.
Rather, voting for inclusion in the CoS is based on five criteria:

1. Relevancy: The standard facilitates interoperability related to the integration of smart grid
devices or systems. As defined by EISA, relevant smart grid capabilities are:

97 http://www.sgip.org/catalog-of-standards/#sthash.qrBvHQ9d.dpbs

98 hitp://www.sgip.org/catalog-of-standards/#sthash.6e KIWM4k.dpbs
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o Improved reliability, security and efficiency of the smart grid;
o Dynamic optimization of grid operations and resources, with full cybersecurity;

o Deployment and integration of distributed resources and generation, including
renewable resources;

o Development and incorporation of demand response, demand-side resources, and
energy-efficiency resources;

o Deployment of *‘smart’ technologies®;
o Integration of ‘‘smart’’ appliances and consumer devices

o Deployment and integration of advanced electricity storage and peak-shaving
technologies'®;

o Provision to consumers of timely information and control;

o Development of standards for communication and interoperability of appliances
and equipment?®; and

o Lowering of unreasonable or unnecessary barriers to adoption of smart grid
technologies, practices, and services.

Community Acceptance: The standard should be widely acknowledged as facilitating
interoperability related to the integration of devices or systems that enable smart grid
capabilities.

Deployment Suitability: The standard must demonstrate evidence of either having already
been deployed or it must be expected to fulfill a smart grid deployment gap with
demonstrated adequate performance capabilities in commercial (real-world) applications.

Interface Characterization: The relevant portions of the standard focus on requirements
for integration and interaction through well-defined interfaces. The standard facilitates
independence and flexibility in device or system design and implementation choices.

Document Maintenance: The standard is supported by a multi-member organization that
will ensure that it can be unambiguously referenced, that it is regularly revised and
improved to meet changing requirements, and that there is a strategy for ensuring its
continued relevance.

Compliance with a standard does not guarantee interoperability. Though standards facilitate
interoperability, they rarely, if ever, cover all levels of agreement and configuration required in
practice. As a part of its work program, the SGIP has defined a testing and certification
framework for test programs that may be applied to the equipment, devices, and systems built to

% Real-time, automated, interactive technologies that optimize the physical operation of appliances and consumer
devices for metering, communications concerning grid operations and status, and distribution automation.

100 Including plug-in electric and hybrid electric vehicles, and thermal-storage air conditioning.

101 Connected to the electric grid, including the infrastructure serving the grid
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the standards listed in the CoS. If these test programs are applied, they will substantiate that
implementations designed to the respective standards not only have compliance with the
standards, but are also interoperable with one another. The CoS entry will indicate when test
profiles have been defined and testing organizations identified for a particular standard.

The SGIP PMO is responsible for the process of standards inclusion in the Catalog of Standards.
During the original SGIP tenure (2009-2012), 58 Smart Grid standards underwent full
independent reviews by SGIP experts in the areas of cybersecurity and architecture.
Additionally, the standards underwent a Governing Board review and the SGIP plenary voting
processes before being approved for inclusion within the CoS.

The CoS contains both standards and guidelines from smart grid areas including smart metering,
substation automation, electric vehicle grid integration, internet and wireless protocol usage,
precision time synchronization, synchrophasors, customer energy usage (e.g., Green Button),
cybersecurity, calendaring/scheduling models, and pricing models.

Because of the large number of standards that might be considered for the CoS, it was necessary
to streamline the review process by establishing a CoS review queue. As of September 2013,
there are 82 standards and guidelines being actively tracked in the CoS review queue. These
standards and guidelines are being reviewed by the SGIP team experts and will be voted on for
inclusion in the CoS once the review process is completed. This process has been transferred to
the industry-led SGIP essentially unchanged.
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4. Standards Identified for Implementation
4.1.  Guiding Principles and Process Used for Identifying Interoperability Standards

The Energy Independence and Security Act of 2007 (EISA) assigned the National Institute of
Standards and Technology (NIST) the responsibility to coordinate the development of an
interoperability framework including model standards and protocols.

Two lists of standards were presented in the original Framework Release 1.0 in January 2010:

1) Table 4-1 in Section 4.3, was a list of smart grid standards and specifications identified
as important for the smart grid. Requirements documents and guidelines were also
included in this table; and

2) Table 4-2 in Section 4.4, contained documents that have, or are likely to have,
applicability to the smart grid, subject to further review and consensus development
being carried out through plans identified in this roadmap.

Both of these tables were based on the outcomes of several workshops, individual stakeholder
inputs, Domain Expert Working Group (DEWG) discussions and work products, and public
comments solicited on both the standards and the first release of the framework document.

With the advent of the SGIP, changes were made in the list of identified standards as Priority
Action Plan (PAP) tasks reached completion, and as cybersecurity, architecture, and other
reviews were performed by SGIP committees. Standards were voted upon by the SGIP Plenary
for inclusion in the Catalog of Standards (CoS). New smart grid standards were also identified
for review through activities of the SGIP working groups. Tables 4-1 and 4-2 were updated in
Framework Release 2.0, published in February 2012.

Release 3.0 of the NIST Framework includes additional standards in Table 4-1 that have also
been added to the CoS through the SGIP process. NIST relies strongly upon the SGIP’s CoS
process, and its PAP, Working Group, and Committee activities to help fulfill the EISA mission
and to continue to evolve the NIST Framework. These groups identify standards gaps, develop
plans in coordination with SSOs to address standards issues, work with the SSOs to execute
those plans, and perform standards reviews. Finally, the standards under consideration undergo
the SGIP voting process for final consensus approval for the CoS. Once a standard has entered
the SGIP CoS, a review by NIST and an opportunity for public comment will precede its
addition to the list of identified standards in the NIST Framework.

The NIST list may differ from the SGIP CoS due to additional inputs used for the NIST
Framework. There will also be additional gaps and standards that NIST identifies due to staff
expertise and knowledge of the Smart Grid community and stakeholders.

The list of standards for further review, Table 4-2, which appeared in previous releases of the
NIST Framework, has been removed from this chapter in Release 3.0. The SGIP has stated that it
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will continue to consider new candidate standards for possible inclusion in the CoS. This change
was made because this second list will change more rapidly than Table 4-1, and it will therefore
be more difficult to keep this second list up-to-date between releases of the Framework.

The lists of standards in this release of the NIST Framework document include a number of
updates to those presented in Release 2.0. The changes are as follows:

e For Release 3.0, standards added to the list of NIST-identified standards, Table 4-1, have
been reviewed and voted on according to the SGIP Catalog of Standards (CoS) process,
recommended by the SGIP Governing Board (SGIP GB), and approved by the SGIP
plenary. This process will continue as it is intended that all of the standards identified in
Table 4-1 in Release 1.0 and Release 2.0 will be reviewed by the SGIP for the CoS. The
CosS is further discussed in Section 3.5.

e Several standards that did not exist at the time Release 2.0 were completed in February
2012 have been added to the table. In some cases, the standards added to Table 4-1,
which have been reviewed and approved for the CoS according to the SGIP process, are
closely related to standards already included on the list.

Desirable and nonexclusive guiding principles used in the selection of standards for the
framework are given in the inset frames in this section, entitled “Guiding Principles for
Identifying Standards for Implementation™ (at the end of section 4.1). NIST has used the criteria
listed in these inset frames to evaluate standards, specifications, requirements, and guidelines for
inclusion in all versions of the NIST Framework and Roadmap for Smart Grid Interoperability
Standards. This set of criteria is extensive, and the complete list does not apply to each standard,
specification, or guideline listed in Table 4-1. Judgments as to whether each item merits
inclusion is made on the basis of combinations of relevant criteria.

The items included in Table 4-1 are, in most cases, voluntary consensus standards developed and
maintained by American National Standards Institute (ANSI)-accredited and other standards
development organizations (SDOs). The phrases “standards- or specification-setting
organizations (SSOs)” and “SDOs” are used loosely and interchangeably within the standards-
related literature. However, for the purpose of this document, NIST is using the term “SSOs” to
define the broader universe of organizations and groups—formal or informal—that develop
standards, specifications, user requirements, guidelines, etc. The term “SDOs” is used to define
standards development organizations that develop standards in processes marked by openness,
balance, and transparency, and characterized by due process to address negative comments.
NIST uses the two terms, SSOs and SDOs, to address the wide variations in types of
organizations that are developing standards, specifications, user guidelines, and other input,
which are then being identified and considered for use in the Smart Grid Framework.

Also, in this document, NIST uses the definition of voluntary consensus standards from Office of
Management and Budget (OMB) Circular A-119, Federal Participation in the Development and
Use of Voluntary Consensus Standards and in Conformity Assessment Activities,?? where such

192 OMB Circular A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards
and in Conformity Assessment Activities, February 10, 1998, see http://standards.gov/a119.cfm
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standards are defined as developed and adopted by voluntary consensus standards bodies. For
these voluntary consensus standards, OMB Circular A-119 outlines provisions that require that
the relevant intellectual property owners have agreed to make that intellectual property available
on a non-discriminatory, royalty-free, or reasonable-royalty basis to all interested parties. As
defined in the OMB document, voluntary consensus standards bodies are “domestic or
international organizations which plan, develop, establish, or coordinate voluntary consensus
standards using agreed-upon procedures,”2% and have the following attributes: 1) openness, 2)
balance of interest, 3) due process, 4) a process for appeals, and 5) consensus.

Consensus is defined as general agreement, but not necessarily unanimity. Consensus includes a
process for attempting to resolve objections by interested parties. The process includes the
following attributes:

e All comments are considered fairly.
e Each objector is advised of the disposition of his or her objection(s) and the reasons why.

e The consensus body members are given an opportunity to change their votes after
reviewing the comments.

As a general rule, it is NIST’s position that smart grid interoperability standards should be
developed in processes that are open, transparent, balanced, and have due process, consistent
with the decision of the World Trade Organization’s Technical Barriers to Trade Committee
Principles for the Development of International Standards.*®* That is, standards should be
“developed and maintained through a collaborative, consensus-driven process that is open to
participation by all relevant and materially affected parties and not dominated or under the
control of a single organization or group of organizations, and readily and reasonably available
to all for smart grid applications.”*® In addition, smart grid interoperability standards should be
developed and implemented internationally, wherever practical.

Because of the massive investment and accelerated timeline for deployment of smart grid
devices and systems, along with the consequent accelerated timetable for standards development
and harmonization, NIST did not originally limit the lists of both identified and candidate
standards to SDO-developed voluntary consensus standards. Rather, Table 4-1 also includes
specifications, requirements, and guidelines developed by other SSOs. This was done to ensure
that the interoperability framework would reflect the current state and anticipate the future of the
smart grid. The SSO documents were developed by user groups, industry alliances, consortia,
and other organizations. However, it is envisioned that ultimately these specifications and other

103 1hid.

104 Annex 4, Second Triennial Review of the Operation and Implementation of the Agreement on Technical Barriers
to Trade, WTO G/TBT/9, November 13, 2000.

105 ANSI Essential Requirements: Due process requirements for American National Standards, Edition: January,
2009, see http://www.ansi.org/essentialrequirements/
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documents will be used for development of standards by SDOs, and in several cases this has
occurred.

In making the selections of SSO documents listed in this section, NIST attempted to ensure that
documents were consistent with the guiding principles, including that they be open and
accessible. This does not mean that all of the standards and specifications are available for free,
or that access can be gained to them without joining an organization (including those
organizations requiring a fee). It does mean that they will be made available under fair,
reasonable, and nondiscriminatory terms and conditions, which may include monetary
compensation. To facilitate the development of the smart grid and the interoperability
framework, NIST has worked with SSOs to find ways to make the interoperability documents
more accessible so that cost and other factors that may be a barrier to some stakeholders are
made less burdensome. NIST, the SGIP, and ANSI have coordinated to make documentary
standards available to SGIP working groups and other stakeholders for a limited time to support
working group and PAP reviews and completion of the artifacts required for the CoS.
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Guiding Principles for Identifying Standards for Implementation

For the NIST Framework and Roadmap for Smart Grid Interoperability Standards, List of
Identified Standards, Table 4-1, a standard, specification, or guideline is evaluated on whether
it:

Is well-established and widely acknowledged as important to the smart grid.

Is an open, stable, and mature industry-level standard developed in a consensus process

from a standards development organization (SDO).

e Enables the transition of the legacy power grid to the smart grid.

e Has, or is expected to have, significant implementations, adoption, and use.

e Is supported by an SDO or standards- or specification-setting organization (SSO) such as a
users group to ensure that it is regularly revised and improved to meet changing
requirements and that there is a strategy for continued relevance.

e |s developed and adopted internationally, wherever practical.

e s integrated and harmonized, or there is a plan to integrate and harmonize it with
complementing standards across the utility enterprise through the use of an industry
architecture that documents key points of interoperability and interfaces.

e Enables one or more of the framework characteristics as defined by EISA™ or enables one
or more of the six chief characteristics of the envisioned smart grid."

e Addresses, or is likely to address, anticipated smart grid applications.

e Is applicable to one of the priority areas identified by FERC* and NIST:

o Demand Response and Consumer Energy Efficiency;

Wide Area Situational Awareness;

Integration of Distributed Renewable Generation and Storage;

Electric Transportation;

Advanced Metering Infrastructure;

Distribution Grid Management;

Cybersecurity; and

Network Communications.

O O O O o0 O O

“Energy Independence and Security Act of 2007 [Public Law No: 110-140] Title XIII, Sec. 1305.

fus. Department of Energy, Smart Grid System Report, July 2009.

t Federal Energy Regulatory Commission, Smart Grid Policy, 128 FERC { 61,060 [Docket No. PL09-4-000] July
16, 2009. See http://www.ferc.gov/whats-new/comm-meet/2009/071609/E-3.pdf
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Guiding Principles for Identifying Standards for Implementation (cont’d)

e Focuses on the semantic understanding layer of the GWAC stack,” which has been

identified as most critical to smart grid interoperability.

Is openly available under fair, reasonable, and non-discriminatory terms.

Has associated conformance tests or a strategy for achieving them.

Accommodates legacy implementations.

Allows for additional functionality and innovation through:

Symmetry — facilitates bidirectional flows of energy and information.

Transparency — supports a transparent and auditable chain of transactions.

Composition — facilitates building of complex interfaces from simpler ones.

Extensibility — enables adding new functions or modifying existing ones.

Loose coupling — helps to create a flexible platform that can support valid bilateral

and multilateral transactions without elaborate prearrangement.**

Layered systems — separates functions, with each layer providing services to the

layer above and receiving services from the layer below.

o Shallow integration — does not require detailed mutual information to interact with
other managed or configured components.

e o o o
O O O O O

O

* GridWise Architecture Council, GridWise Interoperability Context-Setting Framework, March 2008.

““While loose coupling is desirable for general applications, tight coupling often will be required for critical
infrastructure controls.

4,.2.  Overview of the Standards Identification Process
The process used to establish the list presented in Table 4-1 is described below.

During the first phase of the NIST three-phase plan for smart grid interoperability, NIST’s
approach to accelerate the development of standards was to 1) identify existing standards that
could be immediately applied to meet smart grid needs, or were expected to be available in the
near future, and 2) identify gaps and establish priorities and action plans to develop additional
needed standards to fill these gaps.

After the publication of the NIST Framework, Release 1.0, and the establishment of the SGIP,
NIST transitioned the standard identification process so that it now works through various SGIP
venues and activities. These venues include the many SGIP committees, SGIP working groups,
PAPs, and SGIP face-to-face meetings in conjunction with many industry conferences relevant
to the smart grid, such as IEEE and IEC conferences and committee meetings. A summary
description of the SGIP, the SGIP’s Board of Directors, various committees, working groups,
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and PAPs can be found in Chapter 3 and Appendix D, and detailed information about them and
their activities is given on the SGIP website. %

Priority Action Plans (PAPS) are established by the SGIP when there is a need for
interoperability coordination on resolving urgent standards issues. The PAPs are executed within
the scope of the SSOs that assume responsibility for the tasks that implement the plans. The role
of the SGIP is to facilitate this process, to ensure that all PAP materials are available to SGIP
members, and to provide guidance as needed when significant differences among the participants
in the PAP occur, or there is uncertainty about the PAP goals. Once the issues are resolved, the
standard resulting from the PAP and actions of the participating SSOs continues through the
SGIP review and approval process and ultimately is listed in the SGIP CoS. The CoS is
discussed in greater detail in Section 3.5, where the purpose and scope, as well as the process and
procedures for its management are described. As mentioned earlier, the SGIP CoS is anticipated
to be a key but not an exclusive source of input to the NIST process for coordinating the
development of a framework of protocols and model standards for the smart grid under its EISA
responsibilities.

The CoS is a compendium of standards and practices considered to be relevant for the
development and deployment of a robust and interoperable smart grid. The CoS may contain
multiple entries that may accomplish the same goals and are functionally equivalent; similarly, a
single CoS entry may contain optional elements that need not be included in all implementations.
In general, compliance with a standard does not guarantee interoperability because although
standards facilitate interoperability, they rarely, if ever, cover all levels of agreement and
configuration required in practice. As a part of its work program, the SGIP has defined a testing
and certification framework for test programs that may be applied to the equipment, devices, and
systems built to meet the requirements and specifications of the standards listed in the CoS. If
these programs are applied, they will substantiate that implementations designed to the
respective standards not only have compliance with the standards, but are also interoperable with
one another.

The SGIP uses the process for adding standards to the CoS described in Section 3.5. This process
includes review by the Standards Subgroup of the SGCC to determine if the standards have
adequately addressed cybersecurity requirements, which are defined in the NIST Interagency
Report (NISTIR) 7628, Guidelines for Smart Grid Cyber Security.*®” The SGIP Smart Grid
Architecture Committee (SGAC), Smart Grid Testing and Certification Committee (SGTCC),
and Smart Grid Implementation and Methods Committee (SGIMC) also perform reviews of the
standard with respect to their requirements, and the Board of Directors votes to recommend the
standard to the SGIP membership, which then votes on whether to approve the standard for the
CosS.

Cybersecurity and architecture—and going forward, Testing and Certification reviews—will be
applied to other standards identified in the table below, as well as those identified in future NIST

106 http://sgip.org/
107 http://csre.nist.gov/publications/PubsNISTIRs.htmI#NIST-IR-7628
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and SGIP activities.!®® The SGCC, SGAC, and TCC have assigned liaisons to other SGIP
working groups, PAPs, DEWGS, as well as to SDOs and SSOs to participate in and support the
review of the standards when needed.

4.3.  Current List of Standards Identified by NIST

Table 4-1 contains the standards identified by NIST at the conclusion of the process described in
Release 1.0, which was a transparent and highly participatory public process, as well as those
that were added following the establishment of the SGIP CoS and its subsequent expansion.
These standards support interoperability of smart grid devices and systems. Table 4-1 groups the
documents into families, such as the Internet Engineering Task Force (IETF) standards, and
further identifies the families as standards and specifications, requirements, and guidelines. For
Framework Release 3.0, these families of and individual standards are grouped according to the
principal domain that they apply to. Cross-cutting standards, such as cybersecurity standards, are
listed together as a group in the table. The table includes the names of the responsible standards
bodies with links to the standard. Because all the standards in Table 4-1 were reviewed prior to
when SGIP 2.0, Inc., became fully operational in April 2013, links are provided to the SGCC
assessment, the SGIP Catalog of Standards information forms, and other artifacts on the NIST-
maintained collaboration website'%. A column is also provided to indicate whether a standard in
Table 4-1 has been included in the SGIP CoS as of the time of this report’s publication date.

All of the standards listed in Table 4-1 are subject to review—or have already been reviewed—
by the SGIP SGCC Standards subgroup and the SGIP Smart Grid Architecture Committee
(SGAC). Future standards reviewed by SGIP for the CoS will also be subject to review by the
SGIP SGTCC) SGIMC.

Table 4-1 now identifies 71 smart grid-relevant standards. Many of the standards in Table 4-1 are
undergoing development and require modifications, some of which are being addressed through
the SGIP PAPs. The SGIP SGAC and SGCC, whose ongoing efforts are described in more detail
in Chapters 5 and 6, respectively, are also addressing some of these needed modifications. As
discussed further in Chapter 7, experience gained with devices designed to meet the requirements
of the standards from interoperability testing and certification activities managed by
Interoperability Testing and Certification Authorities (ITCAs) will also influence the changes to
these standards.

108 Results of these reviews will be available to SGIP members on the SGIP website: see http://sgip.org/

109 See http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability final.pdf, p. 48

110 See http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/WebHome
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Table 4-1. Identified Standards

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?*!

Standards and Specifications

ANSI C12 Suite : Open, mostly mature standards

developed and maintained by an SDO.

1 | ANSIC12.1 Establishes acceptable C12.1, 2008 is currently being Customer,
http://webstore.ansi.org/RecordD | performance criteria for new | revised. The revision will eventually Service
etail.aspx?sku=ANSI+C12.1- types of ac watt hour meters, | include updates and corrections to the Providers
2008 demand meters, demand electromagnetic interference and
CSWG Report : registers, pulse devices and compatibility test methods in section
http://collaborate.nist.qov/twiki- | auxiliary devices. Describes 4.7.3 as recommended by the SGIP
sqgrid/pub/SmartGrid/SGIPCosS | acceptable in-service EMII WG.

IFANSIC1212008/CSWG_Stand | performance levels for meters

ards_ANSI_C12.1 Review.pdf [ and devices used in revenue
metering.

CoS:

http://collaborate.nist.gov/twiki-

sgarid/bin/view/SmartGrid/SGIP

CosSIFANSIC1212008

2 | ANSI C12.18-2006: Revenue metering End Device Y Customer,
http://webstore.ansi.org/FindStan | Tables. Service
dards.aspx?SearchString=c12.18 Providers

&SearchOption=0&PageNum=0

111 As of the draft publication date of this release of the NIST Framework, January, 2014
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFANSIC1212008
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

&SearchTermsArray=null|c12.18

null

CSWG Report:
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/CSWG_Standards ANS
| C12.18 Review final.docx

CoS:
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIP
CosSIFANSIC12182006

ANSI C12.19-2008
http://webstore.ansi.org/RecordD
etail.aspx?sku=ANSI+C12.19-
2008

CSWG Report
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/CSWG_Standards ANS
| C12.19 Review final.docx

CoS:

Electricity Meters - 0.2 and 0.5
Accuracy Classes

It is recognized that ANSI C12.19
version 2, and correspondingly IEEE
1377 version 2, are extremely flexible
metering data and information models
that provide a wide range of functions
and capabilities for delivery of
actionable information, such as energy
usage in kilowatt hours from a meter,
load profiles and control information,
such as load control, programming
and firmware management. These
capabilities call complex
programming to secure the control and

Customer,
Service
Providers
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFANSIC12182006
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFANSIC12182006
http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.19-2008
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http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_ANSI_C12.19_Review_final.docx
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

http://collaborate.nist.gov/twiki-
sgqgrid/bin/view/SmartGrid/SGIP

CosSIFANSIC12192008

the information. ANSI C12.19
version 2 implements a
comprehensive information class
model by which the table and
procOdures classes and their class
attributes are modeled using an
extensible XML-based Table
Definition Language (TDL). The
instances of the data model (TDL
classes) can be described in terms of
the XML-based Exchange Data
Language (EDL) that can be used to
constrain oft-utilized information into
a well-known form. The model and
element instance information can be
used by head end systems that
implement ANSI C12.19
interoperable to communicate and
manage any end device produced by
any vendor company. PAPOQ5 has been
set up to establish consistent sets of
commonly used data tables,
procedures and services for meter
information communication that will
greatly reduce the time for utilities
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

and others requiring to implement
smart grid functions, such as demand
response and real-time usage
information (PAPO5: Standard Meter
Data Profiles). The task was
undertaken by the Association of
Edison Illuminating Companies
(AEIC). AEIC completed a new
interoperability standard on November
19, 2010, “Smart Grid/AEIC AMI
Interoperability Standard Guidelines
for ANSI C12.19 / IEEE 1377/
MC12.19 End Device
Communications and Supporting
Enterprise Devices, Networks and
Related Accessories, Version 2.0.”
The interoperability standard is also
included in this table.

ANSI C12.20

http://webstore.ansi.org/FindStan

Transport of measurement
device data over telephone

dards.aspx?SearchString=c12.20

&SearchOption=0&PageNum=0

networks.

&SearchTermsArray=null|c12.20

null
CSWG:

Establishes the physical aspects and
acceptable performance criteria for 0.2
and 0.5 accuracy class electricity
meters meeting Blondel's Theorem.

Customer,
Service
Providers
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

http://collaborate.nist.gov/twiki-
sgqgrid/bin/view/SmartGrid/SGIP
CosSIFANSIC12202010

CoS:
http://collaborate.nist.gov/twiki-
sqggrid/bin/view/SmartGrid/SGIP
CosSIFANSIC12202010

ANSI C12.21/IEEE
P1702/MC1221
http://webstore.ansi.org/FindStan
dards.aspx?SearchString=c12.21
&SearchOption=0&PageNum=0
&SearchTermsArray=null|c12.21

null

CSWG Report
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/CSWG_Standards_ ANS
| C12.21 Review final.docx

CoS:
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIP
CosSIFANSIC12212006

Protocol and optical interface
for measurement devices.

Details the criteria required for
communications between a C12.21
device and a C12.21 client via a
modem connected to the switched
telephone network. The C12.21 client
could be a laptop or portable
computer, a master station system or
another electronic communications
device.

Customer,
Service
Providers

ANSI/American Society of
Heating, Refrigeration, and Air

BACnet defines an
information model and

Open, mature standard with
conformance testing developed and

Customer
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFANSIC12202010
http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null
http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null
http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null
http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

Conditioning Engineers
(ASHRAE) 135-2012/1SO
16484-5 BACnet

http://www.techstreet.com/produ
cts/1852610

A Data Communication Protocol
for Building Automation and
Control Networks

CoS:
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIP
CosSIFASHRAE1352010

messages for building system
communications at a
customer’s site. BACnet
incorporates a range of
networking technologies, using
IP protocols, to provide
scalability from very small
systems to multi-building
operations that span wide
geographic areas.

maintained by an SDO. BACnet is
adopted internationally as EN 1SO
16484-5 and used in more than 80
countries.

BACnet serves as a customer domain
communication protocol and is
relevant to the Price, DR/DER,
Energy Usage, and Facility Smart
Grid Information Model

PAPs (PAPO03: Develop Common
Specification for Price and Product
Definition -
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAPO3Pric
eProduct, PAP09: Standard DR and
DER Signals -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO9DR
DER, PAP10: Standard Energy
Usage Information -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP10Ene
rgyUsagetoEMS, and PAP17 Facility
Smart Grid Information Standard -
http://collaborate.nist.gov/twiki-
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Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

sggrid/bin/view/SmartGrid/PAP17Fac
ilitySmartGridInformationStandard ).
Widely used in commercial, industrial
and institutional buildings.

ANSI/CEA 709 and Consumer This is a general purpose local | Widely used, mature standards, N Customer,

Electronics Association (CEA) | area networking protocol in supported by the LonMark Service

852.1 LON Protocol Suite: use for various applications International users group. Providers

http://www.lonmark.org/technica
| resources/standards

http://www.ce.org/Standards/Sta
ndard-Listings/R7-Home-
Network-Committee

including electric meters,
street lighting, home
automation, and building
automation.

These standards are also adopted
internationally as ISO/IEC 14908,
Parts 1, 2, 3, and 4.

These standards serve on the customer
side of the facility interface and are
relevant to the Price, Demand
Response (DR)/Distributed Energy
Resource (DER), and Energy Usage
PAPs (PAP03: Develop Common
Specification for Price and Product
Definition -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO3Pric
eProduct, PAPQ9: Standard DR and
DER Signals -
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAPO9DR
DER, and PAP10: Standard Energy

65



http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP17FacilitySmartGridInformationStandard
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP17FacilitySmartGridInformationStandard
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http://www.ce.org/Standards/Standard-Listings/R7-Home-Network-Committee
http://www.ce.org/Standards/Standard-Listings/R7-Home-Network-Committee
http://www.ce.org/Standards/Standard-Listings/R7-Home-Network-Committee
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
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Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

Usage Information -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP10Ene
rgyUsagetoEMYS)
IEC 60870-6 -503 Telecontrol This standard defines the Open, mature standard developed and Y Transmission,

Application Service Element 2
(TASE.2)
http://webstore.iec.ch/webstore/
webstore.nsf/artnum/034806

CSWG Report

http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/StandardsReviewPhase-

1Report.pdf

Narrative
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/NISTStan
dardsSummaries/IEC_60870 Na
rrative_10-6-2010.doc

CoS:
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIP
CosSIFIEC608706503

messages sent between control
centers of different utilities.

maintained by an SDO. It is widely
implemented with compliance testing.
This is part of the IEC 60870 Suite of
standards. It is used in almost every
utility for inter-control center
communications between SCADA
and/or Energy Management System
(EMS) systems. It is supported by
most vendors of SCADA and EMS
systems.

Distribution
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS
http://webstore.iec.ch/webstore/webstore.nsf/artnum/034806
http://webstore.iec.ch/webstore/webstore.nsf/artnum/034806
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_60870_Narrative_10-6-2010.doc
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_60870_Narrative_10-6-2010.doc
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_60870_Narrative_10-6-2010.doc
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_60870_Narrative_10-6-2010.doc
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC608706503
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC608706503
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC608706503
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Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

IEC 60870-6-702 This section of the standard, Y Transmission

Telecontrol Equipment and IEC 60870-6-702, defines a

SystmsSystems - Part 6: standard profile, or set of

recommendations - Section 702: | @Pplication, presentation, and
Functional profile for providing | Session layers. This is known
the TASE.2 application service as an A-profile. For a complete
in end systems protocol implementation of
TASE.2, this A-profile must
interface to a connection-

oriented transport profile, or T-

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC608706702 prOfile that SpECiﬁes the
transport, network and

possibly data link layers. A T-
profile that is commonly used
with this standard includes
RFC1006, TCP, IP, and
Ethernet.

This section of the standard
defines the Protocol
Implementation Conformance
Statements (PICS) for
TASE.2, including tables
specifying which services and
objects are mandatory and
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networks and systems in substations
(Only individual parts are being
numbered)
http://webstore.iec.ch/webstore/websto

re.nsf/arthum/033549!opendocument

CSWG Report

communications within
transmission and distribution
substations for automation and
protection. It is being extended
to cover communications
beyond the substation to
integration of distributed
resources and between
substations.

testing that is developed and
maintained by an SDO. It has been
widely adopted world-wide and is
starting to be adopted in North
America. Developed initially for field
device communications within
substations, this set of standards is
now being extended to
communications between substations,

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

optional for compliance with
the standard.
10| IEC 60870-6-802 Standard for Communications | This part of the standard defines the Y Transmission
Telecontrol Equipment and between electric power control | object models used at the application
Systms - Part 6: Telecontrol centers. Formerly known as layer of the protocol. It includes data
Eggg;?(;i ;ﬂ??.?ﬂb%? with 1SO Inter Control Center Protocol | objects for basic Supervisory Control
recommendations - Section 802: (ICCP), the standard is used and Data Acquisition (SCADA) as
TASE.2 Object Models for communication of electric | well as specific objects for control
power system status and center concepts such as Transfer
control messages between Accounts, Device Outages, and Power
Cos: power control centers. Plants.
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP
CosSIFIEC608706802
IEC 61850 Suite: Communication This standard defines Open standard with conformance Y Transmission,

Distribution
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC608706802
http://webstore.iec.ch/webstore/webstore.nsf/artnum/033549!opendocument
http://webstore.iec.ch/webstore/webstore.nsf/artnum/033549!opendocument

This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108R3
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Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

http://collaborate.nist.gov/twiki-
sqqgrid/pub/SmartGrid/CSCTGStandar
ds/StandardsReviewPhase-1Report.pdf

Narrative
http://collaborate.nist.gov/twiki-
sgarid/pub/SmartGrid/NISTStandards
Summaries/IEC 61850 Narrative 10-
6-2010.doc

http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIPCoSS
tandardsinformationLibrary

between substations and control
centers, and including hydroelectric
plants, DER, and synchrophasors. It is
also adapted for use in wind turbines
(IEC 61400-25) and switchgears (IEC
62271-3). Several PAPs (PAPQ7,
PAPO8, PAP12, and PAP13) are
dedicated to further development
work in various areas.

PAPQ7 has developed requirements to
update IEC 61850-7-420 Distributed
Energy Resource (DER) Information
Models to include storage devices and
Smart Grid functionality necessary to
support high penetration of DER.
PAPOQ7 is also mapping the
information models to application
protocols including Smart Energy
Profile (SEP2) and DNP3. The new
information models requirements are
included in the IEC Technical Report,
IEC 61850-90-7 published in
February 2013 and will also be
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http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_61850_Narrative_10-6-2010.doc
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

included in the modified normative
standard that will follow.

(PAPOQ7: Energy Storage
Interconnection Guidelines -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPQ7Sto
rage)

PAP12 has been working on the
mapping of IEEE 1815 (DNP3) to
IEC 61850 objects, and it has resulted
in a draft IEEE standard P1815.1
being completed in early 2011 for
adoption by IEEE around mid-2011.
(PAP12: Mapping IEEE 1815 (DNP3)
to IEC 61850 Objects -
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAP12DN
P361850)

PAP13 was established to assist and
accelerate the integration of standards
(IEEE C37.118 and IEC 61850) that
impact phasor measurement systems
and applications that use
synchrophasor data, as well as
implementation profiles for IEEE Std
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Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

1588 for precision time
synchronization.

(PAP13: Harmonization of IEEE
C37.118 with IEC 61850 and
Precision Time Synchronization -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP13618
50C27118HarmSynch)

IEEE will split current IEEE C37.118-
2005 into two parts in its new revision
to facilitate the harmonization with
IEC standards: C37.118.1 Standard
for synchrophasor measurements for
power systems aimed to become an
IEEE/IEC dual-logo standard, and
C37.118.2, Standard for
synchrophasor data transfer for power
systems to be harmonized with /
transitioned to IEC 61850-90-5, which
was published in May 2012.

PAPS is working on harmonizing this
family of standards, the IEC 61970
family of standards (Common
Information Model or CIM), and
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SGIP Catalog | Architecture
of Domains
Standards?'!

MultiSpeak for distribution grid
management (PAP08: CIM/61850 for
Distribution Grid Management -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO8Dis
trObjMultispeak).

111 IEC 61850-1 This document, Part 1 of the standard, Y Transmission,

provides an overview of the other Distribution
Cos: parts of the standard and an
http://collaborate.nist.gov/twiki- introduction to key concepts used in
Séfsré?{:blgév_;%vg 1S8m58r1tGr|d/ SGIP the rest of the standard, such as logical

nodes.

12 | IEC61850-2 This document, Part 2 of the standard, Y Transmission,
CoS: is the glossary. Distribution
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/SGIP
CosSIFIECTS618502

13| IEC61850-3 This document, Part 3 of IEC 61850 Y Transmission,
CoS: applies to substation automation Distribution

http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC618503

systems (SAS). It describes the
communication between intelligent
electronic devices (IEDs) in the
substation and the related system
requirements. The specifications of
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTR618501
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTR618501
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTR618501
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTS618502
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTS618502
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTS618502
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC618503
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEC618503
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Comments
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SGIP Catalog
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Standards?!!

SG Conceptual
Architecture
Domains

this part pertain to the general
requirements of the communication
network, with emphasis on the quality
requirements. It also deals with
guidelines for environmental
conditions and auxiliary services, with
recommendations on the relevance of
specific requirements from other
standards and specifications.

14

IEC61850-4

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC618504

The specifications of this part pertain
to the system and project management
with respect to:

* the engineering process and its
supporting tools;

« the life cycle of the overall system
and its IEDs;

« the quality assurance beginning with
the development stage and ending
with discontinuation and
decommissioning of the SAS and its
IEDs.

The requirements of the system and
project management process and of
special supporting tools for
engineering and testing are described.

Transmission,
Distribution
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Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

The IEC 61850-4 covers system and
project management requirements for
Utility Automation Systems, which
implies a broader scope than the
substation automation communication
equipment only. However, the
language in the document is heavily
based on Substation Automation.

15

IEC61850-5

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC618505

This part of IEC 61850 applies to
Substation Automation Systems
(SAS). It standardizes the
communication between intelligent
electronic devices (IEDs) and the
related system requirements. The
specifications of this part refer to the
communication requirements of the
functions being performed in the
substation automation system and to
device models. All known functions
and their communication requirements
are identified.

Transmission,
Distribution

16

IEC61850-6
CoS:

This part of IEC 61850 specifies a file
format for describing communication-

Transmission,
Distribution
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SG Conceptual
Architecture
Domains

http://collaborate.nist.gov/twiki-
sgqgrid/bin/view/SmartGrid/SGIP

CosSIFIEC618506

related IED (Intelligent Electronic
Device) configurations and IED
parameters, communication system
configurations, switch yard (function)
structures, and the relations between
them. The main purpose of this format
is to exchange IED capability
descriptions, and SA system
descriptions between IED engineering
tools and the system engineering
tool(s) of different manufacturers in a
compatible way. The defined language
is called System Configuration
description Language (SCL). The IED
and communication system model in
SCL is according to IEC 61850-5 and
IEC 1850-7-x. SCSM specific
extensions or usage rules may be
required in the appropriate parts. The
configuration language is based on the
Extensible Markup Language (XML)
version 1.0 (see XML references in
Clause 2).

This standard does not specify
individual implementations or
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http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC6185071

conceptual point of view — assistance
to understand the basic modelling
concepts and description methods for:
* substation-specific information
models for power utility automation
systems,

* device functions used for power
utility automation purposes, and

* communication systems to provide
interoperability within power utility
facilities

Furthermore, this part of the IEC

61850 series provides explanations
and provides detailed requirements
relating to the relation between IEC

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

products using the language, nor does
it constrain the implementation of
entities and interfaces within a
computer system. This part of the
standard does not specify the
download format of configuration data
to an IED, although it could be used
for part of the configuration data.
17 | IEC61850-7-1 The purpose of this part of the IEC Y Transmission,
CoS: 61850 series is to provide — from a Distribution
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http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC6185072

automation. The ACSI provides the
following abstract communication
service interfaces.

a) Abstract interface describing
communications between a client and
a remote server for

— real-time data access and retrieval,
— device control,

— event reporting and logging,

— setting group control,

— self-description of devices (device
data dictionary),

— data typing and discovery of data
types, and

— file transfer.

b) Abstract interface for fast and
reliable system-wide event

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

61850-7-4, IEC 61850-7-3, IEC
61850-7-2 and IEC 61850-5. This part
explains how the abstract services and
models of the IEC 61850-7-x series
are mapped to concrete
communication protocols as defined
in IEC 61850-8-1.
18| IEC61850-7-2 This part of IEC 61850 applies to the Y Transmission,
oS ACSI communication for utility Distribution
oS:
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http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC6185073

common data classes related to
substation applications. In particular,
it specifies:

- common data classes for status
information,

- common data classes for measured
information,

- common data classes for control,

- common data classes for status
settings,

- common data classes for analogue
settings and

- attribute types used in these common
data classes.

This International Standard is
applicable to the description of device
models and functions of substations
and feeder equipment.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

distribution between an application in

one device and many remote

applications in different devices

(publisher/sub-scribersubscriber) and

for transmission of sampled measured

values (publisher/subscriber).

19| IEC61850-7-3 This part of IEC 61850 specifies Y Transmission,
CoS: constructed attribute classes and Distribution
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20

IEC 61850-7-4

CoS:
http://members.sgip.org/apps/gro
up_public/document.php?docum
ent_id=2586&wg_abbrev=cosd

This part specifies the abstract
information model of devices and
functions, consisting of data objects
contained in Logical Nodes (LNSs).
This part was initially just for
substation automation, but has been
expanded to include the common
Logical Nodes used in many different
domains, including: ¢ Intra-substation
information exchanges ¢ Substation-
to-substation information exchanges *
Substation-to-control center
information exchanges ¢ Power plant-
to-control center information
exchanges * Information exchange for
distributed generations ¢ Information
exchange for distributed automations ¢
Information exchange for metering.
This part also specifies normative
naming rules for multiple instances
and private, compatible extensions of
logical node (LN) classes and data
object (DO) names.

Y

Transmission,
Distribution
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IEC61850-7-410

CoS:
http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP
CosSIFIEC618507410

IEC 61850-7-410 is part of the IEC
61850 series. This part of IEC 61850
specifies the additional common data
classes, logical nodes and data objects
required for the use of IEC 61850 in a

Transmission,
Distribution
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hydropower plant. The Logical Nodes
and Data Objects defined in this part
of IEC 61850 belong to the following
fields of use:

* Electrical functions. This group
includes LN and DO used for various
control functions, essentially related to
the excitation of the generator. New
LN and DO defined within this group
are not specific to hydropower plants;
they are more or less general for all
types of larger power plants.

* Mechanical functions. This group
includes functions related to the
turbine and associated equipment. The
specifications of this document are
intended for hydropower plants,
modifications might be required for
application to other types of
generating plants. Some more generic
functions are defined under Logical
Node group K.

* Hydrological functions. This group
of functions includes objects related to
water flow, control and management
of reservoirs and dams. Although
specific for hydropower plants, the
LN and DO defined here can also be
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used for other types of utility water
management systems.

* Sensors. A power plant will need
sensors providing measurements of
other than electrical data. With a few
exceptions, such sensors are of
general nature and not specific for
hydropower plants.

22

IEC61850-7-420

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC618507420

This International Standard defines
the IEC 61850 information models to
be used in the exchange of
information with distributed energy
resources (DER), which comprise
dispersed generation devices and
dispersed storage devices, including
reciprocating engines, fuel cells,
microturbines, photovoltaics,
combined heat and power, and energy
storage. The IEC 61850 DER
information model standard utilizes
existing IEC 61850-7-4 logical nodes
where possible, but also defines DER-
specific logical nodes where needed.

Transmission,
Distribution
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IEC61850-8-1

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC6185081

IEC 61850-8-1 maps the:

» Abstract service models defined in
IEC 61850-7-2 as “Abstract
Communication Services Interface
(ACSI)”, including the Generic

Transmission,
Distribution
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Object-Oriented Substation Event
(GOOSE) and Sampled Values (SV)
messages

* Common data classes (CDCs)
defined in IEC 61850-7-3

* Data objects in Logical Nodes (LNs)
defined in the IEC 61850-7-4, 7-410,
and 7-420 to the “bits and bytes”
protocols of the Manufacturing
Message Specification (MMS) at the
ISO/OSI Application Layer, that runs
over IEC 8802-3 (commonly referred
to as Ethernet) at the ISO/OSI Data
Link Layer.

* Time synchronization uses the
Simple Network Time Protocols
(SNTP) protocol.

* Different profiles are established for
different types of messages, ranging
from the very fast GOOSE event
messages and rapid continuous
sampled values messages running
directly over Ethernet, to special time
synchronization interactions over
UDP, to the normal information
exchange messages running over
TCP/IP.
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* The standard also addresses
additional mapping issues, including
file transfers, the system configuration
language, conformance, multicast, and
timing issues.

24

IEC61850-9-2

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIEC6185092

IEC 61850 supports “sampled values”
which are continuously streaming raw
measurements from sensors, e.g.
voltage measurements from Potential
Transformers (PTs) or water flow
measurements in hydro plants. This
standard maps the abstract services
defined in IEC 61850-7-2 for
retrieving these sampled values to the
(A-Profile) Manufacturing Message
Specification (MMS) as standardized
in IEC 61850-8-1 and to (T-Profile)
TCP/IP over (essentially) Ethernet
over fiber optic media. Other media
may also be used, but are not specified
in this document.

Transmission,
Distribution
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IEC61850-10
CoS:

IEC 61850 was originally focused on
substation automation. This part
defines the conformance testing

Transmission,
Distribution
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http://collaborate.nist.gov/twiki-
sgqgrid/bin/view/SmartGrid/SGIP
CosSIFIEC6185010

requirements and measurement
techniques for ensuring optimal
performance for implementations of
substation automation using IEC
61850. The testing covers:

* General testing plan and procedure
requirements

* Quality assurance requirements

* Use of SCL files

* Documentation and test reports

* Positive and negative test cases for
the services defined in IEC 61850-7-2
* Accuracy of time synchronization

* Performance tests

26

IEC61850-90-5

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIECTR61850905

IEC 61850-90-5:

This technical report is a part of the
IEC 61850 series of standards that
adds a method for exchanging
synchrophasor data between PMUSs,
PDCs, WAMPAC (Wide Area
Monitoring, Protection, and Control)
systems, and between control center
applications. The data, to the extent

Transmission,
Distribution
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covered in IEEE C37.118.2 - 2011, is
transported in a way that is compliant
to the concepts of IEC 61850.

This document also provides routable
profiles for IEC 61850-8-1 GOOSE
and IEC 61850-9-2 SV packets. These
routable packets can be utilized to
transport general IEC 61850 data as
well as synchrophasor data.

27

IEC 61968/61970 Suites
http://webstore.iec.ch/webstore/
webstore.nsf/mysearchajax?Open

form&key=61968&sorting=&sta
rt=1&onglet=1

CSWG Report

http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/StandardsReviewPhase-

1Report.pdf

Narrative IEC 61968
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/NISTStan
dardsSummaries/IEC 61968 Na
rrative_10-6-2010.doc

These families of standards
define information exchanged
among control center systems
using common information
models. They define
application-level energy
management system interfaces
and messaging for distribution
grid management in the utility
space.

Open standards that are starting to
become more widely implemented,
developed and maintained by an SDO
with support from a users group. They
are part of PAPO8 activities relating to
integration with IEC 61850 and
MultiSpeak (PAP08: CIM/61850 for
Distribution Grid Management -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP0O8Dis
trObjMultispeak). Work is continuing
to add extensions to the CIM for new
Smart Grid functionality, and it is
expected have more complete

Operations
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sggrid/bin/view/SmartGrid/SGIP
CosSIFIEEE181

standard, IEEE Std 1815-2010,
excluding the cybersecurity part
which is being updated by IEEE
Substation Committee Working Group
(WG) C12. A Priority Action Plan
(PAP12) was established to support
transport of smart grid data and
management functions between
networks implementing IEEE 1815
and IEC 61850.

PAP12 has coordinated actions on the
development of mapping between IEC
61850 and IEEE 1815 (DNP3) objects

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

coverage of distribution automation

Narrative IEC 61970 devices and systems in the future.
http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/NISTStan
dardsSummaries/IEC_61970 Na
rrative_10-6-2010.doc

28| IEEE 1815 (DNP3) This standard is used for An open, mature, widely implemented Y Generation,
IEEE Xplore - IEEE Std 1815- substation and feeder device specification initially developed and Transmission,
2012 automation, as well as for supported by a group of vendors, Distribution,
http://standards.ieee.org/findstds/ | communications between utilities, and other users, and now Operations,
standard/1815-2012.html control centers and maintained by an SDO. Service
http://collaborate.nist.gov/twiki- - | g pstations. IEEE has adopted it as an IEEE Provider
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that will allow presently
communicated supervisory control
and data acquisition (SCADA)
information to be used in new ways,
while also providing the ability to
create new applications using the
existing DNP3 infrastructure. A draft
IEEE 1815.1 mapping standard has
been developed, and a new working
group C14 under IEEE substation
committee has been established to
adopt it as a formal IEEE standard. It
is also anticipated to be adopted later
by IEC as a dual-logo IEEE/IEC
standard. (PAP12: Mapping IEEE
1815 (DNP3) to IEC 61850 Objects -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP12DN

P361850).

29

IEEE C37.118.1-2011

IEEE Standard for
Synchrophasor Measurements
for Power Systems
http://standards.ieee.org/develop/

w(g/C37.118.1 WG.html

This standard defines phasor
measurement unit (PMU)
performance specifications

Open standard, widely implemented,

developed and maintained by an SDO.

Standard is overseen by the IEEE
Power System Relaying Committee
(PSRC) Relaying Communications
Subcommittee Working Groups H11

Transmission,
Distribution
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Standard for synchrophasor data
transfer for power systems
http://standards.ieee.org/develop/
wg/C37.118.2_ WG.html

communications for phasor
measurement units (PMUSs).

2005 include communication service
modes, remote device configuration,
dynamic measurement performance,
and security

IEEE PSRC WG C5 has developed a
“Guide for Synchronization,
Calibration, Testing, and Installation
of Phasor Measurement Units (PMU)
applied in Power System Protection
and Control” based on the C37.118
standards and previous publications
by North American Synchro-Phasor
Initiative (NASPI) in these areas.
They are part of PAP13 relating to
harmonization of IEC 61850 and
IEEE C37.118 standards (PAP13:
Harmonization of IEEE C37.118 with
IEC 61850 and Precision Time
Synchronization -
http://collaborate.nist.gov/twiki-

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?!!

and H19. This standard is intended to
become an IEEE/IEC dual-logo
standard.
30| IEEE C37.118.2 This standard defines Some items not covered in C37.118- N Transmission,

Distribution
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IEEE Standard Profile for Use of
IEEE 1588 Precision Time
Protocol in Power System
Applications
http://standards.ieee.org/findstds/
standard/C37.238-2011.html
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIP
CosSIFIEEEC372382011

power systems

profile for use of IEEE 1588-2008
Precision Time Protocol (PTP) in
power system protection, control,
automation and data communication
applications utilizing an Ethernet
communications architecture.

The profile specifies a well-defined
subset of IEEE 1588-2008
mechanisms and settings aimed at
enabling device interoperability,
robust response to network failures,
and deterministic control of delivered
time quality. It specifies the preferred
physical layer (Ethernet), higher level
protocol used for PTP message
exchange and the PTP protocol
configuration parameters. Special
attention is given to ensuring
consistent and reliable time
distribution within substations,
between substations, and across wide

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?!!

sggrid/bin/view/SmartGrid/PAP13618
50C27118HarmSynch).
31| IEEE C37.238 -2011 Ethernet communications for This standard specifies a common Y Transmission,

Distribution
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Interconnecting Distributed
Resources with Electric Power
Systems
https://sbwsweb.ieee.org/ecusto
mercme_enu/start.swe?SWECmd

=GotoView&SWEView=Catalog

+View+(eSales) Standards IEE
E&mem type=Customer&SWE

defines physical and electrical
interconnections between the
grid and distributed generation
(DG) and storage.

maintained by an SDO with
significant implementation for the
parts covering physical/electrical
connections. The parts of this suite of
standards that describe messages are
not as widely deployed as the parts
that specify the physical
interconnections. Many utilities and

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

geographic areas. (Source: IEEE
PC37.238 D4.0 — Scope Statement)
32| IEEE C37.239-2010 Interchange of power system A common format for data files used Y Transmission,
Standard for Common Format event data for the interchange of various types of Distribution
for Event Data Exchange event data collected from electrical
(COMFEDE) for Power Systems power systems or power system
http://www.pes-psrc.org/h/ models is defined. Extensibility,
http://ieeexplore.ieee.org/xpl/logi extension mechanisms, and
n.jsp?tp=&arnumber=5638582& compatibility of future versions of the
url=http%3A%2F%2Fieeexplore. format are discussed. An XML
ieee.orq%2Fxpls%2Fabs_all.jsp schema is defined. A sample file is
%3Farnumber%3D5638582 given. It doesn’t define what is
http://collaborate.nist.gov/twiki- transferred via communications. It is
sggrid/bin/view/SmartGrid/SGIP only a file format for offline analysis
CosSIFIEEEC372392010 and data exchange.
33| IEEE 1547 Suite: Standard for This family of standards Open standards developed and N Transmission,

Distribution,
Customer
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http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5638582&url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D5638582
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEEEC372392010
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEEEC372392010
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIEEEC372392010
https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

Ho=sbwsweb.ieee.org&SWETS
=1192713657
http://www.sgiclearinghouse.org/
?0=node/1116&Ib=1

regulators require their use in systems.
Revising and extending the IEEE
1547 family is a focus of PAPQ7,
covering energy storage
interconnections (PAPQO7: Energy
Storage Interconnection Guidelines -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO7Sto

rage).).

When applied to utility-interactive
equipment, Underwriters Laboratories
(UL) 1741, “Standard for Safety
Inverters, Converters, Controllers and
Interconnection System Equipment for
Use With Distributed Energy
Resources,” should be used in
conjunction with 1547 and 1547.1
standards which supplement them.
The products covered by these
requirements are intended to be
installed in accordance with the
National Electrical Code, National
Fire Protection Association (NFPA)
70.
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Networked Clock
Synchronization
http://www.nist.gov/el/isd/ieee/in
tro1588.cfm

and clock synchronization
across the Smart Grid for
equipment needing consistent
time management.

Profile of IEEE 1588 for
electric power systems.

widely implemented for power
applications. Developed and
maintained by an SDO.

IEEE PSRC Subcommittee Working
Group H7 is developing a new
standard C37.238 (IEEE Standard
Profile for use of IEEE Std. 1588
Precision Time Protocol in Power
System Applications).

See #31 in this table, IEEE C37.238 -
2011 - IEEE Standard Profile for Use
of IEEE 1588 Precision Time Protocol
in Power System Applications. This
standard was part of PAP13, which
covered incorporating precision time
synchronization with harmonization of
IEEE and IEC standards for
communications of phasor data
(http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP13618
50C27118HarmSynch).

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

34 | IEEE 1588: The Precise Standard for time management | Open standard. Version 2 is not N Transmission,

Distribution

Transmission,
Distribution
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based Broadband-Power Line
Carrier (PLC) coexistence
mechanism: (Portion of) IEEE
1901-2010 (ISP)

and

International
Telecommunications Union
Telecommunication
Standardization Sector (ITU-T)
G.9972 (06/2010)

IEEE 1901-2010
http://standards.ieee.org/findstds/
standard/1901-2010.html

ITU-T G.9972
http://www.itu.int/rec/T-REC-

G.9972-201006-P/en

Standard for Broadband over
Power Line Networks:
Medium Access Control and
Physical Layer
Specifications,” and ITU-T
G.9972 (06/2010),
“Coexistence mechanism for
wireline home networking
transceivers,” specify Inter-
System Protocol (ISP) based
Broadband (> 1.8 MHz) PLC
(BB-PLC) coexistence
mechanisms to enable the
coexistence of different BB-
PLC protocols for home
networking.

maintained by SDOs. Both IEEE 1901
and ITU-T G.9972 are developed and
maintained by SDOs. Through
coordination by PAP15 (PAP15:
Harmonize Power Line Carrier
Standards for Appliance
Communications in the Home -
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAP15PL
CForLowBitRates), the divergence
between the two standards has been
successfully eliminated before
ratification. IEEE 1901-compliant
devices implementing either one of
the two IEEE 1901 Physical (PHY)/
Media Access Control (MAC) Layers
can coexist with each other. Likewise,
ITU-T G.9960/9961 devices that
implement ITU-T G.9972 can coexist

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

35 | Inter-System Protocol(ISP)- Both IEEE 1901-2010, “IEEE | Open standards developed and yit2 Customer

112 |EEE 1901-2010 and the ITU-T G.99xx series of standards appear on the CoS in their entirety. Only the coexistence portion of IEEE 1901-2010 and ITU-T

G.9972 are included in this table because of incompatibilities with the other parts of the standard and series. See the PAP 15 document, NISTIR 7862 “Guideline
for the Implementation of Coexistence for Broadband Power Line Communication Standards* for further guidance
(http://nvipubs.nist.gov/nistpubs/ir/2012/NIST.IR.7862.pdf).
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http://www.naesb.org/member |
ogin check.asp?doc=weq rat102
910 weq 2010 ap 6d rec.doc,

http://www.naesh.org/member |

ogin check.asp?doc=req rat1029

10 req 2010 ap 9d rec.doc

standardized information
model.

It will be a basis for additional
standards and recommendations
including those from PAP17; also
used as input for Energy
Interoperation.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

with IEEE 1901-compliant devices
implementing either one of the two
IEEE P1901 PHY/MACs, and vice
versa.
36 | MultiSpeak A specification for application | An open, mature specification N Distribution
http://www.nreca.coop/what-we- | software integration within the | developed and maintained by a
do/multispeak/aboutmultispeak/ | utility operations domain; a consortium of electric utilities and
candidate for use in an industry vendors, with an
Enterprise Service Bus. interoperability testing program. It is
part of PAPOS’s task for
harmonization of IEC 61850/CIM and
MultiSpeak (PAP08: CIM/61850 for
Distribution Grid Management -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO8Dis
trObjMultispeak).
37 | NAESB REQ18, WEQ19 Energy | The standards specify two-way | Open standards, developed and Y Customer,
Usage Information flows of energy usage maintained by an SDO. These are new Service
information based on a standards to be adopted and deployed. Provider
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

CoS Web page:
http://collaborate.nist.gov/twiki-
sgqgrid/bin/view/SmartGrid/SGIP

CosSIFNAESBREQ18WEQ19

The standards have been reviewed by
PAP10 (PAP10: Standard Energy
Usage Information -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP10Ene
rgyUsagetoEMS) and SGAC. It has
been recommended by the SGIP
Governing Board and approved by the
SGIP Plenary for inclusion in the
Catalog of Standards.

In related work, the NAESB Energy
Services Provider Interface (ESPI)
Task Force is developing a Req.21,
ESPI. See
http://www.naesb.org/espi_task_force.
asp for further information.

Customers will benefit from energy
usage information that enables them to
make better decisions and take other
actions consistent with the goals of
Sections 1301 and 1305 of EISA. An
understanding of energy usage
informs better decisions about energy
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

use and conservation, and is the basis
for performance feedback on the
operation of customer-owned energy
management systems and
understanding device energy usage
and management.

This standard defines an information
model of semantics for the definition
and exchange of customer energy
usage information. The actual
exchange standards are anticipated to
be derivative from this seed standard.
A revision of this standard has been
approved through the NAESB process
but has not yet been re-evaluated by
SGIP for the CosS.

38

NAESB REQ-21
Energy Services Provider
Interface (ESPI)

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFNAESBREQ?21

ESPI builds on the NAESB
Energy Usage Information
(EUI) Model and, subject to
the governing documents and
any requirements of the
applicable regulatory
authority, will help enable
retail customers to share

ESPI applies to customer interaction
systems of utilities, third party service
providers, and customers and their
devices such as handheld and desktop
computers, thermostats, electricity
meters, etc.

Customer,
Service
Provider
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

energy usage information with
third parties who have
acquired the right to act in this
role. ESPI will provide a
consistent method for retail
customers to authorize a third
party to gain access to energy
usage information. Doing so
will help enable retail
customers to choose third
party products to assist them to
better understand their energy
usage and to make more
economical decisions about
their usage. ESPI will
contribute to the development
of an open and interoperable
method for third party
authorization and machine-to-
machine exchange of retail
customer energy usage
information.

39

NAESB REQ-22

The NAESB REQ.22

document “establishes
voluntary Model Business

REQ.22 provides guidelines for the
privacy business practices for
Distribution Companies and Third

Customer,
Service
Provider
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Requirements for Smart Meter
Upgradeability
http://www.nema.org/Standards/
Pages/Requirements-for-Smart-
Meter-Upgradeability.aspx

CoS Web page:

customers, and key
constituents, such as
regulators, to guide both
development and decision
making as related to smart
meter upgradeability.

upgradeability. These requirements
should be used by smart meter
suppliers, utility customers, and key
constituents, such as regulators, to
guide both development and decision
making as related to smart meter
upgradeability.

The purpose of this document is to
define requirements for smart meter
firmware upgradeability in the context

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

Third Party Access to Smart Practices for Third Party Parties when managing private
Meter-based Information access to Smart Meter-based customer Smart Meter information.
Business Model Practices information.” These business ESPI applies to customer interaction
CoS: practices are intended only to | systems of utilities, third party service
http://collaborate.nist.gov/twiki- | serve as flexible guidelines providers, and customers and their
sgarid/bin/view/SmartGrid/SGIP | rather than requirements, with | devices such as handheld and desktop
CosSIENAESBREQ22 the onus on regulatory computers, thermostats, electricity

authorities or similar bodies to | meters, etc.

establish the actual SGIP PAP 20, Green Button EPSI

requirements. They are also Evolution, is building on this work.

not intended for any billing or | Additionally, open source

collection activities. implementations for ESPI and related

testing tools are being developed.
40 | NEMA Smart Grid Standards This standard will be used by | This standard serves as a key set of Y Customer,

Publication SG-AMI 1-2009 — smart meter suppliers, utility requirements for smart meter Distribution
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP
CosSIFNEMASGAMI1

of an AMI system for industry
stakeholders such as regulators,
utilities, and vendors.

This standard was coordinated by
PAPOO Meter Upgradeability Standard
- http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAPOOMet
erUpgradability and has been
recommended by the SGIP Governing
Board and approved by the SGIP
Plenary for the CoS.

41

OPC-UA Industrial
http://www.opcfoundation.org/D

ownloads.aspx?CM=1&CN=KE

Y&CI=283

A platform-independent
specification for a secure,
reliable, high-speed data
exchange based on a
publish/subscribe mechanism.
Modern service-oriented
architecture (SOA) designed to
expose complex data and
metadata defined by other
information model
specifications (e.g. IEC 61850,
BACnet, OpenADR). Works
with existing binary and

Widely supported open standard, with
compliance testing program.

Customer
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tion

Cos:

OpenADR Profile A
http://members.sgip.org/apps/org
/workgroup/chairs/download.php
12224

OpenADR Profile B
http://members.sgip.org/apps/org
Iworkgroup/chairs/download.php
12224

Service Providers (e.g.,
utilities, independent system
operators (ISOs) and
customers for price-responsive
and reliability-based DR.

supported by the OpenADR Alliance.
Demand response signals are currently
being standardized in OASIS Energy
Interoperation. The Organization for
the Advancement of Structured
Information Standard (OASIS) is the
SDO that created and published the
OpenADR 2.0 Profile as a subset of
the Energy Interoperation (EI)
standard. The OpenADR Alliance
maintains the standard and is
recognized as the ITCA by SGIP.
(PAPQ9: Standard DR and DER
Signals -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO9DR
DER).http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO9DR
DER). OpenADR 2.0 profile is a

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

eXtensible Markup Language
(XML) schema defined data.
42 | Open Automated Demand 2.0 The specification defines Developed by Lawrence Berkeley Y Operations,
Response (OpenADR) messages exchanged between | National Laboratory and California Service
http://www.openadr.org/specifica | the Demand Response (DR) Energy Commission and is currently Providers
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Geography Markup Language
(GML)
http://www.opengeospatial.org/st

andards/gml

location-based information
addressing geographic data
requirements for many Smart
Grid applications.

in compliance with International
Organization for Standardization
(I1SO) 19118 for the transport and
storage of geographic information
modeled according to the conceptual
modeling framework used in the 1ISO
19100 series of International
Standards and is in wide use with
supporting open source software. Also
used in Emergency Management,
building, facility, and equipment
location information bases
(http://www.iso.org/iso/iso_catalogue/
catalogue_tc/catalogue_detail.htm?csn

umber=32554).

Various profiles of GML are in
common use in emergency
management, EMIX, Energy
Interoperation/OpenADR 2, and other
specifications.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

profile (subset) of the Energy
Interoperation standard.
43 | Open Geospatial Consortium A standard for exchange of An open standard, GML encoding is N Transmission,

Distribution
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Advancement of Structured
Information Standard (OASIS)
EMIX (Energy Market
Information eXchange)

CoS:
http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP

CosSIFOASISEMIX

model to enable the exchange
of energy price, characteristics,
time, and related information
for wholesale energy markets,
including market makers,
market participants, quote
streams, premises automation,
and devices.

PAPO03. (PAPO3: Develop Common
Specification for Price and Product
Definition -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO3Pric
eProduct

This standard has been approved by
the SGIP for the Catalog of Standards
(see http://collaborate.nist.gov/twiki-

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

44 | Organization for the Energy interoperation This standard uses the EMIX Y Markets

Advancement of Structured describes an information information model for price and
Information Standard (OASIS) model and a communication product as payload information. The
Energy Interoperation (EI) model to enable demand DR specification is built on a unified
http://docs.oasis- response and energy model of retail (OpenADR) and
open.org/energyinterop/ei/v1.0/e | transactions. XML wholesale (input from the ISO/RTO
nergyinterop-v1.0.html vocabularies provide for the Council) DR. OpenADR 2.0 is a
interoperable and standard profile on EI.
CoS: exchange of: DR and price Energy Interop was developed as part
http://collaborate.nist.gov/twiki- | signals, bids, transactions and | of PAP09 (PAPQ9: Standard DR and
sgarid/bin/view/SmartGrid/SGIP | options, and customer DER Signals -
CosSIFOASISEnergylinterop feedback on load predictability | http://collaborate.nist.gov/twiki-
and generation information. sggrid/bin/view/SmartGrid/PAPO9DR
DER).
45 | Organization for the EMIX provides an information | EMIX has been developed as part of Y Markets
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http://www.zigbee.org/Standards
[ZigBeeSmartEnergy/SmartEner
gyProfile2.aspx

CSWG Report on Draft
Technical Requirements
Document 0.7
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGSt
andards/CSWG_Standards SEP

2.0 Tech Requirements TRD R

eview v10.pdf

Device Communications and
Information Model.

technology-independent and useful for
many Smart Grid applications. PAP
18 focused on developing specific
requirements to allow the coexistence
of SEP 1.x and 2.0 and to support the
migration of 1.x implementations to
2.0. The PAP has produced a white
paper summarizing the key issues with
migration and making specific
recommendations and a requirements
document to be submitted to the
ZigBee Alliance for consideration in
developing the technology-specific
recommendations, solutions, and any
required changes to the SEP 2.0
specifications themselves. PAP18:
SEP 1.x to SEP 2 Transition and
Coexistence -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP18SE
P1To2TransitionAndCoexistence).

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

sggrid/bin/view/SmartGrid/SGIPC0sS
IFOASISEMIX)
46 | Smart Energy Profile 2.0 Home Area Network (HAN) A profile has been developed to be N Customer
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFOASISEMIX
http://www.zigbee.org/Standards/ZigBeeSmartEnergy/SmartEnergyProfile2.aspx
http://www.zigbee.org/Standards/ZigBeeSmartEnergy/SmartEnergyProfile2.aspx
http://www.zigbee.org/Standards/ZigBeeSmartEnergy/SmartEnergyProfile2.aspx
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP18SEP1To2TransitionAndCoexistence
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP18SEP1To2TransitionAndCoexistence
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP18SEP1To2TransitionAndCoexistence
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for Comments (RFC) 6272,
Internet Protocols for the Smart
Grid.

CoS Web page:
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/SGIP

CosSIFIETFRFC6272

Smart Grid Networks

IPv4/IPv6 are the foundation
protocol for delivery of
packets in the Internet
network. Internet Protocol
version 6 (IPv6) is a new
version of the Internet Protocol
that provides enhancements to
Internet Protocol version 4
(IPv4) and allows a larger
address space.

produced by IETF for Internet
technologies. As part of the tasks for
PAPO1 (PAPO1: Role of IP in the
Smart Grid -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO1Inte
rnetProfile), a core set of IP protocols
has been identified for smart grid.
After review by PAP01, CSWG, and
SGAC, it has been recommended by
the SGIP Governing Board (SGIPGB)
and approved by the SGIP Plenary for
inclusion in the SGIP Catalog of
Standards. The list has been published
by the IETF as RFC6272, which
identifies the key protocols of the
Internet Protocol Suite for use in the
smart grid. The target audience is
those people seeking guidance on how
to construct an appropriate Internet
Protocol Suite profile for the smart
grid.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

Cross-cutting Standards

47 | Internet Protocol Suite, Request | Internet Protocols for IP-based | A set of open, mature standards Y Cross-cutting
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http://docs.oasis-open.org/ws-
calendar/ws-calendar-
spec/v1.0/csprd03/ws-calendar-
spec-v1.0-csprd03.html

CoS:
http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP

CosSIFOASISWSCalendar

iCalendar for use in calendars,
buildings, pricing, markets,
and other environments. A
communication specification
used to specify schedule and
interval between domains.

of message components and
interactions providing a common basis
for specifying schedules and intervals
to coordinate activities between
services. The specification includes
service definitions consistent with the
OASIS SOA Reference Model and
XML vocabularies for the
interoperable and standard exchange
of:

e Schedules, including

sequences of schedules
e Intervals, including sequences
of intervals

This standard is the primary
deliverable of the common schedules
PAPO4. (see PAPO4: Develop
Common Schedule Communication
Mechanism for Energy Transactions -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAP04Sch
edules)
This standard has been approved by
the SGIP for the Catalog of Standards
(see http://collaborate.nist.gov/twiki-

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

48 | OASIS WS-Calendar XML serialization of IETF WS-Calendar describes a limited set Y Cross-cutting
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

sggrid/bin/view/SmartGrid/SGIPCosS
IFOASISWSCalendar )

This specification is used by EMIX
(see PAPO3: Develop Common
Specification for Price and Product
Definition -
http://collaborate.nist.gov/twiki-
sgarid/bin/view/SmartGrid/PAPO3Pric
eProduct) and Energy Interoperation
(see PAPQ9: Standard DR and DER
Signals -
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/PAPO9DR
DER)

Req

uirements and Guidelines

49

NISTIR 7761v1, NIST
Guidelines for Assessing
Wireless Standards for Smart
Grid Applications
http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/PAP020bj
ective3/NIST _PAP2_Guidelines
for_Assessing_Wireless_Standa

This report is a draft of key
tools and methods to assist
smart grid system designers in
making informed decisions
about existing and emerging
wireless technologies. An
initial set of quantified
requirements have been

The wireless technologies presented
here encompass different technologies
that range in capabilities, cost, and
ability to meet different requirements
for advanced power systems
applications. System designers are
further assisted by the presentation of
a set of wireless functionality and
characteristics captured in a matrix for
existing and emerging standards-based

Guideline

106



http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFOASISWSCalendar
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFOASISWSCalendar
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Objective3/NIST_PAP2_Guidelines_for_Assessing_Wireless_Standards_for_Smart_Grid_Applications_1.0.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Objective3/NIST_PAP2_Guidelines_for_Assessing_Wireless_Standards_for_Smart_Grid_Applications_1.0.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Objective3/NIST_PAP2_Guidelines_for_Assessing_Wireless_Standards_for_Smart_Grid_Applications_1.0.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Objective3/NIST_PAP2_Guidelines_for_Assessing_Wireless_Standards_for_Smart_Grid_Applications_1.0.pdf

This publication is available free of charge from http://dx.doi.org/10.6028/NIST.SP.1108R3

Implementation of Coexistence
for Broadband Power Line
Communication Standards
http://dx.doi.org/10.6028/NIST.1
R.7862

CoS:
http://collaborate.nist.gov/twiki-
sqggrid/bin/view/SmartGrid/SGIP
CosSIFNISTIR7862

of broadband Power line
communication (BB PLC) standards
and their coexistence mechanism; the
main purpose was to give a clear view
of BB PLC standards and their
relationships. The document also
contains the most important result of
SGIP Priority Action Plan 15, an
industry agreement that all devices
implementing any BB PLC standards
must also implement the coexistence

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

rds_for_Smart_Grid_Application | brought together for advanced | wireless technologies. Details of the
s_1.0.pdf metering infrastructure (AMI) | capabilities are presented in this report

and initial Distribution as a way for designers to initially sort
CoS: Automation (DA) through the ava_llable wireless _
http://collaborate.nist.gov/twiki- | communications. These two techn_ology optlons. To further assist

- . decision making, the document

sqgrid/bin/view/SmartGrid/SGIP | areas present technological presents a set of tools in the form of
CosSIENISTIR7761 challenges due to their scope models that can be used for parametric

and scale. These systems will | analyses of the various wireless

span widely diverse technologies.

geographic areas and operating

environments and population

densities ranging from urban

to rural.

50 | NISTIR 7862 — Guideline for the This guideline provides an overview Y Guideline
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Vehicle and Plug in Hybrid
Electric Vehicle Conductive

Charge Coupler
SAE J1772: SAE Electric Vehicle
and Plug in Hybrid Electric Vehicle

Conductive Charge Coupler

CoS Web page:
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/SGIPCo

SSIFSAEJ1772

covering the general physical,
electrical, functional, and
performance requirements to
facilitate conductive charging
of Electric Vehicle (EV)/Plug-
in Hybrid Electric Vehicle
(PHEV) vehicles in North
America.

to a need for a coupling device
identified very early on in the EV
industry and meets new
interoperability and communications
requirements.

After review by PAP11 (PAP11.:
Common Object Models for Electric
Transportation -
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/PAP11PEV),
CSWG, and SGAC, it has been
recommended by the SGIPGB and
approved by the SGIP Plenary for
inclusion in the SGIP Catalog of
Standards.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

mechanism so that they will not
interfere with each other.

51 | OpenHAN A specification for home area | A specification developed by a users N Requirements

http://osgug.ucaiug.org/sgsystem | network (HAN) to connect to | group, Utility Communications
s/lopenhan/HAN%20Requiremen | the utility advanced metering | Architecture International Users
ts/Forms/Allltems.aspx system including device i;roup (.U EAIug) ' 'ghat contains a
. checklist” of requirements that
communication, measurement, [ o.pjes yiilities to compare the many
and control. available HANS.
52 | SAE J1772: SAE Electric A recommended practice This recommended practice responds Y Requirements
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFSAEJ1772
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between Plug-in Vehicles and the
Utility Grid.

http://standards.sae.org/j2847/1
201006

Common Object Models for Electric
Transportation -
http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/PAP11PEV),
CSWG and SGAC, it has been
recommended to and approved by the
SGIPGB for inclusion in the SGIP
Catalog of Standards
(http://collaborate.nist.gov/twiki-

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

53| SAE J2836/1: Use Cases for This document establishes use | This document responds to a need by Y Requirements

Communication Between Plug-in | cases for communication system designers for documentation of
Vehicles and the Utility Grid between plug-in electric use cases as inputs to creation of end-
http://standards.sae.orq/j2836/1 201 | vehicles and the electric power | to-end system solutions between EVs
004 grid, for energy transfer and and utilities.
other applications.
CoS Web page: After review by PAP11 (PAP11:
http://collaborate.nist.gov/twiki- Common Object Models for Electric
sggrid/bin/view/SmartGrid/SGIP Transportation -
CosSIFSAEJ283613 http://collaborate.nist.gov/twiki-
sqgrid/bin/view/SmartGrid/PAP11PEV),
CSWG and SGAC, it has been
recommended to and approved by the
SGIPGB for inclusion in the SGIP
Catalog of Standards.
54 | SAE J2847/1: Communication After review by PAP11 (PAP11: Y Requirements
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Transition from SEP 1 to SEP
2.0
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/SEPTransi
tionAndCoexistence WP/PAP 18
SEP_Migration_Guidelines_an
d_Best Practices_ver 1 03.docx

SEP 1.x to SEP 2.0 Transition and
Coexistence was created to
specifically address SEP 1.x to SEP
2.0 migration and coexistence. SEP
1.0 provides a set of functionality for
HANS designed to meet the
requirements established in the
OpenHAN System Requirements

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

sggrid/bin/view/SmartGrid/SGIPCosSIFS
AEJ28471).
55 | SGTCC Interoperability Process | The Interoperability Process A guide developed and maintained by N Guideline
Reference Manual (IPRM) Reference Manual (IPRM) the SGIP’s SGTCC. The IPRM has
http://collaborate.nist.gov/twiki- | developed by SGIP’s Smart been designed to capture testing and
sgarid/pub/SmartGrid/SGTCCIP | Grid Testing and Certification | certification processes and best
RM/SGTCC_IPRM_Version_1.0 | Committee (SGTCC) outlines | practices needed to verify product
Updated.pdf the conformance, interoperability amongst two or more
interoperability, and products using the same standards-
cybersecurity testing and based communications technology.
certification requirements for | These processes and best practices are
SGIP-recommended Smart intended for use by an Interoperability
Grid standards. Testing and Certification Authority
(ITCA) in the design and management
of a testing and certification program.
56 | SGIP 2011-0008-1 PAP 18 The SGIP Priority Action Plan 18: Y Guideline
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Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

CoS: Specification v1.0 (produced by the

http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFSGIP20110008_1

Utility Communications Architecture
International Users Group (UCAIug)).
SEP 1.0 provides pricing support and
consumption for multiple
commodities (electric, gas, water),
text messaging, direct load control,
and demand response capability.

SEP 2.0 is IP based; as such it will
more easily integrate with existing IP-
based systems and protocols and
operate over alternative MAC/PHY
layers to provide more system
flexibility.

As a result of significant architectural
changes and feature upgrades, SEP 2.0
is not backwards compatible with SEP
1.x neither at the network and
application layers nor in the security
architecture. Therefore, use cases
covering multiple SEP 1.x to SEP 2.0
migration scenarios were constructed
and analyzed to determine
requirements and best practices to
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# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

enable successful migrations and/or
network coexistence.
Cybersecurity
57 | Security Profile for Advanced This document provides The Advanced Metering Infrastructure N Cybersecurity
Metering Infrastructure, v 1.0, guidance and security controls | Security (AMI-SEC) Task Force was
Advanced Security Acceleration | to organizations developing or | established under the Utility
Project — Smart Grid, December | implementing AMI solutions. | Communications Architecture
10, 2009 This includes the meter data International Users Group (UCAIug)
http://osgug.ucaiug.org/utilisec/a | management system (MDMS) | to develop consistent security
misec/Shared%20Documents/A | up to and including the HAN guidelines for AMI.
MI1%20Security%20Profile%20( | interface of the smart meter.
ASAP-
SG)/AMI1%20Security%20Profil
€%20-%20v1_0.pdf

58 | Department of Homeland The catalog presents a This is a source document for the N Cybersecurity
Security (DHS), National Cyber | compilation of practices that NIST Interagency Report NISTIR
Security Division. 2009, various industry bodies have 7628, Guidelines for Smart Grid
September. Catalog of Control recommended to increase the Cyber Security
Systems Security: security of control systems (http://csrc.nist.gov/publications/nistir
Recommendations for Standards | from both physical and cyber | /ir7628/introduction-to-nistir-7628.pdf
Developers. attacks. http://csrc.nist.gov/publications/nistir/i

r7628/nistir-7628 voll.pdf
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conductive charging system -
Part 1: General requirements

http://webstore.iec.ch/webstore/
webstore.nsf/Arthum_PK/44636

charging electric road vehicles
at standard alternating current
(ac) supply voltages (as per
IEC 60038) up to 690 V and at
direct current (dc) voltages up
to 1 000 V, and for providing

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

https://www.smartgrid.gov/docu http://csrc.nist.gov/publications/nistir/i
ment/dhs_national_cyber_securit r7628/nistir-7628_vol2.pdf
y_division_catalog_control_syste http://csrc.nist.gov/publications/nistir/i
ms_security recommendations_s r7628/nistir-7628 vol3.pdf).
tand
59 | DHS Cyber Security The National Cyber Security This is a source document for the N Cybersecurity
Procurement Language for Division of the Department of | NIST Interagency Report NISTIR
Control Systems Homeland Security (DHS) 7628, Guidelines for Smart Grid
https://www.smartgrid.gov/sites/ | developed this document to Cyber Security
default/files/doc/filessDHS Nati | provide guidance to procuring | (http://csrc.nist.gov/publications/nistir
onal_Cyber_Security Division cybersecurity technologies for | /ir7628/introduction-to-nistir-7628.pdf
Cyber_Security Procurem.pdf control systems products and http://csrc.nist.gov/publications/nistir/i
services. It is not intended as r7628/nistir-7628 voll.pdf
policy or standard. Because it | http://csrc.nist.gov/publications/nistir/i
speaks to control systems, its r7628/nistir-7628 vol2.pdf
methodology can be used with | http://csrc.nist.gov/publications/nistir/i
those aspects of Smart Grid r7628/nistir-7628 vol3.pdf).
systems.
60 | IEC 61851: Electric vehicle Applies to equipment for N Requirement
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# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

electrical power for any
additional services on the
vehicle if required when
connected to the supply
network.
IEC 62351 Family: Power systems Open standard, developed and Y Cybersecurity

management and associated
information exchange - Data and
communications security (Only
individual parts are being numbered)

http://webstore.iec.ch/webstore/websto
re.nsf/arthum/037996!opendocument

CSWG Report
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/CSCTGStandar
ds/StandardsReviewPhase-1Report.pdf

Narrative
http://collaborate.nist.gov/twiki-
sqgrid/pub/SmartGrid/NISTStandards
Summaries/IEC 62351 Narrative 10-
6-2010.doc

CoS:

maintained by an SDO.
Defines security requirements
for power system management
and information exchange,
including communications
network and system security
issues, Transmission Control
Protocol (TCP) and
Manufacturing Messaging
Specification (MMS) profiles,
and security for Inter-Control
Center Protocol (ICCP) and
substation automation and
protection. It is for use in
conjunction with related IEC
standards, but has not been
widely adopted yet.
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# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIPCoSS

tandardsIinformationLibrary

61| IEC 62351-1 Provides an introduction to the Y Cybersecurity

remaining parts of the IEC 62351
CoS: series, primarily to introduce the
http://collaborate.nist.gov/twiki- reader to various aspects of
sgarid/bin/view/SmartGrid/SGIP information security as applied to
CosSIFIECTS623511 power system operations. The scope
of the IEC 62351 series is information
security for power system control
operations.

62 | IEC 62351-2 Part 2 of the IEC 62351 series covers Y Cybersecurity

the key terms used in the series,

CoS: including references to original

http://collaborate.nist.gov/twiki- definitions of cyber security terms and

sgarid/bin/view/SmartGrid/SGIP communications terms. The glossary

CosSIFIECTS623512 can be found on the IEC website at:
http://std.iec.ch/terms/terms.nsf/ByPu
b?OpenView&Count=1&RestrictToC
ategory=1EC%2062351-2

63| IEC 62351-3 Part 3 of the IEC 62351 series Y Cybersecurity

CoS:

provides technical specifications on
ensuring the confidentiality, tamper
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http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIECTS623512
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http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIECTS623515

algorithms that apply to the operation
of all protocols based on/derived from
IEC 60870-5, Telecontrol equipment
and systems-Part 5: Transmission
protocols. The focus of this 62351-5 is

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

http://collaborate.nist.gov/twiki- detection, and message level
sggrid/bin/view/SmartGrid/SGIP authentication for SCADA and other
CosSIFIECTS623513 telecontrol protocols which use
TCP/IP as a message transport layer
between communicating entities.
TCP/IP-based protocols are secured
through specification of the messages,
procedures, and algorithms of
Transport Layer Security (TLS).
64 | IEC 62351-4 Part 4 of the IEC 62351 series Y Cybersecurity
CoS: provides specifications to secure
http://collaborate.nist.gov/twiki- information transferred when using
sggrid/bin/view/SmartGrid/SGIP ISO 9506, Manufacturing Message
CosSIFIECTS623514 Specification (MMS)-based
applications; specifying which
procedures, protocol extensions, and
algorithms to use in MMS to provide
security.
65| IEC 62351-5 Part 5 of the IEC 62351 series Y Cybersecurity
CoS: specifies messages, procedures, and
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

on the application layer authentication
and security-issues that are a result of
application layer authentication.
While authentication of sources and
receivers is considered the most
important requirement and
confidentiality is not considered
important, encryption can be included
by combining this standard with other
security standards, such as IEC
62351-3, TLS.

66

IEC 62351-6

CoS:
http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP

CosSIFIECTS623516

Part 6 of the IEC 62351 series
addresses security for IEC 61850
profiles through specification of

messages, procedures, and algorithms.

IEC 61850 specifies a number of
different profiles which have different
constraints, performance
requirements, and security needs, but
the primary requirement is for
authentication of sources of data,
receivers of data, and data integrity.
Therefore, different security options
are specified.

Cybersecurity
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Standard

Application

Comments

Included in
SGIP Catalog
of
Standards?!!

SG Conceptual
Architecture
Domains

67

IEC 62351-7

CoS:
http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGIP
CosSIFIECTS623517

Part 7 of the IEC 62351 series
provides an abstract model of network
and system data elements that should
be monitored and controlled. Its focus
is network and system management,
one area among many possible areas
of end-to-end information security.
The primary focus is the enhancement
of overall management of the
communications networks supporting
power system operations, by
specifying monitoring and control of

communication networks and systems.

Intrusion detection and intrusion
prevention are addressed.

Y

Cybersecurity

68

IEC 62351-8

CoS:
http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

CosSIFIECTS623518

Part 8 of the IEC 62351 series
specifies role-based access control
(RBAC) requirements. RBAC is an
alternative to the all-or-nothing super-
user model. RBAC is in keeping with
the security principle of least
privilege, which states that no subject
should be given more rights than
necessary for performing that
subject’s job. RBAC enables an

Cybersecurity
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800-53

cybersecurity standards and

SP 800-53 defines security measures

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

organization to separate super-user
capabilities and package them into
special user accounts termed roles for
assignment to specific individuals
according to their job needs.

69 | IEEE 1686-2007 The IEEE 1686-2007 is a Open standard, developed and N Cybersecurity

http://standards.ieee.org/findstds/ | standard that defines functions | maintained by an SDO. Not widely
standard/1686-2007.html and features to be provided in | implemented yet.
substation intelligent
electronic devices (IEDs) for
critical infrastructure
protection programs. The
standard covers IED security
capabilities including the
access, operation,
configuration, firmware
revision, and data retrieval.
70 | NERC Critical Infrastructure These standards cover Mandatory standards for the bulk N Cybersecurity
Protection (CIP) 002-009 organizational, processes, electric system. Currently being
http://www.nerc.com/page.php?c | physical, and cybersecurity revised by the North American
1d=2|20 standards for the bulk power Electric Reliability Corporation
system. (NERC).
71 | NIST Special Publication (SP) These standards cover Open standards developed by NIST. N Cybersecurity
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Introduction to NISTIR 7628
Guidelines for

Smart Grid Cyber Security
http://csrc.nist.gov/publications/n
istir/ir7628/introduction-to-nistir-

7628.pdf

http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP
CosSIFNISTIR7628

Vol 1
http://csrc.nist.qgov/publications/n
istir/ir7628/nistir-7628 voll.pdf

Vol 2
http://csrc.nist.gov/publications/n
istir/ir7628/nistir-7628 vol2.pdf

Vol 3

An overview of the
cybersecurity strategy used
by the CSWG to develop
the high-level
cybersecurity smart grid
requirements;

A tool for organizations
that are researching,
designing, developing,
implementing, and
integrating smart grid
technologies—established
and emerging;

An evaluative framework
for assessing risks to smart
grid components and
systems during design,
implementation, operation,
and maintenance; and

participatory public process that,
starting in March 2009, included
several workshops as well as weekly
teleconferences, all of which were
open to all interested parties. There
were two public reviews of drafts of
the report, both announced through
notices in the Federal Register.

The guidelines are not prescriptive,
nor mandatory. Rather they are
advisory, intended to facilitate each
organization’s efforts to develop a
cybersecurity strategy effectively
focused on prevention, detection,
response, and recovery.

# | Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'t

http://dx.doi.org/10.6028/NIST.S | guidelines for federal required for all U.S. government
P.800-53r4 , information systems, including | computers. SP800-82 defines security
NIST SP 800-82 those for the bulk power specifically for industrial control
system. systems, including the power grid.
72 | NISTIR 7628 A guideline that is the A guideline published by NIST in Y Cybersecurity
following: 2010. It was developed through a
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Standard Application Comments Included in SG Conceptual
SGIP Catalog | Architecture
of Domains
Standards?'!

http://csrc.nist.gov/publications/n | ¢ A guide to assist
istir/ir7628/nistir-7628_vol3.pdf organizations as they craft
a smart grid cybersecurity
strategy that includes
requirements to mitigate
risks and privacy issues
pertaining to smart grid
customers and uses of their
data.

This is the reference document
for the CSWG reviews
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4.4, Process for Future Smart Grid Standards Identification

In all, hundreds of standards, including the many parts in the families of standards, will likely be
required to build a safe and secure smart grid that is interoperable, end to end. Useful, widely
accepted criteria and guidelines will aid identification and selection of standards. Clearly, any set
of guidelines and processes for evaluating candidate standards will have to evolve as the smart
grid is developed, new needs and priorities are identified, and new technologies emerge.

The future NIST smart grid standard identification process will be carried out through work with
various SGIP committees, working groups, and PAPs, as well as with Interoperability Testing
and Certification Authorities. The SGIP will serve as the forum to further develop and improve
the standard identification process for smart grid standards. From its inception, the SGIP has
incorporated the cybersecurity and architectural reviews into the standard-assessment and PAP-
activity-assessment processes. Moving forward, standard conformance and interoperability
testing results will also provide feedback to the standard identification process.

All existing and new standards identified as supporting smart grid interoperability are required to
undergo a thorough cybersecurity review as part of the current and future standard identification
process. Results of future reviews will be available to SGIP members on their SGCC website.
As described in Section 3.5, the SGIP has established the process for adopting and adding
standards to the SGIP CoS. As standards are reviewed and added to the CoS, NIST will consider
adding these standards to Table 4-1. New candidate standards that emerge through the ongoing
work of the SGIP and its various working groups, and others, will be considered for addition to
this Table after NIST has applied an additional analysis based on the guiding principles given in
Section 4.1.
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5. Architectural Framework

5.1. Introduction

The smart grid is a complex system of systems, serving the diverse needs of many stakeholders.
It must support:

e Devices and systems developed independently by many different solution providers
e Many different utilities

e Millions of industrial, business, and residential customers

e Different regulatory environments

Moreover, these systems that must work together are not just across smart grid’s technical
domains but across stakeholder communities in enterprises not part of the existing utility
industry. Achieving interoperability in such a massively scaled, distributed system requires
architectural guidance, which is provided by the smart grid architectural model (SGAM)
described in this chapter.

The power industry, like other industries that increasingly depend on automation to function,
developed different architectural and system engineering approaches to translate stakeholders’
business goals into implementations that performed as desired, mitigating risk and minimizing
cost overruns. These efforts lead to a consensus that an architectural process employing the
concept of discrete levels of abstraction layers and stakeholder viewpoints provides the
flexibility needed to address smart grid’s new demands while keeping the existing infrastructure
running undisturbed.

The SGAM is a template for architects to follow while building aspects of a smart grid
architecture, regardless of an architect’s specialty (such as in areas of transmission, distribution,
IT, back office, communications, asset management, and grid planning).

The SGAM utilizes an enterprise-wide, service-oriented approach to describe a smart grid
architecture. This enterprise architecture approach mitigates stranded costs typically experienced
in “one-0ff” siloed solutions. Those siloed solutions are usually developed and implemented
without regard to cross-business unit impact or enterprise-wide long-term goals. A service-
oriented approach, on the other hand, minimizes the expense, configuration, and management
complexity that built-to-purpose applications often experience.

The architectural framework provided by SGAM will be used for several important purposes:

e To provide stakeholders a common understanding of the elements that make up the smart
grid and their relationships

e To provide key stakeholder communities traceability between the functions and the goals
of the smart grid
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e To provide a series of high-level and strategic views of the envisioned business and
technical services, supporting systems, and procedures

e To provide a technical pathway to the integration of systems across domains, companies,
and businesses

e To guide the various implementation architectures, systems, organizational structures and
supporting standards that make up the smart grid

The architectural framework described in this chapter includes the following:

e Architectural goals for the smart grid (Section 5.2)

e Conceptual Architecture, which comprises the conceptual domain models used to define
smart grid viewpoints (Section 5.3.1)

e Smart grid architecture methodology (Section 5.3.2)

e Legacy system logical model, which illustrates where existing utility systems fit in the
smart grid conceptual domain model (Section 5.3.2)

e Smart grid information networks (Section 5.3.3)
e Conceptual Business Services (Section 5.5.1)

Other important, architecture-related topics discussed in this chapter include the following:

e Use cases (Section 5.4)
e Standards review by the Smart Grid Architecture Committee (SGAC) (Section 5.5.3)
e Legacy integration and legacy migration (Section 5.3.3)

e Common understanding of information (Section 5.5.3)

5.2.  Architectural Goals for the Smart Grid
Fundamental architectural goals for the smart grid include:

e Options — Architectures should support a broad range of technology options—both
legacy and new. Architectures should be flexible enough to incorporate evolving
technologies as well as to work with legacy applications and devices in a standard way,
avoiding as much additional capital investment and/or customization as possible.

e Interoperability — Architectures should support standard interfaces with other systems
and manual processes if a standard exists. This includes interoperability among third-
party products and management and cybersecurity infrastructures.

e Maintainability — Architectures should support the ability of systems to be safely,
securely, and reliably maintained throughout their life cycle.
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e Upgradeability — Architectures should support the ability of systems to be enhanced
without difficulty and to remain operational during periods of partial system upgrades.

e Innovation — Architectures should enable and foster innovation. This includes the ability
to accommodate innovation in regulations and policies; business processes and
procedures; information processing; technical communications; and integration of new
and innovative energy systems.

e Scalability — Architectures should include architectural elements that are appropriate for
the applications that reside within them. The architectures must support development of
massively scaled, well-managed, and secure systems with life spans appropriate for the
type of system, which range from 5 to 30 years.

e Legacy — Architectures should support legacy system integration and migration.

e Security — Architectures should support the capability to resist un-vetted/unauthorized
intrusion, access, or use of physical and cyber assets. This support must satisfy all
security requirements of the system components. (This is covered in more detail in
Chapter 6.)

e Flexibility — Architectures should allow an implementer to choose the type and order of
implementation. Flexibility also allows parts of an implementation to deviate from the
original plan without incurring a penalty.

e Governance — Architectures should promote a well-managed system of systems that will
be enabled through consistent policies over its continuing design and operation for its
entire life cycle.

e Affordability — Architectures should fundamentally enable capital savings as well as life
cycle savings through standards-based operations and maintenance. They must enable
multi-vendor procurement of interoperable smart grid equipment through the
development of mature national and international markets.

5.3.  Smart Grid Architecture Model
5.3.1. Overview — Conceptual Domain Model

The conceptual domain model presented in this chapter supports planning, requirements
development, documentation, and organization of the diverse, expanding collection of
interconnected networks and equipment that will compose the smart grid. For this purpose, NIST
adopted the approach of dividing the smart grid into seven domains, as described in Table 5-1
and shown graphically in Figure 5-1.

Each domain—and its sub-domains—encompass smart grid conceptual roles and services. They
include types of services, interactions, and stakeholders that make decisions and exchange
information necessary for performing identified goals, such as: customer management,
distributed generation aggregation, and outage management. Services are performed by one or
more roles within a domain. For example, corresponding services may include home automation,
distributed energy resource (DER) and customer demand response, load control and near real-
time wide-area situation awareness (WASA).
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The roles, services, and requirements that enable the functionality of the smart grid are described
in various architectural artifacts and at lower levels of architecture by standardized business and
use cases, which detail specific envisioned smart grid requirements.

Appendix B (Specific Domain Diagrams) describes the seven smart grid domains in more detail.
It contains domain-specific diagrams intended to illustrate the type and scope of interactions
within and across domains.

Table 5-1. Domains and Roles/Services in the Smart Grid Conceptual Model

Domain Roles/Services in the Domain

1 | Customer The end users of electricity. May also generate, store, and manage the
use of energy. Traditionally, three customer types are discussed, each
with its own domain: residential, commercial, and industrial.

2 | Markets The operators and participants in electricity markets.
3 | Service The organizations providing services to electrical customers and to
Provider utilities.

4 | Operations The managers of the movement of electricity.

5 | Generation The generators of electricity. May also store energy for later
distribution. This domain includes traditional generation sources
(traditionally referred to as generation) and distributed energy
resources (DER). At a logical level, “generation” includes coal,
nuclear, and large-scale hydro generation usually attached to
transmission. DER (at a logical level) is associated with customer-
and distribution-domain-provided generation and storage, and with
service-provider-aggregated energy resources.

6 | Transmission | The carriers of bulk electricity over long distances. May also store
and generate electricity.

7 | Distribution | The distributors of electricity to and from customers. May also store
and generate electricity.

In general, roles in the same domain have similar objectives. However, communications within
the same domain may have different characteristics and may have to meet different requirements
to achieve interoperability.

To enable smart grid functionality, the roles in a particular domain often interact with roles in
other domains, as shown in Figure 5.1. Moreover, particular domains may also contain
components of other domains. For example, the Independent System Operators (1SOs) and
Regional Transmission Organizations (RTOs) in North America have roles in both the markets
and operations domains. Similarly, a distribution utility is not entirely contained within the
distribution domain—it is likely to contain roles in the operations domain, such as a distribution
management, and in the customer domain, such as monitoring. On the other hand, a vertically
integrated utility may have roles in many domains.
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Underlying the Conceptual Model is a legal and regulatory framework that enables the
implementation and management of consistent policies and requirements that apply to various
actors and applications and to their interactions. Regulations, adopted by the Federal Energy
Regulatory Commission (FERC) at the federal level and by public utility commissions at the
state and local levels, govern many aspects, including policy implementations of the smart grid.
Such regulations are intended to ensure that electric rates are fair and reasonable and that
security, reliability, safety, privacy, and other public policy requirements are met.*

The transition to the smart grid introduces new regulatory considerations, which may transcend
jurisdictional boundaries and require increased coordination among federal, state, and local
lawmakers and regulators. The conceptual model is intended to be a useful tool for regulators at
all levels to assess how best to achieve public policy goals that, along with business objectives,
motivate investments in modernizing the nation’s electric power infrastructure and building a
clean energy economy. Therefore, the conceptual model must be consistent with the legal and
regulatory framework and support its evolution over time. Similarly, the standards and protocols
identified in the framework must align with existing and emerging regulatory objectives and
responsibilities.

113 See, for example, the mission statements of the National Association of Regulatory Utility Commissioners
(NARUC, http://www.naruc.org/about.cfm) and FERC (http://www.ferc.gov/about/about.asp)
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Figure 5-1. Interaction of Roles in Different Smart Grid Domains
through Secure Communication

Source: Updated NIST Smart Grid Framework 3.0
Feb 2014

5.3.2. Description of Smart Grid Architecture Model (SGAM)

The SGAM utilizes several information and communications technology (ICT) architecture
standards. Any mention of commercial products within this NIST document is for information
only; it does not imply recommendation or endorsement by NIST. References to specific
standards are given to provide additional documentation.

The SGAM is an evolving framework, and NIST is working through the SGIP’s Smart Grid
Architecture Committee (SGAC) to align this effort with the European Union Smart Grid-
Coordination Group (SG-CG), the International Electrotechnical Commission (IEC) TC57
WG19 (IEC 62357), and IEC TC8 WG5 and 6 (Use cases).
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5.3.3. Architecture Process - Evolution of the Conceptual Architecture to SGAM
SGAM iterations

Architecture is an iterative endeavor. How these iterations are accomplished, however, is
generally determined from the viewpoint of the architect. As a result, many smart grid
architectures describe only the technical architectural perspective without mapping them back to
the stakeholder and business unit requirements. To assist in mapping technical architectures to
those business requirements, the SGIP described a conceptual architecture without a crisp
definition of conceptualization including its relationship to more detailed layers of architecture.
NIST and the SGAC recognized that these iterations needed more definition and elected to
leverage Zachman terminology.t**

Briefly, these levels are:

e Conceptual -- models the actual business as the stakeholder conceptually thinks the
business is, or may want the business to be. What are the roles/services that are required
to satisfy the future needs?

e Logical -- models of the “services” of the business uses, logical representations of the
business that define the logical implementation of the business. How is the architecture
(ideally) structured?

e Physical -- where systems specialize. They are the specifications for the applications and
personnel necessary to accomplish the task. What software and processes are necessary?

e Implementation -- software product, personnel, and discrete procedures selected to
perform the actual work.

As of this publication, TC57 WG19’s IEC 62357 and EU SC-CG methodology groups’ smart
grid architectures are aligning on the use of this approach.

SGAM Layers

The SGAC decomposed the conceptual domain model in Figure 5-1 into layers of increasing
technical focus to understand how various smart grid requirements are satisfied within each
interaction of architecture. Originally, the concept of layers as defined by the GridWise
Architecture Council (GWAC) interoperability stack (see Figure 2-2) was cited and used by the
EU M490 reference architecture. As part of the SGAC’s alignment activities, The Open Group’s
Architecture Framework (TOGAF)!® was adopted for guidance to re-align these layers to a
broader architecture standard. This doesn’t mean that the original GWAC stack or EU M490

114 Zachman International: Conceptual Logical Physical: It is Simple
(see http://www.zachman.com/ea-articles-reference/58-conceptual-logical-physical-it-is-simple-by-john-a-zachman)

115 The Open Group Architecture Framework — Architecture Development Methodology:
http://pubs.opengroup.org/architec