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or vendor, imply recommendation or endorsement by the National Institute of Standards and Technology, nor
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Technology Providers

This table lists the technology providers who participated in this study. The letter keys listed down the first
column are used throughout the report to identify results from specific algorithms. The authors wish to thank
the technology providers for their voluntary participation and contribution.

Key Technology Provider Name
K1 Motorola, Inc.

L1 Sonda Technologies, Ltd.
M1 NEC Corporation

N1 Peoplespot, Inc.

01 SPEX Forensics, Inc.

P1 Cogent, Inc.

Q1 L1 Identity Solutions

R1 BioMG, Ltd.

Table 1: SDK letter keys and the corresponding technology provider



Executive Summary

Introduction:

The National Institute of Standards and Technology (NIST), with the cooperation of eight technology providers,
performed a test of accuracy for searching latent fingerprints when using automatic feature extraction and
matching (AFEM). This test is Phase Il of the Evaluation of Latent Fingerprint Technology (ELFT) project. The
test was open to both the commercial and academic community, and participants included vendors of
Automated Fingerprint Identification Systems (AFIS). This report provides the design, process, caveats, results,
observations and conclusions of the test.

The primary objective of the test is to determine whether significant latent print examiner time savings can be
achieved while maintaining accuracy by not performing manual encoding of the latent fingerprint features.
Doing so would permit a greater workload to be processed in the same amount of time and would potentially
open up new opportunities for better exploitation of latent fingerprint services in various applications.

The eight technology providers each submitted a Software Development Kit (SDK) containing a latent
fingerprint and ten-print minutiae extraction algorithm, and a 1-to-many match algorithm that returns a
candidate list report. The specific fingerprint features extracted by the SDK were at the discretion of the
technology provider and could be proprietary, and the feature template input to the SDK’s matcher may
include the original latent fingerprint image in its entirety. Technology providers were encouraged to submit
research algorithms in this study. There was no requirement for the SDKs to be in operational use or
commercially available. NIST performed a pre-test of the SDKs to ensure all functional capabilities were
working. After validation of the SDKs, the technology providers were no longer involved in the testing. NIST
performed the same test on all SDKs.

The test dataset contained 835 latent fingerprints, the associated ten-print fingerprint records containing the
mates to the latent fingerprints, and two separate galleries of ten-print fingerprint records: one containing
5,000 records (50,000 fingerprints), and the second containing 10,000 records (100,000 fingerprints). The
latent fingerprints were studied at two image resolutions: 1000 pixels per inch (ppi) (39.37 pixels per
millimeter (ppmm)) images, and sub-sampled 1000 ppi producing 500 ppi (19.69 ppmm) images. In all tests,
the ten-print galleries were 500 ppi'. The technology providers had no knowledge of, or access to, the
fingerprint datasets prior to, during, or after the tests.

The SDKs were tested as black boxes. For each SDK, all ten-print fingerprint records and latent fingerprint
images were processed by each SDK’s automatic feature extraction algorithm. There was no human
intervention during these processes. The automatically extracted features for the latent fingerprints were
independently searched against the galleries of ten-print fingerprint features. A candidate list report was
generated for each latent fingerprint search listing the top 50 candidates in ranked order by score, with the
candidate having the highest score listed at rank 1.

In addition to assessing the overall performance of AFEM latent fingerprint technology, tests were designed to
study specific factors expected to significantly impact performance. Insights into the effect of some of these
factors may contribute to automated determination of latent fingerprint image quality. To this end, factors
analyzed included the effect of gallery size, latent image resolution, supplementary region of interest, latent
minutiae count, finger position, and finger pattern classification.

! pixels per inch (ppi) is used throughout this report as this unit is commonly used across the biometric community, which is the
audience to which this report has been written.



Caveats:

1. The 835 latent fingerprints represent identifications made using operational AFIS technology in actual
case examinations. As a result, the latent fingerprints and their ten-print mates possess sufficient
quality and quantity of information to result in identification, and therefore the results are
representative of a category of higher quality latent fingerprints.

2. The characteristics of a latent print dataset that determine its difficulty level with respect to matching
are largely determined by the source, selection, and preparation of the data. The results reported in
this study may differ greatly from other latent datasets and operational fingerprint repositories.

3. The digital images of the latent fingerprints used for the test have undergone pre-search processing
typical of AFIS operations. These include a combination of latent print analysis, selection criteria for
AFIS search, scanning, orientation, image enhancement, classification, and finger designation.

4. The SDKs were not overly constrained by time in either extracting features or searching the galleries. It
is possible for tighter time constraints to cause a decrease in performance. It is also possible to
mitigate this concern by adding computing resources. However, the impact of time on performance
was not tested.

5. The latent fingerprints were all directly captured at 1000 ppi. The creation of the 500 ppi images for
the tests were produced by down-sampling the 1000 ppi images. The performance of matching with
latents directly captured at 500 ppi was not tested in Phase Il.



Results:

NIST performed analyses of the data and determined the performance and accuracy for each technology
provider’s SDK. A summary of identification rates based on candidate list position (rank) is reported in the
following table. Note that each latent fingerprint search generated a list of fifty candidates, and it was
generally observed that most identifications occurred within the top ten. Therefore, rank one and rank top ten
results are reported.

Tl 1000 ppi latents 1000 ppi latents 500 ppi latents 500 ppi latents
SDK Provider vs. 100K fgpts, vs. 100K fgpts, vs. 50K fgpts, vs. 50K fgpts,
Rank 1 Rank 10 Rank 1 Rank 10

M1 |NEC 97.2 98.8 96.4 97.2

P1 |Cogent 87.8 89.2 88.0 89.9

01 |SPEX 80.0 85.6 80.0 87.1

K1 |Motorola 79.3 83.2 79.6 84.0

Q1 |L1 Identity Solutions 78.8 86.5 81.4 88.0

N1 |Peoplespot 67.9 77.8 68.5 79.0

L1 |Sonda 28.5 30.9 76.0 83.0

R1 |BioMG 27.5 30.2 74.0 80.5

Table 2: Summary of Identification Rates (%)

Score-based measures can be used for two purposes: for candidate list reduction (eliminating low-probability
candidates from candidate lists), and for automatic determinations of high-likelihood hits.

Candidate list reduction offers a tradeoff of accuracy for a reduction in human examiner workload: if a
candidate list is reduced, the matcher will present shorter (or empty) candidate lists to the examiner, but some
true mates will be excluded, lessening overall accuracy. This is illustrated by analyzing the results for the
highest performing SDK shown in the Figure 1 (note that these results are based on probability of true mate’
score values). At a false positive identification rate (FPIR) of 95% the false negative identification rate (FNIR) is
3%, whereas at FPIR of 47% the FNIR is 4%. Moving from the first operational point to the second cuts the
examiner workload by up to half (FPIR from 95% to 47%), while missed identifications are increased by one
third (FNIR 3% to 4%). It is a policy issue to determine if this is an acceptable trade-off.

% See observation 9.




Automatic determinations of high-likelihood hits can be used operationally to flag likely matches in low-
priority cases that might otherwise never warrant examiner time, or to prioritize an examiner’s workload
based on the likelihood of match. In either case, automatic determinations of high-likelihood hits could be
used for areas with an excessive backlog to maximize examiner efficiency. This is illustrated by analyzing the
highest performing SDK shown in the figure below. At FNIR of 8% the FPIR is 1%. At this operating point,
identifications are successfully made 92% of the time with only 1% of the examiner’s comparisons including
non-mates.
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Figure 1: Detection error trade-off (DET) characteristics at rank 1



Observations:

1.

The effect of scaling the gallery size was clearly observed as all SDKs demonstrated a drop in
performance. The average decrease in rank 1 identification rate was 1% between searching a gallery
of 50,000 fingerprints and a gallery of 100,000 fingerprints.

Five of the eight SDKs showed some benefit when searching latent images at 1000 ppi over 500 ppi
(against a gallery of 500 ppi ten-prints), but the benefit was not shown to be statistically significant.
An average improvement of 0.93% in rank 1 identification rate was observed. It was also observed
that for every SDK, increasing resolution from 500 ppi to 1000 ppi caused some hits to be gained, but
also some to be lost. The net outcome differs with each SDK.

The “region of interest” (ROI), produced mixed results. While for some SDKs the overall results
improved when using ROI, for others they were worse. It was observed that those images with heavy
excision (greater than 50% of the image cut out) tended to benefit the most. We conclude that ROl is
inexpensive compared to manual markup, but so far has only been shown to be of limited use. More
studies in this area are needed.

There is a strong correlation between the number of minutiae exhibited by a latent image and its
search performance across all SDKs. Searches with higher numbers of minutiae tended to do better.

As with other biometric modalities, the quality of the image data strongly influences accuracy.

Looking at just the thumb, index, middle, and ring fingers on each hand, there is some evidence that
latent search performance is highest with thumbs, next with index fingers, and lowest with ring
fingers. However, results varied across the SDKs. Results on little fingers were not analyzed due to
very small sample size representation in the Phase Il dataset.

There is some evidence that latent search performance is affected by latent pattern class. Latent
search performance was higher with whorls. The results for arches were bipolar; some SDKs
performed best on arches; while other SDKs performed worst. Loops achieved medium performance.
The undetermined category performed worst over all, which appears to be an indication of low latent
image quality.

Fusing the latent search results (candidate lists) of multiple (cross-vendor) SDKs did improve the hit
rate. The same is true for fusing the results of the same SDK for two or more of an individual's latent
fingerprints. These methods provide a powerful mechanism for potential improvements of accuracy.

In addition to proprietary matcher scores, all SDKs reported a form of normalized scores, probability of
true mate values in the range 0 to 100 indicating the SDK’s estimated likelihood that a candidate is
actually a mate. This has important implications for candidate list reduction, interoperability, and
fusion. Results were mixed, with two SDKs demonstrating enhanced capability to reduce false
matches.

Conclusions:

1.

2.

3.

The results from ELFT Phase Il demonstrate that a limited class of latent fingerprint case work can
benefit from today’s AFEM technology, thereby reducing some of the human workload during the AFIS
latent fingerprint processes.

Cautionary Note: Technology providers were encouraged to submit research algorithms in this study.
There was no requirement for the SDKs to be in operational use or commercially available.

While the testing has demonstrated a level of performance beyond pre-test expectations, the
limitations of the technology remain undefined and further testing is required.

Test results do not provide sufficient insight to determine with any specificity which latent prints in a
case can benefit or should not be considered for AFEM. Latent fingerprint image quality measures are
needed and should be tested.
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Terms and Definitions

This table provides ELFT-specific definitions to various words and acronyms found in this report.

# | Term Definition

1 | AFEM Automated Feature Extraction and Matching

2 | API Application Programming Interface

3 Background A set of enrolled ten-prints not containing mate fingerprints

4 | CMC Cumulative Match Characteristic

5 DET Detection Error Tradeoff characteristic

6 | Exemplar Fingerprint image acquired during an enrollment process and the mate of a latent
fingerprint

7 FNIR False Negative Identification Rate (also called miss rate or false non-match rate)

8 | Foreground A set of enrolled ten-prints containing mate fingerprints.

9 FPIR False Positive Identification Rate (also called false-match rate)

10 | Fusion A method of combining biometric information to increase accuracy

11 | Gallery A set of enrolled ten-prints; synonymous with “database.” An ELFT Gallery is
composed of foreground and background ten-prints.

12 | Hit/hit-rate A “hit” results when the correct mate is placed on the candidate list; the “hit rate” is
the fraction of times a hit occurs, assuming a mate is in the gallery.

13 | Latent A fingerprint image left on a surface touched by an individual

14 | Matcher Software functionality which produces one or more plausible candidates matching a
search print

15 | Mate An enrolled fingerprint corresponding to a latent

16 | NIST National Institute of Standards and Technology

17 | PPI Pixels per inch (500 ppi corresponds to 197 pixels per centimeter)

18 | ROC Receiver Operator Characteristic

19 | ROI Region of Interest

20 | Rolled print A fingerprint image acquired by rolling a finger from side to side

Table 3: Glossary of ELFT Phase Il related terms
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1 Introduction

NIST has been investigating automated fingerprint matching since 1969, beginning with the pioneering work of
Ray Moore. Focus on latent fingerprints is more recent, and was initiated in 2004 by a study comparing the
performance of matching latent images against plain impressions versus rolled impressions [1]. In 2006, NIST
inaugurated a more extensive project, called Evaluation of Latent Fingerprint Technology (ELFT) to investigate
the performance of automated feature extraction and matching (AFEM) in the context of latent fingerprint
identification [2].

ELFT is a study of latent fingerprint identification (one to many search) rather than verification (one to one
match). Generally, the unknown fingerprint presented to an identification system may be any of the three
types (rolled, plain, or latent), and the database against which it is searched may also be any of the three
types, or even a mixture of types. In this study, the unknown is always a latent fingerprint, and the database
consists entirely of rolled fingerprint impressions.

1.1 ELFT and Automated Feature Extraction and Matching

It is important to distinguish AFEM-based latent fingerprint identification from the general concept of lights-
out identification. Lights-out identification refers to a system requiring minimal or zero human assistance in
which an image is presented as input, and the output consists of a short candidate list. For ten-print search
applications, this list may be: 1) empty, 2) contain a single candidate, or rarely 3) have more than one
candidate. Event (3) will occur only in cases when the matcher produces more than one candidate with a
significant computed probability of being a true mate. Lights-out matchers are currently in operation for rolled
fingerprint search systems, and are emerging for plain impressions. Latent fingerprints are much more difficult,
and no lights-out matchers are currently in operational service. Furthermore, the ELFTO7 Concept of
Operations (CONOPS) asserts that a fully lights-out latent fingerprint matching capability represents too large
of a single step from current practices [2].

Accordingly, the initial focus of ELFT is on AFEM-based latent fingerprint identification systems in which
manual feature extraction by an examiner is eliminated (i.e. the feature extraction and search operations are
fully automated), but the candidate lists output by these systems may be of non-trivial size, and require
varying degrees of human inspection. This automates the traditional human feature selection on the latent
image — often referred to as “front end functions” — but does not fully address the “backend” functions,
including reduction of the output candidate list. Human feature extraction by a latent fingerprint examiner is a
time-consuming task. It is common for the examiner to spend twenty minutes or more on this step. It is
therefore highly desirable to automate feature extraction to the extent possible, as well as automate any other
time-consuming steps.

In current latent matching practice the candidate lists tend to be of fixed length, typically 10 to 20 candidates
long. A fixed number of candidates is then always produced, even though the vast majority of these are non-
matching to the search latent. (Although they do represent the best matches encountered, these are not close
matches in any meaningful sense and cursory inspection often reveals that the candidate cannot possibly
match the search print.) One goal of ELFT is to suppress these non-matching candidates, resulting in a much
shorter candidate list of variable length. We refer to this goal as candidate list reduction.

1.2 Phasel

ELFT Phase | was designed as a “proof of concept” test for evaluating state-of-the-art AFEM-based one-to-
many (1:N) latent fingerprint identification systems. A secondary goal of Phase | was to determine the test
methods and metrics necessary to evaluate the technology. Participation was open to all, and testing and
reporting was done anonymously to encourage participation and minimize risk to participants. Software was
submitted to NIST for testing in the form of Software Development Kits (SDKs) conformant to an Application
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Programming Interface (APIl) created by NIST. Ten technology providers participated in Phase |, submitting a
total of 16 SDKs for testing. These SDKs were installed and executed on NIST hardware, by NIST personnel.
The dataset used for Phase | was a mix of operational and non-operational images. A total of 100 latent
images were searched against a gallery of 10,000 rolled fingerprints (1000 ten-prints). The aggregate results of
Phase | have been reported publically without mention of the technology provider names [4], and detailed
reports have been provided directly to the individual participants. Phase | demonstrated the feasibility of the
technology and test methods, and provided valuable insights into how future phases should be conducted.

1.3 Phasell

Whereas ELFT Phase | was intended to assess the feasibility of AFEM-based latent fingerprint identification
systems, ELFT Phase Il was designed to assess the performance of state-of-the-art AFEM technology and
evaluate its viability for operational use. ELFT Phase Il builds on the work in Phase | by using 100% operational
images, as well as larger and more diverse datasets to provide better performance estimates. A primary
objective of the test was to determine whether significant latent print examiner time savings can be achieved
by applying AFEM technologies while maintaining accuracy. Doing so would permit a greater workload to be
processed in the same amount of time and would potentially open up new opportunities for better exploiting
latent fingerprint services in various applications.

A further objective of Phase Il was to study specific factors that are expected to significantly impact the
performance of AFEM latent fingerprint technologies. It is anticipated that insights into the effect of these
factors may contribute to automated determination of latent fingerprint image quality, which is a key
component to future AFEM-based systems. Phase Il analyzed the effect of the following factors:

e Gallerysize

e Latent image resolution

e Supplementary region of interest (ROI)
* Latent minutiae count

*  Finger position

e Finger pattern classification

In all, eight technology providers chose to participate in ELFT Phase Il, each contributing an SDK for testing.
Section 2 provides an overview of the Phase Il test implementation, experimental design, and the dataset
used. Section 3 reports accuracy results and analyses on various factors. Section 4 discusses the results of
using probability scores in place of raw matcher scores. Section 5 presents a study on candidate list fusion.
The appendices cover topics including a simple model for predicting the effect of increasing gallery size along
with the ELFT Phase Il protocol and application program interface (APl). A complete set of Detection Error
Trade-off (DET) curves created for this study are included in Appendix D.

1.4 What Phase Il is Not
The following are specifically not within the scope of ELFT Phase Il:

e Evaluation of human examiner assisted latent fingerprint based identification

e Evaluation of standardized fingerprint feature encodings and standard templates

e Closed set (“closed universe”) identification

e Verification or one-to-one (1:1) matcher performance

e Performance when matching ten-print records against a repository of latent fingerprints (also called
“reverse latent” searches)

e Performance when matching latent fingerprints to latent fingerprints (latent-to-latent)

e Evaluation of latent fingerprint collection/processing methods

e Estimates of algorithm speed when implemented in operational systems

¢ Template update or adaptive search algorithms

12



2 Test Implementation

The testing model used by ELFT is similar to that used by NIST for Minutiae Interoperability Exchange (MINEX)
Test 2004 [5] and Proprietary Fingerprint Template Test [6]. Binary software modules only (no source code),
referred to as SDKs, are solicited from participants. These are intended to be executed by NIST on local
computer hardware, and they must adhere to an Application Programming Interface (API) specified by NIST.

The SDK testing model is different from other fingerprint evaluations such as Fingerprint Vendor Technology
Evaluation (FpVTE) [7] and Fingerprint Verification Competition (FVC) [8] in that it provides greater flexibility
and control over the execution of software during the test. Testing of the SDKs on NIST hardware by NIST
personnel ensures that the test images themselves are never disclosed outside of NIST. This has important
implications for privacy as well as for the use of these images in future testing. The principal disadvantage of
this approach is that it limits the feedback NIST can provide to participants regarding image-specific behavior
of their software.

Each technology provider submitted an SDK containing a latent fingerprint and ten-print minutiae extraction
algorithm, and a 1-to-many match algorithm that returns a candidate list report. The specific fingerprint
features extracted by the SDK were at the discretion of the technology provider and could be proprietary, and
the feature template input to the SDK’s matcher may include the original latent fingerprint image in its
entirety. Technology providers were encouraged to submit research algorithms in this study. There was no
requirement for the SDKs to be in operational use or commercially available. NIST performed a pre-test of the
SDKs to ensure all functional capabilities were working. After validation of the SDKs, the technology providers
were no longer involved in the testing. NIST performed the same test on all SDKs.

The test dataset contained 835 latent fingerprints, the associated ten-print fingerprint records containing the
mates to the latent fingerprints, and two separate galleries of ten-print fingerprint records: one containing
5,000 records (50,000 fingerprints), and the second containing 10,000 records (100,000 fingerprints). The
technology providers had no knowledge of, or access to, the fingerprint datasets prior to, during, or after the
tests. Latent prints were searched at both 500 pixels per inch (ppi) (19.69 pixels per millimeter (ppmm)) and
1000 ppi (39.37 ppmm) resolutions, as well as with and without supplementary ROl markup. In all tests, the
ten-print galleries were 500 ppi.

The SDKs were tested as black boxes. For each SDK, all ten-print fingerprint records and latent fingerprint
images were processed by each SDK’s automatic feature extraction algorithm. There was no human
intervention during these processes. The automatically extracted features for the latent fingerprints were
independently searched against both galleries of ten-print fingerprint features. A candidate list report was
generated for each latent fingerprint search listing the top 50 candidates in ranked order by score, with the
candidate having the highest score list at rank 1.

The computer hardware 