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Abstract 37 

Transit agencies face rising cybersecurity risks that can impact the delivery of safe and reliable 38 
transit services. This white paper outlines the preliminary content of a Transit Cybersecurity 39 
Framework (CSF) Community Profile that is intended to provide a mission-prioritized approach 40 
to identifying practical cybersecurity outcomes tailored to the sector’s cybersecurity challenges 41 
and priorities. It offers an update on the progress made to date, a preview of the priorities that 42 
the community shared that informs the Profile, and a general description of the essential 43 
features of a draft Profile. It is designed to engage public and private sector stakeholders in the 44 
transit community to inform a draft Transit CSF 2.0 Community Profile, set to publish later this 45 
year. 46 

Keywords 47 

Bus, commuter rail, cybersecurity, Cybersecurity Framework (CSF), public transportation, rail, 48 
risk management, subway, transit. 49 

Audience 50 

This cybersecurity white paper is primarily intended for cybersecurity professionals, executives, 51 
and management teams of public and private organizations that own or operate public 52 
transportation services. The audience also includes affiliated entities, such as county 53 
governments responsible for overseeing transit operations, federal agencies with oversight of 54 
transit operations, and transit industry associations. 55 

Note to Reviewers 56 

NIST aims to tailor the CSF to meet the unique needs of transit owners and operators, resulting 57 
in a Transit CSF Community Profile (hereafter, the Community Profile). To date, NIST has 58 
engaged with a broad cross-section of stakeholders in the transit sector and has begun 59 
developing this Community Profile content. This white paper presents preliminary content for 60 
public review and comment ahead of publishing a draft Community Profile. 61 

NIST requests input on the unique technical challenges of securing the transit sector, transit 62 
community priorities, and the set of standards, guidelines, and practices that address the needs 63 
of securing the transit ecosystem. NIST welcomes your suggestions in these areas in addition to 64 
comments on the content within this white paper.  65 

Editor’s Note: Italicized text within a section provides additional context for the content in that 66 
section of the Community Profile and requests for targeted feedback. 67 
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1. Introduction 84 

The National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0 85 
introduced the concept of a Community Profile. A Community Profile is a baseline of CSF 86 
outcomes that is created and published to address shared interests and goals among a number 87 
of organizations. It is typically developed for a particular sector, subsector, technology, threat 88 
type, or other use case, and can be used by an organization as the basis for its own 89 
Organizational Target Profile [1]. 90 

The National Institute of Standards and Technology is currently developing a Transit Community 91 
Profile to provide a voluntary, risk-based approach for managing cybersecurity activities, 92 
reducing cybersecurity risks, and improving the cybersecurity posture of the transit community.  93 

The transit community, for the purposes of the Community Profile, includes public and private 94 
owners and operators of public transportation services. They operate a diverse mix of 95 
equipment and services that can include bus and rail (i.e., light rail, subway, and commuter rail), 96 
and also includes affiliated entities, such as county governments responsible for overseeing 97 
transit operations. However, it does not include national rail passenger or freight rail services.   98 

The Community Profile will suggest prioritization of cybersecurity outcomes to meet specific 99 
strategic business/mission focus areas for the transit community and identify relevant and 100 
actionable security practices that can be implemented in support of those areas. It is intended 101 
to complement, not replace, any existing cybersecurity programs, guidelines, or policy that 102 
transit operators may already have in place.  103 

The Transit Community Profile will offer a variety of potential benefits, including but not limited 104 
to:  105 

• Describe a shared taxonomy to support communication about cybersecurity risk 106 
management for transit owners/operators  107 

• Consolidate transit cybersecurity requirements, recommendations, and guidelines from 108 
multiple industry stakeholders under one framework  109 

• Develop common target outcomes that transit owners and operators can use to support 110 
strategic planning efforts and cybersecurity assessments  111 

• Provide scalable and achievable cybersecurity recommendations and guidelines for 112 
transit owners/operators of all sizes 113 
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2. Transit Stakeholder Engagement 114 

Developing a Community Profile involves active participation and collaboration from 115 
community stakeholders. The National Institute of Standards and Technology engaged with 116 
representatives from key national transit organizations and federal agencies (listed below) to 117 
identify a cross section of small, medium, and large transit operators to take part in a series of 118 
Community Profile working sessions.   119 

• American Public Transportation Association (APTA) members 120 

• Community Transportation Association of America members 121 

• U.S. Department of Homeland Security Transportation Security Administration (TSA) 122 

• U.S. Department of Transportation (DOT) Office of Sector Cyber Coordination  123 

• U.S. DOT Federal Railroad Administration 124 

• U.S. DOT Federal Transit Administration (FTA) 125 

During these working sessions, transit operators took part in facilitated discussions and tailored 126 
activities designed to gather and consolidate information and perspectives on their unique 127 
cybersecurity challenges, mission priorities, organizational capabilities and resources, and 128 
general insights and expertise to inform the Community Profile. A breakdown of working 129 
session topics is shown in Figure 1. 130 

 
Figure 1: Overview of Community Profile Working Sessions 131 

From these discussions, transit community participants: 132 

• Identified high-level Community Priorities based on importance/criticality to the 133 
transit community and its operations 134 

• Discussed ranked cybersecurity outcomes that enable each transit Community Priority 135 

• Shared their expertise, challenges, perspectives, and expectations to enrich the 136 
Community Profile and ensure it addresses the specific threats and vulnerabilities 137 
unique to the transit sector 138 
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• Shared key transit-specific cybersecurity resources and guidance, including APTA’s 139 
Cybersecurity Resources and TSA’s Surface Transportation Cybersecurity Toolkit to 140 
inform Profile guidance  141 

 

https://www.apta.com/research-technical-resources/safety-security/cybersecurity-resources/
https://www.apta.com/research-technical-resources/safety-security/cybersecurity-resources/
https://www.tsa.gov/for-industry/surface-transportation-cybersecurity-toolkit
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3. Challenges to Securing Transit Systems 142 

Transit owners and operators manage a complex network of business and operational systems 143 
in service to their mission. Examples can include: 144 

• Rail signaling and train control systems 145 

• Bus fueling, battery-electric charging, and charge management systems 146 

• Scheduling and dispatching 147 

• Facility management systems 148 

• Emergency communications systems 149 

• Control and communication systems 150 

• Ticketing systems 151 

• Command centers 152 

• Revenue collection systems, including back office and fare payment systems 153 

• Public information systems, such as station-based electronic signage and web and 154 
mobile applications/systems 155 

Traditionally, many of these systems relied on direct connections for communications. Today, 156 
communication between and among these systems is digital and network-based, including 157 
through extensive use of wireless connectivity. This dependence on digital technology and 158 
interconnections to sustain daily operations has widened the cyber attack surface for transit 159 
agencies. Operators must now manage the cybersecurity risk of their IT and OT systems while 160 
meeting increasingly demanding safety and operating requirements.  161 

Several aspects of the transit sector make it uniquely challenging to protect and requires a 162 
more tailored approach to prioritize and apply cybersecurity risk management measures. These 163 
include: 164 

• Safety-critical control systems. Safety-critical control systems—such as signaling and 165 
train control for rail, and steering, acceleration, and brake control for buses—are 166 
governed by standards which may not fully account for cybersecurity risk. Cybersecurity 167 
risk mitigations for these systems must be carefully implemented to ensure they meet 168 
safety and industry standards without triggering the need for safety recertification. 169 

• Legacy systems. Most transit agencies simultaneously manage both modern and legacy 170 
IT and OT infrastructure and systems. Legacy systems and assets in the transit sector 171 
have long lifecycles measured in decades, not years, and may not be able to 172 
accommodate modern cybersecurity controls (e.g., multifactor authentication, 173 
advanced encryption). Retrofitting these systems for cybersecurity purposes can be 174 
cost-prohibitive and disruptive, and compensating cybersecurity controls may be 175 
needed to meet the security outcomes.  176 
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• Communication systems. Communication systems (e.g., wireless, wired, radio) are the 177 
backbone of public transit operations, supporting coordination between buses, vehicles, 178 
trains, control centers, and infrastructure. They facilitate real-time updates, signaling, 179 
dispatching, and monitoring. Any disruption or compromise in these systems can lead to 180 
operational failures, delays, or even accidents, impacting the safety and reliability of 181 
transit systems. 182 

• Vendor supply chain. Rail and bus transportation systems and components are supplied 183 
by a large variety of domestic and global suppliers. Likewise, transit agencies rely heavily 184 
on vendor services and contractors to install, manage, and maintain their IT and OT 185 
systems and infrastructure. Cybersecurity supply chain risk management must be part of 186 
an organization-wide risk management strategy.  187 

• Distributed and mobile operations. Transit operations and their support systems are 188 
geographically dispersed with mobile assets. Rail operators, for example, manage 189 
systems and sensors that encompass the rail network and associated facilities. Likewise, 190 
bus operators support moving assets, garages, and maintenance facilities deployed 191 
across a metropolitan region.  192 

• Physical security concerns. Transit assets and infrastructure are both accessible to and 193 
used by the public. Many of the supporting systems are also distributed across a broad 194 
region, making physical security more challenging and exposing certain elements, such 195 
as telecommunications systems or wayside equipment, to potential unauthorized 196 
physical and logical access by malicious actors. 197 

• Safety-centric culture. A transit operator’s top responsibility is safety. Cybersecurity 198 
knowledge and awareness in many agencies is still maturing. The American Public 199 
Transportation Association, federal agencies, suppliers, and the operating agencies 200 
themselves have worked to develop and organize resources to advance cybersecurity 201 
awareness and protections specific to transit operations. Cybersecurity measures and 202 
training must continue to integrate into an agency’s overall safety framework to 203 
improve effectiveness. 204 
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4. Community Profile Structure 205 

The Transit CSF Community Profile will be built around the six Functions of the CSF 2.0: GOVERN, 206 
IDENTIFY, PROTECT, DETECT, RESPOND, and RECOVER. Each Function consists of Categories that are a 207 
group of related cybersecurity outcomes that collectively make up each CSF Function. Each 208 
Category is decomposed into Subcategories that define more specific technical and 209 
management activities.   210 

Figure 2 provides a representation of how cybersecurity outcomes are prioritized by the 211 
workshop participants. The stars in Figure 2 represent the degree of importance of CSF 2.0 212 
outcomes in the context of the Community Profile [2]. 213 

 
Figure 2: Representation of Community Profiles Using the CSF 2.0 Core 214 

Additional information about, and examples of, Community Profiles are available online at the 215 
NCCoE Resources for Applying NIST Frameworks. The Transit CSF Community Profile will be 216 
included in this resource library once it is published. 217 

 

https://www.nccoe.nist.gov/framework-resource-center
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5. The Role of Community Priorities in Profile Development 218 

Identifying Community Priorities is an important part of the Community Profile-building 219 
process. Community Priorities reflect the fundamental purpose and operation of the 220 
community and can provide the context for identifying and managing applicable cybersecurity 221 
risk management measures. They serve to inform the CSF 2.0 outcomes and their relative 222 
importance within the community.  223 

Consistent with this approach to Profile development, participants identified eight notional 224 
Community Priorities for the transit sector. Those Priorities were further consolidated in the 225 
working sessions into four Strategic Focus Areas. Those Focus Areas and some of the challenges 226 
identified are included in Table 1. 227 

Editor’s Note: The list of challenges beside each Community Priority below is not exhaustive; 228 
NIST is interested in feedback on technology-specific cybersecurity challenges that are top of 229 
mind for your transit operations and how they align with your organization’s mission. Suggest 230 
challenges that should be considered, removed, or consolidated in the Profile. Which 231 
challenge(s) stands out or resonates the most with respect to your operating environment? 232 

Table 1 Notional Transit Community Priorities 233 

Strategic Focus Area Community Priority Cybersecurity Challenges Identified 

Transit Operations and 
Ridership  

Deliver Reliable “On Time” 
Service  

Increasing operational efficiencies and redundancies, 
providing and restoring services during disruptions, 
maintaining disaster recovery and business 
continuity capabilities, and continuously improving 
services. 

Deliver Safe and Secure 
Transit Services 

Identifying cybersecurity risks that can jeopardize 
services and staff/rider safety, continually 
monitoring systems for anomalous activity, enabling 
incident recovery execution, adhering to safety 
regulations, identifying high value assets/crown 
jewels, maintaining resilience through documented 
and tested business continuity and disaster recovery 
plans. 

Protection and 
Management of Transit 
Assets 

Protect Data Complying with state and federal data protection 
regulations, protecting sensitive information such as 
system security information and staff and rider 
personal data, and securing financial transactions 
and systems (e.g., fare payment systems or 
accounting/payroll systems). 

Protect IT and OT Systems 
and Assets 

Achieving regulatory compliance, discovering and 
documenting asset inventories, protecting legacy 
systems, securing communication systems, and 
providing physical security to OT assets and remote 
sites/systems, monitoring and detecting malicious 
behavior, securing access to information systems, 
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Strategic Focus Area Community Priority Cybersecurity Challenges Identified  

identifying critical assets and infrastructure, 
leveraging modern cybersecurity protections, and 
achieving economies of scale. 

Stakeholder 
Coordination 

Foster Collaboration Among 
Stakeholders 

Aligning cybersecurity objectives with internal 
stakeholder needs to manage shared security risks, 
identifying and codifying (e.g., through 
Memorandum of Understanding) roles and 
responsibilities with internal and external 
partners/vendors/suppliers in order to support cyber 
incident response and recovery. 

Secure the Transit Supply 
Chain 

Managing the supply chain of key IT/OT components 
and supporting infrastructure (e.g., factoring in 
equipment replacement lead times for system 
components as part of business continuity/disaster 
recovery plans), managing relationships with as well 
as risks of third-party vendors, suppliers, and 
managed service providers, and integrating 
cybersecurity requirements into acquisitions. 

Organizational 
Development 

Engage in Continuous 
Improvement and Innovation 
of Transit Operations 

Evaluating the security risk of emerging technologies, 
applying modern cybersecurity controls to legacy 
assets, and applying lessons learned from cyber 
audits/events/incidents/exercises to continually 
improve a cybersecurity program. 

Cultivate a Cyber Aware 
Workforce 

Hiring, training, and retaining qualified cyber talent, 
incorporating cybersecurity into enterprise risk 
management, providing tools to recognize and 
report on cyber risks, providing role-based training 
and encouraging staff accountability for 
cybersecurity, executing and measuring the 
effectiveness of training and cyber awareness 
campaigns, and instituting cybersecurity governance 
and management. 
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6. Community Profile Mapping 234 

The foundation of the transit Community Profile is the CSF 2.0 Profile mapping, which is 235 
typically presented as a table or set of tables. The mapping is organized around the CSF 2.0 Core 236 
to identify and prioritize cybersecurity outcomes that are most relevant to the transit sector. It 237 
is supplemented with recommendations, considerations, and guidelines that agencies and 238 
operators can leverage and adapt for their own environment.  239 

In the mapping table, each CSF 2.0 Subcategory appears as its own row. An example of this is 240 
shown in Figure 3. Each row is labeled to show its importance to one or more of the four 241 
Strategic Focus Areas, using the following designations: 242 

• Elevated (E): These Subcategories are deemed the most critical for supporting a Focus 243 
Area, based on input from the CSF Profile working sessions.  244 

• Supporting (–): These Subcategories are important for the transit sector’s cybersecurity 245 
posture but are not as critical relative to the Elevated Subcategories.  246 

The National Cybersecurity Center of Excellence (NCCoE) team of transit sector and 247 
cybersecurity subject matter experts analyzed the outputs from the CSF Profile working 248 
sessions and Category prioritization activities and used them to inform CSF Subcategory 249 
designations. The designations of “Elevated” and “Supporting” are relative to the Profile and 250 
may vary for different transit agencies. Each transit operator should consider its own goals and 251 
priorities when consulting this Profile and adjust how it applies the guidelines accordingly. 252 
  253 
Only Subcategories designated as “Elevated” will include an explanation of their importance to 254 
a particular Community Priority, as well as voluntary guidelines and informative references.  255 
 256 

Editor’s Note: NIST welcomes feedback on which CSF 2.0 Categories and Subcategories should 257 
be designated as “Elevated,” and invites input from the community about areas that are 258 
particularly challenging to implement or where cybersecurity risk management guidance is 259 
needed. NIST also encourages suggestions for existing standards, guidelines, and best practices 260 
to include in the Community Profile. 261 

 

https://csrc.nist.gov/Projects/Cybersecurity-Framework/Filters#/csf/filters
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Figure 3: Sample CSF 2.0 Transit Community Profile 262 
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7. Applying the Transit CSF Community Profile 263 

Transit agencies and operators can adapt and use the Community Profile to establish or 264 
improve their cybersecurity risk governance process, practices, and activities and align with 265 
other risk management priorities. When applying the Community Profile, transit agencies and 266 
operators should consider the unique needs of their operating environment (e.g., applicable 267 
local laws, policies, standards), risks, challenges, threats, and other influencing factors adapting 268 
it for their use.  269 

To apply the Community Profile, transit agencies and operators may use the following activities: 270 

• Use as a baseline to develop an agency’s own CSF Organizational Target Profile. 271 

• Conduct a gap analysis to determine a transit operator’s cybersecurity posture relative 272 
to the Community Profile. Address gaps by prioritizing outcomes based on impact and 273 
relative importance to cybersecurity and how those gaps advance a transit operator’s 274 
mission.  275 

• Map the transit operator’s applicable policies, standards, and other implementation 276 
resources where available (these may be used in addition to or instead of the references 277 
provided for each Subcategory). 278 

• Integrate CSF cybersecurity outcomes into existing and emerging corporate-wide risk 279 
governance programs. 280 

• Tie key cybersecurity outcomes to budget/resource allocations for cybersecurity within 281 
the transit agency. 282 

• Use the Community Profile as a tool to aid cybersecurity risk management and strategic 283 
communications, both internally and externally. 284 
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8. Next steps 285 

The National Institute of Standards and Technology invites feedback on the concepts outlined in 286 
this white paper through September 19, 2025. Comments can be sent to transit-287 
nccoe@nist.gov. Comments received will be considered during the development of the draft 288 
Transit Community Profile. While the Profile will provide additional details and content, NIST 289 
encourages input on this approach at this stage, as well as on specific topics identified in this 290 
white paper (e.g., the Editor’s Note). 291 

To help you stay informed and engaged with activities related to this Profile effort, NIST has 292 
established the Transit CSF Community Profile page on the NCCoE website located at 293 
https://www.nccoe.nist.gov/projects/transit-cybersecurity-framework-csf-community-profile. 294 
This site provides status updates on the Profile and offers an opportunity to join the Transit 295 
Profile Community of Interest. 296 

 

mailto:transit-nccoe@nist.gov
mailto:transit-nccoe@nist.gov
https://www.nccoe.nist.gov/projects/transit-cybersecurity-framework-csf-community-profile
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