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Abstract

Towards Automating loT Security: Implementing Trusted Network-Layer Onboarding

This document provides an overview of trusted Internet of Things (loT) device network-layer onboarding—a
capability for securely providing loT devices with their local network credentials in a manner that helps to
ensure that the network is not put at risk as new loT devices are connected to it. Additionally, the paper
demonstrates the security benefits of trusted network-layer onboarding and how it can address problems

with current loT device onboarding practices.

Audience

This paper is intended for individuals and organizations who use loT devices (e.g., to collect data from a variety
of systems and locations in order to enable quick identification of potential issues and rapid response and
management of them). loT devices could measure real-time data to detect component faults, measure toxins,
or detect infrastructure breaches. Whether these loT devices are used on complex operational networks or
relatively simple home networks, the goal is to avoid exposing those networks and devices to additional threats.
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Overview

When an loT device is deployed, it must be connected to a local network. To connect to that local network securely,
the device must be provided with network credentials. If those network credentials are not unique to the device

or are not provided in a secure manner, the network will be at increased risk of unauthorized or malicious devices
connecting to it. Along the same lines, if an IoT device is not able to establish trust in the network it is joining, it
could be put at risk of onboarding to malicious networks.

What are the current loT onboarding challenges?

With nearly 30 billion loT devices forecasted to be connected worldwide by 2030 [1], there is a need for an
automated, secure solution to network-layer onboarding. Current loT device onboarding practices present many
challenges to individuals and organizations, including:

1. Manual provisioning of network credentials to loT devices is error-prone, time-consuming, and often
insecure, especially at scale.

2. Shared network credentials allow threats to propagate easily across the network.
3. Limited user interfaces on many loT devices make manual credential input challenging or impossible.

4. Open Wi-Fi networks used for the provisioning of network credentials increase the risk of eavesdropping
and unauthorized access.

5. Lack of device authentication means that networks cannot verify if connecting devices truly belong on
that network.

Trusted network-layer onboarding can provide important security benefits to individuals and organizations
experiencing these challenges.

How does trusted network-layer onboarding address
the problem?

Trusted network-layer onboarding is an automated mechanism for securely provisioning network credentials
to a device. Trusted network-layer onboarding and lifecycle management offer four key capabilities to address
these challenges:

1. Unique per-device network credentials
=  Reduces attack surface and constrains potential damage.
= Allows easy removal of individual compromised devices.
= Prevents credential reuse between devices

2. Zero-touch onboarding
= Enables automated, scalable device onboarding.
= Eliminates the need for manual provisioning of network credentials to loT devices.
= Simplifies the process for both enterprise and consumer use cases.
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3. Configurable trust policies
= Allows customization of trust definitions based on specific use cases.
= Enables flexible adaptation to various security requirements.
= Encapsulates the onboarding method for different scenarios

4. Continuous assurance
= |mplements zero-trust principles.
= Enables ongoing policy-based device authorization.
= Allows for immediate device removal if trust policies are breached.

These capabilities work together to:

= Enable mutual authentication between devices and networks.

= Securely transmit network credentials over encrypted channels.
= Prevent unauthorized access to network credentials.

= Support repeated onboarding throughout a device’s lifecycle.

By authenticating the identity of each device before providing the device with its network credentials, ensuring
that each device receives unique credentials, and having those credentials encrypted while they are in-transit
to the device, trusted network-layer onboarding helps ensure that the network will not be put at risk as new loT
devices are connected to it.

How can | use trusted network-layer onboarding?

The NIST National Cybersecurity Center of Excellence (NCCoE), in collaboration with 11 technology
organizations, demonstrated the application of trusted loT device network-layer onboarding. This project
implemented and demonstrated two different trusted network-layer onboarding protocols: Wi-Fi Easy Connect
[2] and Bootstrapping Remote Secure Key Infrastructure (BRSKI) [3]. Wi-Fi Easy Connect leverages public-key
cryptography to ensure secure authentication and supports both Wi-Fi Protected Access 2 (WPA2) and WPA3
security standards, while BRSKI makes use of manufacturer-installed X.509 certificates and a registrar to
establish mutual trust between the device and the network. The Wi-Fi Easy Connect protocol is particularly
useful for devices with limited or no user interfaces, such as loT devices in smart homes or enterprise settings,
whereas BRSK! is designed for environments where devices need to be securely onboarded without user
intervention, making it applicable to large-scale deployments.

Wi-Fi Easy Connect and BRSKI can be used to provide trusted network-layer onboarding in a manner that is
secure and easy to use.

= |oT Device Manufacturers: To leverage these protocols, loT devices should be manufactured with support
for the selected protocol.

= Networks: Target networks must be equipped with compatible onboarding components (e.g., Wi-Fi Easy
Connect-enabled access point or a BRSKI-enabled registrar).

= |oT Device User: The user can select a protocol that aligns with their specific network requirements and
the type of devices being onboarded. Individuals and organizations that want to take advantage of the
enhanced security benefits offered by trusted network-layer onboarding may use either one of these
protocols.
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What else should | know about trusted network-layer onboarding?

Trusted network-layer onboarding is a continuous or recurring activity. Any given loT device may need to be
onboarded multiple times throughout its lifecycle, for example, to replace network credentials that need to
be refreshed or to enable a device to be securely provisioned with credentials for a different network after
being resold or repurposed. If a device supports Wi-Fi Easy Connect or BRSKI, these protocols may be used to
provision the device with network credentials repeatedly as needed throughout its lifetime.

Mutual Authentication

It is easy for a network to falsely identify itself, yet many loT devices onboard to networks without first
verifying the network’s identity to ensure that it is their intended target network. By authenticating the
network (in addition to authenticating the device), trusted network-layer onboarding helps protect the device
from joining and being taken over by an unauthorized, imposter network.

Device Management Support

Once an loT device is connected to the network, if it becomes compromised, it can pose a security risk to both
the network and other connected devices. Failing to keep a device current with the most recent software

and firmware updates may make it more susceptible to compromise. Once compromised, it may be used to
attack other devices on the network. While trusted network-layer onboarding is essential to the security of an
loT device and its network, it is important to also deploy additional security measures (e.g., digital signatures
of firmware, secure boot, and secure over-the-air updates) to securely update and manage loT devices
throughout the duration of their connection to the network to ensure that they remain secure.

Application-layer Onboarding

Trusted network-layer onboarding can provide a secure foundation for additional security measures used

to protect the device and its network on an ongoing basis. For example, it can provide a foundation for
trusted application-layer onboarding by providing the secure exchange of application-layer onboarding
bootstrapping information between a device and an application server to which it needs to connect securely.
Trusted network-layer onboarding can be immediately and automatically followed by trusted application-layer
onboarding, ensuring that a device is securely provisioned not only with its network credentials, but also with
application-layer credentials. The device’s application server may then be used to securely download the most
recent version of the device’s application to it, as well as to provide ongoing lifecycle management for the
device, updating and patching its software as needed to maintain a secure posture on an ongoing basis. The
example implementations built as part of the NCCoE Trusted IoT Device Network-Layer Onboarding project
demonstrated loT devices automatically performing several types of trusted application-layer onboarding
following successful trusted network-layer onboarding and network connection.

Beyond the examples of trusted network-layer onboarding integrated with application-layer onboarding
demonstrated in this project, like Wi-Fi Easy Connect and Open Connectivity Foundation’s (OCF) loTivity,
there are additional methods of demonstrating this capability. An example of this is the integration of the
Wireless Broadband Alliance’s (WBA) OpenRoaming framework with the FIDO Device Onboard (FDO) protocol,
developed by the FIDO Alliance, which uses asymmetric public-key cryptography to provide a secure method
for onboarding loT devices to any device application-layer management system [4]. Another application-layer
protocol in this space is Matter, developed by the Connectivity Standards Alliance (CSA). It incorporates built-
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in components for secure device application-layer onboarding, utilizing device identity and certificate-based
authentication. This application-layer onboarding protocol supports various network transports, including
Wi-Fi, Thread, and Ethernet, making it a versatile option for a variety of loT device network-layer onboarding
protocols [5].

Additional Security Capabilities

Trusted network-layer onboarding can also provide a secure foundation for additional security mechanisms,
such as device communications intent enforcement (e.g., Manufacturer Usage Description—MUD [6]). MUD
provides a standard way to specify the network communications that an loT device requires to perform its
intended functions. For example, the Wi-Fi Easy Connect protocol is specifically designed with the option of
securely conveying the MUD file URL from the device to the network. If the network is equipped to support
MUD, the Wi-Fi Easy Connect trusted network-layer onboarding process can securely provide the network
with the device intent information it needs to ensure that only traffic required for the device to fulfill its
designated purpose will be permitted to be sent from and received by the device (see NIST SP 1800-15,
Securing Small-Business and Home IoT Devices: Mitigating Network-Based Attacks Using MUD [7]).

One of the example implementations built as part of the NCCoE project demonstrated several zero trust-
inspired capabilities for performing continuous device authorization after the completion of trusted network-
layer onboarding. This build performed a set of ongoing policy-based assurance checks and removed the
device from the network if, for example:

= the vulnerability score (e.g., using the Common Vulnerability Scoring System [CVSS]) for the device’s
software bill of materials is determined to be above a set threshold,

= the device attempted to contact an IP address that is on a denylist, or
= the manufacturer of the device is no longer trusted according to criteria determined by the network owner.

For background information on the NCCoE Trusted loT Device Network-Layer Onboarding project,
including the functionality supported by five example trusted loT device onboarding implementations
prototyped within the demonstration lab environment, see NIST SP 1800-36, Volume B, Trusted loT
Device Network-Layer Onboarding and Lifecycle Management: Approach, Architecture, and Security
Characteristics.
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