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Abstract

Cryptographic (crypto) agility refers to the capabilities needed to replace and adapt
cryptographic algorithms in protocols, applications, software, hardware, firmware, and
infrastructures while preserving security and ongoing operations. This white paper provides an
in-depth survey of current approaches to achieving crypto agility. It discusses challenges and
trade-offs and identifies approaches for providing operational mechanisms to achieve crypto
agility. It also highlights critical working areas that require additional consideration.

Keywords
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Crypto agility is a cross-disciplinary topic with many stakeholders, including protocol designers,
implementers, and operators; IT and cybersecurity architects; software and standards
developers; hardware designers; and executives and policymakers. Achieving crypto agility
requires cryptographic researchers to proactively address upcoming transitions and capture the
attention of cryptographic application communities. Therefore, the intended audience also
includes cryptographic researchers.
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Executive Summary

Cryptographic algorithms have been relied upon for decades to protect every communication
link and digital device. Advances in computing capabilities, cryptographic research, and
cryptanalytic techniques sometimes necessitate replacing algorithms that no longer provide
adequate security. A typical algorithm transition is costly, takes time, raises interoperability
issues, and disrupts operations. Cryptographic (crypto) agility refers to the capabilities needed
to replace and adapt cryptographic algorithms in protocols, applications, libraries, software,
hardware, firmware, and infrastructures while preserving security and ongoing operations.

The threats posed by future cryptographically relevant quantum computers to public-key
cryptography demand an urgent migration to quantum-resistant cryptographic algorithms. The
impact of this transition will be much larger in scale than previous transitions because all public-
key algorithms will need to be replaced rather than just a single algorithm. Also, this transition
will certainly not be the last one required. Future cryptographic uses will demand new
strategies and mechanisms to enable smooth transitions. As a result, crypto agility is a key
practice that should be adopted at all levels, from algorithms to enterprise architectures.

This white paper provides an in-depth survey of current approaches for achieving crypto agility
and discusses their challenges and trade-offs as an introduction for executives and
policymakers. Sections 3, 4, and 6 present crypto agility considerations in technical detail and
may be of interest to protocol designers, implementers, operators, IT and cybersecurity
architects, software and standards developers, and hardware designers. Section 5 examines
strategic planning for crypto agility, which should be beneficial for organizational risk
management, governance, and policy professionals.

Executives can leverage the insights in this paper to develop a comprehensive strategic and
tactical plan that integrates crypto agility into the organization’s overall risk management
framework, ensuring that employees, business partners, and technology suppliers involved in
cryptographic design, implementation, acquisition, deployment, and use consider and adopt
these practices.
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1. Introduction

Advances in computing capabilities, cryptographic research, and cryptanalytic techniques
frequently create a critical need to replace algorithms that no longer provide adequate security
for their use cases with algorithms that are considered secure. Historically, cryptographic
transitions take place over several decades. For example, block ciphers transitioned from single
DES to Triple DES and then to AES due to rapidly increasing computing power and more
sophisticated cryptanalysis techniques. Each transition is costly, takes time, raises
interoperability issues, and disrupts operations.

The threats posed by future cryptographically relevant quantum computers (CRQCs) to public-
key cryptography demand an urgent migration to quantum-resistant cryptography. The impact
of transitioning to post-quantum cryptography (PQC) will be much larger in scale than previous
transitions because all public-key algorithms will need to be replaced rather than just a single
algorithm. These algorithms have been used for decades to protect every communication link
and digital device. With the rapid growth of computing power and cryptographic techniques,
this PQC transition will certainly not be the last transition required. Future cryptographic
applications will demand new strategies and mechanisms to enable smooth transitions.

Cryptographic (crypto) agility describes the capabilities needed to replace and adapt
cryptographic algorithms in protocols, applications, software, hardware, firmware, and
infrastructures while preserving security and ongoing operations. Many definitions and
descriptions for crypto agility have been proposed, some of which are listed in Appendix B.

Crypto agility facilitates migrations between cryptographic algorithms without significant
changes to the application that is using the algorithms. Its exact definition is highly dependent
on specific organizational and technical contexts. For example:

e Crypto Agility for a Computing System: Cryptographic algorithms are implemented in
software, hardware, firmware, and infrastructures to facilitate their use in applications.
For example, replacing a cryptographic algorithm in applications often requires changes
to application programming interfaces (APls) and software libraries [1]. It may also
necessitate the replacement of hardware to incorporate new hardware accelerators. In
a system, crypto agility is the ability to adopt new cryptographic algorithms and stop the
use of vulnerable algorithms in applications without disrupting the running system.

e Crypto Agility for a Communication Protocol: In a communication protocol, parties
must agree on a common cipher suite: a common set of cryptographic algorithms used
for key establishment, signature generation, hash function computation, encryption,
and/or data authentication. Any update of algorithms must be reflected in the protocol
specifications. In a protocol, crypto agility is the ability to maintain interoperability when
introducing new cryptographic algorithms and preventing the use of vulnerable
algorithms.

e Crypto Agility for an Enterprise IT Architect: Achieving crypto agility is not only a task
for product designers, implementors, and operators but also for information technology
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(IT) and cybersecurity architects, software and standards developers, hardware
designers, and executives. In an enterprise, crypto agility is a capacity to seamlessly and
rapidly transition away from vulnerable cryptographic algorithms and adopt new,
stronger ones without incurring significant changes to their infrastructure or
experiencing unnecessary disruptions.

Achieving crypto agility requires a systems approach to providing mechanisms that enable the
transition to alternative algorithms and limit the use of vulnerable algorithms in a seamless way
while maintaining security and acceptable operation. Significant effort has been made by the
research and application community in approaching crypto agility. Some sector-specific
guidelines and strategies were developed and are referred to in Appendix B. This white paper
surveys crypto agility approaches in different implementation environments and proposes
strategies for achieving the agility needs of varied applications. This paper also discusses crypto
agility in different contexts and highlights the coordination needed among stakeholders.

The paper is structured as follows:
e Section 2 discusses the challenges faced in past transitions.

e Section 3 examines the challenges and existing practices in achieving crypto agility for
security protocols.

e Section 4 addresses strategies for supporting crypto agility for applications — from an
API to software libraries or hardware. Some of the strategies have been implemented in
today’s systems, and others will be considered in the future.

e Section 5 presents the use of a crypto agility strategic plan for managing an
organization’s cryptographic risks in an enterprise environment.

e Section 6 identifies important areas for consideration and future actions.

e Section 7 provides concluding thoughts.
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2. Historic Transitions and Challenges

Most early cryptographic applications were deployed using algorithms that were expected to
be used throughout the lifetime of the applications or systems. However, due to increases in
computing power, advances in cryptanalytic techniques, and regulatory obsolescence, many
algorithms require quick replacement within the lifetime of a system. The desire to make a
replacement might be driven by concerns regarding the algorithm itself or related to a
particular implementation of the algorithm. As a result, cryptographic transitions to replace
algorithms or swap algorithm implementations should be an important part of security
practices within an organization-wide risk management program.

In the past 50 years, applications involving cryptography have undergone multiple transitions.
This section describes historical challenges, and the lessons learned to provide readers with
necessary background and illustrate how systems that use cryptography should be designed to
facilitate algorithm changes throughout their lifetimes.

2.1. Long Period for a Transition

Historically, decisions about the cryptographic algorithms used for applications were made
without considering future transitions. Algorithms were sometimes implemented in a manner
that was difficult to change, making maintenance and the addition of new algorithms hard to
accomplish.

In 1977, the Data Encryption Standard (DES) became the first published encryption standard.
The DES algorithm [2] had a 64-bit block size and a 56-bit key. Motivated by the threat of a
practical brute-force attack against DES’s 56-bit key, a variation of DES called Triple DES [3] (due
to its capacity to perform DES operations with two or three 56-bit keys) was introduced in 1999
as a temporary solution before a stronger algorithm could be standardized and made available
for use. This new and stronger algorithm, called the Advanced Encryption Standard (AES) [3]
(with options for 128-, 192-, or 256-bit keys), was standardized in 2001. However, Triple DES
continued to be used in many applications until it was finally disallowed in 2024. In all, the
complete transition from Triple DES to AES took 23 years.

2.2. Backward Compatibility and Interoperability Challenges

The need for backward compatibility can also be a barrier to transition. For example, hash
functions are used as a message digest in digital signatures, for the generation of message
authentication codes (MACs), for key-derivation functions, and for random number generation.
Cryptographic hash functions have also been used as a basic component in hash-based
signatures. Cryptographic hash function requirements include collision resistance, pre-image
resistance, and second pre-image resistance. SHA-1, a hash function with a 160-bit output
length [4], was expected to provide 80 bits of collision resistance and 160 bits of pre-image
resistance. Many use cases relied on these security properties. However, in 2005, SHA-1 was
found to provide fewer than 80 bits of collision resistance [5]. In 2006, NIST responded by
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urging federal agencies to “stop relying on digital signatures that are generated using SHA-1 by
the end of 2010.”

Because SHA-1 had been used in signatures for entity authentication in many existing secure
protocols, interoperability and backwards compatibility had to be considered in the transition.
In particular, using SHA-1 in digital signatures for entity authentication had to be allowed in
certain circumstances for some protocols, such as Transport Layer Security (TLS) (Section
4.4.2.2 of [6]). Since 2005, more powerful and practical collision attacks on SHA-1 have been
demonstrated by researchers [7], and NIST now recommends a complete transition away from
SHA-1 by the end of 2030 [8]. This example shows that when some applications do not have
crypto agility and cannot make timely transitions, a longer transition period may need to be
allowed in order to facilitate backward compatibility.

2.3. Constant Needs of Transition

For a public-key cryptographic algorithm, security strength is determined by parameter
selection. For example, one of the parameters for the RSA algorithm is the modulus size. When
the use of RSA was first approved for digital signatures in 2000 as specified in Federal
Information Processing Standards (FIPS) publication 186-2 [9], a minimum modulus size of 1024
bits was required to provide at least 80 bits of security strength. In 2013, the minimum modulus
was increased to 2048 bits to provide a security strength of at least 112 bits due to progress in
integer factorization and increases in computing power.

For many devices, the RSA key size (modulus) is fixed for the device. However, a transition to a
larger RSA key size (modulus) may need to happen during a device’s lifetime. If a device is not
designed to transition to a larger RSA key size (modulus) during its lifetime, the device will need
to be replaced. Given the long-desired lifespan of many devices, it is generally more cost-
effective to design the device for such transitions during its development.

When one transition is planned, another transition can appear for a different reason. Since
2005, NIST Special Publication (SP) 800-57 Part 1 [10] has projected the need to transition to a
minimum of 128 bits of security strength by 2031. Because of the emerging need to transition
to post-quantum cryptography, NIST Internal Report (IR) 8547 [11] stated that the 112-bit
security strength for the current public-key algorithms would be disallowed in 2031 to facilitate
a direct transition from the 112-bit security strength provided by current public-key schemes to
post-quantum cryptography.

2.4. Resource and Performance Challenges

Transitions in general and transitions to post-quantum algorithms in particular present many
challenges. Some quantum-resistant algorithms have larger sizes for public keys, signatures,
and ciphertext than those for classic public-key algorithms. For example, an RSA key size
(modulus) of 3072 bits provides roughly 128 bits of classical security strength. The transition to
the post-quantum Module-Lattice-Based Digital Signature Algorithm (ML-DSA) specified in FIPS
204 will result in a signature of 2420 bytes (i.e., 19,360 bits) to provide a roughly equivalent
classical security strength of 128 bits [12]. This shows that transitioning to new algorithms can
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challenge the capacity of a communication network and increase the time to transmit public
keying material and message signatures.
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3. Crypto Agility for Security Protocols

Many security protocols use cryptographic algorithms to provide confidentiality, integrity,
authentication, and/or non-repudiation. Communicating peers must agree on a common set of
cryptographic algorithms to provide these security services, which are collectively referred to as
a cipher suite. The process of agreeing on the set of algorithms within a security protocol is
called cipher suite negotiation. The cipher suite may include algorithms for integrity protection,
authentication, key derivation, key establishment, encryption, and digital signatures to provide
the needed security services. Crypto agility is achieved when an implementation of a security
protocol can easily transition from one cipher suite to another, more desirable one. Each
security protocol normally specifies a suite of mandatory-to-implement algorithms to ensure
basic interoperability. However, a mandatory-to-implement algorithm may need to be replaced
if a vulnerability is found.

To achieve crypto agility, security protocol implementations should be modular so they can
easily accommodate the insertion of new algorithms or cipher suites. Implementations should
also provide a way to determine when deployed implementations have shifted from the old
algorithms to more desirable ones. The set of mandatory-to-implement algorithms is expected
to change over time, and the cipher suite negotiation mechanism needs to accommodate the
identification of yet-to-be specified algorithms in the future.

This section discusses challenges and existing practices in achieving crypto agility for security
protocols.

3.1. Algorithm Identification

Security protocols include a mechanism to identify the algorithm or cipher suite in use. An
algorithm identifier might be explicitly carried in the protocol, a management mechanism can
be used to identify the algorithm, or the algorithm might be implied by the protocol version
number. If a security protocol does not carry an explicit algorithm identifier, a new protocol
version number is needed to identify the use of a new algorithm or cipher suite.

The version number of a protocol or an algorithm identifier is needed for an implementation to
tell communicating peers which algorithm or cipher suite is being used. Changing the version
number of a protocol usually requires significant effort by the standards developing
organization (SDO). Thus, crypto agility is easier to achieve when security protocols include
algorithm or cipher suite identifiers.

In some security protocols, a combination of the protocol version number and explicit
algorithm or cipher suite identifiers is defined. For example, in TLS version 1.2 (TLSv1.2) [13]
and TLS version 1.3 (TLSv1.3) [6], the version number specifies the hash function that is used as
a binder for external pre-shared keys (PSKs).

Some security protocols carry one identifier for each algorithm that is used, while other security
protocols carry one identifier for a cipher suite that specifies the use of multiple algorithms. For
example, in the IPsec protocol suite, Internet Key Exchange Protocol version 2 (IKEv2) [14] most
commonly negotiates algorithms with a separate identifier for each algorithm. In contrast,
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TLSv1.3 [6] negotiates algorithms with cipher suite identifiers. Both identification approaches
are used successfully in security protocols, and both require the assignment of new identifiers
to add support for new algorithms.

Designers are encouraged to pick one of these approaches and use it consistently throughout
the protocol or family of protocols. Cipher suite identifiers make it easier for the protocol
designer to avoid incomplete specifications because each cipher suite selects the algorithms for
all cryptographic services. However, cipher suite identifiers inherently face a combinatoric
explosion when all useful combinations of algorithms are specified. On the other hand, using
multiple algorithm identifiers rather than cipher suites imposes a burden on implementations
to determine which algorithm combinations are acceptable during session establishment. This
determination is often made through a negotiation that is built into session establishment
(sometimes called security association establishment). Local policy can limit the allowable
combinations.

Regardless of the mechanism used, security protocols historically negotiate the symmetric
cipher and cipher mode together to ensure that they are compatible. As a result, one algorithm
identifier names the symmetric cipher, the key size, and the cipher mode.

In some protocols, the length of the key to be used is not specified by the algorithm or cipher
suite identifier, thus allowing the key length to be flexible. For example, TLSv1.2 cipher suites
include Diffie-Hellman key exchange without specifying a particular public-key length. When
the algorithm identifier or suite identifier specifies a particular public-key length, migration to
longer lengths would require the specification, implementation, and deployment of a new
algorithm or cipher suite identifier. In contrast, a flexible public-key length in a cipher suite
would make it easier to migrate away from short key lengths when the computational
resources available to an attacker dictate the need to do so. However, the flexibility of
asymmetric key lengths has led to interoperability problems when the key length is not firmly
established. To avoid these interoperability problems in the future, any aspect of the algorithm
not specified by the algorithm identifiers needs to be negotiated, including the key size and
other parameters.

3.1.1. Mandatory-to-Implement Algorithms

For secure interoperability, communicating peers must agree on a common set of secure
cryptographic algorithms. While many algorithms are often specified for a security protocol, an
implementation may not support all possible algorithms. To ensure that interoperation is
possible for all implementations, an SDO will often choose at least one set of algorithms with
properly selected security strengths based on state-of-the-art cryptanalysis results as
mandatory-to-implement (i.e., to be supported by all implementations). Of course, local policy
may select an algorithm other than the mandatory-to-implement one.

However, SDOs need to change the set of mandatory-to-implement algorithms over time to
keep up with advances in computing and cryptanalysis. For example, NIST has withdrawn
approval for the DES and Triple DES algorithms. Each was a mandatory-to-implement algorithm
in various security protocols at one time. It is highly desirable for SDOs to be able to revise
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mandatory-to-implement algorithms without modifying the base security protocol
specification. To achieve this goal, some SDOs publish a base security protocol specification and
a companion document that describes the supported algorithms, which allows for one
document to be updated without necessarily modifying the other.

SDOs should specify the new algorithms before the current ones have weakened to the
breaking point. For example, support for the AES algorithm was introduced in S/MIME v3.1 [15]
in 2004, and the AES algorithm became mandatory to implement in S/MIME v3.2 [16] in 2010.
This approach allows for a timely migration to the new algorithms while the old algorithms are
still able to meet their security expectations. However, a failure of implementers and
administrators to take prompt action to transition will increase the period of time that an old
algorithm is used, perhaps dangerously so.

3.1.2. Dependent Specifications

Mandatory-to-implement algorithms are not specified for protocols that are embedded in other
protocols. In these cases, the higher-level protocol specification identifies the mandatory-to-
implement algorithms used in the embedded protocols. For example, S/MIME version 3.2 [16]
(a higher-level protocol) makes use of (i.e., embeds) the cryptographic message syntax (CMS)
[17]. Thus, S/MIME (not CMS) specifies the mandatory-to-implement algorithms. This approach
allows various security protocols to use the CMS and make independent choices regarding
which algorithms are mandatory to implement.

To add a new algorithm, the conventions for using that new algorithm are specified for the
embedded security protocol (i.e., the CMS in the example above), and then at some future
time, the higher-level protocol (i.e., S/MIME in the example above) might make that algorithm
mandatory to implement.

3.2. Algorithm Transitions

Transitioning from a vulnerable algorithm can be complicated. It is relatively straightforward to
specify how to use a new, better algorithm. However, developing, implementing, and deploying
a security protocol specification using the new algorithm can often take years, especially if a
new or additional infrastructure is required prior to deployment. The physical location of
devices can add challenges to upgrades, especially for remote sensors and space systems.
Overcoming these challenges takes time and increases cost. When the new algorithm is widely
deployed, it should be used in lieu of the old algorithm. However, knowledge about the actual
use and security of the new algorithm will always be imperfect, so one cannot be completely
sure that it is safe to remove the old algorithm from an implementation.

A cryptographic key is associated with a particular algorithm, which means that key expiration
and revocation are important tools for cryptographic algorithm transition. For example, the
validity period on a certificate will ensure that the public key contained in the certificate is not
used for authentication by a relying party beyond certificate expiration. Likewise, revoking the
certificate indicates to a relying party that the public key should not be used, even if the
certificate is not expired.
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Algorithm transition is naturally facilitated as part of an algorithm selection or negotiation
mechanism. During the negotiation phase, security protocols select the most suitable algorithm
or cipher suite that is supported by all communicating peers and acceptable by their policies. In
addition, a mechanism to determine whether a new algorithm has been deployed is often
needed. For example, the SMIME Capabilities attribute [16] allows S/MIME mail user agents to
share the list of algorithms that they are willing to use in order of preference. A secure email
sender can tell that it is possible to use a new algorithm when all recipients include it in their
SMIME Capabilities attribute. As another example, the Extension Mechanisms for DNS
(EDNS(0)) [18] can be used in Domain Name System Security Extensions (DNSSEC) to signal the
acceptance and use of new digital signature algorithms. In Resource Public Key Infrastructure
(RPKI), all implementations must support the same digital signature algorithm. To ensure global
acceptance of a digital signature, an approach to transition has been specified in which a new
signature algorithm is introduced well before the original algorithm is phased out [19].

In the worst case, a deeply flawed algorithm may still be available and used in an
implementation, which could permit an attacker to compromise data by downloading a simple
attack script. Flawed security can also occur when a secure algorithm is used incorrectly or with
poor key management. In such situations, it is not possible to provide notice to implementers
(see Sec. 3.2.2), and the protection offered by the algorithm is severely compromised.
Administrators may choose to stop using the vulnerable cipher suite that includes the algorithm
well before the new cipher suite is widely deployed. This can happen by picking a date for a
global switch to the new algorithm, or each installation can select a date on their own. In either
case, interoperability will be sacrificed with any implementation that does not support the new
crypto suite. Additionally, administrators can change a configuration setting to prohibit the use
of a particular algorithm as a means of forcing algorithm transition.

3.2.1. Preserving Protocol Interoperability

Removing support for disallowed and obsolete cryptographic algorithms is challenging. Once an
algorithm is determined to be vulnerable, it is difficult to eliminate all uses of that algorithm
because many applications and environments rely on it. Since algorithm transitions can
introduce interoperability problems, protocol designers and implementers may be inclined to
delay the removal of support for vulnerable algorithms. As a result, flawed algorithms can be
supported for far too long. The security impact of using legacy software that includes the
flawed algorithm and having extended support periods can be reduced by making algorithm
transitions easy. Social pressure is often needed to cause the transition to happen. For
example, the RC4 stream cipher was supported in web browsers until Andrei Popov
championed an effort to stop its use [20].

Implementers are often reluctant to remove disallowed [21] algorithms from server software,
and server administrators are often reluctant to disable them over concerns that some party
will no longer have the ability to connect to their server. Implementers and administrators want
to improve security by using the strongest supported algorithms, but their actions are
tempered by the desire to preserve backward compatibility. Some web browsers provide a
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visual warning when a disallowed algorithm is selected for use. These visual warnings provide
an incentive for website operators to transition away from these algorithms.

Transitioning in the internet infrastructure and enterprise infrastructure is particularly difficult.
The digital signature on a certification authority (CA) [22] certificate is often expected to last
decades, which hinders transition away from a vulnerable signature algorithm. Once a long-
lived certificate is issued with a particular signature algorithm, that algorithm is used by many
relying parties to verify certificates signed by the CA, and none of the relying parties can stop
supporting it without invalidating all of the certificates signed by that CA. Many certificates can
be impacted by the decision to drop support for a vulnerable signature algorithm or an
associated hash function since all certificates signed using that 