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Abstract 
This white paper is part of a series called Applying 5G Cybersecurity and Privacy Capabilities, which covers 
5G cybersecurity- and privacy-supporting capabilities that were implemented as part of the 5G 
Cybersecurity testbed at the National Cybersecurity Center of Excellence (NCCoE). This white paper provides 
details regarding security risks posed by False Base Stations (FBS) in 5G networks. It details how the 
availability of inexpensive, off-the-shelf hardware and software tools allows attackers to simulate legitimate 
cells and exploit pre-authentication vulnerabilities. Incremental standards improvements over several 
generations have addressed many of the risks posed by FBS, limiting privacy breaches and location tracking 
for users and making FBS less effective against 5G devices. This white paper evaluates multiple FBS 
scenarios using the NCCoE 5G Cybersecurity testbed to assess how the tested 5G devices respond to FBS 
attacks, including when they are still vulnerable to Denial-of-Service (DoS) attacks. It identifies areas for 
improvement in standards and available device-configurable protections. 

Audience 
Technology, cybersecurity, and privacy professionals who are involved in using, managing, or providing 5G-
enabled services and products. This includes commercial mobile network operators, potential private 5G 
network operators, and end-user organizations. Readers should already be familiar with the basics of mobile 
network architecture and components. 

Keywords 
3GPP, 5G, cybersecurity, privacy, False Base Station, Fake Base Station, Rogue Base Station, Software Defined 
Radio. 

Note to Reviewers 
NIST is particularly interested in your feedback on the following questions: 

1. How do you envision using this paper? What changes would you like to see to improve that use?

2. What additional information would you like this paper to provide?

3. What other 5G cybersecurity and privacy capabilities are you most interested in learning more about?
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Overview 
The term ‘False (aka Rogue or Fake) Base Station’ or FBS [1][2] is used to imply a system which impersonates 
a real carrier radio access network (RAN). It transmits and receives radio signals that mimic a legitimate 5G 
cell. An FBS tricks unsuspecting device aka User Equipment (UE), to connect to it. This potentially creates 
cybersecurity risks, including service degradation, privacy breaches, and location tracking for the user. With 
each successive generation of cellular standards, incremental mitigations have been developed to address 
the cybersecurity vulnerabilities posed by FBS. However, more research is needed to determine whether 
some vulnerabilities still exist and to evolve standards with additional mitigations.  

What’s the problem? 
A 5G network provides connectivity to many subscribers. The process of setting up wireless connections 
begins with your operator's RAN constantly broadcasting a lot of useful system-related information in 
cleartext. This system information includes a unique cellular network identity called Public Land Mobile 
Network (PLMN) ID, which helps your device (the UE) find and establish a communication channel with the 
correct tower. Your device then uses this broadcasted system information to “register” with the core 
network (CN), and shortly after, it has connectivity.  

Figure 1. 5G architecture with an intruder FBS near the UE  

A lot of complex signaling and configuration happens in the few milliseconds from a device being turned on 
and gaining cellular connectivity. A key step in this process is when the UE establishes a security context 
during its initial registration with the CN via the RAN (see Figure 1). During this setup, ciphering and integrity 
keys are mutually agreed upon to protect future communication. Until this process is completed, control 
messages between the UE, RAN, and the CN are sent in cleartext. Consequently, this brief pre-
authentication phase creates a critical window of exposure. By intercepting and manipulating 
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unauthenticated cleartext messages, an attacker can harvest subscriber identities, force fallbacks to weaker 
legacy protocols, or execute Denial-of-Service (DoS) attacks — effectively compromising the connection 
before mutual security is ever established.  

In the early generations of cellular systems (2G and 3G), building an FBS required substantial capital and 
proprietary hardware, limiting these attacks to well-resourced adversaries. During the 2G era, the total lack 
of mutual authentication allowed attackers to effortlessly capture plaintext calls and texts, harvest 
permanent identifiers, and crack weak encryption. By the 3G era, while mutual authentication was 
introduced, attackers could still force downgrades to 2G, exploit unauthenticated error codes to trigger 
network fallbacks, and harvest identities during initial access.  

The landscape shifted in 2010 when researchers demonstrated cellphone traffic interception using low-cost, 
commodity Software Defined Radios (SDRs) — democratizing false base station attacks and kicking off a 
decade of widespread security research. Given these advancements and the accessibility of SDR technology, 
an FBS can be readily deployed using inexpensive commercial off-the-shelf (COTS) hardware and software. 
Various open-source software tools now enable reception and generation of cellular radio signals using 
general-purpose SDR [3] hardware. Leveraging this setup, attackers can scan radio channels, decode the 
cleartext system information broadcast by a legitimate cell, and rebroadcast modified or copied information 
to impersonate a legitimate mobile network.     

With 4G LTE, despite strong core encryption and mandatory mutual authentication (i.e., Evolved Packet 
System-Authentication and Key Agreement, EPS-AKA), the registration phase still transmitted permanent 
subscriber identities (i.e., International Mobile Subscriber Identities, IMSIs) in unencrypted cleartext. This 
allowed attackers to deploy 4G IMSI catchers (such as Hailstorm) to track user locations, hijack radio 
resource control (RRC), and inject unauthenticated rejection codes to disconnect devices from legitimate 
networks. 

5G took another step toward greater security, further reducing the attack surface with new standards-based 
features that protect subscribers’ permanent identifiers [4][5][6]. However, DoS attacks remain a challenge. 

How have cellular standards addressed the problem? 
Cellular standards have evolved across multiple generations. 5G standards were informed by cybersecurity 
threats and lessons learned from earlier generations. The standardized security architecture sought to 
mitigate most of the vulnerabilities exploited in 2G, 3G, and 4G including threats posed by false base 
stations. For example: 

• Mutual Authentication and Key Agreement (AKA) was added in 3G. The procedure succeeds only if the
pre-shared secret keys match on the device and the core network ends. Unlike 2G, where a device
blindly trusts the network, a malicious 3G network cannot authenticate itself with the device and gain
full control of the connection.

• 4G enhanced the security algorithms and separated the RAN and Non-Access Stratum (NAS) message
protections by using a derived key hierarchy. Unlike 3G, where ciphering and integrity were applied at
the RAN level, for both the plaintext NAS payloads encapsulated inside RAN packets and the RAN-
specific signaling, 4G used the root key to derive separate ciphering and integrity keys for NAS and RAN.
Because RAN and NAS messages were protected with separate keys, a malicious FBS could no longer
steal and reuse the static RAN keys and decipher or tamper with NAS messages.
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• 5G added a capability to conceal the subscriber’s permanent identifier [4]. If a 5G device uses a non-null
protection scheme for the Subscription Concealed Identifier (SUCI) during the initial handshake, a
malicious network cannot harvest the permanent identifier and target a specific subscriber for attacks.

• 5G tightened the rules to disable frequent reuse of temporary subscriber identities between the device
and the core network [5]. This weakened the FBS’s capabilities to track specific users.

• 5G removed the option of permanent subscriber identity-based paging [6], further weakening the FBS
capabilities to track and target specific users.

• 5G also applied a comprehensive approach to protect the initial NAS message by packaging most of the
information inside a ciphered and integrity-protected container [7]. This further reduced the leakage of
sensitive information to a malicious FBS.

These incremental enhancements mean that 5G systems are the most secure cellular network generation, 
including against FBS attacks.  
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What else should I know about FBS? 
Legacy generations of cellular networks are still deployed and operating globally. So long as commercial 
carriers continue to operate older 2G and 3G technologies (i.e., providing coverage where 5G hasn't been 
deployed yet), devices will be able to connect to them. If an attacker tricks a device into falling back to 
previous-generation technology (a “bid-down attack”), the attacker would be able to exploit many of the 
older-generation vulnerabilities.  

As a byproduct of global network evolution, most commercial carriers are currently decommissioning 2G/3G 
networks to repurpose the radio spectrum for 4G/5G [8]. This transition, combined with device-level 
restrictions preventing 2G/3G access, significantly reduces the effectiveness of legacy FBS attacks. 

Attackers have adapted their FBS techniques to target vulnerabilities in newer generations. Several research 
papers have examined the use of FBS in 4G and 5G networks [9][10]. Risks posed by FBS persist in 5G 
networks, although the number of threats is minimized compared to previous cellular generations. Many of 
the remaining risks stem from unprotected signaling and configuration information transmitted between 
devices and networks. 5G standards addressed these issues in 3GPP TR 33.809. “Study on 5G security 
enhancements against False Base Stations”[11]. The following table lists some of the issues identified as a 
part of that work. 

Table 1. Threats identified in 3GPP TR 33.809 

Threat How the Hacker Does It What the Phone Does Real-World Impact 

Pre-
Connection 
Fake Signaling 

Floods the phone with 
malicious setup messages 
before official security kicks in. 

Gets stuck in a 
continuous failure loop 
trying to connect. 

Prevents the phone from 
reaching service (DoS). 

Cell Blocking Sends fake "tower is 
busy/blocked" restriction flags. 

Refuses to connect to the 
cellular network. 

Complete DoS (you lose 
cellular connection). 

Schedule 
Tampering 

Sends broken timetable data 
for how the network 
broadcasts information. 

Cannot properly decode 
incoming network 
broadcasts. 

The phone fails to register 
or log onto the network. 

Forced 
Downgrade 

Sends false preference rules 
telling the phone 5G isn't 
available. 

Drops connection down 
to older 4G or 2G 
networks. 

Forces the phone onto 
legacy networks with 
weaker security. 

Fake Network 
Map Data 

Feeds the phone fake details 
about surrounding cell towers. 

Gets trapped connecting 
to rogue tower layouts. 

Blocks access to legitimate 
service (DoS). 
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Researchers have designed and tested innovative scenarios in lab environments to uncover and mitigate 
security vulnerabilities [12]. Countermeasures for discouraging FBS-based attacks — such as detecting FBS 
presence [13] and FBS location [14] — have also been highlighted. The 5G architecture includes a Network 
Data Analytics Function (NWDAF) to collect network metrics. This network function can be utilized to deploy 
machine learning-based capabilities for detecting and mitigating FBS threats [15]. For example, NWDAF can 
collect metrics regarding failed paging or missed periodic updates from the devices to detect anomalies. 
Artificial Intelligence/Machine Learning (AI/ML) can also be leveraged for these countermeasures. This is an 
active area of research that should be monitored by 5G stakeholders.  

For private 5G networks deployed by enterprises and governments, resiliency and security should be given 
the same weight as that of any other enterprise or critical infrastructure. Consequently, these networks can 
deploy FBS detection and mitigation techniques until standards provide foolproof, built-in protection against 
FBS attacks. Such networks may also employ out-of-band or dual connectivity (e.g., satellite, Wi-Fi) for 
increased resilience.   

The NCCoE 5G security testbed demonstrates example scenarios based on the current implementation of 
5G standards to determine if FBS attacks against 5G devices would succeed. The list of scenarios in the 
‘Technical details of False Base Station attacks’ section is not exhaustive and should be considered 
complementary to other work in this area. 

How can you protect against FBS? 
Researchers and organizations can utilize an FBS as an experimental tool for simulating unexpected or 
unspecified scenarios. This approach requires a careful study of the standards from the perspective of a 
network analyst. Through this type of analysis, both standards and vendor implementations can be 
improved incrementally. The NCCoE testbed research demonstrates that 5G devices remain vulnerable to 
DoS attacks. By incorporating these findings into 3GPP studies for 6G security, we can help improve the next 
generation of cellular systems. 

Summary 
It is now possible to implement an FBS with a relatively small investment using SDR software and hardware 
tools. Using an FBS, malicious actors may attack the users and networks through unexpected “corner cases” 
that are either undefined in standards or not implemented by network vendors. It is critical to understand 
such vulnerabilities and safeguard against them through the continuous improvement of both standards 
and implementations. Network functions like NWDAF can be utilized to deploy machine learning-based 
capabilities for detecting and mitigating FBS threats. 

Organizations can disable legacy connectivity options (such as 2G and 3G) via Mobile Device Management 
(MDM) profiles or device settings, where available [16], as older networks lack robust authentication and are 
easily spoofed by False Base Station (FBS) setups. 

5G network operators can limit cleartext exposure of subscriber identity over the air interface by 
implementing specific optional capabilities outlined across the NIST CSWP 36 [5][6][7]. 

3GPP contributors should prioritize technical research and standards contributions to mitigate remaining 
False Base Station (FBS) DoS risks in 5G networks. 

Private 5G networks should evaluate, and where applicable, deploy FBS detection and mitigation techniques. 
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The NCCoE 5G security testbed results (detailed in the next section) show that all six “corner cases” tested 
with an FBS resulted in a successful DoS attack. The primary takeaway is that 3GPP standards should be 
enhanced to mitigate these vulnerabilities.
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Technical details of False Base Station attacks 
The rest of this white paper is intended for readers seeking more in-depth knowledge of FBS attacks. 

 

Using research FBS to verify 5G behavior 
There are several possible FBS deployment options. This white paper provides one example of an FBS setup 
in our lab. However, no endorsements or limitations of the hardware and software used are implied. 

Our lab setup is deployed according to the documentation provided by srsRAN [18]. It uses the following 
components (see Figure 2): 

1. Ettus Research USRP B210 SDR 

2. srsRAN open-source software for RAN functionality (3GPP Release 17) 

3. Open5GS open-source software for core network functionality (3GPP Release 17) 

4. Dell laptop running the Ubuntu operating system 

5. Samsung Galaxy S22/S23 smartphones as UEs (3GPP Release 16) 

For brevity, only two interfaces between RAN and CN are shown in Figure 2. N2 is the interface between the 
5G RAN node (aka gNB) and AMF. N3 is the interface between the gNB and the User Plane Function (UPF). 

 

 
Figure 2. False Base Station setup 

For background information on the NCCoE 5G Cybersecurity project, including the architecture and 
components of the 5G standalone network built within the demonstration testbed environment, see 
NIST SP 1800-33 Volume B, 5G Cybersecurity, Approach, Architecture, and Security Characteristics [17]. 
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Evaluating 5G systems against FBS attacks 
We simulated six FBS scenarios (“corner cases”) in our lab. In all scenarios, the UE is a subscriber of a Public 
Land Mobile Network (PLMN), also referred to as the “home network.” The goal of these scenarios is to 
identify potential security gaps in 5G standards [19] and implementations. These scenarios and their 
corresponding results are described below. Note that in the first five scenarios, the FBS impersonates both 
the RAN and the AMF, while in the sixth scenario, it impersonates the RAN only. In other words, the FBS 
handles both Access Stratum (AS) and Non-Access Stratum (NAS) messages in the first five scenarios but 
handles only AS messages in the sixth. In these scenarios, the FBS transmits a Tracking Area ID different 
from that of the home network. Although not strictly required to demonstrate the attacks, this causes the 
UE to trigger immediate mobility-based signaling with the FBS after idle mode cell reselection. Additionally, 
the UE uses the default timer and counter values defined in the standards, although some of these may be 
configurable by the network. 
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Scenario 1: 
Description 
• UE turns on, registers with the home 

network, and goes back to idle mode. 
• FBS turns on in this area. FBS has stronger 

signals than a legitimate cell and is 
broadcasting PLMN ID equivalent to the 
home network of the UE.  

• UE reselects to the FBS cell and tries to do 
mobility registration with a connection 
request. 

• FBS keeps ignoring the connection request. 
• UE reattempts the connection request 5 

times after a short timeout and finally gives 
up. 

• What will UE do next? 
• Try to select a different (weaker) cell of the 

same PLMN? 
• Try to select a cell in a different PLMN? 
 
 
 

 

 
 
 
 
 
 
Observed behavior 
• UE does not repeat the registration attempt on the same cell for about 12 minutes (long timeout). 
• After a 12-minute timeout, UE repeats the cycle with FBS again. 
• If FBS is turned off anytime during those 12 minutes, UE selects the legitimate cell after the long timeout 

and completes registration with the home network. 
 
Results 
• UE falls victim to the FBS DoS attack. 
• UE can recover only when FBS is turned off, and a 12-minute timeout expires.  

Figure 3. Scenario 1 flowchart 
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Scenario 2: 
Description 
• UE turns on, registers with the home network, 

and goes back to idle mode. 
• FBS turns on in this area. FBS has stronger 

signals than a legitimate cell and is broadcasting 
PLMN ID equivalent to the home network of the 
UE. 

• UE reselects to the FBS cell and tries to do 
mobility registration with a connection request. 

• FBS replies with a connection reject. 
• What will UE do next? 
• Try to select a different (weaker) cell of the same 

PLMN? 
• Try to select a cell in a different PLMN? 
 
 
 
 
 
 
 
Observed behavior 
• UE keeps trying the strongest cell of FBS 

repeatedly. 
• Does not try to connect with a legitimate cell until FBS is turned off. 
 
Results 
• UE has fallen victim to a DoS attack! 
  

Figure 4. Scenario 2 flowchart 
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Scenario 3: 
Description 
• UE turns on, registers with the home network, and 

goes back to idle mode. 
• FBS turns on in this area. FBS has stronger signals 

than a legitimate cell and is broadcasting PLMN ID 
equivalent to the home network of the UE. 

• UE reselects to the FBS cell and tries to do mobility 
registration with a connection request. 

• FBS replies with the connection response.  
• UE sends out the NAS registration message. 
• FBS keeps ignoring the NAS registration message. 
• UE reattempts NAS registration 5 times after a 

short timeout and finally gives up. 
• What will UE do next? 
• Try to select a different (weaker) cell of the same 

PLMN? 
• Try to select a cell in a different PLMN? 
 

 
 

 
 
 
 
 
 
Observed behavior 
• UE does not repeat registration attempts on the same 

cell for about 12 minutes (long timeout). 
• After a 12-minute timeout, UE repeats the cycle with FBS again. 
• If FBS is turned off anytime during those 12 minutes, UE selects the legitimate cell after the long timeout 

and completes registration with the home network. 
 
Results 
• UE falls victim to the FBS DoS attack. 
• UE can recover only when FBS is turned off, and a 12-minute timeout expires. 
  

Figure 5. Scenario 3 flowchart 
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Scenario 4: 
Description 
• UE turns on, registers with the home network, 

and goes back to idle mode. 
• FBS turns on in this area. FBS has stronger 

signals than a legitimate cell and is 
broadcasting PLMN ID equivalent to the home 
network of the UE. 

• UE reselects to the FBS cell and tries to do 
mobility registration with a connection request. 

• FBS replies with the connection response. 
• UE sends out the NAS registration message. 
• FBS replies with a fake NAS registration accept 

response, bypassing mutual authentication 
steps. 

• What will UE do next? 
• Start receiving service without 

integrity/ciphering? 
• Try to select a different (weaker) cell of the 

same PLMN? 
• Try to select a cell in a different PLMN? 
 

 
 

 

 
Observed behavior 
• UE ignores Registration Accept and sends 

Registration Request again. 
• Registration is attempted 5 times. 
• UE does not repeat the registration attempt on the same cell for about 12 minutes (long timeout). 
• After a 12-minute timeout, UE repeats the cycle with FBS again. 
• If FBS is turned off anytime during those 12 minutes, UE selects the legitimate cell after the long timeout 

and completes registration with the home network. 
 
Results 
• Because UE ignores fake Registration Accept, it is protected against the FBS bypassing mutual 

authentication.  
• However, UE falls victim to the FBS DoS attack. 
• UE can recover only when FBS is turned off, and a 12-minute timeout expires. 
 
  

Figure 6. Scenario 4 flowchart 
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Scenario 5: 
Description 
• UE turns on, registers with the home network, 

and goes back to idle mode. 
• FBS turns on in this area. FBS has stronger 

signals than a legitimate cell and is 
broadcasting PLMN ID equivalent to the home 
network of the UE. 

• UE reselects to the FBS cell and tries to do 
mobility registration with a connection 
request. 

• FBS replies with the connection response. 
• UE sends out the NAS registration message. 
• FBS replies with a fake NAS registration reject 

response. 
• What will UE do next? 
• Try to select a different (weaker) cell of the 

same PLMN? 
• Try to select a cell in a different PLMN? 
 

 
 

 
 
 
 
 
 
 
Observed behavior 
• UE keeps trying the strongest cell of FBS repeatedly. 
• Does not try to connect with a legitimate cell until FBS is turned off. 
 
Results 
• UE has fallen victim to a DoS attack! 
• Depending on the cause given in Registration Reject, UE retries: 
• Immediately for “PLMN not allowed.” 
• After 12 minutes, a timeout for “semantically incorrect message.” 
 
  

Figure 7. Scenario 5 flowchart 
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Scenario 6: 
Description 
• UE turns on, registers with the home 

network, and goes back to idle mode. 
• FBS turns on in this area. FBS has stronger 

signals than a legitimate cell and is 
broadcasting PLMN ID equivalent to the 
home network of the UE. 

• UE reselects to the FBS cell and tries to do 
mobility registration with a connection 
request. 

• Unlike previous scenarios where FBS did not 
need any interaction with a real CN, this 
scenario assumes that FBS also has a roaming 
agreement with the UE’s home network. This 
may happen, for example, if a foreign 
roaming partner goes rogue or is hacked. 

• UE turns on in an area where FBS is visible 
and has the strongest signal. It is broadcasting 
the PLMN ID equivalent to the home network 
of the UE. 

• UE selects the FBS cell and tries to get service 
with a connection request. 

• FBS sets up the connection. 
• UE sends NAS registration request, which 

includes UE security capabilities. 
• FBS tampers with the message, indicating UE 

does not support any integrity or ciphering.  
• What will the AMF do next? 
• Will the AMF not send the Security Mode Command? 
• Keep integrity and ciphering turned off for subsequent NAS messages? 
 

 
Observed behavior 
• AMF rejects the tampered message because null integrity is not allowed in 5G. 
• However, UE keeps trying the strongest cell of FBS repeatedly. 
• Does not try to connect with a legitimate cell until FBS is turned off. 
 
Results 
• UE is protected against the tampering of certain IEs in the Initial NAS message. 
• However, UE has still fallen victim to a DoS attack! 
 

  

Figure 8. Scenario 6 flowchart 
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Summary of results 
Tests conducted in the NCCoE testbed lab demonstrate that all six scenarios result in successful DoS attacks. 
The severity of these attacks is divided into two categories: 
 
1. Continuous Registration Loop: The UE enters a loop of continuous registration attempts with the FBS. 

These attempts occur with short timeouts (driven by the RRC wait timer or the short NAS registration 
retry timer). As the UE continuously expends power on signaling and radio access, the device battery is 
rapidly depleted. The following scenarios fall into this category: 
• FBS sends RRC Reject. 
• FBS sends a fake NAS Registration Reject (e.g., “PLMN not allowed”). 
 

2. Intermittent Registration Cycle: The UE attempts five failed registrations (governed by the NAS 
maximum-registration-attempts counter). These attempts occur with short timeouts, followed by a long 
timeout period (driven by the NAS backoff timer) before the UE repeats the full registration cycle with 
the FBS. Because the UE suspends signaling and radio access during the backoff duration, battery drain 
is less severe. The following scenarios fall into this category: 
• FBS fails to respond to the RRC Setup Request. 
• FBS fails to respond to the NAS Registration Request after RRC Setup. 
• FBS sends a fake NAS Registration Accept, bypassing mutual authentication. 
• FBS sends a NAS Registration Reject with causes such as “UE security capabilities mismatch” or 

“semantically incorrect message.” 
 
These results indicate that 5G standards should be reviewed to investigate and mitigate vulnerabilities 
associated with these FBS attacks. 
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Appendix  
UE log for Scenario 1 

 
Figure 9. Scenario 1 UE log showing steps 1 to 7 

 
Figure 10. Scenario 1 UE log showing steps 8 to 11 
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Figure 11. Scenario 1 UE log showing DoS conditions 

Figure 12. Scenario 1 UE log showing return to legitimate cell after FBS turns off 
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UE log for Scenario 2 

 

 

Figure 13. Scenario 2 UE log showing steps 1 to 10 
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Figure 14. Scenario 2 UE log showing return to legitimate cell after FBS turns off
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UE log for Scenario 3 

 

 

 

Figure 15. Scenario 3 UE log showing steps 1 to 5  

Figure 16. Scenario 3 UE log showing steps 6 to 11 
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Figure 17. Scenario 3 UE log showing steps 8 to 13 
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Figure 18. Scenario 3 UE log showing return to legitimate cell after FBS turns off 
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UE log for Scenario 4 

 

 

 

Figure 19. Scenario 4 UE log showing steps 1 to 7 

Figure 20. Scenario 4 UE log showing steps 8 to 12 
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Figure 21. Scenario 4 UE log showing it repeating registration on FBS after short and long timeouts 
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Figure 22. Scenario 4 UE log showing DoS conditions 
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Figure 23. Scenario 4 UE log showing return to legitimate cell after FBS turns off
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UE log for Scenario 5 

 

 

Figure 24. Scenario 5 UE log showing steps 1 to 7 

Figure 25. Scenario 5 UE log showing steps 7 to 12 
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Figure 26. Scenario 5 UE log showing DoS conditions 



30 NIST Cybersecurity White Paper | False Base Station 

 

 

 

False Base Station 

UE log for Scenario 6 

 

 

Figure 27. Scenario 6 UE log showing steps 1 to 7 

Figure 28. Scenario 6 UE log showing steps 8 to 12 
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Figure 29. Scenario 6 UE log showing DoS conditions 
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Figure 30. Scenario 6 UE log showing return to legitimate cell after FBS turns off 
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