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Abstract

This white paper is part of a series called Applying 5G Cybersecurity and Privacy Capabilities, which covers 5G
cybersecurity- and privacy-supporting capabilities that were implemented as part of the 5G Cybersecurity project
at the National Cybersecurity Center of Excellence (NCCoE). This white paper describes how 5G standards have
enhanced the implementation guideline to protect subscriber identities (IDs), specifically how the network
reallocates temporary IDs to protect users from being identified and located by an attacker. Unlike previous
generations of cellular systems, new requirements in 5G explicitly define when the temporary ID must be
reallocated (refreshed). 5G network operators should know how this standards-defined security capability protects
their users and subscribers. Operators should ensure that their 5G technologies are refreshing temporary identities
as described in the 5G standards.

Audience

Technology, cybersecurity, and privacy professionals who are involved in using, managing, or providing
5G-enabled services and products. This includes potential private 5G network operators, commercial mobile
network operators, and end-user organizations. Readers should already be familiar with the basics of mobile
network architectures and components.
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Overview

5G networks don’t associate subscribers by their names. Instead, they use a permanent identifier called

the Subscription Permanent Identifier (SUPI) for managing each subscription. The SUPI is written into the
Subscriber Identity Module (SIM) provided by the subscriber’s network operator. The operator also stores the
SUPI in the operator’s subscriber database as part of the provisioning of the subscriber’s services. When a
mobile device connects to a 5G network for the first time, it uses its SUPI to establish the connection. During
the connection process (also referred to as “registration” in technical specifications), a temporary identifier
called the 5G Globally Unique Temporary UE Identity (5G-GUTI) is calculated by the network, then associated
with and stored within the user equipment (UE)—the 5G mobile device and its SIM. All subsequent signaling
communication between the network and the device leverages the temporary ID (5G-GUTI) instead of the
permanent ID (SUPI).

What’s the problem?

Changing or refreshing the temporary IDs with new values, also known as reallocation, supports user

privacy by making it hard for malicious actors to track a specific device. In 4G networks, operators chose the
frequency of reallocating devices’ temporary IDs (GUTIs). It was subsequently discovered that many networks
did not refresh the temporary IDs often enough, which caused them to become quasi-permanent [1]. This led
to increased cybersecurity and privacy risks for 3G and 4G network subscribers [2]. For example, a malicious
actor could passively collect GUTIs and use them for verifying a subscriber’s presence in a certain area or for
revealing their past movements in that area and enabling tracking of their future movements [3][4]. Tracking
subscriber movement can result in subscriber loss of trust in the networks and related consequences for an
operator (e.g., loss of reputation).
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How do the 5G standards address the problem?

The 5G standards starting with 3GPP release 15 in 2019 require all 5G networks to reallocate 5G-GUTIs often. It’s
no longer completely left up to individual operators to determine and implement an appropriate frequency; it’s
mandatory to reallocate the 5G-GUTI based on certain events associated with a specific user. The reallocation
process of 5G-GUTIs decreases the link between a subscriber and their phone’s identifiers, which makes the
tracking of the subscriber’s movements more difficult and protects the subscriber’s activities from exposure.! If
implemented and configured correctly, this increases the overall privacy protections in the system by supporting
the objective of disassociability.

Figure 1 is a simplified version of the 5G architecture that shows the components involved in 5G-GUTI allocation
(from a SUPI context) and reallocation (from a 5G-GUTI context), with all other components omitted. The UE
comprises a SIM and a mobile handset. There is a wireless link between the UE and the Radio Access Network
(RAN). On the other side, the RAN is connected to the Core Network (CN) via backhaul traffic transport. The
green highlighted UE identifiers are shown either stored at the related component or flowing over the signaling
paths. Note that SUPI is encrypted into a Subscription Concealed Identifier (SUCI) while it is signaled from the UE
to CN [5]. During initial registration and authentication, the Access and Mobility Management Function (AMF),
Authentication Server Function (AUSF), and Unified Data Management (UDM) are involved in SUCI to SUPI
translation. The AMF sets up a local 5G-GUTI to SUPI context during the full authentication procedure (shown as
[SUPI context] in figure). Afterwards, the 5G-GUTI reallocations are managed by AMF (also called serving AMF).

Radio Access Network
(RAN)

Backhaul traffic

transport
P4
e ( m ) SUCI/5G-GUTI
SUCI/5G-GUTI

\\ ‘(/ Wireless link
Legend

m SUPI: Subscription Permanent Identifier
SucCl: Subscription Concealed Identifier
o 5G-GUTI: 5G Globally Unique Temporary UE Identity
AMF: Access and Mobility Management Function

User Equipment (UE) AUSF: Authentication Server Function

RAN: Radio Access Network

UDM: Unified Data Management

m 5G-GUTI, [SUPI context]

5G Core Network (CN)

— |

Figure 1.5G architecture components involved in the temporary ID reallocation capability

' The NIST “Catalogue of Problematic Data Actions and Problems” provides additional examples of problematic data actions and problems
that individuals could experience as the result of data processing or their interactions with systems, products, or services, and describes
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How can | use reallocation of temporary IDs?

5G network functions compliant with 3GPP release 15 or later are required to support the mandatory
reallocation of the 5G-GUTI based on certain events associated with a specific user: paging, initial registration,
and mobility registration update procedures. The network can be configured to also allocate a new 5G-GUTI
after each service request and the periodic registration update of the UE.

Network operators are encouraged to coordinate with their 5G equipment vendors to verify that
the 5G-GUTIs in their network are reallocated when one of the above-mentioned scenarios occurs.

Organizations using 5G technologies are encouraged to understand how this capability can mitigate
cybersecurity and privacy risks and to check with their service provider to ensure that 5G-GUTIs
are reallocated as expected.

What else should | know about reallocation of temporary IDs?

Figure 2 shows all of the subscriber or UE related identities. The 5G-GUTI is assighed and maintained by the
serving AMF, which may or may not be in the subscriber’s home network (i.e., UE may be in a visited network
in roaming cases). The 5G-GUTI consists of the identity of the mobile user’s home network, i.e., Mobile
Country Code (MCC) and Mobile Network Code (MNC), the AMF Identifier, and the 5G-Temporary Mobile
Subscriber Identity (5G-TMSI). For completeness, it also shows a permanent identifier associated with the
mobile handset itself called the International Mobile station Equipment Identity (IMEI), which may be used to
make emergency calls if the SIM is not available.

= |

‘ SUPI JL 5G-GUTI J IMEI
AMF Legend
‘ mcc H MNC H Identifier 5G-TMSI ’ SUPI: Subscription Permanent Identifier
5G-GUTI: 5G-Globally Unique Temporary UE Identity
IMEI: International Mobile station Equipment Identity

MCC: Mobile Country Code

MNC: Mobile Network Code

AMF: Access and Mobility Management Function
5G-TMSI: 5G-Temporary Mobile Subscriber Identity

Figure 2: Subscriber or UE related identities
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Each time a 5G-GUTl is assigned, the new 5G-GUT] is stored in non-volatile memory in the SIM if possible, else
in the non-volatile memory in the mobile device. This means the 5G-GUTI will be retained even if the UE is
turned off or switched to airplane mode.

The next time the UE turns on, it may be in a new geographic location, even another country. The user’s home
network may not be available in the new location. In this case, the UE may try to connect to a visited network
for service. Since each 5G-GUTI is globally unique, the UE can still attempt to identify itself in the visited
network using its 5G-GUTI. If the visited network cannot recognize the UE (i.e., it cannot retrieve the UE’s SUPI
within its local context because old 5G-GUTI was assigned by a different AMF), a full authentication with the
permanent ID SUPI/SUCI is required. In some cases, like lack of roaming agreement between visited and home
network, the connection may be refused by the visited network. This results in the UE deleting its stored
5G-GUTI. Note that there is no timer on the UE side to delete the 5G-GUTI.

Summary

Previous generations of cellular systems sought to avoid subscriber tracking issues by using temporary UE IDs.
However, because of the lack of uniform rules around refreshing those IDs, they remained quasi-permanent in
some networks — leaving their subscribers vulnerable to cybersecurity and privacy risks. This paper explains
how 5G systems have mitigated this problem. A 5G-GUTlI is required to be reallocated on the occurrence of
certain events associated with a specific user: paging, initial registration, and mobility registration update
procedures. The network can be configured to also allocate a new 5G-GUT]I after each service request and the
periodic registration update of the UE.
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Technical Details of Reallocation of Temporary IDs

The rest of this white paper is intended for readers seeking more in-depth knowledge of reallocation of
temporary IDs functionality. The technical information presented here is implemented and observed in the
NCCoE 5G Cybersecurity testbed.

For background information on the NCCoE *G Cybersecurity project, including the architecture and
components of the 5G standalone network built within the demonstration lab environment, see NIST
SP 1800-33 Volume B, 5G Cybersecurity, Approach, Architecture, and Security Characteristics [6].

How mobile operators can validate their reallocation of
temporary IDs

Mobile operators should make sure that their deployments are validated against the mandatory 5G-GUTI
reallocation use-cases described in the 3GPP standards (Release 15+), see clause 5.3.3 of [7]. Some of these
use-cases are detailed in the next section. Deployment configurations generated from pre-5G operator-
specific rules will likely fail this validation.

Confirming that reallocation of temporary IDs is occurring
as expected

For this project, the NCCoE 5G demonstration network was used to emulate the following scenarios. The
temporary IDs must be reallocated in these scenarios:

a) During a successful initial registration procedure
b) During a successful registration procedure for mobility registration update

c) After a successful service request procedure invoked as a response to a paging request from the network
and before the release of the N1 Non-Access Stratum (NAS) signaling connection

It is also recommended to reallocate the temporary ID:

d) During a successful registration procedure for periodic registration update

To confirm whether the temporary ID was reallocated or not for these scenarios, we captured packet logs at
some of the network interfaces and observed the temporary ID used inside specific protocol messages.

We divided the scenarios mentioned above into two experiments. The first experiment covers scenarios a)
and d). The second experiment covers scenarios a), b), and c).

We have two RAN nodes connected to the core network in the NCCoE 5G Cybersecurity testbed. Each RAN node
comprises the radio, baseband unit, antenna, and radio resource controller (among other components such as
scheduler and transport network communications support). We label these two nodes as gNB1 and gNB2.

NIST Cybersecurity White Paper | Reallocation of Temporary Identities



The first experiment to cover scenarios a) and d) involves a single RAN node, i.e., gNB2 and is described below
(see Figure 3):

= Step 1: The UE (Samsung S22) camps (does cell selection) on gNB2.

= Steps 2 to 5: A Radio Resource Control (RRC) connection is needed to transport the messages between
the UE and core network via RAN. First the RRC connection is established between the UE and gNB2. Then
the UE does “initial registration” with the core network via gNB2. The UE starts from a condition where
no Temporary ID was allocated to it, and it uses the encrypted version of SUPI i.e. SUCI in the registration
request. A Temporary ID is allocated by the AMF and provided to the UE. After some time, the RRC
connection between gNB2 and UE is released.

= Steps 6 to 10: At the expiry of the periodic registration update timer at UE, an RRC connection is
established again between the UE and gNB2. The UE does another registration with the type of
registration as “periodic registration updating” and the previously allocated Temporary ID is used for
identification. The Temporary ID is reallocated by AMF and provided to the UE. After some time, the RRC
connection between gNB2 and UE is released.

| RAN ! | Core :
[oNB2] [AMF Other Network|
1T ! Functions |

Z RRQFPHD?FF!E!‘!E%@NS"&G
3: Registrafion Request
(Initial registration,SUCI)

4: Temporary 1D
allocated

5: RRE connection relgased
7°RR EPE!!%E?!Q[!.@ﬁHF;”Shed

[ 8: Registrafion Request
(Periodic registration, Temporary D)

9: Temporary |ID
reallocated

10: R' C connection r éased

Figure 3. First experiment: scenarios a) and d)

The corresponding Wireshark packet log captured at gNB2 is shown in Figure 4. The second-to-last column
shows the type of identity used in the registration request. The last column shows the 5G-TMSI value

used in the corresponding transaction. A value change from the previous rows indicates the temporary ID
reallocation. Notice that here the temporary IDs are apparently sequential because we have a single UE
connecting to the network. However, in practice the reallocated values for a specific UE will be difficult to
track because hundreds of UEs are connecting to the live network randomly and these values get distributed
among them.
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Time  Source Destin procedureCode Message type Registration or service type  Type of id 5G-TMSI

163.13.. gNB2 AMF  id-InitialUEMessage Registration request initial registration SUCI

163.34.. gNB2 AMF  id-UplinkNASTransport Security mode complete,Regi.. initial registration SUCI

163.65.. AMF  gNB2 id-DownlinkMNASTransport Registration accept 5G-GUTI 3250586114
163.66.. AMF  gNB2 id-DownlinkNASTransport Configuration update command

944.90.. ghNB2 AMF  id-InitialUEMessage Registration request,Regist.. periodic registratio.. 56-GUT.. 3250586114
944.91.. AMF  gNB2 id-DownlinkNASTransport Registration accept 5G-GUTI 32508586115

Figure 4. Wireshark packet log at gNB2

The second experiment involves two RAN nodes, i.e., gNB1 and gNB2, and is as described below (see Figure 5). This
is an example sequence of various scenarios triggered during our lab test; however, these could be independently
triggered in another order. Note that for brevity, the messages sequence chart skips showing some intermediate
steps like mutual authentication and key agreement between the UE and core network. Also, multiple instances of
the same scenario are shown only once.

Steps 1 to 3: gNB1 is locked (radio turned off) and gNB2 is unlocked (radio turned on). The UE (Samsung
S22) camps (does cell selection) on gNB2.

Steps 4 to 7: An RRC connection is established between the UE and gNB2. UE does “initial registration” with
the core network via gNB2 with the previously saved Temporary ID. The Temporary ID is reallocated by
AMF and provided to the UE. After some time, the RRC connection between gNB2 and UE is released.

Steps 8 to 13: The core network pages the UE via gNB2. An RRC connection is established between the

UE and gNB2, and the UE responds to paging with a “Mobile terminated services” Service Request. The
Temporary ID is reallocated by AMF and provided to the UE. After some time, the RRC connection between
gNB2 and UE is released.

Steps 14 to 18: Some UE application triggers uplink data activity. An RRC connection is established between
the UE and gNB2, and the UE sends a “High priority access” Service Request to the core. The Temporary ID

is reallocated by AMF and provided to the UE. After some time, the RRC connection between gNB2 and UE

is released.

Steps 19 to 21: gNB2 is locked. The core network tries to page the UE via gNB2, but gNB2 cannot transmit
the pages to UE. As a result, UE does not respond to multiple paging requests.

Steps 22 to 23: gNB1 is unlocked and UE reselects to gNB1.

Steps 24 to 27: Some UE application triggers uplink data activity. An RRC connection is established between
the UE and gNB1 and the UE sends a “High priority access” Service Request to the core. The Temporary

ID is reallocated by AMF and provided to the UE. Notice that the UE does not do a registration (“mobility
registration updating”) because gNB1 and gNB2 share the same tracking area.

Steps 28 to 29: gNB1 is locked before the RRC connection between gNB1 and UE is released. The UE
experiences RRC connection failure.

Steps 30 to 31: gNB2 is unlocked and UE reselects back to gNB2.

Steps 32 to 35: An RRC connection is established between the UE and gNB2. UE does registration (“mobility
registration updating”) with the core network via gNB2, because of the earlier RRC connection failure

at gNB1. The Temporary ID is reallocated by AMF and provided to the UE. After some time, the RRC
connection between gNB2 and UE is released.
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Figure 5. Second experiment: scenarios a), b), and c)
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Figure 6 shows the packet log captured with Wireshark at gNB2. Likewise, Figure 7 shows the packet log
captured with Wireshark at gNB1. From these two logs, it can be seen that the UE is camped with gNB2

between timestamps 165.16 to 400.78s. It loses coverage from timestamps 534.21 to 639s, when it cannot be
paged. Then it is camped with gNB1 from timestamps 639.68 to 703.28s. Eventually it reselects back to gNB2
around timestamp 854.94s. The last column shows the 5G-TMSI value used in the corresponding transaction.

A value change from the previous rows indicates the temporary ID reallocation. Notice that here the

temporary IDs are apparently sequential in this AMF implementation and somewhat predictable because we
have a single UE connecting to the network. However, in practice the reallocated values for a specific UE will

be difficult to track because hundreds of UEs are connecting to the live network randomly and these values
get distributed among them.

Time
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282.
283.
2%
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Eggaud
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36
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29
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67=
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A .
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GRS,
641,
- 38—
854,
B55.

26
39
54
a8
28
24
11

b
a6

Time
B39.68.. gNBEl AMF

EL
639.
7a3.
Ta3.
7a3.

..
83.
14..
15.
28..

Message type

Registration request,Regist.
Registration accept
Configuration update command

Service request,Service reg.
Service accept
Configuration wpdate command
Service request,Service reg.
Service accept
Configuration update command

Registration request,Regist.
Registration accept

Figure 6. Wireshark packet log at gNB2

Source Destin procedureCode

ghB2 AMF  id-InitialUEMessage

AMF  ghB2 id-DownlinkMASTransport
AMF  ghBZ  id-DownlinkMASTransport
AMF  ghB2 id-Paging

gHB2 AMF  id-InitialUEMessage

AMF gNB2  id-ImitialContextSetup
AMF  gNB2 id-DownlinkNASTransport
gMB2 AMF  id-InitialUEMessage

AMF  ghB2 id-ImitialContextSetup
AMF  gNBZ  id-DownlinkNASTransport
AMF  ghB2? id-Paging

AMF  ghB: id-Paging

AMF gNB2 id-Paging

AMF  ghB2 id-Paging

AMF  gNBZ id-Paging

AMF  gNB2 id-Paging

AMF  gNB2 id-Paging

AMF  gNB2? id-Paging

AMF  ghB2 id-Paging

AMF  gHB2 id-Paging

ENB2 AMF  id-ImitialUEMessage

AMF  ghB2 id-ImitialContextSetup
Source Destin procedureCode

AMF ghBL
AME ghBl
gNB1  AMF

AMF ghBl
AMF ghBl

id-InitialUEMessage

id-InitialContextSetup
id-DownlinkNASTransport

id-InitialUEMessage

id-InitialContextSetup
id-DownlinkMASTransport

Message type

Registration or service type
initial registration,initi..

Mobile terminated services..

High priority access,High ..

mobility registration uwpda..

Registration or service type

Service request,Service req.. High priority access—

Service accept

Configuration update command

Service request,Service reg.. High priority access.

Service accept

Figure 7. Wireshark packet log at gNB1

Configuration update command

5G-TMSI
3267362982
3267362984

3267362904
3267362984

3267362985
3267362985

3267362986
3267362906
3267362986
3267362996
3267362906
3267362985
1267362906
3267362986
3267362996
3267362986
3267362986
326736298
3267362989

5G-TMS
3267362986

3267362907
326736297

3267362988
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