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Abstract 47 

There is an immediate need to make NIST research funded through the CHIPS Metrology 48 
Program available in a manner that guards intellectual property, protects U.S. security interests, 49 
is aligned with the approach used by NIST for access to research results, and is self-sustaining to 50 
meet future needs. Establishing a data exchange ecosystem will meet that need, giving 51 
stakeholders access to CHIPS Metrology research results and serving to catalyze breakthroughs 52 
in U.S. semiconductor manufacturing. We call this data exchange concept “METIS”—Metrology 53 
Exchange to Innovate in Semiconductors—after Metis, the Greek goddess of innovative ideas, 54 
good counsel, skill, and craft. The METIS concept leverages and builds upon currently existing 55 
data management systems and processes at NIST, an organization uniquely qualified to both 56 
produce and manage leading metrology research and technical data products. By designing the 57 
data ecosystem around and for research needed by the public, industry, and the scientific 58 
community, METIS serves as a virtual platform for curation of microelectronics research data 59 
and tools with security and controls to enable the final products to reach their intended 60 
recipients. 61 
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circuits; data-sharing platform; manufacturing; materials; microelectronics; semiconductors; 63 
standards 64 
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Preface 98 

The CHIPS Metrology Program is one of the four major research and development programs in 99 
CHIPS for America at the National Institute of Standards and Technology (NIST). It is a 100 
collaborative program that brings together CHIPS staff members and NIST researchers with 101 
stakeholders from industry, other government agencies, and academic institutions to address 102 
measurement challenges related to microelectronics manufacturing. Through this 103 
collaboration, the CHIPS Metrology Program expands upon NIST’s strong track record 104 
supporting the microelectronics technology and manufacturing ecosystem by developing, 105 
advancing, and deploying measurements, standards, reference materials, and best practices. To 106 
learn more about the CHIPS Metrology Program and CHIPS for America, visit 107 
https://www.chips.gov/metrology-program and https://www.chips.gov respectively. To learn 108 
more about NIST, visit https://www.nist.gov. 109 

This document describes a data-sharing platform, or data exchange, to ensure that the direct 110 
results of scientific research funded through the federal CHIPS Metrology Program are made 111 
available to and are useful for the public, industry, and the scientific community.  112 
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Executive Summary 130 

The metrology provision of the CHIPS Act of 20221 states, “The Director of the National Institute 131 
of Standards and Technology shall carry out a microelectronics research program to enable 132 
advances and breakthroughs in measurement science, standards, material characterization, 133 
instrumentation, testing, and manufacturing capabilities that will accelerate the underlying 134 
research and development for metrology of next-generation microelectronics and ensure the 135 
competitiveness and leadership of the United States within this sector.” In response, the CHIPS 136 
Metrology Program was established to fulfil these legislative requirements, leveraging NIST’s 137 
proven measurement science expertise to conduct research on measurements that are 138 
accurate, precise, and fit for the production of microelectronic materials, devices, circuits, and 139 
systems.  140 

The CHIPS Metrology Program is committed to ensuring that the direct results of federally 141 
funded scientific research are made available to and are useful for the public, industry, and the 142 
scientific community. The dissemination and exchange of data, models, and other data 143 
products convey the outcomes of world-leading microelectronics research to the marketplace, 144 
enabling and supporting America’s security and commercial competitiveness. 145 

There is an immediate need to make NIST research funded through the CHIPS Metrology 146 
Program available in a manner that guards intellectual property, protects U.S. security interests, 147 
is aligned with the approach used by NIST for access to research results,2 and is self-sustaining 148 
to meet future needs. Establishing a data exchange ecosystem will meet that need, giving 149 
stakeholders access to CHIPS Metrology research results and catalyzing innovative 150 
breakthroughs in U.S. semiconductor manufacturing.  151 

We call this ecosystem concept “METIS”—Metrology Exchange to Innovate in 152 
Semiconductors—after Metis, the Greek goddess of innovative ideas, good counsel, skill, and 153 
craft.3 The METIS concept leverages and builds upon currently existing data management 154 
systems and processes within NIST, an organization uniquely qualified to both produce and 155 
manage leading metrology research and technical data products. By designing the data 156 
ecosystem around and for research needed by the public, industry, and the scientific 157 
community, METIS shepherds the research process from the start and provides security and 158 
controls to enable the final products to reach their intended recipients. This concept also 159 
accelerates the development of a data ecosystem and exchange, as many elements already 160 
exist at NIST and need not be built from scratch. 161 

The CHIPS Metrology Program is one of the four research and development programs at CHIPS 162 
for America. Other programs include Manufacturing USA, the National Advanced Packaging 163 
Manufacturing Program, and the National Semiconductor Technology Center (NSTC). The NSTC 164 
vision4 calls for the establishment of the Design Enablement Gateway. The NSTC is envisioned 165 
as an independent public-private consortium, with which the CHIPS Metrology program will 166 
partner closely. This partnership will evolve and future METIS improvements will need to take 167 
this into account. 168 
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1 Introduction 169 

In December 2020, as part of the William M. (Mac) Thornberry National Defense Authorization 170 
Act for Fiscal Year 2021 (NDAA), Congress passed into law funding for programs from the 171 
bipartisan CHIPS for America Act. The NDAA authorized the Department of Commerce (DOC), 172 
the Department of Defense (DoD), and the Department of State (DOS) activities to develop 173 
onshore domestic manufacturing of semiconductors critical to U.S. competitiveness and 174 
national security. Just 12 % of semiconductor chips currently produced globally are 175 
manufactured in the U.S., a 37 % decrease since the 1990s. The decrease in manufacturing 176 
capacity does not reflect consumer and commercial semiconductor chip needs, as the U.S. 177 
market for logic chips is in the tens of billions of dollars. The CHIPS Act of 2022 provided 178 
appropriations needed to implement the programs currently authorized by the bipartisan CHIPS 179 
for America Act. 180 

The CHIPS and Science Act of 20225 (15 USC §4645) calls for the director of the National 181 
Institute of Standards and Technology (NIST) to “carry out a microelectronics research program 182 
to enable advances and breakthroughs in measurement science, standards, material 183 
characterization, instrumentation, testing, and manufacturing capabilities that will accelerate 184 
the underlying research and development for metrology of next-generation microelectronics 185 
and ensure the competitiveness and leadership of the United States within this sector.” 186 

In September 2022, NIST published a report titled “Strategic Opportunities for U.S. 187 
Semiconductor Manufacturing.”6 The report identified seven grand challenges that require 188 
critical attention from a metrology perspective to achieve the future stated vision of a U.S.-led 189 
global semiconductor industry. Each of the seven grand challenges features a set of 32 path 190 
forward elements that describe potential strategies for addressing identified challenges. These 191 
elements reflect extensive outreach to academia, the manufacturing industry, and government 192 
partners.  193 

NIST has earned and maintains a reputation as an objective, unbiased, trusted partner of U.S. 194 
industry in furthering the nation’s economic and technical goals. NIST has a track record of 195 
serving as the neutral host for numerous high-value technical collaboration efforts among U.S. 196 
businesses, academia, and other federal agencies. Examples of successful multilateral efforts 197 
include the National Cybersecurity Center of Excellence (NCCoE),7 the Agile Robotics for 198 
Industrial Automation Competition,8 the National Advanced Spectrum and Communications 199 
Test Network,9 and the NextG Channel Model Alliance,10 along with the numerous 200 
measurement and evaluation efforts in NIST’s AI program.11 NIST was a leader in evolution and 201 
improvement of GSA’s FEDRAMP process, shepherding authorization for many well-known 202 
cloud services, and has helped other agencies achieve authorizations for services they sought to 203 
certify in FEDRAMP. NIST hosts and maintains multiple enclaves in well-known cloud service 204 
providers for the NCCoE, NIST’s National Vulnerability Database,12 cybersecurity services that 205 
NIST operates on behalf of the entire Department of Commerce, services that NIST supports for 206 
the entire Federal government,13 and, finally and notably, NIST developed and hosts its Science 207 
Data Portal.14 208 
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2 Stakeholder Needs 209 

The CHIPS Metrology Program is committed to ensuring that the direct results of federally 210 
funded scientific research are made available and usable by the public, industry, and the 211 
scientific community. METIS (NIST’s Metrology Exchange to Innovate in Semiconductors) will 212 
provide stakeholders with access to CHIPS Metrology research results and serve to catalyze 213 
innovative breakthroughs in U.S. semiconductor manufacturing. Primary stakeholders include 214 
microelectronic suppliers, manufacturers, product developers, and system engineers in 215 
academia and industry who design, fabricate, and test semiconductors, associated component 216 
parts, and their supply chains. 217 

The semiconductor industry places the highest value on fully vetted data. The CHIPS Metrology 218 
Program will generate data (including Standard Reference Data (SRD)15), measurement 219 
methods, reference process design kits (PDKs), reference materials, standards, and 220 
publications. METIS could also collect and disseminate custom products to multiple parties for 221 
challenging measurements, host results of comparisons from multiple links in the supply chain, 222 
and allow access to managed data from external sources. Data in METIS will be shared with 223 
intellectual property rights in mind and will ensure that all data is reviewed and approved for 224 
sharing with authorized parties. The industry would benefit greatly from using METIS as a 225 
single-stop source for resources that already exist, such as research-grade test materials 226 
(RGTMs), SRD for extreme-ultraviolet (EUV) emission spectra, the Nanolithography Toolbox,16 227 
and relevant NIST-authored publications. 228 

Semiconductor manufacturing data is held very closely. For example, leading-edge circuit 229 
design intellectual property (IP) is a trade secret for every manufacturer and is valued at more 230 
than $300 million. As part of the CHIPS Metrology Program’s research portfolio, NIST 231 
researchers may partner with individual entities for specific research projects; manufacturing 232 
and metrology data from devices not yet in high-volume manufacturing will likely be covered by 233 
restrictive arrangements like nondisclosure agreements (NDAs) and Cooperative Research and 234 
Development Agreements (CRADAs). Some software and data may be subject to International 235 
Traffic in Arms Regulations (ITAR). The METIS Operations Concept considers the different types 236 
of data and use cases, measurement methods, reference process design kits (PDKs), reference 237 
materials, standards, and publications. METIS could also collect custom products and 238 
disseminate them to multiple parties for challenging measurements, provide results from 239 
comparisons from multiple links of the supply chain, and access managed data from external 240 
sources. Data in METIS will be shared with intellectual property rights in mind and METIS will 241 
ensure that all data is vetted for sharing with authorized parties.  242 
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3 Operations Concept 243 

METIS will provide a secure operational environment for managing and disseminating digital 244 
products resulting from the CHIPS Metrology research portfolio such that stakeholders can 245 
search, identify, and access a rich suite of microelectronics-related data, generated software 246 
tools and models, and a semiconductor knowledge base to facilitate the exchange, 247 
transformation, classification, and use of semiconductor resources from a variety of 248 
subcommunity perspectives. The CHIPS Metrology Program’s portfolio of projects and those 249 
project objectives for product development, along with stakeholder needs, will determine the 250 
basis for the requirements and design of METIS. In broad strokes, METIS will store (and share 251 
when appropriate) four types of information. We will: 252 

• Develop a CHIPS collection within the existing NIST Science Data Portal through which 253 
appropriate data will be made freely available to the public.  254 

• Expand as necessary the capabilities of NIST business systems to offer additional 255 
saleable products (calibration services, SRD, Standard Reference Materials (SRM), and 256 
reference material categories).  257 

• Extend the capability of the existing NIST system to provide restricted access to certain 258 
types of data, requiring users to register before access is provided. The system will be 259 
capable of providing audits on inputs, access, and downloads. 260 

• Provide storage for sensitive or proprietary information, including FIPS 199 High impact 261 
data. The full scope of the CHIPS Metrology Program is broad, and individual 262 
laboratories will need to manage research workflows, including data acquisition from 263 
scientific instrumentation, models and simulations, derivation of working data, and 264 
sample processing histories. Digital products will be derived through processing, 265 
comparisons with statistical analysis, and critical evaluation. Products will be preserved 266 
and curated in a repository, protected according to FIPS requirements and agreements 267 
with all stakeholders using appropriately categorized impact levels and applying 268 
corresponding secure access controls. The high-quality scientific and technical products 269 
will be disseminated in a variety of formats to stakeholders using FAIR17 practices. While 270 
these requirements are similar to those of other NIST laboratory programs that 271 
generate data related to a CRADA or other formal agreement, NIST currently lacks an 272 
enterprise solution to provide for sensitive or proprietary information, including FIPS 273 
199 High impact data (see Figure 1). 274 

Partnering organizations will also contribute data, process models, and code to the CHIPS 275 
Metrology Program, requiring a secure means for the transfer and exchange of digital assets. 276 
Individual users will be registered to obtain access to METIS service interfaces for input or 277 
access. When appropriate, our external partners will also be able to participate in co-278 
development of specific platform systems or components. This will require the ability to 279 
accommodate hybrid solutions that mix multiple open-source and commercial solutions while 280 
securely integrating with government network infrastructure. Additionally, the METIS system 281 
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should include auditing capabilities such that user access instances, submissions, and 282 
downloads are logged. 283 

 284 
Figure 1. NIST Microelectronics Research (NIST MER) with METIS Functional Architecture Concept. NIST has a 285 
vibrant ecosystem of microelectronics research. Laboratory data systems are the systems for collecting, sharing, 286 
and processing working data. Individual systems are described in data management plans. The CHIPS Metrology 287 
Program will provide support for NIST MER activities; outputs from NIST MER will be made accessible through 288 
METIS. The purpose of this document is to describe METIS and identify NIST IT infrastructure gaps that serve as a 289 
barrier to deploying METIS. Some of these gaps are specific to CHIPS Metrology needs; some gaps stem from 290 
institutional needs for consistent information access to NIST research outcomes required by directives related to 291 
public access to NIST research. 292 

Due to the complexity of workflow, implementation will require a phased approach and 293 
prioritized key deliverables to successfully achieve program milestones. It will be imperative 294 
that the NIST Risk Management Framework (RMF) is followed throughout the development and 295 
operation of METIS to ensure proper use of the system. The products and services will need to 296 
be categorized according to FIPS 199 so that systems storing and providing access have 297 
appropriate security controls in place. Once categorized, the systems will be secured to those 298 
standards while applying the security systems engineering principles laid out in NIST Special 299 
Publication 800-160, Volume 2, Developing Cyber-Resilient Systems: A Systems Security 300 
Engineering Approach.18  301 
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3.1 CHIPS Metrology Program Product Types 302 

Two cluster areas identified in the CHIPS Metrology Program workshops provide general 303 
categories for expected outputs produced from the ten Metrology Program research focus 304 
areas.19 For the purpose of this document, these are referenced as a basis for the research 305 
products that will be contributed to METIS holdings. Cluster 1, Automation, Virtualization, and 306 
Security, will generate products from advanced and validated models derived from proprietary 307 
NIST MER process data. Cluster 2, Metrology for Next-Generation Microelectronics, will 308 
generate metrology and calibration method products from proprietary device and materials 309 
characterization using advanced metrology methods. The original source material and 310 
information will most likely be proprietary or covered under a CRADA, prohibiting 311 
dissemination; however, NIST MER cluster area products will be developed for the purpose of 312 
dissemination and use by the intended stakeholder communities. 313 

The NIST MER research products will be curated within METIS in the form of established digital 314 
resource types representing RGTMs, NIST Reference Materials (RMs), SRMs, and SRD in 315 
addition to new types that may be defined during cluster output development. These aggregate 316 
types will further optimize product discovery, mining, and access within METIS. Sources will 317 
include rich metadata descriptions with one or more components: data files, software (code), 318 
etc. The various product structures and formats will be constructed with the goal of helping end 319 
users process and/or analyze the information. Advanced composite product types planned for 320 
METIS are part of a longer-term ease-of-use vision to enable external applications to work with 321 
containerized digital payloads.  322 

While METIS is envisioned to support dissemination, there will be different levels and 323 
classifications for access. Each digital product asset (data, code, tool) will be appropriately 324 
tagged and managed according to procedural requirements for specified levels of controlled 325 
access and sensitivity, e.g., proprietary data handling, access controls to support authorization, 326 
and possible licensing or terms and conditions. The access control functions will provide the 327 
technical framework for product visibility and dissemination.  328 

Source materials and digital artifacts from external participants for the purpose of 329 
interlaboratory studies used in characterization of RGTMs may result in additional 330 
requirements such as product anonymizing, structuring, and limited access to products in the 331 
comparative stage of development. METIS requirements development will factor in these 332 
workflows as they relate to the functional areas defined below. 333 

3.2 METIS Functionality  334 

The fundamental capabilities for METIS will center around the management and dissemination 335 
of products generated from the NIST MER program cluster areas. These are described within 336 
the core functional areas of this section. The interfaces between laboratory data workflows, 337 
external partner systems, and METIS will require clear technical provisions for managing the 338 
security and protections of these high-value digital assets. The NIST MER program will have 339 
immediate access to NIST infrastructure services, frameworks, and tools that uniquely provide 340 
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these core functions; however, the architecture of the METIS system will also be flexible to 341 
adapt its solution to optimize the use of cluster-derived products for the benefit of the 342 
stakeholder community. 343 

3.2.1 Input to the METIS System 344 

The process for submitting products to the METIS system will involve integrated tools and a 345 
prescription for required organization, structure, and steps. Additionally, there will be aspects 346 
of the system that allow for customization and flexibility. NIST MER will have access to solutions 347 
such as those described in the section on Current Situation and services adapted to meet 348 
mission requirements. It is envisioned that the submission to METIS will be completed through 349 
a user-oriented application portal, designed to support the product types resulting from NIST 350 
MER cluster activity. Metadata entry, uploading of files, and linkage to relevant information are 351 
supported through ingest. Qualification process[es] (technical, policy, security), will provide a 352 
form of gatekeeping and ensure the products are meeting requirements for stakeholder 353 
readiness. Approved METIS product submissions will be processed for ingest into the 354 
designated repository system.  355 

Submissions may also be supported through secure application programming interfaces (APIs), 356 
which will, in turn, validate and provide appropriate mechanisms for repository ingest. These 357 
workflows may include receipt of external and or remotely generated products and, depending 358 
on required checks and balances, orchestrated processes for vetting of these submissions may 359 
be performed. API services are also key to enabling workflow automation. Automation, 360 
including moderated workflows, can facilitate controlled and secure product ingest such as 361 
those from calibration pipelines, analytical tools, dynamic data streams, or simulations. 362 

METIS will enable the CHIPS Metrology Program to manage data product versions and curate 363 
holdings associated with evolving cluster activities. The intake processes will need to support 364 
change management and services to curate product holdings, including deletion and 365 
modification. 366 

3.2.1.1 Product Classification Routing 367 

There are different levels of categorization of the resources entered into METIS. As briefly 368 
described in the products section, resource types and associated access levels will be assigned. 369 
The technical processes for product categorization routing will support both assignment and 370 
identification of the types and access level for submission to the METIS system. Access-level 371 
management will apply appropriate controls to meet or exceed requirements for operational 372 
security and data protection. By applying cybersecurity controls, the processes will monitor and 373 
measure the security of the system. 374 
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3.2.2 NIST MER Metadata and Semantic Models 375 

Researchers need modular data models that capture their data and metadata in community-376 
developed templates using reusable data types. In terms of the cluster-developed products, it is 377 
expected the scheme used to create these data models will support the structuring of 378 
measurement and modeling outputs into shared model representations. This will help ensure 379 
that the data can be easily understood and utilized by different systems and stakeholders. 380 
Services for mapping, extraction, and translation of working data outputs into a NIST MER data 381 
model will be a key part of product development. These techniques are widely accepted as best 382 
practices in data science and will become part of the METIS data model and semantic toolkits.  383 

METIS services will use standardized methods for encoding, interpreting, and transforming data 384 
and metadata. This will include openly defining the common metadata format with a 385 
formalized schema and implementing an extensible model with separated generic and domain-386 
specific metadata. Generic metadata such as identity, basic types, providers, role, content, and 387 
access provides a clear understanding of the resource and its context without being mired by 388 
fine grain domain-specific information. This enables varying levels of model validation, 389 
promotes interoperability, allows for evolution of models without disrupting existing services 390 
depending on core metadata, and makes it easier to integrate with other systems.  391 

The metadata model will provide type-specific metadata for different types of resources and 392 
allow individual resources to belong to multiple types or a domain collection. This will enable 393 
the model to be applied across domains. The metadata model will also include a controlled 394 
vocabulary to provide a consistent and standardized means for identifying attributes of objects 395 
in the domain. This will further facilitate comprehension across different systems. 396 

3.2.2.1 Persistent Identification 397 

It is important to assign unique persistent identifiers (PIDs) when managing products and their 398 
associated metadata. The forms of PIDs used will depend on the resource type and constituent 399 
components of the product. Standard forms of PIDs, currently implemented in the NIST 400 
research data infrastructure, will be incorporated into METIS. This will help ensure that 401 
products and their associated metadata can be uniquely identified and easily connected for 402 
use. 403 

In addition to assigning PIDs to data and metadata, the common metadata format itself will 404 
have a unique identifier associated with it. This will help ensure that the metadata format can 405 
be easily identified and utilized to account for changes, and that metadata from different 406 
sources can be easily integrated.  407 

3.2.2.2 Model Granularity and Extension 408 

It is important to use a combination of standardized components to ensure consistency and 409 
interoperability when designing custom data formats. These components will include 410 
community-developed templates that describe experiments or simulations, as well as low-level 411 
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reusable data types that encode data values and metadata fields in a standard way. By using 412 
standardized components, custom data formats can be developed efficiently and can be more 413 
easily integrated with other systems.  414 

In addition to using standardized components, the metadata model for describing data 415 
resources will be designed to leverage both internal and external domain areas. Best practices 416 
for extensibility, such as the NIST Extensible Resource Datamodel,20 will be followed to ensure 417 
that the metadata model can be easily augmented as needed. This will allow for a more 418 
comprehensive and flexible metadata model that can be adapted to different types of data 419 
resources and domains. 420 

3.2.2.3 Provenance  421 

Comprehensive data provenance ensures that the origin and lineage of the data are 422 
established. Appropriate provenance can be achieved by including the original authoritative 423 
copy, version identification, and the provenance of data derived from other sources. 424 
Timestamping will also be implemented for all data to enable proper tracking and monitoring of 425 
changes. It is also important to provide provenance information for software descriptions, 426 
custom code, instrument configuration, and data acquisition descriptions. By following best 427 
practices and community standards, product digital assets can be stored and preserved in a 428 
sustainable and efficient manner. 429 

3.2.3 Repository and Services 430 

The METIS repository will serve as the persistent component to manage storage and integrity of 431 
NIST MER products over time. There are various types of persistent formats (file systems, 432 
databases, services, etc.)  to account for the complexity of product structure. This function of 433 
METIS can leverage shared and sustainable framework environments within the NIST 434 
infrastructure which have been successfully demonstrated for use in other disciplines. The 435 
repository is at the heart of METIS and provides capabilities supporting product structure and 436 
additionally microelectronic specific semantic definition, I.e., meaning of data, relevant to NIST 437 
MER cluster activity and the community. It lends itself as rich resource for machine learning and 438 
human oriented utility of NIST MER products.   439 

The repository and related services will provide an integrated set of tools for researchers to 440 
store and access the products generated in the MER. The repository solution environment most 441 
likely will require a suite of technologies to allow for flexibility in hosting the data models 442 
designed to represent the cluster science.  443 

3.2.3.1 Storage (files and metadata) and Preservation 444 

All required product digital assets will be stored and preserved in METIS using best practices 445 
and community standards. This includes data files, metadata, code and software, e.g., 446 
calibration code sets, and related digital artifacts. Products will be persisted using  standard 447 
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packaging, following the current practice of the Open Access to Research preservation format, 448 
BagIt, to achieve viable sustainability of the products. This form of implementation allows for 449 
machine readability and serviceability through APIs and is technology agnostic. The package will 450 
serve as a fundamental unit for dissemination of data through services.   451 

The product storage will also implement processes for backup, safe storage, and integrity 452 
checking. Further administrative processes and policy will be defined and implemented to 453 
manage maintenance of the products such as identification of orphan and invalid datasets or 454 
removal of data.  These processes will need to account for standards in data publication 455 
persistence in addition to procedural requirements for NIST MER and NIST research data 456 
infrastructure. 457 

3.2.3.2 Versioning, Change Management 458 

Curation of products in METIS requires capabilities for making changes, either in the creation of 459 
new products or modifying the composition of the product in relation to evolving research 460 
output or stakeholder usability requirements. Support for change management will include 461 
both tools as well as the implementation of versioning. The submission system and underlying 462 
services will support this versioning capability for both minor updates as well as major structure 463 
changes, with supporting workflow and policy. Access to previous versions will be possible per 464 
access-controlled measures. NIST has implemented this form of change management in the 465 
current data systems, which demonstrates a unique feature for ongoing maintenance and 466 
viability of stored data products.  467 

3.2.3.3 Integrity Checking 468 

Integrity checking is a critical capability of the storage and operation of METIS. This comes into 469 
play both on data ingest and preservation, as well as monitoring and dissemination. The ingest 470 
process will validate common metadata for both structure and format. A metadata validation 471 
service will be integrated into the system, yet also will be available for use independently. 472 
There will be multiple touchpoints for working with METIS metadata and thus having 473 
independent services for verification and validation will be critical.  474 

Integrity checking is also inherently required for digital asset management. Services and 475 
processes for guaranteeing the integrity of METIS will be implemented; NIST’s current system 476 
provides these types of services to safeguard products from system failures and cybersecurity 477 
issues.  478 

Disseminated data products will include—in addition to metadata structure validation—the 479 
appropriate hash values to further support validation that the products in METIS are accurate 480 
and well-formed. The distribution of data will provide means for accessing these hash values, 481 
per access control constraints, and support integrity checking in both operation and end-user 482 
client use.  483 
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3.2.4 Search and Discovery of NIST MER Research Products and Tools 484 

Searches for NIST MER research products will commonly be performed through a web user 485 
interface. A web portal will provide a point of entry for stakeholders to search, filter, explore, 486 
and request access to data and related resources. This search portal shall include many main 487 
features including text, fields, and categorical selections. Many of these are readily available in 488 
many expert NIST research portal systems and may be adapted to support the METIS resource 489 
collection. Advanced search capabilities such as auto-suggest and query supporting 490 
functionality will provide decision-aided features to help direct users to more relevant product 491 
information.  492 

Categories of search will include generalized resource types, data, code, and will also allow for 493 
more discipline-focused search based on a taxonomy of METIS products.  494 

3.2.4.1 Stakeholder Use Cases 495 

Stakeholder use cases will inform the requirements and development of METIS search 496 
functionality. Engagement with the various discipline communities both operating internally 497 
and externally to NIST MER will be reoccurring, as discovery with new research areas emerge. 498 
Search will allow for data discovery and sharing systems to specialize their capabilities to match 499 
specific sub communities. 500 

A METIS account registration will be enabled as support management of permission levels and 501 
associating users with specific access functionality. Advanced capabilities for user profiles will 502 
be considered with long-term goals to provide stakeholder capabilities for storing access 503 
history, managing group access, and saving information related to the use of the system. 504 

3.2.4.2 Gateway to Sensitive Data  505 

Product search will include navigation for access to different levels of sensitivity for data. This 506 
includes directed navigation to the appropriate user interface location and/or gateway services. 507 
It is anticipated that search may implement restrictions placed on access to products. Gateway 508 
services will determine based on user accounts or profile what search and access capabilities 509 
will be made available. These services provide the technical solution to manage search based 510 
on access level (low, moderate, or high), product type, and specified restrictions. 511 

3.2.4.3 Search Help 512 

User support is an important feature of METIS and will help people understand use of the 513 
system (See Guidelines section), in addition to quick search. One common feature coupled with 514 
search is to direct users to important supporting capabilities. This will include quick links for Fair 515 
Use and how to cite the products in their works. The search capabilities will include providing 516 
direct access to Help and Support of the system. 517 
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3.2.5 Access to METIS Resources  518 

Several functional components will play a role in access to the products and, as mentioned 519 
throughout this document, careful attention will be made to safeguard access to sensitive data 520 
while simultaneously providing capabilities that optimize interoperability and performance. 521 

An access control system will manage user requests for access, adhering to NIST SP 800-63 522 
Digital Identity Guidelines. This system will comprise services for authentication, authorization, 523 
profiles, and group access control. The NIST MER product type will determine the required 524 
access controls. Services designed to work with these controls will be implemented for 525 
managing ingest to the appropriate repository location, access for search and product viewing, 526 
and dissemination of products.  527 

The existing NIST systems have implemented public access services and restricted access 528 
workflows to data. These serve as a template for design of these capabilities in METIS. 529 
Proprietary data access may take advantage of compartmentalized persistent locations in 530 
combination with a technical gateway.   531 

For the generation of NIST MER SRD, systems and services are already in place to manage 532 
access and distribution for both free and fee-based service models.  533 

Overall, the access control system for METIS will apply identified security controls from NIST SP 534 
800-53 to protect High impact data. These also will account for specific forms of restriction 535 
including export-controlled products.  536 

3.2.5.1 Distribution Services 537 

Authorized requests for access will use standard application programming interfaces (APIs) that 538 
operate between the portal search and repository system to retrieve and deliver products to 539 
end users. These services will consider requirements for capacity, structure, synchronous and 540 
asynchronous forms of delivery, and follow guidance from NIST SP 800-171 Protecting 541 
Controlled Unclassified Information in Nonfederal Systems and Organizations to protect 542 
information shared outside of federally controlled systems, where applicable. These services 543 
also will use standard payload syntax, schema, and semantic representations to provide 544 
interoperability between tools, services, and organizations operating with the MER. As an 545 
example, secured distribution services may support gateways for exchange between the METIS 546 
platform, consortium members, and the NSTC.  547 

3.2.5.2 Usage Metrics 548 

Statistics on usage of the METIS system and specific products or tools will largely determine the 549 
impact these have to the stakeholder community. Metrics are key performance measures that 550 
benefit the NIST MER product creators, stakeholders, and implementation of METIS. Depending 551 
on the level of granularity of metrics, they will help formulate reporting of the performance of 552 
various data and software systems, tools, as well as the productivity of the NIST MER 553 
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instrumentation and technology. These usage measures can also inform the NIST MER as to 554 
stakeholder extent, uniqueness, and number of collaboration activities. 555 

3.3 Guidance / Tools on how to use METIS 556 

Documentation and tools that describe the use of METIS will be accessible to CHIPS Metrology 557 
Program participants. These will include guidance and procedures for all aspects of the system 558 
functionality including submission, access, curation, and use of services and tools. With the 559 
expectation that not all products stored in METIS will be openly public, permissions and access 560 
will need to be clearly indicated throughout, along with guided processes for handling of 561 
requests.   562 

Users and partner organizations building applications to interface with METIS may require more 563 
range in utility. Expert staff and user support processes will need to accommodate human 564 
communications to facilitate these engagements.  565 

User support design will occur in parallel with the technical implementation to ensure that 566 
guidance is addressed from the beginning to reduce failures, optimize throughput, and collect 567 
feedback for enhancements to improve upon the system performance. For robustness in these 568 
support areas, METIS will adopt a strategy and implementation for managing and tracking 569 
issues as they occur throughout the phases of operation. 570 

  571 



Draft 

20 

 

3.4 METIS Implementation Timeline  572 

The planning, design, development, testing, and phased implementation of METIS and other 573 
supporting resources can occur in the following sequence: 574 

Table 1. Implementation Timeline 575 

System 
Elements  

Initiation First 6 Months 6 to 12 Months Second Year Ongoing 

Expertise and 
resources 
(contracted / fed 
staff) 

 Establish 
team(s) 
 Create SOW 
for contracted 
services 

 Acquire 
vendor services 
 Initiate 
design and 
planning 

 Develop new system 
elements/enhance 
current systems 
 Launch METIS by 
end of 12 months 

 Guide and 
enable design of 
NSTC digital 
resources 

Enhancements 
and maintenance 

Advanced data 
processing, 
metrology, and 
analysis 

Plan, system requirements, design, 
develop, test, pilot 

 

 Initial data products 
ready for METIS 
 New product 
requirements 

Mature research projects underway 
with ongoing output converted to data 
projects and uploaded to METIS 

METIS  Data use/ 
management training 
and support for 
researchers 
 Data model and 
semantic toolkit 
development 
 Initial data uploads to 
METIS 

Design exchange 
model for support 
of NSTC, partner 
programs, etc. 
Pilot data 
exchange 
New product 
metadata 
enhancement 

Ongoing 
partnership with 
NSTC Gateway 
and other 
research 
exchanges 

IT infrastructure 
(network, server, 
and storage) 

Initial infrastructure in 
place for pilot research 
projects 

Ongoing 
enhancements 
focused on “High” 
data management 

Mature research 
IT infrastructure 

Metrics and 
reporting 

 Metric hooks into 
system 
 Initial reporting by 
EOY 

Full, auditable 12-
24-month dataset 
for reports 

Continuous 
improvement 



Draft 

21 

 

4 Current Situation 576 

METIS will build upon foundations that NIST has laid over the past decade via similar efforts 577 
such as the Materials Genome Initiative at NIST, the Additive Manufacturing Benchmark Test 578 
Series (AM Bench), the International Materials Resource Registries (IMRR) working group of the 579 
Research Data Alliance (RDA), the Digital NIST pilot project, the Research Data Framework 580 
project, and the NIST LIMS Roadmap. These foundations also include systems and tools that 581 
NIST has put in place to make it easy for NIST’s data producers to publish their data and to 582 
make selected research data products findable by and accessible to our stakeholders.  583 

With some exceptions (e.g., SRD, proprietary information, described below), NIST supports the 584 
dissemination of FIPS low-impact scientific outputs in publicly accessible repositories. NIST uses 585 
four interconnected systems to make data and code publicly accessible: 586 
 587 

1. MIDAS, for “Management of Institutional Data/Digital Assets,” allows NIST staff to 588 
create data management plans (DMPs) and serves as NIST’s enterprise data inventory: 589 
essentially a “card catalog” of NIST data and code resources. When a record is created in 590 
MIDAS, a digital object identifier (DOI) is assigned to data or code publications. This PID 591 
can be used in associated papers, websites, etc. (Note that NIST systems support the use 592 
of standard PIDs for authors, publishers, data products, and code; systems will be 593 
expanded to allow the use of additional PIDs in support of the research security 594 
requirements of NSPM-33.21) 595 

2. Data can be uploaded through MIDAS to the Public Data Repository (PDR), whereby 596 
NIST’s publicly available data assets are stored in the Amazon Web Services (AWS) 597 
cloud. Other public data is available through on-site servers as well as Google and Box, 598 
when authorized. Public code is stored on GitHub and, when it reaches a level of fit-for-599 
purpose maturity, it may be published in a similar workflow as data through MIDAS and 600 
the NIST PDR. Data and code products may evolve with the research over time, and 601 
versioning is supported. The products are preserved using a platform-agnostic standard 602 
package format with hashed digital objects to support integrity checking. As part of the 603 
publication process, a web landing page is created in the PDR using standard machine-604 
readable formats.  605 

3. The NIST Publication System (NPS) allows managers and technical experts (internal and 606 
external) to review data and code prior to their publication. Additionally, the system is 607 
able to generate reports (e.g., numbers of publications by organization, author, topic) 608 
for authors and management. 609 

4. The NIST Science Data Portal is the external-facing piece of the infrastructure. The core 610 
metadata in MIDAS and additional domain-specific metadata supported in the PDR are 611 
searchable through the data portal, accessible from the NIST website or through 612 
data.gov, allowing NIST customers to discover, access, use, and cite NIST data resources. 613 
Distribution of data in machine-readable, machine-actionable, and non-proprietary 614 
formats is encouraged. Metadata is available via application programing interfaces 615 
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(APIs). Discipline-specific views are being developed as is the NIST Gateway to 616 
Innovation, a single portal that will integrate search capabilities across all types of NIST 617 
research outputs (data, code, publications, reference materials, calibrations, patents) 618 
and provide contact information for staff associated with these outputs. In addition, 619 
NIST research outputs can be integrated with external communities’ resources in 620 
strategic focus areas, linking to resource registries in metrology, climate, etc. 621 

 622 
NIST’s E-Commerce storefront22 limits the availability of specific research data products to 623 
selected external partners and customers and sells NIST’s products and measurement service 624 
offerings to customers via an online catalog, with shopping cart, payment, and fulfillment 625 
mechanisms.  626 

Additionally, the capability exists to provide restricted public access to specific datasets 627 
available through the data portal and its associated infrastructure. Mechanisms for granting 628 
user access currently range from a user answering a few questions (e.g., to access value-629 
assignment data for Standard Reference Materials) to a user being vetted by a NIST staff 630 
member who is expected to be knowledgeable about potential risks (e.g., to access forensic 631 
biometrics data). 632 

Some of the capabilities envisioned for METIS are demonstrated by the domain-specific, 633 
publicly accessible data gateways that NIST has put in place for the Materials Genome Initiative 634 
and for the Computer Security Resource Center. If it was necessary for METIS to provide users 635 
with computing capabilities it could leverage the existing collaboration NIST has with Johns 636 
Hopkins University’s SciServer team. The SciServer Manufacturing Domain is currently used for 637 
NIST’s AM Bench participants to process large additive manufacturing datasets. There are other 638 
specialized platform services that can be customized and adapted for use within METIS. For 639 
example, NIST’s Configurable Data Curation System23 (CDCS) enables curation of data in a 640 
repository using predefined templates that allow interconnections for federated searches and 641 
data sharing; NIST’s CDCS-based code is the basis for the International Metrology Resource 642 
Registry at BIPM and metadata curation for the AM Bench Measurement Catalog. 643 

Guidance for assigning impact levels and performing security categorization is provided by NIST 644 
SP 800-60 Volume 1.24 Materials designated as having High impact will not receive that 645 
designation when they are ingested by METIS. Instead, determination of the FIPS impact level 646 
for digital assets will be made at origination or when considered in the aggregate with other 647 
digital assets. We anticipate that there will be many scenarios where data acquired from NIST 648 
instruments, data reflecting process parameters, engineering design data, simulation models, 649 
digital twins, data received from external partners, and the like will be “born” with a High 650 
impact designation requiring that NIST have the infrastructure implementing the requisite 651 
technical controls on networks, interfaces, data storage, data management services, and access 652 
controls on the infrastructure as well as on the data. None of these technical controls exist at 653 
NIST on the research infrastructure where High impact data assets are likely to be originated 654 
and initially stored. 655 

https://www.nist.gov/mgi
https://csrc.nist.gov/
https://sciserver.org/
http://imrr.bipm.org/
http://imrr.bipm.org/
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While METIS will allow the public to access certain products, it will also be able to restrict 656 
access for other assets to authorized external partners as well as to authorized internal staff. 657 
Some materials may be subject to intellectual property protections, CRADA stipulations, or 658 
other characteristics that will lead them to be characterized as having High FIPS-199 impact 659 
ratings for confidentiality and/or integrity. Accommodating materials with High impact ratings 660 
drives a whole series of system implementation requirements that are not addressed by NIST’s 661 
existing platform. 662 

Even taken together, the aforementioned tools, capabilities, and sites that NIST has deployed 663 
do not, by themselves, completely satisfy the objectives envisioned for METIS. NIST will build on 664 
these existing capabilities and on its considerable expertise to create an innovative system with 665 
a focus solely on the CHIPS Metrology Program’s requirements.  666 

4.1 Gaps 667 

While METIS will allow the public to access certain products, it will also be able to restrict 668 
access for other assets to authorized external partners as well as to authorized internal staff. 669 
Some materials may be subject to intellectual property protections, CRADA stipulations, or 670 
other characteristics that will lead them to be characterized as having High FIPS-199 impact 671 
ratings for confidentiality and/or integrity. Accommodating materials with High impact ratings 672 
drives a whole series of system implementation requirements that are not addressed by NIST’s 673 
existing platform. 674 

This document outlines a clear vision for the implementation of METIS and describes highly 675 
successful NIST systems. However, many gaps do exist that will need to be addressed. The 676 
following are areas required to achieve the goals of our operational concept. 677 

• NIST does not currently have a single point (e.g., portal or gateway) to compile all CHIPS 678 
Metrology Program outputs or that could serve as an access control point for 679 
collaboration. This portal will need to be developed as a component of METIS. 680 

• Microelectronics will introduce new models that will drive the evolution of subject 681 
matter expertise and hence semantic practices. METIS development will need to be 682 
agile enough to adapt to this evolution. 683 

• The NIST IT environment has historically handled FIPS 199 Moderate or Low impact data 684 
that is intended for publication. At this time, NIST has a single High impact system, 685 
which is currently not able to support METIS and would need to be enhanced. There is a 686 
need to provide an enterprise solution to NIST programs that generate High impact 687 
data, e.g., related to CRADAs. 688 

• To provide appropriate protections, NIST needs processes to help provide guidance for 689 
how to identify data types and sensitivity. An expert system would assist staff in 690 
consistent identification and selection of information sensitivity of projects in support of 691 
CHIPS. Such a system would also need to provide similar guidance for downgrading of 692 
information sensitivity as the data is collated into research projects. 693 
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• NIST needs a standardized approach to provide support for High impact data with 694 
automated and maintainable processes to ensure protections are applied through the 695 
system lifecycle. This requires upgrades to the existing Low/Moderate environment 696 
(network, compute, storage) to support required High impact controls that must be 697 
implemented. The NIST MER program and CHIPS R&D use cases are compelling reasons 698 
for these upgrades. However, these upgrades are needed for other use cases related to 699 
NIST programs in critical and emerging technologies (e.g., advanced communications, AI, 700 
biotechnology, and quantum technologies). These upgrades also must be implemented 701 
for the other sections of the NIST environment that will support this research. Upgrades 702 
needed include endpoint systems, high-speed/High impact network, High impact 703 
storage, and High impact compute. 704 

• The user support system will have unique needs specific to CHIPS research product 705 
delivery. 706 

• Interfaces within the MER are needed to facilitate promotion of outputs in laboratory 707 
research data management systems to product readiness in METIS. 708 

• Current IT challenges exist for NIST researchers, especially those with sensitive data. 709 
They are frequently confronted with concerns such as: where is it stored, how can you 710 
determine whether it is sensitive, and what if you are uncertain about its sensitivity? 711 
The NIST Risk Management Framework provides documents that can be used to identify 712 
and protect sensitive data: 713 

o Mapping Types of Information and Information Systems to Security Categories 714 
NIST SP 800-6025 715 

o Security Categorization – FIPS 19926  716 
o Protecting CUI in non-federal systems – NIST SP 800-17127 717 

 718 
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Appendix A. List of Abbreviations and Acronyms 719 

CRADA 720 
Cooperative Research and Development Agreement - an agreement used to formalize a cooperative research 721 
program between NIST and non-federal entities (collaborators). A CRADA must be compatible with the NIST 722 
mission; present no conflict of interest for NIST or its research project staff; and be acceptable to NIST approval 723 
authorities. Under the CRADA, the collaborator is granted the first option to take a license, on reasonable 724 
commercial terms, for any inventions made by NIST inventors/researchers or made jointly by NIST and the 725 
collaborator’s inventors/researchers during the research program. Commercial products resulting from CRADA-726 
developed intellectual property must be substantially manufactured in the United States. 727 

DMP  728 
data management plan - In 2013, the White House issued a memo requiring data management plans for agencies 729 
with research budgets of more than $100 million. A data management plan is a written document that describes 730 
the data you expect to acquire or generate during a research project, how you will manage, describe, analyze, and 731 
store those data, and what mechanisms you will use at the end of your project to share and preserve your data. 732 

DOC  733 
Department of Commerce 734 

DOS  735 
Department of State 736 

EDI  737 
enterprise data inventory 738 

FIPS  739 
Federal Information Processing Standards – a set of standards that describe document processing, encryption 740 
algorithms, and other information technology standards for use within non-military government agencies and by 741 
government contractors and vendors who work with the agencies. 742 

LDS  743 
laboratory data systems - the systems for collecting, sharing, and processing working data. Individual systems are 744 
described in data management plans. 745 

METIS  746 
Metrology Exchange to Innovate in Semiconductors - a platform for exchanging data products to support 747 
semiconductor research, design, engineering, and advanced manufacturing. 748 

MIDAS  749 
Management of Institutional Data Assets - a web-based application with two-components: a data management 750 
plan (DMP) tool and an enterprise data inventory (EDI) tool. 751 

NDAA  752 
National Defense Authorization Act 753 

NIST EDI  754 
NIST Enterprise Data Inventory - a catalog of data assets produced from NIST-funded research. 755 

NIST MER  756 
NIST Microelectronics Research - existing NIST microelectronics research activities as well as research activities 757 
funded under the CHIPS Metrology Program.  758 
 759 
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NSTC   760 
National Semiconductor Technology Center - a systems-level research and development approach that connects 761 
sophisticated tools, resources, and facilities to support and extend U.S. leadership in semiconductor research, 762 
design, engineering, and advanced manufacturing. See A Vision and Strategy for the National Semiconductor 763 
Technology Center.28 764 

NTRM  765 
NIST Traceable Reference Material - a commercially produced reference material with a well-defined traceability 766 
linkage to existing NIST standards. This traceability linkage is established via criteria and protocols defined by NIST. 767 
Commercial reference materials producers may affix the NTRM trademark to materials produced according to 768 
these criteria and protocols. 769 

PDK  770 
process design kit - a set of files used within the semiconductor industry to model a fabrication process for the 771 
design tools used to design an integrated circuit. 772 

PID  773 
persistent identifier - a long-lasting reference to a document, file, web page, or other digital object. Most PIDs have 774 
a unique identifier that is linked to the current address of the metadata or content. 775 

RGTM  776 
NIST Research Grade Test Material - differs from a NIST Standard Reference Material in that it is not as highly 777 
characterized or traceable to the SI but is homogeneous and undergoing continual stability testing. 778 

RM  779 
Reference Material - a generic term for a material, sufficiently homogeneous and stable with respect to one or 780 
more specified properties, that has been established to be fit for its intended use in a measurement process. 781 

RMF  782 
NIST Risk Management Framework - a process that integrates security, privacy, and cyber supply chain risk 783 
management activities into the system development life cycle. The risk-based approach to control selection and 784 
specification considers effectiveness, efficiency, and constraints due to applicable laws, directives, Executive 785 
Orders, policies, standards, or regulations. Managing organizational risk is paramount to effective information 786 
security and privacy programs; the RMF approach can be applied to new and legacy systems, any type of system or 787 
technology (e.g., IoT, control systems), and within any type of organization regardless of size or sector. 788 

SRD  789 
Standard Reference Data - quantitative information, related to a measurable physical or chemical property of a 790 
substance or system of substances of known composition and structure, which is critically evaluated as to its 791 
reliability under Section 3 of the Standard Reference Data Act.29 792 

SRM  793 
NIST Standard Reference Materials - materials certified for their composition or properties, or both. These 794 
materials are used to perform instrument calibrations in units as part of overall quality assurance programs, to 795 
verify the accuracy of specific measurements, and to support the development of new measurement methods. 796 
Each NIST SRM is supplied with a Certificate of Analysis and a Materials Safety Data Sheet, when applicable. 797 
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