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1. Introduction 113 

The Middle Class Tax Relief and Job Creation Act of 2012 created the First Responder Network 114 

Authority (FirstNet). FirstNet, an independent agency under the Department of Commerce’s National 115 

Telecommunications & Information Administration (NTIA), has a mission to develop, build and operate 116 

the country's first nationwide public safety broadband network (NPSBN). Police, fire fighters, emergency 117 

medical services (EMS), and other emergency personnel1 use public safety networks for coordination 118 

during emergency situations, disasters, and other incidents. States, counties, and other jurisdictions across 119 

the U.S. concurrently operate numerous independent public safety networks based on different 120 

communication technologies.  121 

When public safety personnel from separate jurisdictions arrive at the same incident, interoperability 122 

problems often arise. This is due in part to jurisdictions using different communication technologies and 123 

non-standards based implementations. Personnel at the scene use land mobile radio devices, laptops, and 124 

other information technology designed by different manufacturers. Partly due to the fact that public safety 125 

devices are manufactured for a unique market, their price is often higher than their counterpart 126 

commercial off the shelf (COTS) devices with similar functionality. The NPSBN will be based on 127 

commercial standards, specifically the Long Term Evolution (LTE) family of standards, and to the extent 128 

practical use COTS mobile devices, which should decrease the cost of devices while increasing 129 

interoperability.  130 

The move from current terrestrial radio to next-generation cellular technologies for public safety provides 131 

an opportunity to incorporate high bandwidth technology and services, assisting with information sharing 132 

and cross-jurisdictional support. The introduction of these technologies and services requires that current 133 

public safety identity management mechanisms be revisited. A robust approach to identity management 134 

will ensure only authorized users and devices seamlessly access the NPSBN and the services it provides. 135 

This type of access control requires an authentication framework extending beyond what is natively 136 

provided by LTE technology.2  137 

1.1 Purpose and Scope 138 

This document analyzes approaches to identity management for next generation public safety networks. A 139 

short background on identity management is provided alongside a review of applicable federal and 140 

industry guidance. Considerations are provided for identity proofing, selecting tokens, and the 141 

authentication process. All approaches and technologies are considered in the context of their 142 

applicability to public safety communications networks, particularly the NPSBN based on LTE 143 

technology. Local public safety networks, private sector communities, and public safety applications 144 

leveraging identity management services (such as criminal justice information and records management 145 

systems) may also find this guidance useful. While current and burgeoning identity management 146 

technologies are analyzed, the document does not preclude other identity management frameworks or 147 

technologies from being used in public safety communications networks.  148 

This document helps to inform individuals developing technical and policy requirements for public safety 149 

communications networks. Although this document is intended to assist policy makers in their decision 150 

making process, it refrains from suggesting particular policies for use. The particular policies used will 151 

depend highly on the network’s architecture and security posture, in addition to the risk tolerance of the 152 

network’s senior officials, administrators, users, and applications. 153 

                                                      
1 National Preparedness Resource Library: http://www.fema.gov/national-preparedness-resource-library 
2 Appendix F provides a technical description of authentication in LTE. 

http://www.fema.gov/national-preparedness-resource-library
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In order to limit the length of this document, it does not provide guidance on the important topic of access 154 

control and authorization within public safety networks.3 Sensitive information and services from many 155 

jurisdictions and organizations will be accessible solely by NPSBN users, but users will not be 156 

immediately granted access to all of the information and services by gaining access to the NPSBN. Users 157 

will need to prove their identity and then be provided access to information and services that are meant 158 

for them. Guidance for how to perform these functions is not within the scope of this document. 159 

1.2 Document Structure 160 

The remainder of this document is organized into the following major sections: 161 

 Identity Management & Authentication Background: Describes the baseline set of identity 162 

management knowledge and nomenclature used throughout this document. 163 

 Identity Management Guidance & Frameworks: Provides a description of existing Federal and 164 

industry guidance relating to identity management of users and devices authenticating to 165 

information systems.  166 

 Registration & Issuance: Details the process of vetting an individual’s or device’s identity and 167 

binding a credential to an identity.  168 

 Token Selection in a Mobile Environment: Explores considerations for selecting tokens to be 169 

used to verify a claimed identity during the authentication process. 170 

 The Authentication Process: Describes how authentication protocols and assertions can be used to 171 

provide assurance in an individual’s or device’s identity. 172 

The document also contains appendices with supporting material: 173 

 Appendix A defines selected acronyms and abbreviations used in this specification, 174 

 Appendix B contains a list of references used in the development of this document,  175 

 Appendix C summarizes the NIST Special Publication (SP) 800-63-2 [1] registration and 176 

issuance requirements,  177 

 Appendix D summarizes the NIST SP 800-63-2 requirements for token selection,  178 

 Appendix E contains the National Public Safety Telecommunications Council (NPSTC) identity 179 

management requirements, and 180 

 Appendix F provides a technical description of LTE authentication mechanisms. 181 

  182 

                                                      
3 Authentication and authorization are related but separate processes, which provides a natural point for delineating the 

document’s scope. 
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2. Identity Management & Authentication Background 183 

Identity management may be described as the process of managing the identification, authentication, and 184 

authorization associated with individuals or entities (devices, processes, etc.). Identification is the process 185 

of making an identity claim. An identity is a set of attributes uniquely describing a person, device, or 186 

entity within a given context. Authentication is the process of establishing confidence in a given identity 187 

claim. Authentication is performed by an individual or entity claiming an association with a specific 188 

identity and providing an authenticator or token (e.g., password, PIN, smartcard, biometric) as proof of 189 

that association. Finally, authorization is the act of determining and enforcing which information and 190 

systems an individual or non-person entity, such as devices, may access. The focus of this document is 191 

the identification and authentication of individuals and devices. 192 

2.1 The Identity Management Lifecycle 193 

Identities and tokens associated with individuals or entities are bound by an object or data structure called 194 

a credential. Tokens are possessed and controlled by a user to assert their identity, with passwords and 195 

cryptographic keys being common examples. It is helpful to describe the lifecycle of credentials in order 196 

to gain insight into the different aspects of the identity management process that influence the confidence, 197 

or level of assurance, that can be placed in a given credential. In general, the lifecycle of a credential has 198 

the following phases:  199 

 Registration: An individual, entity, or their sponsor applies for a credential to be issued to the 200 

individual or entity. As part of this phase, information about the individual or entity is collected 201 

and verified to establish a level of assurance about their association to a claimed identity, often 202 

referred to as identity proofing. 203 

 Issuance: A token and the identity of the individual or entity are bound by a credential and issued 204 

to the individual, entity, or their sponsor. This phase may require the establishment or registration 205 

of the particular token used by the credential. 206 

 Usage: The individual or entity provides their credential to applications or service providers to 207 

prove their identity in order to gain access to information and services. As part of this phase, an 208 

application or service provider may verify the credential is currently valid and has not been 209 

revoked, suspended, or expired via an authentication protocol before providing access to their 210 

information or services. 211 

 Expiration: Credentials are often issued with a particular time frame for their use. This lifetime 212 

is based on the type of token used and the associated threats to the token and credential. Once a 213 

credential’s lifetime has been met, the credential expires and is no longer valid and should not be 214 

accepted by applications and service providers. 215 

 Revocation: A credential may need to be invalidated, or revoked, before its lifetime has expired, 216 

such as when the credential is lost or the token has been compromised. Once a credential is 217 

revoked it is no longer valid and should not be accepted by applications and service providers. 218 

 Suspension: A credential may need to be made temporally invalid, or suspended, before its 219 

lifetime is reached. This may be necessary when an individual is on vacation or a device is out of 220 

service. Once a credential’s suspension period is over, the credential can again be used by the 221 

individual or entity to authenticate.  222 
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 Re-issuance/Updating: Before the end of a credential’s lifetime, a credential can be updated 223 

and/or reissued to reflect modifications in the identity and/or token bound to the credential. This 224 

modification may be due to a change in name, position, duties, responsibilities, or to simply keep 225 

the credential from expiring. Similarly, a token may need to be modified due to forgotten 226 

password or PIN, or a failure of hardware or software. In some cases, re-issuing or updating a 227 

credential is not permitted by the issuer’s security policy and the old credential must be revoked 228 

and a new credential issued. It is commonplace for credential re-issuance and updating to be  229 

performed multiple times before the more rigorous and complete registration and issuance 230 

processes need to occur once again. 231 

The following sections provide background information on key aspects of the identity management 232 

lifecycle.  233 

2.2 Registration & Issuance  234 

Identity proofing is the process of providing sufficient information (e.g., identity history, credentials, 235 

documents) to a requesting verification entity when attempting to establish an identity. Registration and 236 

issuance activities can be performed remotely or in-person, but identity proofing for higher assurance 237 

often requires the requestor to be physically present and alongside a human sponsor. The manner in which 238 

a user requests an identity and how identities are vetted has important security implications throughout 239 

the identity management lifecycle.  240 

Documents (e.g., U.S. passports, state issued driver’s licenses, financial and utility statements, etc.) issued 241 

by commercial entities and/or local, state, or federal governments provide primary evidence of an 242 

individual’s identity during the identity proofing process. Public safety organizations are most likely 243 

already familiar with these and other identity proofing concepts due to the ongoing need of vetting the 244 

identities of government employees and public safety personnel. Although knowledge of general identity 245 

proofing concepts may be shared between two distinct public safety organizations, the identity proofing 246 

requirements and the level of assurance offered by their distinct organization’s process may not be 247 

equivalent.  248 

Once identity proofing is complete, the user is registered with their organization and the issuance process 249 

begins. In the simplest case, a credential must be created that binds the user’s identity to a token, and 250 

possession of the token must be passed to the user. The manner in which a token is created and provided 251 

to the user influences the overall level of assurance. For example, can an individual or entity receive the 252 

credential remotely without physically picking it up from the issuer? Or, must the individual or the 253 

entity’s sponsor appear in-person before an issuer to be verified and provided the credential? The answers 254 

to these types of questions carry significant implications for the security of the process and thus the 255 

confidence that there has been no error or impropriety in the process that might cause the credential to be 256 

issued to a person other than the person indicated on the credential. 257 

2.3 Tokens & Credentials  258 

In addition to the way registration and issuance processes are performed, the type of token used 259 

influences the level of assurance that can be placed in the credential. Tokens are categorized as follows: 260 

 Something you know - Passwords and PINs are common examples. 261 

 Something you have - Such as an identification badge or a cryptographic key. 262 

 Something you are - For example, a fingerprint or other biometric data. 263 
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Typical types of tokens include: 264 

 Memorized Secret Token – A secret shared between the user and the party issuing credentials. 265 

Memorized Secret Tokens are typically character strings (e.g., passwords, passphrases) or 266 

numerical strings (e.g., PINs.) 267 

 Pre-registered Knowledge Token – A series of responses to a set of prompts or challenge 268 

questions resulting in a set of shared secrets. Typical challenge questions may include a user 269 

registering answers to questions such as “What was your mother’s maiden name?” and “Where 270 

did you go to high school?” 271 

 Look-up Secret Token – A physical or electronic token that stores a set of secrets shared between 272 

the user and the party issuing credentials. For example, a user may be asked by the verifying 273 

entity to provide a specific subset of the numeric or character strings printed on a card in table 274 

format.  275 

 Out of Band Token – A physical token that is uniquely addressable and can receive a one-time 276 

use secret from the verifying entity. The device is possessed and controlled by the user and 277 

supports private communication over a channel that is separate from the primary channel being 278 

used for authentication  279 

 Single-factor (SF) One-Time Password (OTP) Device – A hardware device that performs 280 

cryptographic operations on input provided to the device.  281 

 Single-factor (SF) Cryptographic Device – A hardware device that performs cryptographic 282 

operations on input provided to the device, often using embedded symmetric or asymmetric 283 

cryptographic keys. 284 

 Multi-factor (MF) Software Cryptographic Token – A cryptographic key is stored on disk or 285 

some other “soft” media and requires activation through a second factor of authentication. 286 

Authentication is accomplished by proving possession and control of the key.  287 

 Multi-factor (MF) One-Time Password (OTP) Device – A hardware device that generates one- 288 

time passwords for use in authentication and which requires activation through a second factor of 289 

authentication. The second factor of authentication may be achieved through some kind of 290 

integral entry pad, an integral biometric (e.g., fingerprint) reader or a direct computer interface 291 

(e.g., USB port). The one-time password is typically displayed on the device and manually 292 

provided to the verifying entity as a password, although direct electronic input from the device to 293 

a computer is also allowed.  294 

 Multi-factor (MF) Cryptographic Device – A hardware device that contains a protected 295 

cryptographic key that requires activation through a second authentication factor. Authentication 296 

is accomplished by proving possession of the device and control of the key.  297 

The combination of multiple token categories is known as multi-factor authentication and provides 298 

greater assurance than using a single token. This does not imply that all tokens of the same type are 299 

equivalent in the assurance they provide, for instance - the length and complexity of a password impacts 300 

the strength. External circumstances also affect assurance, such as storing credentials in protected 301 

hardware or firmware, which provide tamper detection and integrity protection. Additional circumstances 302 

include understanding the difficulty in forging or issuing a fraudulent credential and how resistant a 303 

credential or token is to tampering, disclosure, and guessing. 304 
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2.4 Authentication 305 

The authentication process uses identities, credentials, and tokens to provide assurance in an entity’s 306 

identity claims. Simple authentication schemes involve two parties: an entity asserting an identity claim 307 

(the claimant) and an entity verifying that the claim is accurate (the verifier). The manner in which this 308 

authentication process is conducted influences the assurance a verifier has in the veracity of an entity’s 309 

identity claims. Authentication protocols are the mechanisms used to provide assurance to a verifier. 310 

These protocols exchange messages between at least two parties (often only the verifier and claimant) and 311 

assist the verifier in arriving at an authentication decision. Additional management mechanisms can 312 

supplement the authentication protocol to provide enhanced assurance to a verifying party. 313 

Authentication can be performed both locally and remotely. Local authentication often occurs when 314 

individuals are physically present to the device or other system they are accessing, such as when an 315 

employee presents an identification badge or enters a PIN into the lockscreen of a mobile device. Remote 316 

authentication requires access to a network and is the primary method of authentication for the internet. 317 

NIST SP 800-63-2 defines remote authentication as “An information exchange between network- 318 

connected devices where the information cannot be reliably protected end-to-end by a single 319 

organization’s security controls.” [1]  320 

Assessing the strength of an authentication scheme is a difficult task and, as previously stated, the use of 321 

multi-factor tokens provides greater assurance. While tokens may support one, two, or three factors, it is 322 

possible that the chosen authentication scheme will not require all three factors at all times. There may be 323 

public safety scenarios in which the delay and complexity of using all of the supported factors may lead to 324 

life threatening or other dangerous situations. For instance, the same smartcard may be used as a 325 

multifactor cryptographic device to authenticate to an external application or as a single factor 326 

cryptographic device to gain access to a restricted area via a physical access control system. Identifying 327 

and implementing policies for these scenarios is a policy decision for organizations and agencies involved 328 

in public safety.   329 
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3. Identity Management Guidance & Frameworks 330 

This section introduces the relevant identity management guidance from both public and private entities. 331 

Federal guidance includes OMB M-04-04, E-Authentication Guidance for Federal Agencies, NIST SP 332 

800-63-2, Electronic Authentication Guideline, and HSPD-12, Policy for a Common Identification 333 

Standard for Federal Employees and Contractors, alongside its associated standards. Industry guidance 334 

includes information from the National Public Safety Telecommunications Council (NPSTC) and the 335 

Alliance for Telecommunications Industry Solutions (ATIS) guidance and frameworks.  336 

3.1 OMB M-04-04: E-Authentication Guidance for Federal Agencies 337 

OMB M-04-04 was issued to enable individuals to remotely access government services using the 338 

Internet and provide guidance to Federal agencies on identity verification and authentication [2]. OMB 339 

M-04-04 outlines a five-step process agencies should use to determine their identity verification and 340 

assurance needs: 341 

1. Conduct a risk assessment of the government system.  342 

2. Map identified risks to the appropriate assurance level.  343 

3. Select technology based on e-authentication technical guidance.  344 

4. Validate that the implemented system has met the required assurance level.  345 

5. Periodically reassess the information system to determine technology refresh requirements. 346 

Although all steps described are important for Federal agencies to follow when determining their identity 347 

verification and authentication level of assurance needs, this document focuses on the third step – 348 

selection of technology based on e-authentication technical guidance. Details about the relationship 349 

between steps 1, 2, 4, and 5 and how they can be performed is found in NIST SP 800-30 [3], NIST SP 350 

800-37 [4], and NIST SP 800-53 [5].  351 

OMB-04-04 provides a description of authentication errors and their potential impacts that can be used to 352 

help determine the level of assurance that needs to be associated with a credential based on the type of 353 

authentication errors that might result. The following authentication errors are described: 354 

 Inconvenience, distress, or damage to standing or reputation, 355 

 Financial loss, 356 

 Harm to agency programs or public interests, 357 

 Unauthorized release of sensitive information, 358 

 Personal safety, and 359 

 Civil or criminal violations. 360 

Given these authentication errors, an impact level can be associated with the authentication errors. The 361 

potential impact levels (High, Moderate, Low) are defined in Federal Information Processing Standard 362 

(FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems [6].  363 
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OMB-04-04 defines four levels of assurance associated with the validity of the identity associated with a 364 

credential: 365 

 Level 1: Little or no confidence in the validity of the identity associated with the credential.  366 

 Level 2: Some confidence in the validity of the identity associated with the credential.  367 

 Level 3: High confidence in the validity of the identity associated with the credential. 368 

 Level 4: Very high confidence in validity of the identity associated with the credential. 369 

Based on the authentication errors and their potential impacts, the level of assurance required for the 370 

credential can be determined. The following table from OMB M-04-04 provides a mapping between the 371 

authentication errors, their potential impact, and the credential’s level of assurance. 372 

Figure A – Maximum Potential Impacts for Each Assurance Level   373 

Categories of Authentication Errors Assurance Level 

1 2 3 4 

Inconvenience, distress, or damage to standing or 

reputation 

Low Mod Mod High 

Financial loss Low Mod Mod High 

Harm to agency programs or public interests N/A Low Mod High 

Unauthorized release of sensitive information N/A Low Mod High 

Personal safety N/A N/A Low Mod to  

High 

Civil or criminal violations N/A Low Mod High 

 374 

For example, a credential at assurance level 1 can be used when inconvenience or financial loss have a 375 

low impact but not when it involves release of sensitive information, personal safety, and civil or criminal 376 

violations. A level 2 credential (or higher) can be used when release of sensitive information and civil or 377 

criminal violations have a low impact but not when it involves personnel safety. At the other end of the 378 

spectrum, a level 4 credential must be used when the impact of an authentication error has high impact. If 379 

a user already has a level 4 credential, they can use it for any application, even those requiring a level of 380 

assurance lower than 4, without the need to obtain another credential. It is important to note that the 381 

authentication errors in the personal safety and civil or criminal violations categories may be applicable 382 

to public safety scenarios.  383 

NIST SP 800-63-2 provides technical guidance on the types of technologies suitable to support the 384 

different level of assurance defined in OMB M-04-04 and is discussed in section 4.  385 

3.2 Homeland Security Presidential Directive 12 386 

Homeland Security Presidential Directive 12 (HSPD-12) mandates a common identification standard to 387 

enhance security, promote interoperability and increase government efficiency [7]. To meet the goals 388 

outlined in HSPD-12, the Personal Identity Verification (PIV) card and its supporting infrastrucure was 389 
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designed to be interoperable across Federal government for both physical access to government facilities 390 

and logical access to federal information systems. The PIV card contains several identity credentials (i.e., 391 

digital certificates) supported by a Public Key Infrastructure (PKI) to provide strong identity assurance in 392 

an interoperable manner. To provide a high level of assurance in the credentials across the Federal 393 

enterprise, the PIV standard established common processes for identity proofing and credential issuance. 394 

The technical requirements for PIV cards are found in FIPS 201-2, Personal Identity Verification (PIV) of 395 

Federal Employees and Contractors [8]. 396 

With the successful issuance and deployment of PIV cards and PIV enabled systems, non-federal 397 

organizations expressed interest in issuing identity cards that provide an equivalent level of assurance as 398 

PIV cards and are able to interoperate not only among themselves, but also with PIV enabled systems. 399 

Since PIV cards are limited to the Federal government community, the Federal CIO Council recognized 400 

the need for a non-federal equivalent to the PIV card and developed the Personal Identity Verification 401 

Interoperability for Non-Federal Issuers (also referred to as PIV-I cards) to fill this gap [9]. Currently, 402 

PIV-I is the only PIV-compatible solution available to users outside the federal workforce. The majority 403 

of FirstNet users are likely to be non-federal, thus PIV-I cards or credentials may be useful in this 404 

circumstance.  405 

Using PIV and PIV-I cards as credentials for mobile devices can be achieved in several ways. A mobile 406 

device could have an integrated smart card reader as part of the device or a separate smart card reader 407 

could be attached to the device via a wired or wireless connection. In addition to the PIV and PIV-I card’s 408 

wired interface, there is a wireless interface that a mobile device could leverage to directly communicate 409 

with the PIV or PIV-I card using Near Field Communication (NFC) technology. However, these solutions 410 

are probably not optimal for the user since today's mobile phones do not include an integrated contact 411 

smart card reader and carrying an external reader is an additional burden for the user and reduces usability 412 

of the mobile. To address the form factor issue, FIPS 201 permits the issuance of an additional Derived 413 

PIV credential in an alternative form factor to the PIV card. A Derived PIV credential can be issued by 414 

demonstrating possession of a valid PIV card without repeating the PIV identity proofing and vetting 415 

process. The initial requirements for Derived PIV credentials being considered can be found in NIST 416 

Special Publication 800-157, Guidelines for Derived Personal Identity Verification (PIV) Credentials 417 

[10]. Finally, draft NIST Interagency Report 7981, Mobile, PIV, and Authentication, provides other 418 

considerations for using PIV credentials in conjunction with mobile devices [11].  419 

3.3 NIST Special Publication 800-63-2: Electronic Authentication Guideline 420 

NIST SP 800-63-2 was designed to supplement OMB M-04-04 by providing guidelines for implementing 421 

the third step of OMB’s process for agencies to meet their e-authentication assurance requirements - 422 

selecting a technology based on e-authentication technical guidance [1]. It is important to note that NIST 423 

SP 800-63-2 solely provides guidance for remote authentication - local authentication is not considered. 424 

This guidance defines technical requirements for the following five areas: 425 

1. Identity proofing and registration of applicants,  426 

2. Tokens (e.g., a cryptographic key or password) for authentication,  427 

3. Token and credential management mechanisms used to establish and maintain token and 428 

credential information,  429 

4. Protocols used to support the authentication mechanism between the claimant and the verifier, 430 

and 431 
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5. Assertion mechanisms used to communicate the results of a remote authentication if these results 432 

are sent to other parties. 433 

The requirements help to assess the strength of an authentication solution and are grouped into four levels 434 

of assurance. To help demonstrate the interplay between the five areas and the assurance levels we will 435 

briefly explore a modified public safety scenario from the Criminal Justice Information Services (CJIS) 436 

Security Policy [12] requirements.4 In this scenario, a detective has already been vetted and issued a PIV-I 437 

token by procedures in accordance with assurance level 4. 438 

During the course of an investigation, a detective attempts to access Criminal Justice Information (CJI) 439 

from a hotel room using an agency issued tablet device. The tablet device does not have a built-in 440 

smartcard reader, nor does the detective have an external card reader on hand. The detective contacts his 441 

agency, which remotely provisions a credential derived from his existing PIV-I credential, which is 442 

subsequently stored on his device. To gain access, the detective uses a tablet to establish a remote session 443 

via a secure virtual private network (VPN) tunnel. Upon connecting to the agency network, the detective 444 

is challenged for a username and possession of the newly provisioned credential. Before he can use the 445 

credential, the detective is required to authenticate to the token via a password-based mechanism. Once 446 

the detective’s credentials are validated, his identity is asserted by the infrastructure to all authorized 447 

applications needed to complete his queries. 448 

According to the definitions from NIST SP 800-63-2, this scenario illustrates usage of a multifactor 449 

software cryptographic token. The token achieves multifactor status due to the use of something you know 450 

(a password) and something you have (a software token). The highest assurance level this type of token 451 

can obtain if it is used in a manner consistent with the requirements of NIST SP 800-63-2 is assurance 452 

level 3. A summary of requirements for tokens are provided in Appendix D and NIST SP 800-63-2 details 453 

the specific technical requirements.  454 

To ascertain the overall assurance level for the authentication solution, one must look to the other four 455 

areas of NIST SP 800-63-2 and guidance from SP 800-157. The only way this solution would provide 456 

assurance level 4 is if it obtained assurance level 4 in all five of the areas. For this scenario, the following 457 

levels of assurance achieved by this authentication solution are provided:  458 

Figure B - Level of assurance achieved by CJIS scenario   459 

 Level 1 Level 2 Level 3 Level 4 

Registration & 
Identity Proofing 

-- -- 
Achieved 

-- 

Tokens -- -- Achieved -- 

Tokens and 
Credential 

Management 
-- -- -- 

Achieved 

Authentication 
Mechanisms 

-- -- -- 
Achieved 

Assertion 
Mechanisms  

-- -- -- 
Achieved 

 460 

Although the detective had been vetted and issued a PIV-I token by procedures in accordance with 461 

assurance level 4, because the token was remotely provisioned, the assurance level drops to level 3. 462 

                                                      
4 This use case has been modified from the original to provide additional context for the analysis of the scenario. 
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Additionally, even though the original PIV-I smartcard provides assurance level 4, the derived 463 

credential’s comparable OMB E-Authentication Level is assurance level 3 when remotely provisioned. It 464 

is possible to issue a derived credential at assurance level 4 if the guidance from NIST SP 800-157 is 465 

followed.5 For an authentication solution to achieve one of the four assurance levels an equal or greater 466 

level of assurance must be obtained for all five areas. The overall level of assurance for an authentication 467 

solution is determined by the lowest level obtained by the solution in any of these five areas.  468 

3.4 NPSTC Guidance  469 

The National Public Safety Telecommunications Council (NPSTC) is an organization focusing on 470 

improving public safety communications and interoperability. NPSTC released a group of requirements 471 

“for an interoperable public safety broadband communications nationwide network to serve all local, 472 

tribal, state, and federal first responder communications” [13].  473 

 474 

These requirements are intended for FirstNet and pertain to identity management for both the user and 475 

application, among other areas of interest such as provisioning.6 The document outlines the requirements 476 

an identity management framework must conform to in order to be sufficient for public safety’s needs. 477 

This framework will be used to “simplify the life of the first responder, simplify management of their 478 

credentials on behalf of the user’s administrative staff, and simplify application development by 479 

standardizing on the mechanics of user identity and user authentication” [13]. NPSTC states that this 480 

identity management framework is necessary in addition to the authentication provided by the LTE family 481 

of standards discussed in Appendix F.7 482 

  483 

Although all of NPSTC’s identity management requirements are presented in Appendix E of this 484 

document, the following provides a summary to assist the reader in understanding the types of 485 

requirements NPSTC recommends. NPSTC recommends a standards-based approach to identity 486 

management in which users and devices with identities can authenticate to both applications and services. 487 

Additionally, NPSTC recommends that local entities establish policies and procedures to govern the 488 

management of user identities and local entities should maintain these same identities. These policies 489 

must be capable of governing identities over the lifetime of their use and standard authentication 490 

interfaces for use in the NPSBN.  491 

 492 

3.5 The ATIS Identity Management Framework 493 

The Alliance for Telecommunications Industry Solutions (ATIS) is a standards development organization 494 

for the wireless industry. There are three ATIS documents relating to identity management:  495 

 ATIS-1000035, Identity Management (IdM) Framework, [14] 496 

 ATIS-1000044, Identity Management (IdM) Requirements and Use Cases Standard, [15] and 497 

 ATIS-1000045, Identity Management (IdM) Mechanisms and Procedures Standard [16]. 498 

ATIS-1000035, Identity Management (IdM) Framework, provides a foundation for the concepts, 499 

components, and capabilities required to perform identity management in next generation wireless 500 

                                                      
5 NIST Special Publication 800-157, p. 23. [10] 
6 “FirstNet SHALL develop and maintain standard operating procedures at the local, tribal, state, and federal agency level 

that will define the process for provisioning users” [12, Table 10]. 
7 “Because public safety is likely to have many situations where equipment will be shared amongst different users during 

different shifts or even during different incidents, an authentication framework that extends beyond LTE device 

authentication is required” [12, p. 49]. 
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networks. ATIS-1000044, Identity Management (IdM) Requirements and Use Cases Standard, prescribes 501 

requirements and provides use cases for identity management. ATIS-1000045, Identity Management 502 

(IdM) Mechanisms and Procedures Standard, provides ways in which an identity management solution 503 

can confirm to ATIS’s identity management requirements. 504 

3.6 GFIPM & NIEF 505 

The Global Federated Identity and Privilege Management (GFIPM) program seeks to develop secure 506 

cost-effective information sharing technologies [17]. The initiative allows federal, state, and local public 507 

safety personnel to access interagency applications and data via the Internet. Specifically, GFIPM assists 508 

in securely communicating identity and attribute information to other interested parties. The GFIPM 509 

initiative is under active development and is supported by the law enforcement community. 510 

The GFIPM program spurred the development of the National Identity Exchange Federation (NIEF), 511 

which is a group of law enforcement agencies working to securely share sensitive law enforcement 512 

information [18]. Federal members of NEIF include the Federal Bureau of Investigation (FBI) and the 513 

Department of Homeland Security (DHS).   514 
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4. Registration & Issuance 515 

The registration and issuance phases are the first two phases in the identity management life cycle. These 516 

phases and their associated processes form the foundation for the level of assurance that should be placed 517 

in identities, credentials, and tokens. This section addresses the registration and issuance phases for both 518 

individuals and devices. 519 

4.1 User Registration and Credential Issuance 520 

The registration and identity proofing processes ensure that (a) the individual being registered is in fact 521 

the individual who is entitled to the particular identity; (b) an individual exists with the claimed attributes 522 

and that the attributes are sufficient to uniquely identify an individual within a given context; and (c) 523 

documentation is in place to make it difficult for an individual to repudiate participation in the registration 524 

process and dispute authentications performed with their credential. As part of the registration process, an 525 

individual provides proof that they are entitled to the particular identity that they are claiming. Examples 526 

of documents that can help to provide acceptable proof include U.S. passports, state issued driver’s 527 

licenses, social security cards, and financial records. The collected information is verified and the method 528 

of verification plays a large role in the resulting level of assurance.  529 

Identity proofing can be performed remotely or by having the individual physically present. When an 530 

individual is physically present during the identity proofing process, it is referred to as in-person identity 531 

proofing. When in-person identity proofing is impractical, remote identity proofing can be performed at a 532 

lower level of assurance. 533 

If the identity proofing process determines that an individual is entitled to a given identity, the issuance 534 

phase begins. The issuance process binds a particular identity to a specific token creating a new credential 535 

within the identity management system. Alternatively, a user may already have an existing token that will 536 

need to be registered into the existing identity management system. Similar to the registration process, the 537 

credential issuance can occur in-person or be provisioned remotely. When remote identity credential 538 

issuance takes place, care needs to be taken to ensure that the token’s confidentiality and integrity are 539 

protected when transporting the token between the identity management system and individual. The type 540 

of credentials and tokens issued, alongside whether in-person or remote credential issuance takes place 541 

impacts the level of assurance provided by the credential.  542 

Once a credential is established, an identity management system may allow a new derived credential to be 543 

issued based on an individual demonstrating possession of a valid established identity credential. A 544 

derived credential streamlines the registration process by leveraging the results of the identity proofing 545 

previously performed for the established identity credential.  546 

The issuance of derived credentials can be handled in-person or remotely. When the token of a derived 547 

credential is remotely delivered, best practices for token activation dictate using proof of possession for 548 

both the derived and original credentials. To ensure that the original credential was not compromised at 549 

the time the derived credential was established, its status should be re-confirmed at a time after the 550 

derived credential was issued. In addition, the issuer of the derived credential may wish to regularly 551 

monitor the status of the original credential depending on how tightly their policies tie the status of the 552 

original and derived credentials together. When the derived credential is revoked, it is up to the issuing 553 

organization’s policies whether or not to notify the issuer of the original credential used as the basis for 554 

the derived credential. Notification of the issuer of the original credential may result in the original 555 

credential being revoked. 556 

 557 
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NIST SP 800-63-2 provides more details and provides specific requirements related to registration, 558 

identity proofing, derived credentials, and credential issuance. A summary of the identity proofing and 559 

credential issuance for various levels of assurance can be found in Appendix C. 560 

4.2 Device Registration and Issuance  561 

This section discusses the registration and issuance phases of the identity management process for 562 

devices. Similar to individuals, the goal of device registration and issuance is to create a device credential 563 

containing an identity and token associated with the device. There is a fundamental difference between 564 

establishing the identity of an individual versus the identity of a device. In the context of the NPSBN, 565 

device credentials would primarily be used to gain access to the network while user credentials would be 566 

used for gaining access to information and services such as criminal justice information and records 567 

management systems. Devices residing on the network such as firewalls, servers, and switches, may also 568 

need a device identity.  569 

Various attributes are created and associated with individuals over time, such as date of birth, driver’s 570 

license number, and credit ratings. At some point, the number and type of attributes associated with an 571 

individual provides sufficient evidence to satisfy an organization’s policies for establishing and verifying 572 

identities. In contrast, devices generally do not accumulate the same type of attributes to establish a 573 

verifiable identity, thus limiting the applicability of the traditional identity proofing for devices. Instead of 574 

using the notion of identity proofing for devices, understanding how attributes can be assigned to 575 

uniquely identify a device, the stability of the assigned identity, and the assurance provided in the identity 576 

assignment process may be more appropriate. 577 

Device identities can be assigned as part of a device’s manufacturing process, configuration process, or 578 

dynamically while the device is in use. When assigned as part of the manufacturing process, device 579 

identities can be made fairly static by being placed into hardware or firmware components. Manufacturer 580 

created identities come from an authoritative source and have the greatest potential to be stable over a 581 

device’s lifetime. Unique device identifiers are useful for a manufacturer’s inventory control and quality 582 

assurance processes and therefore should be unique to each device. Device identities could be modified or 583 

spoofed during creation and how to prevent the modification of manufacturer components at the 584 

manufacturing facility and ensure the detection of counterfeit components is an open area of research. 585 

NIST provides guidance for addressing information and communications technology supply chain risk, 586 

which may be helpful in addressing counterfeit component detection and device identity modification and 587 

spoofing [19].  588 

When device identities are assigned as part of the configuration process, they have the potential to remain 589 

relatively stable since they might only be configurable once or require the configuration process to be 590 

performed in order to change the previously assigned identity. Since device owners generally assign the 591 

device identities, the amount of assurance provided by these identities is less than what manufacturers 592 

offer.  593 

Assigning identities while a device is in use is typically the least stable and least authoritative means of 594 

identification and accordingly provides the least assurance in the device’s identity. Multiple entities can 595 

concurrently assign identities, but only for a limited timeframe or context, as is the case with Dynamic 596 

Host Configuration Protocol (DHCP) servers and clients. Therefore this type of device identity could 597 

change every time the device is used. Stable and authoritative identities are preferred. Insecure device 598 

credentials could be exfiltrated from mobile devices and used for malicious purposes, such as accessing 599 

the NPSBN in an effort to monitor unencrypted traffic or affect other systems during an emergency 600 

situation. 601 
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Once a device identity has been established, the issuance phase begins. For individuals, the device 602 

issuance process binds a particular identity to a specific token creating a new credential within the identity 603 

management system. Alternatively, a device may already have an existing token generated by the device’s 604 

manufacturer or owner that will need to be registered into the existing identity management system. 605 

Similar to the registration process, the credential issuance can occur in-person at the location where the 606 

device is manufactured or configured by its owner; or be provisioned remotely. When remote device 607 

credential issuance takes place, care needs to be taken to ensure that the token’s confidentiality and 608 

integrity are protected when transporting the token between the identity management system and device. 609 

The type of credentials and tokens issued, alongside whether in-person or remote credential issuance 610 

takes place impacts the level of assurance provided by the credential. 611 

4.3 Device and User Identities Within the NPSBN 612 

There are many public safety scenarios that may require both user and device identities. User identity and 613 

attribute information may need to be shared between multiple public safety agencies and organizations. 614 

User and device identities could help ensure that only authorized users and devices are able to access the 615 

NPSBN, leading to at least a partially closed network. Both of these identities are especially important if 616 

mobile devices are to be shared between multiple users. Device sharing between users, whether in a single 617 

jurisdiction or loaned externally, may necessitate the use of asset tracking and management systems that 618 

could leverage device identities.  619 

It is possible that Bring Your Own Device (BYOD) scenarios will occur, where volunteer personnel 620 

might use their personal mobile devices to access the NPSBN and other emergency services. User identity 621 

will be important in these scenarios as the NPSBN could be user identity aware and allow enhanced 622 

functionality and feature sets for authenticated public safety employees. Upon conclusion of an 623 

emergency scenario with shared devices, these mechanisms could help ensure that loaned devices are 624 

returned to the appropriate organization. When devices are shared between public safety personnel of the 625 

same organization there should already be an associated device credential provisioned by that 626 

organization. There would only be a need to provision devices with the identities of personnel of the 627 

upcoming shift. This concept extends to a public safety organization’s cache of NPSBN-ready devices, as 628 

they already should have been provisioned with a strong device identity.   629 
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5. Token Selection in a Mobile Environment  630 

The following provides guidance for selecting tokens in public safety scenarios and is divided into user 631 

authentication, remote user authentication, and remote device authentication. The type of authentication 632 

solution employed by an organization should be commensurate with the amount of risk posed to a 633 

particular information system. This solution should also be compatible with an organization’s existing or 634 

developing IT infrastructure. 635 

Public safety personnel work in a number of diverse disciplines, such as law enforcement, medical, fire 636 

safety. The specific type of environment someone is working in greatly impacts the authentication 637 

mechanism they can use. There may not be a single authentication solution that works for every 638 

discipline, even within a given jurisdiction. Some public safety scenarios require gloves or simultaneous 639 

access to multiple mobile information systems, while others require constant access to restricted public 640 

safety information. The feasibility of all authentication solutions should be assessed in accordance with 641 

public safety requirements and with the recognition that authentication technologies deployed in the near- 642 

term will need to adapt to the evolution of authentication technologies.  643 

5.1 Local User Authentication 644 

Local authentication occurs when a user inputs a PIN or uses a biometric reader (e.g., sensor for reading 645 

fingerprints, camera for iris scanning, microphone for speaker authentication) to access their mobile 646 

device, typically granting access past a lockscreen. At this time, PINs, passwords, gestures, and 647 

fingerprint scanners are the most common form of local authentication and serve as the first line of 648 

defense against malicious attempts to access a mobile device’s data and functionality. The authentication 649 

mechanisms described in the following sections are grouped into the something you know, something you 650 

have, and something you are categories. 651 

5.1.1 PINs, Passwords, and Gestures 652 

PINS, passwords, and gestures are all something you know and are sometimes referred to as memorized 653 

secret tokens. These tokens are the current de facto standard for local authentication on a mobile device, 654 

although this is slowly beginning to change due the influence of biometric technology. Many users have 655 

expressed dissatisfaction with using memorized secret tokens (e.g., passwords, PINs) on mobile devices8, 656 

as they frequently make entry errors and must manually manage multiple passwords/PINs for a plethora 657 

of sites and portals [20]. In the case of public safety, operational requirements may either prohibit or 658 

constrain the ability of a first responder to authenticate to the device using a PIN, password, or gesture. 659 

During emergency circumstances, speed and ease of access may be the functional requirements of the 660 

user, which must be balanced with the security requirements of the network. For instance, the members of 661 

the fire service may find these authentication solutions disadvantageous due to their need for equipment 662 

designed to protect them from extreme temperatures and smoke inhalation.  663 

These credentials are vulnerable to attacks, such as automated credential guessing attacks, offline 664 

credential guessing attacks, and shoulder surfing found in desktop computer systems. The default length 665 

of a PIN for many mobile platforms is 4 digits resulting in only 10 000 possible combinations.9 Mobile 666 

device management systems can assist administrators by enforcing policies for longer and more complex 667 

PINs and passwords, resulting in a stronger, yet less usable authentication mechanism. To help alleviate a 668 

                                                      
8 For both local and remote authentication.  
9 Larger numbers of combinations are associated with greater strength. 
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portion of this problem, researchers have proposed alternative password entry schemes like fastwords to 669 

increase the usability and security of mobile password entry [21].10  670 

Gesture-based memorized secret tokens take a variety of forms, such as the Android pattern lock, where 671 

users connect a series of dots on a lockscreen. Another type of gesture is to draw a simple image 672 

onscreen, such as a triangle within a circle, but this has not been widely implemented. Unique attacks 673 

exist for gestures, specifically the Android pattern lock, which is vulnerable to “smudge attacks.” These 674 

attacks use cameras under specific lighting to view the residue left by a user’s skin on the glass of the 675 

device to infer information about the gesture in order to bypass the lockscreen [22]. One weakness of the 676 

PINs, passwords, and gestures authentication model for public safety is the need for the user to interface 677 

with buttons or a touch-screen. The operational requirements of the fire service make this functionally 678 

improbable as they wear gloves and equipment designed to protect them from extreme temperatures and 679 

smoke inhalation. That equipment creates physical barriers between them and the device and makes 680 

manipulating an interface difficult, impractical, or impossible. To that end, a balance must be developed 681 

between their operational requirements and the need to authenticate users to the network.  682 

5.1.2 Physical Tokens 683 

Physical tokens are something you have and are currently an uncommon form of local authentication for 684 

mobile devices. However, forthcoming proximity token technologies can leverage radio frequencies to 685 

support authentication between devices.  686 

Proximity tokens could be used to unlock a mobile device when the token is within a very close range to a 687 

mobile device. These tokens, possibly using near field communication (NFC), radio-frequency 688 

identification (RFID), Bluetooth, or other wireless technologies, could be worn as rings, on sleeves, or 689 

elsewhere on a public safety user’s body. The specific location on the body or equipment these tokens 690 

would be placed is scenario dependent. Other factors, such as an organization’s policies, will dictate how 691 

long a device remains unlocked and how often it needs to communicate with the user’s proximity token. 692 

Depending on the needs of a jurisdiction, it may be useful to require a separate form of authentication 693 

such as a PIN, password, or gesture when first authenticating. This technology is not widely used but is 694 

gradually becoming feasible to implement. 695 

Besides proximity tokens, it is possible to leverage the Universal Integrated Circuit Card (UICC) residing 696 

within many mobile devices to store software cryptographic tokens for authentication. The UICC is the 697 

next-generation Subscriber Identity Module (SIM) card contained in modern mobile devices running the 698 

Universal Subscriber Identity Module (USIM) application used for remote authentication in LTE cellular 699 

networks. Although not currently implemented, it is possible that a user could locally authenticate to a 700 

lockscreen via a PIN, that is independent of the mobile OS lockscreen, which would in turn communicate 701 

with the USIM for verification. An alternative approach would be to insert and remove the UICC in a 702 

manner similar to a smartcard, which could be used in two factor authentication scenarios alongside a 703 

user’s PIN or password. Removing a USIM from a mobile device is generally difficult and could result in 704 

an untenable authentication situation for the user if it needs to be performed regularly. Therefore, the 705 

UICC password may be best used as an additional multifactor authentication mechanism.  706 

Although uncommon, physical tokens for generating one-time passwords and smartcards can also be used 707 

for local authentication to mobile devices. External smartcard readers can be connected to a mobile device 708 

via USB, Bluetooth, or NFC interface to leverage existing smart cards. These concepts will be further 709 

explored within the remote authentication sections.  710 

                                                      
10 Fastwords is an alternative to the traditional username/password paradigm leveraging error correcting mechanisms to 

facilitate password entry. 
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5.1.3 Biometrics 711 

Biometric tokens are something you are and are gradually becoming a common form of local 712 

authentication for mobile devices. Many types of biological and physiological characteristics can be used 713 

for authentication, such the iris, face, voice, palm, and fingerprint but most are not commonly used in 714 

conjunction with mobile devices. In addition to physical characteristics, behavioral characteristics like 715 

how a user inputs text into a keyboard can be used for authentication. The gyroscopes, accelerometers and 716 

other sensors included within mobile deices allow for additional behavioral characteristics such as how a 717 

user walks, also known as their gait, to be used. Many first responders are required to wear gloves, masks, 718 

or other tactical gear that could infringe on the ability to accurately use biometric authentication systems. 719 

The False Accept Rate (FAR) and False Rejection Rate (FRR) are measurements used to ascertain the 720 

correctness of biometric system. Biometric authentication systems are often bypassed via spoofing attacks 721 

in which fake biometric samples, such as a picture of a person, are presented to the authentication system. 722 

Liveness tests are the primary defense against spoofing attacks, in which an authentication system 723 

attempts to determine if a presented biometric is fake or genuine.  724 

Fingerprint scanners are the most common biometric used in modern mobile devices due in part to the 725 

declining cost of fingerprint sensors over the past several years. There are multiple types of fingerprint 726 

sensors, such as optical and capacitance, each with unique ways of assessing characteristics of a sample. 727 

In general, fingerprint scanners on mobile devices have a smaller surface area than traditional scanners, 728 

affecting resolution, which may impact accuracy. Public safety organizations utilizing this technology 729 

should be aware of this limitation and vet the technology’s ability to meet public safety requirements 730 

before implementation in live scenarios. Regardless of the type of fingerprint scanner, certain public 731 

safety personnel may find this as an untenable method of authentication. Firefighters, medical examiners, 732 

and other public safety personnel need to wear gloves while on duty, rendering their fingers inaccessible 733 

to the sensors. Flaws in the liveness tests used to detect spoofing are a common method of bypass, often 734 

performed with commercially available equipment and materials - making this a viable attack strategy.  735 

Facial recognition used locally employs a mobile device’s camera to take a picture of a user’s face and 736 

compare it against a representation of that same user’s facial characteristics. This authentication 737 

mechanism is offered natively by some mobile device platforms and the necessary hardware sensors are 738 

built into many mobile devices. In addition to the facial recognition capabilities of the mobile platform, 739 

applications can be developed using alternative recognition algorithms and implementations. Common 740 

bypass methods include presenting pictures, videos or a physical mask of the original individual to the 741 

camera to fool the authentication system. Liveness tests may require a user to perform an action such as 742 

blinking or moving their head.  743 

Users are becoming accustomed to interacting with their mobile devices via voice due to the increased 744 

usage of voice-activated digital assistants and the rising accuracy of text-to-speech and speech-to-text. 745 

This technology can be extended to leveraging a user’s voice for authentication purposes. Speaker 746 

recognition takes a voice sample of user via the mobile device’s microphone to identify a user. The 747 

required sensors currently exist within mobile phones, but this may not hold true for all mobile devices 748 

such as wearables and certain tablets. Speaker recognition systems may be unsuitable for members of the 749 

fire service and other public safety personnel wearing masks or other headgear. Common methods of 750 

bypassing speaker recognition systems include replaying an audio recording of a person’s voice to the 751 

voice recognition system. 752 
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5.2 Remote User Authentication 753 

Passwords, smartcards, and biometrics can be used for remote user authentication for mobile devices. 754 

Remote authentication differs from local authentication in that many untrustworthy entities exist between 755 

the user and the entity performing verification. It is common for remote authentication protocols to send 756 

information over an untrusted network. An example of remote authentication is the use case described in 757 

section 3.3 where a detective remotely accesses criminal justice information via a VPN.  758 

5.2.1 PINs, Passwords, and Gestures 759 

The considerations for PINs, passwords, and gestures for remote authentication are similar to those used 760 

for local authentication. NIST SP 800-63-2 classifies these tokens as memorized secret tokens. These 761 

tokens are only capable of attaining assurance level 1 or 2. PINs, passwords, and gestures are often used 762 

in conjunction with biometric data or cryptographic keys to reach higher levels of assurance. For instance, 763 

a password and a cryptographic key together form a multi-factor software cryptographic token.  764 

5.2.2 Biometrics 765 

The biometric authentication mechanisms available for remote authentication are in large part similar to 766 

those available for local authentication. One key difference is that when using multi-factor tokens with 767 

biometric information for local authentication, the verification process occurs without any information 768 

leaving the token, such as ‘on-the-card’ verification. When using remote authentication techniques, 769 

verification can occur on backend systems residing external to the mobile device. The increased 770 

computational ability provided by these backend systems can lead to greater accuracy, potentially 771 

providing a stronger form of authentication. NIST SP 800-63-2 does not consider a biometric as an 772 

acceptable token for remote authentication and requires that biometrics are used in conjunction with 773 

another factor as is the case when proving possession of a cryptographic key. Therefore, NIST SP 800-63- 774 

2 provides no guidance for determining the strength of single factor biometric authentication solutions.11  775 

5.2.3 One-Time Password Devices 776 

One-time password devices are physical devices used to generate a password with a short lifespan. NIST 777 

SP 800-63-2 classifies these devices as either single-factor or multi-factor one-time password tokens. In 778 

absence of an additional authentication factor, the user provides an acceptable one-time password from 779 

the token to another information system in a manner similar to password entry. OTP devices are 780 

commonly deployed alongside memorized secret tokens to result in a multifactor solution.  781 

5.2.4 Attached Contact Smartcard Reader 782 

In compliance with Homeland Security Presidential Directive 12 (HSPD-12), smartcards were deployed 783 

throughout the federal government and other organizations. Smartcards can be used to store credentials 784 

and contain a processor capable of performing complex cryptographic operations. When used in 785 

conjunction with a PIN, these devices are referred to as multi-factor cryptographic tokens capable of 786 

reaching assurance level 4. Smartcard readers are generally too large to be built into mobile devices, 787 

which requires the use of an external smartcard reader to access stored credentials. Smartcard readers can 788 

                                                      
11  Specifically, NIST SP 800-63-2 states: “Biometric characteristics do not constitute secrets suitable for use in the 

conventional remote authentication protocols addressed in this document either. In the local authentication case, where the 

Claimant is observed by an attendant and uses a capture device controlled by the Verifier, authentication does not require 

that biometrics be kept secret. This document supports the use of biometrics to ‘unlock’ conventional authentication tokens, 

to prevent repudiation of registration, and to verify that the same individual participates in all phases of the registration 

process” [1, p.4]. 
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be connected to mobile devices via USB, Bluetooth, or other available interfaces to read credentials 789 

stored on smartcards. If large numbers of public safety personnel have already been issued a PIV or PIV-I 790 

related smartcard, there may not be a need to issue new tokens and credentials for those employees. 791 

To authenticate with a smartcard, a user needs to insert their smartcard into the card reader, which must 792 

be connected to their mobile device. Although this may seem to be an attractive solution, this approach 793 

may introduce significant usability concerns. Active public safety personnel would be required to always 794 

carry an external card reader, which may have an undesirable form factor, with them and ensure that the 795 

reader stays connected to their mobile device in order to access critical external resources. Many public 796 

safety personnel already carry large amounts of equipment and may require immediate access to critical 797 

information during a life-threatening situation.  798 

5.2.5 NFC Smartcard 799 

NFC smartcard readers can address the usability concerns of using external smartcard readers with mobile 800 

devices. Once a smartcard is placed within centimeters of an NFC-enabled device, the mobile device can 801 

wirelessly communicate with a smartcard to access its stored credential. The user would need to hold or 802 

place the card very near to the mobile device as they enter the PIN protecting the credentials stored on the 803 

smartcard. This approach achieves multifactor authentication without the aforementioned bulky external 804 

card reader.  805 

NFC technology has not been adopted by all mobile device manufacturers or mobile operating system 806 

developers. Therefore, organizations relying on NFC-capable devices will need to carefully select their 807 

mobile devices to ensure NFC-compatibility. Since jurisdictions may need to provide information and 808 

services to neighboring jurisdictions, it may be wise to have an additional authentication solution 809 

available for those without an NFC-capable device. Attacks on NFC technology have thus far focused on 810 

the NFC application stack, eavesdropping of the wireless information exchange, and presentation attacks 811 

via NFC tags [23] [24]. Sniffing NFC traffic has been accomplished using specialized equipment from 812 

ranges farther away than what is advertised by the NFC specification.  813 

5.2.6  Software Cryptographic Tokens 814 

In the absence of specialized equipment to incorporate smartcards and other physical tokens, multifactor 815 

software cryptographic tokens could be utilized. These tokens would be protected by a memorized secret 816 

token and stored within a mobile device’s non-removable internal storage or other trusted storage location 817 

(e.g., host card emulation [25]). Protecting software tokens using software-based mechanisms potentially 818 

increases the risk that the credential could be stolen – hardware-based storage is preferred to software- 819 

based mechanisms for credential storage. Authentication would be accomplished via the mobile operating 820 

system or some other external application. All major mobile platforms provide interfaces for storing and 821 

using software-based digital certificates.  822 

As discussed in section 3.1, new credentials can be derived from existing PIV credentials and issued to 823 

users with mobile devices. These credentials could be remotely provisioned to users who successfully 824 

authenticate with their PIV card, although this reduces their overall assurance level, whereas derived 825 

credentials provisioned in-person and meeting the requirements of NIST SP 800-157 could maintain level 826 

of assurance 4. Security and interoperability testing would likely be required for widespread use.  827 

5.2.7 Removable Hardware Security Modules 828 

Hardware security modules are physical devices providing trusted storage and other cryptographic 829 

operations such as encryption/decryption and digital signatures. USB and MicroSD security tokens are a 830 
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common example of these types of tokens, and can contain a processor providing capabilities similar to 831 

that of a smartcard. These removable hardware tokens can be used to store software cryptographic 832 

credentials and other sensitive information while providing tamper resistance. Another example is the 833 

UICC residing within a mobile device, which can technically be removed from a device with some effort. 834 

USB and MicroSD tokens can more easily be inserted and removed from a mobile device as needed – 835 

provided that a mobile device has the correct physical interface for the token. Currently, there is no single 836 

hardwired data interface across all commercial phones, with the possible exception of the auxiliary audio 837 

port, which is only capable of low data transfer rates but it is possible that this transfer rate may be 838 

sufficient for authentication.  839 

5.2.8 Embedded Hardware Security Modules 840 

Embedded hardware security modules are similar to removable hardware security modules, except that 841 

they cannot be removed from a mobile device. It is becoming increasingly common for mobile devices to 842 

have embedded hardware security modules, which are often distinct chips built into a mobile device. 843 

These modules provide authentication capabilities without the need for external hardware. Like 844 

removable hardware security modules, they typically have the ability to securely store cryptographic keys 845 

and perform cryptographic operations in hardware. This approach potentially provides unique security 846 

features not supported by other approaches, as small, trusted hardware is often presumed to provide a 847 

greater level of assurance in their operation. Many modern mobile devices provide some form of 848 

embedded hardware token but mobile operating system vendors and hardware manufacturers often restrict 849 

access by third-party developers. Therefore, specific approaches will depend on whatever hardware, 850 

firmware, and software support is ultimately provided by these parties.  851 

5.3 Remote Device Authentication 852 

Remote device authentication will be the method of authentication mobile devices use to gain access to 853 

the NPSBN. Software and hardware tokens can be leveraged for remote device authentication and used in 854 

a manner similar to remote user authentication. After provisioning, these devices could then prove its 855 

identity to a verifier by proving knowledge of a credential. This approach may require the establishment 856 

and management of a public key infrastructure (PKI) and for this, the existing Federal PKI could be 857 

leveraged. A greater level of assurance would be achieved if credentials were stored in hardware 858 

protected storage locations. A major difference would be the lack of user interaction in providing a 859 

password or PIN to unlock a credential for use. 860 

It is possible that during an emergency, the NPSBN will not function as intended, possibly due to the 861 

NPSBN directly being attacked (e.g., jamming) or some other reason (e.g., flood, terrorist attack). In the 862 

instance of the network ceasing to function, devices may still be able to operate by communicating via the 863 

cellular tower, without the use of the core network. Alternatively, devices could communicate directly to 864 

each other completely bypassing the cellular towers, possibly using each device’s Bluetooth, Wi-Fi, or 865 

cellular radios. 3GPP is currently working to standardize device-to-device communication via cellular 866 

technology, referred to as Proximity Services [26]. Devices would still need to authenticate to each other 867 

during these scenarios, possibly leveraging cached and/or pre-shared digital certificates and certificate 868 

status information. Another example of device-to-device authentication is two servers running public 869 

safety services mutually authenticating each other before sharing information.   870 
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6. The Authentication Process 871 

During the usage phase of the identity management lifecycle, individuals and devices use their credentials 872 

to gain access to information and services provided by applications and service providers. To ensure that 873 

an individual or device gains access only to the information and services they are entitled to, applications 874 

and service providers need to establish confidence in a claimed identity.  875 

 876 

6.1 Authentication Protocols  877 

Authentication protocols establish confidence in the claimed identity. Authentication protocols use a set 878 

of messages to ensure an individual or device possesses a specific valid token. Determining whether or 879 

not a credential is still valid and has not been revoked, suspended, or expired is key to the authentication 880 

process, as is securely communicating the policy (business process and technical standard) under which 881 

the credential was issued. Protocols can also assist communicating parities to know who or what they are 882 

communicating with. The level of assurance that can be placed in the claimed identity will be influenced 883 

by the authentication processes and protocols used. 884 

 885 

An authentication protocol is one part of the overall authentication process and the strength of an 886 

authentication protocol depends heavily on the types of threats a protocol is designed to resist. NIST SP 887 

800-63-2 derives level of assurance for protocols based on these threats. Examples of threats an 888 

authentication protocol may protect against are eavesdropping, replay attacks, and man-in-the-middle 889 

attacks. Attacks such as phishing, pharming, denial of service attacks, and malicious code may be outside 890 

of the scope of a protocol’s ability to defend against. However, the threats that an authentication protocol 891 

cannot protect against may be mitigated by other parts of the authentication process. Protocols are 892 

situation specific and those used for device authentication likely do not need to defend against the same 893 

set of threats that protocols used for user authentication would, as phishing and social engineering are not 894 

possible in this scenario. Example authentication protocols and related standards include LTE AKA [28], 895 

Kerberos [31], and OpenID [32].  896 

 897 

6.2 Assertions 898 

After a verifier has established confidence in a claimed identity through an authentication protocol, it may 899 

issue statements about the claimed identity, referred to as assertions, to relying parties. Assertions can be 900 

issued by verifiers directly to the individual or device, which presents the assertion to the application or 901 

service provider. Alternatively, the application or service provider can receive the assertion directly from 902 

the verifier issuing the assertion. In this case, either an assertion reference12 is provided to the individual 903 

or device that is then presented to the application or service provider; or the verifier acts as a proxy 904 

between the individual or device and the application or service provider. Advantages of the verifier acting 905 

as a proxy include providing access to multiple applications and services providers at one time, enabling 906 

network monitoring and filtering, and enhancing web caching. Based on the assertions received, the 907 

applications and service providers determine the appropriate privileges or access to information and 908 

services that they should provide to the particular individual or device. 909 

 910 

Assertions can be expressed using various technologies such as cookies, Security Assertion Markup 911 

Language (SAML), and Kerberos tickets. SAML is an XML-based framework for creating and 912 

exchanging authentication and attribute information. Kerberos tickets provide strong authentication for 913 

client/server applications using symmetric-key cryptography. Cookies can be used as an assertion to 914 

enable single-sign-on or re-authenticate to a server. Cookies are information (often a string of text) 915 

                                                      
12 A data object, created in conjunction with an assertion, which identifies the Verifier and includes a pointer to the full 

assertion held by the Verifier [27]. 
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supplied by a web server to be stored temporarily on a visitor’s computer that is returned to the server on 916 

subsequent visits. Cookies assist web servers in remembering information about a user, essentially 917 

keeping previous state information after the closing of a connection or session. The assertion mechanisms 918 

included here are only examples as other assertion technologies exist and could be used as part of the 919 

authentication process. 920 

 921 

Since assertions are a mechanism that enables access to information and services, they are a potential 922 

target for attackers and need to be protected against various threats – inappropriate creation, modification, 923 

substitution, disclosure, reuse, and repudiation. NIST SP 800-63-2 provides more details and specific 924 

requirements related to the authentication process, authentication protocols, and assertions. 925 

  926 
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7. Conclusions 927 

This document analyzed approaches to identity management for public safety networks to assist 928 

individuals developing technical and policy requirements for use in public safety. Considerations were 929 

scoped into the context of their applicability to public safety communications networks with a particular 930 

focus on the nationwide public safety broadband network. Many of these considerations where in regard 931 

to the types of technologies that allow public safety personnel to authenticate to systems used in respond 932 

to disasters and successfully complete their missions. A large number of the technologies offer what 933 

jurisdictions may ultimately deem to be sufficiently secure, but have significant usability drawbacks – and 934 

the reverse is also true. Still, other applicable technologies are undergoing active research or are 935 

hampered by economic realities, such as market penetration, and may not be an immediate boon to public 936 

safety.  937 

This document repeatedly notes that selecting a single “secure credential” is insufficient for securing a 938 

public safety organization’s identity management infrastructure. Individuals must undergo some degree of 939 

identify proofing before they are even given the opportunity to authenticate to a public safety system. 940 

Once an individual is vetted to the satisfaction of the public safety organization they must be issued a 941 

credential via a secure channel. It is important to note that section 4 of this report did not identify every 942 

possible authentication technology that could be of use to the public safety community, and some 943 

jurisdictions may require greater or lesser levels of security to meet their unique requirements. 944 

Unfortunately, there is no immediately implementable authentication approach that can currently be 945 

recommended to all members of the public safety community.  946 

In lieu of recommending specific technologies for certain types of public safety employees, an array of 947 

authentication technologies were explored. The requirements mandated by each public safety discipline 948 

will dictate if a given authentication technology is both usable and secure under a specific context. It 949 

would be a useful future activity to identify the specific requirements for the various public safety 950 

disciplines and subsequent “sub-disciplines.” An analysis could then be performed to identify specific 951 

technology recommendations for a given discipline, taking into account duties, personal protective 952 

equipment, and other factors required to perform regular tasks. Once these recommendations are 953 

implemented, further study is then possible by gathering data on how the recommended technologies 954 

performed in the field. This feedback loop would help ensure public safety can understand, document, and 955 

analyze the challenges each discipline faces. It is likely that this analysis would require expertise from 956 

both the security and usability fields as well as individuals with working experience in that discipline.  957 

New biometric capabilities for mobile devices are being devised and currently implemented features are 958 

being made more robust, necessitating additional research from a public safety perspective. This is 959 

especially true as biometrics authentication solutions are natively built into mobile devices and added via 960 

3rd party application developers. Research needs to be performed to ensure these technologies are accurate 961 

and that generally accepted methods of testing and/or verifying biometric technologies exist. Another 962 

general class of technologies requiring additional scrutiny is wearables. This document only briefly 963 

explores the possibilities offered by these devices in a public safety context, but as the technology 964 

becomes more prevalent new and novel applications may begin to surface pushing today’s boundaries. 965 

The technological and policy implications these technologies bring to the field will need to be explored.  966 

 967 

 968 

 969 

  970 
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Appendix A—Acronyms and Abbreviations 971 

Selected acronyms and abbreviations used in the guide are defined below. 972 

3GPP  3rd Generation Partnership Project 973 

AKA  Authentication and Key Agreement 974 

ATIS  Alliance for Telecommunications Industry Solutions 975 

BYOD  Bring Your Own Device 976 

CJIS  Criminal Justice Information Services 977 

DHCP  Dynamic Host Configuration Protocol 978 

DHS  Department of Homeland Security 979 

FAR  False Acceptance Rate 980 

FRR  False Rejection Rate 981 

GFIPM  Global Federated Identity and Privilege Management 982 

HSM  Hardware Security Module 983 

HSPD  Homeland Security Presidential Directive 984 

HW  Hardware 985 

IdM  Identity Management 986 

IR   Interagency Report 987 

LTE  Long Term Evolution 988 

LOA  Level of Assurance 989 

MF   Multifactor 990 

NFC  Near Field Communication 991 

NIEF  National Identity Exchange Federation 992 

NIST  National Institute of Standards and Technology 993 

NPSTC  National Public Safety Telecommunications Council  994 

NTIA  National Telecommunications and Information Administration 995 

OMB  Office of Management and Budget 996 

OS   Operating System 997 

OTP  One Time Password 998 

PIN  Personal Identification Number 999 

PKI  Public Key Infrastructure 1000 

PSTN  Public Switched Telephone Network 1001 

SAML  Security Assertion Markup Language 1002 

SIM  Subscriber Identity Module  1003 

SF   Single factor 1004 

SoC  System on a Chip 1005 

SP   Special Publication 1006 

SQL  Structured Query Language 1007 

SSL  Secure Sockets Layer 1008 

UICC  Universal Integrated Circuit Card 1009 

USIM  Universal Subscriber Identification Module 1010 

USB  Universal Serial Bus 1011 

UMTS  Universal Mobile Telecommunications System 1012 

USIM  UMTS Subscriber Identity Module 1013 

VPN  Virtual Private Network 1014 

XML  Extensible Markup Language 1015 

 1016 

  1017 
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The following terms are only used in Appendix F within the context of LTE authentication mechanisms. 1018 

 1019 

AuC   Authentication Center 1020 

AUTN   Authentication token  1021 

eNB  eNodeB, Evolved Node B 1022 

eNodeB  Evolved Node B 1023 

EPC  Evolved Packet Core 1024 

EPS  Evolved Packet System 1025 

E-UTRAN  Evolved Universal Terrestrial Radio Access Network 1026 

GUTI  Globally Unique Temporary UE Identity 1027 

HSS  Home Subscriber Server 1028 

IMEI  International Mobile Equipment Identifier 1029 

IMS  IP Multimedia Subsystem 1030 

IMSI  International Mobile Subscriber Identity 1031 

K  Secret Key K 1032 

ME  Mobile Equipment 1033 

MME  Mobility Management Entity  1034 

P-GW  Packet Gateway 1035 

RAND  Random 1036 

RES   Response 1037 

S-GW  Serving Gateway 1038 

SQN  Sequence Number 1039 

TMSI  Temporary Mobile Subscriber Identity  1040 

UE   User Equipment 1041 

XRES   Expected result 1042 

 1043 

 1044 
 1045 

 1046 

 1047 
 1048 
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Appendix C—Summary of Identity Proofing and Credential Issuance Requirements  1147 

This appendix contains a summary of the identity proofing and credential issuance requirements for the 1148 

different level of assurance from the requirements found in NIST SP 800-63-2. For more specific details, 1149 

or to resolve ambiguities, about the requirements found in this appendix, the identity proofing and 1150 

credential issuance requirements found in NIST SP 800-63-2 are authoritative and take precedence. The 1151 

identity proofing and credential issuance requirements for each level of assurance are presented as 1152 

separate tables within this appendix. 1153 

The following table provides an example of how the identity proofing and credential issuance 1154 

requirements are presented for a given level of assurance. 1155 

 1156 

Level of Assurance X Identity Proofing and Credential Issuance Requirements 

 

In-person 

 

Requirement A 

 

 

Requirement B 

 

Requirement C 

Requirement D 

 

Remote 

Requirement E Requirement F 

Requirement G 

Requirement H 

 1157 

In-person and Remote identity proofing can be used to meet the given level of assurance.  1158 

In-person identity proofing and credential issuance has to satisfy either requirement A OR requirement B 1159 

OR requirement C. In addition, In-person identity proofing and credential issuance has to satisfy 1160 

requirement D.  1161 

Remote identity proofing and credential issuance has to satisfy either requirement E OR [requirements F 1162 

AND G]. In addition, Remote identity proofing and credential issuance has to satisfy requirement H.  1163 

 1164 

 1165 
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Level of Assurance 1 Identity Proofing and Credential Issuance Requirements 

 

In-person  

 

No specific requirements 

 

 

No specific requirements 

 

 

No specific requirements 

 

 

Remote  

 

No specific requirements 

 

 

No specific requirements 

 

 

No specific requirements 
 

 1166 

Level of Assurance 2 Identity Proofing and Credential Issuance Requirements 

 

In-person  

Possession of a valid current primary government picture ID 

Inspection of the photo-ID. Confirms that: name, date of birth, address and other 
personal information in record are consistent with the application. Compares picture 
to Applicant and records ID number 

Verifies photo-ID via 
the issuing 
government agency 

Verifies photo-ID 
through credit 
bureaus 

Verifies photo-ID through similar 
databases 

When the photo-ID 
address and address 
of record is 
confirmed, 
credentials can be 
issued and 
notification sent to 
the address of record 

Credentials are issued in a manner that confirms: 

The claimed 
address by the 
Applicant 

The ability of the 
Applicant to 
receive email 
messages at the 
email address of 
record 

The ability of the 
Applicant to 
receive telephone 
communications or 
text message at 
telephone number 
of record 

 

Remote  

 

 

 

 

 

 

 

 

 

 

Possession of a valid current primary government picture ID 

Possession of a financial account number Possession of a utility account number 

Inspects both ID number and account number. Confirms that: name, date of birth, 
address and other personal information in records are on balance consistent with the 
application and sufficient to identify a unique individual 

Verifies primary government picture ID 
number through record checks either with 
the applicable agency or institution or 
through credit bureaus or similar 
databases 

 

Verifies account number through 
record checks either with the applicable 
agency or institution or through credit 
bureaus or similar databases 

 

For utility account numbers, 
confirmation shall be performed by 
verifying knowledge of recent account 
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activity 

Credentials are issued in a manner that 
sends notification to an address of record 
confirmed by the records check  

 Credentials are issued in a manner 
that confirms the ability of the Applicant 
to receive: 

Mail at 
the 
physical 
address 
of 
record 

Email 
messages 
at the email 
address of 
record 

Text 
message at 
telephone 
number of 
record 

Any secret sent over an unprotected session shall be reset upon first use and shall be 
valid for a maximum lifetime of seven days. 

 1167 

 1168 

Level of Assurance 3 Identity Proofing and Credential Issuance Requirements 

 

In-person  

Possession of a valid current primary government picture ID 

Inspection of the photo-ID. Confirms that: name, date of birth, address and other 
personal information in record are consistent with the application. Compares picture 
to Applicant and records ID number 

Verifies photo-ID via the 
issuing government 
agency  

Verifies photo-
ID through 
credit bureaus  

Verifies photo-ID through similar 
databases 

Credentials are issued 
in a manner that 
confirms the claimed 
address by the 
Applicant when the 
credential is issued 

Credential are 
issued in a 
manner that 
sends 
notification to 
address of 
record when 
the credential 
is issued 

Credential are issued in a manner that 
confirms the Applicants ability to 
receive telephone communications at 
the telephone number of record while 
recording the Applicants voice or using 
alternate means that establishes an 
equivalent level of non-repudiation 

 

Remote  

 

 

 

 

 

 

 

 

 

 

 

 

Possession of a valid current primary government picture ID  

Possession of a financial account number Possession of a utility account number  

Verifies the primary government picture ID information provided and confirms that: 
name, date of birth, address and other personal information in records are 
consistent with the application and sufficient to identify a unique individual  

Verifies the primary 
government picture ID 
number through record 
checks with the 
applicable agency  

Verifies the 
primary 
government 
picture ID 
number 
through record 
checks with 
the applicable 
institution 

Verifies the 
primary 
government 
picture ID number 
through record 
checks with credit 
bureaus  

Verifies the 
primary 
government 
picture ID 
number through 
record checks 
with similar 
databases 

At a minimum, the records check for the primary government picture ID number 
confirms the name and address of the Applicant 

Verifies the financial account number 
information provided and confirms that: 
name, date of birth, address and other 
personal information in records are 

Verifies the utility account number 
information provided and confirms that: 
name, date of birth, address and other 
personal information in records are 
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consistent with the application and 
sufficient to identify a unique individual  

consistent with the application and 
sufficient to identify a unique individual  

Verifies the financial account information 
through record checks either with the 
applicable agency or institution or through 
credit bureaus or similar databases 

Verifies the utility account information 
through record checks either with the 
applicable agency or institution or 
through credit bureaus or similar 
databases 

For utility account numbers, 
confirmation shall be performed by 
verifying knowledge of recent account 
activity 

At a minimum, the records check for the 
financial account number should confirm 
the name and address of the Applicant. 

At a minimum, the records check for 
the utility account number should 
confirm the name and address of the 
Applicant. 

Credentials are issued in a manner that confirms the ability of the Applicant to 
receive: 

Mail at the physical address of record Messages (SMS, voice, or email) sent 
to an electronic address that is linked 
to physical address with the 
Applicant’s name when the electronic 
address and physical address is 
consistent with the information 
provided by the Applicant 

Any secret sent over an unprotected session shall be reset upon first use and shall 
be valid for a maximum lifetime of seven days 

 1169 

  1170 
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Level of Assurance 4 Identity Proofing and Credential Issuance Requirements 

 

In-person  

 

Possession of a valid current primary government picture ID 

Possession of a second 
independent Government ID 
document 

Possession of financial account number that can be 
confirmed 

Inspects the primary government picture ID. Confirms that: name, date of birth, 
address, and other personal information in record are consistent with the 
application. Compares picture to Applicant and records ID number. 

Verifies the primary 
government picture ID via 
issuing government agency 

Verifies the 
primary 
government 
picture ID 
through credit 
bureaus 

Verifies the primary government 
picture ID through similar 
databases 

Verifies the second 
independent Government ID 
document.  

 

Confirms that the identifying 
information is consistent with 
the primary government 
picture ID. 

 

Verifies the 
financial 
account 
number 
through record 
checks  

Verifies the 
financial 
account 
number 
through 
credit 
bureaus  

Verifies the 
financial account 
number through 
similar databases 

Confirms that: name, date of birth, address, and 
other personal information in records are on 
balance consistent with the application and 
sufficient to identify a unique individual 

Address of record shall be 
confirmed through validation 
of the primary ID 

Address of record shall be confirmed through 
validation of the secondary ID 

Credentials are issued in a manner that confirms the address of record.  

A current biometric (e.g., photograph or fingerprints) is recorded to ensure that 
Applicant cannot repudiate application  

 

Remote 

Not Admissible 

 

Not applicable 

 

 

Not applicable 

 

 

Not applicable 
 

  1171 



 

34 

 

Appendix D—Summary of Token Requirements  1172 

This appendix contains a summary of the token requirements for the different level of assurance from the 1173 

requirements found in NIST SP 800-63-2. For more specific details, or to resolve ambiguities, about the 1174 

requirements presented in this appendix, the token requirements found in NIST SP 800-63-2 are 1175 

authoritative and take precedence. The token requirements for each level of assurance are presented as 1176 

separate tables within this appendix.  1177 

The following table provides an example of how token requirements are presented for a given level of 1178 

assurance. 1179 

Level of Assurance X Type Tokens 

Token 
Description 

Requirements 

 

Token A 
Description 

 

Requirement A 

 

 

Requirement B 

 

Requirement C 

Requirement D 

 

Token B 
Description 

Requirement E Requirement F 

Requirement G 

Requirement H 

 1180 

Token A and Token B can be used to meet the given level of assurance.  1181 

Token A has to satisfy either requirement A OR requirement B OR requirement C. In addition, Token A 1182 

has to satisfy requirement D.  1183 

Token B has to satisfy either requirement E OR [requirements F AND G]. In addition, Token B has to 1184 

satisfy requirement H.  1185 

Level of Assurance 1 Type Tokens 

Token 

Description 

Requirements 

Memorized 
Secret Token 

(Something you 
know) 

User chosen string of 6 or more 
characters from a 90 or more 
character alphabet 

4 or more digit PIN 
generated randomly 

A secret with 
equivalent strength13 

Failed authentication attempts limited to 100 or fewer in any 30-day period 

Pre-Registered 
Knowledge 

Token 

(Something you 

The secret provides at least 14 
bits of entropy 

The entropy in the secret cannot be directly 
calculated (e.g. user chosen or personnel 
knowledge questions) 

No empty answers allowed 

                                                      
13 In NIST Special Publication 800-63-2, Appendix A, “Estimating Entropy and Strength” provides guidance on estimating the 

strength of randomly and user-generated passwords [1]. 
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know) If the questions are not supplied by the user, 
the user shall select prompts from a set of at 
least 5 questions 

Failed authentication attempts limited to 100 or fewer in any 30-day period 

 1186 

Level of Assurance 2 Type Tokens 

Token 
Description 

Requirements 

Memorized 
Secret Token 

(Something you 
know) 

User chosen string of 8 or more 
characters from a 90 or more character 
alphabet 

6 or more digit PIN 
generated randomly 

A secret with 
equivalent 
strength 

Failed authentication attempts limited to 100 or fewer in any 30-day period 

Pre-Registered 
Knowledge 

Token 

(Something you 
know) 

The secret provides at least 20 bits of 
entropy  

The entropy in the secret cannot be 
directly calculated (e.g. user chosen or 
personnel knowledge questions) 

No empty answers allowed 

If the questions are not supplied by the 
user, the user shall select prompts from a 
set of at least 7 questions 

Failed authentication attempts limited to 100 or fewer in any 30-day period 

Look-up Secret 
Token 

(Something you 
have) 

Token authenticator has 64 bits of 
entropy 

Token authenticator has 20 bits of 
entropy 

Failed authentication attempts limited to 
100 or fewer in any 30-day period 

Out of Band 
Token 

(Something you 
have) 

Token is uniquely addressable and supports communication over a channel that is 
separate from the primary authentication channel 

Generated secret has at least 64 bits of 
entropy 

Generated secret has at least 20 bits of 
entropy 

Failed authentication attempts limited to 
100 or fewer in any 30-day period 

Single Factor 
One-Time 
Password 

Device 

(Something you 
have) 

One-time password generated by a NIST-approved block cipher or hash function14 

One-time password lifetime limited on the order of minutes 

FIPS 140-2 Level 1 or higher for the verification function 

Single Factor 
Cryptographic 

Device  

(Something you 
have) 

FIPS 140-2 Level 1 or higher 

Token generated output (e.g. a nonce or challenge) has at least 64 bits of entropy 

 1187 

Level of Assurance 3 Type Tokens 

Token 
Description 

Requirements 

Multi-factor 
Software 

FIPS 140-2 Level 1 or higher 

Password or other activation data to activate 

                                                      
14 See FIPS 140-2, Security Requirements for Cryptographic Modules, for further information [30]. 
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Cryptographic 
Token 

(Something you 
have AND 

Something you 
know) 

Erasure of unencrypted copy of the authentication key after each authentication 

Token generated output (e.g. a nonce or challenge) has at least 64 bits of entropy 

 1188 

 1189 

Level of Assurance 4 Type Tokens 

Token 
Description 

Requirements 

Multi-factor One 
Time Password 
(OTP) Hardware 

Token 

(Something you 
have AND 

Something you 
know) 

FIPS 140-2 Level 2 or higher with physical security at Level 3 or higher 

One-time password generated by using an Approved block cipher or hash function 

One-time password lifetime limited to less than 2 minutes 

Password or other activation data entered for each one-time password generated 

Multi-factor 
Hardware 

Cryptographic 
Token 

(Something you 
have) AND 

[(Something 
you are) OR 

Something you 
know)] 

FIPS 140-2 Level 2 or higher with physical security at Level 3 or higher 

Password, PIN, or biometric to activate 

No authentication key export capabilities 

Token generated output (e.g. a nonce or challenge) has at least 64 bits of entropy 

 1190 

  1191 
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Appendix E—NPSTC Identity Management Requirements 1192 

This appendix contains a summary of the NPSTC requirements relating to identity management found in 1193 

NPSTC’s Public Safety High-Level Launch Requirements [13]. These requirements are presented in 1194 

various sections of the document and are provided here to assist the reader in quickly identifying and 1195 

reviewing requirements from the public safety community related to identity management. Requirements 1196 

are presented after titles of sections where requirements are located within the NPSTC document.  1197 

Identity Framework Network Service Requirements  1198 
1. The identity management framework SHALL enable applications and services to securely verify the 1199 

identity of users.  1200 

2. The identity management framework SHALL be standards based.  1201 

3. Identity assertions SHALL be cryptographically protected when being transmitted from one entity to 1202 

another in the network.  1203 

4. The identity management framework SHALL issue identities to non-person entities on the network.  1204 

5. The identity management framework SHALL enable non-person entities to authenticate to applications 1205 

and services where authorized.  1206 

6. The NPSBN SHALL define the process and procedures necessary for organizations (local, tribal, state, 1207 

and federal) to gain approval to join the trust framework.  1208 

Identity Management Framework Requirements  1209 
1. Governance of individual digital user identities SHALL be maintained by the local, tribal, state, or 1210 

federal organization from which the user is affiliated.  1211 

2. FirstNet SHALL require that local, tribal, state, or federal organizations establish policies and 1212 

procedures to govern the digital user identities of users within their respective organizations.  1213 

Device Identity Management 1214 
1. NPSBN devices SHOULD be capable of being shared amongst different authorized human users.  1215 

 1216 

Authentication Services Requirements  1217 
1. A NPSBN governance framework SHALL be established that identifies a set of security policies for 1218 

agencies to participate in the identity management framework and to remain included in the framework 1219 

over time. 1220 

2. The NPSBN SHALL have access to the identity management framework for purposes of user activity 1221 

monitoring, security monitoring, and application delivery.  1222 

3. The NPSBN identity management framework SHALL enable both NPSBN- and PSE-based 1223 

applications and services to verify the identities of users irrespective of authorized administrator 1224 

(both FirstNet and PSEN) management of the user’s authentication credentials.  1225 

4. The NPSBN authentication services SHALL support industry standard authentication interfaces for 1226 

mobile and fixed infrastructure components.  1227 

 1228 
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Authorization Services Requirements 1229 
 1230 

1. The identity management framework SHALL manage privileges for person and non-person entities.  1231 

2. Services and applications SHALL authorize access to information based on the identity of users, their 1232 

roles, and other attributes based on policies for the services and applications.  1233 

  1234 
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Appendix F—Description of LTE Authentication & Key Agreement 1235 

The NPSBN is to be founded upon LTE technology and therefore it is important to understand the type of 1236 

authentication mechanisms natively provided by this cornerstone technology. This appendix briefly 1237 

discusses the primary LTE authentication mechanism mobile handsets use to authenticate to an LTE 1238 

network, known as the Authentication and Key Agreement (AKA) protocol. The use of AKA in LTE is 1239 

required by 3GPP TS 33.401 [28]. A detailed description of the AKA protocol is available within [29].  1240 

To discuss the AKA protocol, it is necessary to introduce the components of the LTE network 1241 

architecture. At a high level, an LTE network consists of a mobile device, a radio access network 1242 

consisting of cellular towers, and a core network controlled by the network operator. The mobile device, 1243 

known as the user equipment (UE), includes a removable hardware token known as the Universal 1244 

Integrated Circuit Card (UICC)15 running a Universal Subscriber Identification Module (USIM) software 1245 

application. A USIM contains a secret key K that is shared with the network operator before a UICC is 1246 

provided to an end user. Network operators provision K within the Mobility Management Entity (MME), 1247 

more specifically the Home Subscriber Server (HSS) running the authentication center (AuC) application. 1248 

The HSS is the master database with subscriber data and the AuC assists in mapping an International 1249 

Mobile Subscriber Identity (IMSI) to the secret key K that is unique to each user.  1250 

Authentication between the UE and the cellular network is achieved via the LTE AKA protocol. The 1251 

AKA protocol cryptographically proves that the UICC and network operator have knowledge of the secret 1252 

key K. The AKA procedure commences immediately after a UE attaches to an LTE network, and is begun 1253 

by a UE providing its identifier to the requesting MME. This identifier may be permanent, as is the case 1254 

with the IMSI, or may be temporary.16 Examples of temporary identifiers include the Temporary Mobile 1255 

Subscriber Identity (TMSI) and Globally Unique Temporary UE Identity (GUTI).  1256 

After the identifier is provided to the core network, the MME provides the identifier, alongside additional 1257 

cryptographic parameters, to the HSS/AuC to generate an authentication vector (AUTN). To compute an 1258 

AUTN, the HSS/AuC needs to choose a random nonce (RAND), the secret key K, and a Sequence 1259 

Number (SQN) as inputs to a cryptographic function. This function produces two cryptographic 1260 

parameters used in the derivation of future cryptographic keys, alongside the expected result (XRES) and 1261 

authentication token (AUTN). This authentication vector is passed back to the MME for storage. In 1262 

addition, the MME provides the AUTN and RAND to the UE, which is then passed to the USIM 1263 

application. The USIM sends AUTN, RAND, the secret key K, and its SQN through the same 1264 

cryptographic function used by the HSS/AuC. The result is labeled as RES, which is sent back to the 1265 

MME. If the XRES value is equal to the RES value, authentication is successful and the UE is granted 1266 

access to the network.  1267 

  1268 

                                                      
15 Informally known as a “SIM card.”  
16  Temporary identifiers are useful to protect users from entities maliciously eavesdropping to traffic passing over the air 

interface. These temporary identifiers prevent eavesdroppers from learning the permanent identity (i.e., IMSI) associated 

with a cellular subscriber, preventing user’s mobile device from being uniquely identified. Temporary identifiers do not 

defend against false basestation attacks.  
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The following diagram provides shows the LTE AKA authentication process.  1269 

Figure C – LTE AKA Protocol Run    1270 

 1271 

The authentication provided by LTE authenticates the UICC to the network. The capabilities of LTE do 1272 

not support public safety’s need for user authentication as neither the user nor the UE are authenticated. 1273 

To support user authentication, additions to the LTE family of standards or a separate authentication 1274 

framework built on top of LTE would be required. The following provides additional context around the 1275 

identifiers provided by LTE and their applicability to public safety. 1276 

When discussing authentication within the context of LTE, there are two distinct identifiers: the IMSI and 1277 

the International Mobile Equipment Identifier (IMEI). As previously mentioned, the IMSI is the long- 1278 

term identity that the carrier uses to identify a user. These identifiers typically consist of 15 digits, 1279 

although they may be shorter. Since this identifier is stored on the UICC, and the UICC is removable, it is 1280 

plausible that the UICC could be removed and used by another individual – making it unsuitable as a user 1281 

identity in public safety scenarios.  1282 

The IMEI number is used to identify a specific mobile device to the network and is stored on a mobile 1283 

device’s internal flash memory, although it may also be stored on the UICC. These identifiers typically 1284 

consist of 15 digits, although they may be shorter. Since this identity is stored in flash memory, it is 1285 

modifiable by a user, although it is illegal to alter the IMEI in some countries. IMEIs are often used by 1286 

telecommunications carriers to prevent a handset from connecting to their networks, a process commonly 1287 

referred to as “blacklisting.” Blacklisting helps to prevent stolen phones from being used on a cellular 1288 

network. Due to the lack of a long-term integrity guarantee, it is unwise to use the IMEI in critical 1289 

security decisions. Additionally, there is no relationship between an IMEI and a user, making the IMEI 1290 

unsuitable as a user identity in public safety scenarios. The IMEI may be useful in non-security critical 1291 

situations as a weak device identity.  1292 


