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Foreword

The NIST Handbook 150 publication series sets forth the procedures, requirements, and guidance for the
accreditation of testing and calibration laboratories by the National VVoluntary Laboratory Accreditation
Program (NVLAP). The series is comprised of the following publications:

NIST Handbook 150, NVLAP Procedures and General Requirements, which contains the general
procedures and requirements under which NVVLAP operates as an unbiased third-party accreditation body;

NIST Handbook 150-xx program-specific handbooks, which supplement NIST Handbook 150 by
providing additional requirements, guidance, and interpretive information applicable to specific NVLAP
laboratory accreditation programs (LAPS).

The program-specific handbooks are not stand-alone documents, but rather are companion documents to
NIST Handbook 150. They tailor the general criteria found in NIST Handbook 150 to the specific tests,
calibrations, or types of tests or calibrations covered by a LAP.

NIST Handbook 150-25 presents technical requirements and guidance for the accreditation of laboratories
under the NVLAP Biometrics Testing LAP. The handbook is intended for information and use by
accredited laboratories, assessors conducting on-site visits, laboratories seeking accreditation, laboratory
accreditation systems, users of laboratory services, and others needing information on the requirements
for accreditation under this program. All statements in this handbook are meant to supplement NIST
Handbook 150 and in no means to contradict it. If ambiguity unintentionally arises, the NIST Handbook
150 requirements are to be followed.

The 2009 edition of NIST Handbook 150-25 was developed with the participation of technical experts in
the field of biometrics testing and was approved by NVLAP. The handbook incorporates the release of
the newest editions of ISO/IEC 17025, General requirements for the competence of testing and
calibration laboratories, ISO/IEC 17011, Conformity assessment—General requirements for
accreditation bodies accrediting conformity assessment bodies, NIST Handbook 150, NVLAP Procedures
and General Requirements, and scopes of accreditation. The requirements of NIST Handbook 150, the
interpretations and specific requirements in NIST Handbook 150-25, and the requirements set forth by the
technical standards under the scopes of accreditation have been combined to produce the criteria for
accreditation in the NVLAP Biometrics Testing LAP.

This handbook is available on the NVLAP website (http://www.nist.gov/nvlap).
Questions or comments concerning this handbook should be submitted to NVLAP, National Institute of

Standards and Technology, 100 Bureau Drive, Stop 2140, Gaithersburg, MD, 20899-2140; phone:
301-975-4016; fax: 30/1-926-2884; e-mail: nvlap@nist.gov.
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Introduction

NIST Handbook 150-25 augments NIST Handbook 150, NVLAP Procedures and General Requirements,
by gathering the technical requirements of the Laboratory Accreditation Program (LAP) for conformance
testing to biometrics standards, interoperability testing, technology testing, scenario testing, operational
and usability testing of biometric systems and subsystems based upon nationally and internationally
recognized biometrics products testing standards. Technical requirements are explained to indicate how
the NVLARP criteria are applied for accreditation under the Biometrics LAP.

Any laboratory (including commercial, manufacturer, academic, federal, state, or local government
laboratory, foreign or domestic) that performs any of the test methods covered by the Biometrics LAP
may apply for NVLAP accreditation. Accreditation will be granted to a laboratory that complies with the
conditions for accreditation as defined in NIST Handbook 150. Accreditation does not imply a guarantee
of laboratory performance or of system-under-testing test data; it is a finding of laboratory competence
and proficiency in conducting testing.

Testing services covered: Testing services include conformance testing, interoperability testing,
technology testing, scenario testing, and operational testing based on nationally and internationally
recognized biometrics products testing standards to biometrics systems and subsystems. See Annex A of
this document to view all scopes of accreditation offered and the test procedures and test suites associated
with it for the Biometrics LAP.

Types of products covered: The product, generically referred to as the system under tests (SUT) can be a
part, a collection of parts, (subsystem), or the whole biometric system that has to be relied upon for
enforcing a closely related set of biometric procedures or rules as defined in the specified standard and/or
federal policy.

NIST Handbook 150-25:2009 vii






1 General information

11 Scope

1.1.1 This handbook specifies the technical requirements and provides guidance for the accreditation of
laboratories under the NVLAP Biometrics Testing Laboratory Accreditation Program (Biometrics LAP).
It supplements the NVLAP procedures and general requirements found in NIST Handbook 150, by
tailoring the general criteria found in NIST Handbook 150 to the specific types of tests covered by the
Biometrics LAP.

1.1.2 NIST Handbook 150 and this handbook constitute the collective body of requirements that must
be met by a laboratory seeking NVLAP accreditation for the Biometrics LAP.

1.1.3 Any interpretive comments and additional requirements contained in this handbook make the
general NVLARP criteria specifically applicable to the Biometrics LAP.

1.2 Organization of handbook

1.2.1 The numbering and titles of the first five clauses of this handbook are patterned after NIST
Handbook 150 to allow easy cross-reference. The primary subclauses in clauses 4 and 5 (e.g., 4.1, 4.2,
etc.) are also numbered and titled to correspond with those of NIST Handbook 150, even when there are
no additional requirements to those in NIST Handbook 150.

1.2.2 In addition, the handbook contains two annexes: Annex A (normative) and Annex B
(informative). Annex A lists the available scopes of accreditation offered by the Biometrics LAP,
provides additional information and links to the websites where the most current information and
resources can be found, and discusses additional requirements per specific scopes of accreditation in
terms of personnel competency, managerial and technical requirements, specific tools, quality manual,
other documentation, and management systems.

Annex B presents acronyms and abbreviations found in this handbook.

1.3 Program description

1.3.1 The U.S. Department of Homeland Security requested establishment of the Biometrics LAP by
NVLAP to accredit laboratories that perform conformance testing, interoperability testing, technology
testing, scenario testing, operational and usability testing for biometrics products (systems and
subsystems) as defined in nationally and internationally recognized biometrics products testing standards
of biometric systems and subsystems. The program currently offers accreditation only in the areas where
a need was expressed and the requirements were provided, but it is designed to expand easily and
accommodate requests from any interested governmental agency or the private sector. See 1.4,
References, for a complete list of the currently accepted standards.

1.3.2 NVLAP reserves the right to expand the Biometrics LAP and offer to interested laboratories
additional scopes of accreditation not listed in this handbook. Laboratories are advised to review the
Biometrics LAP’s website for the most current information (see
http://ts.nist.gov/Standards/Accreditation/bio-lap.cfm).

NIST Handbook 150-25:2009 1
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1.3.3 All of the biometric testing performed under any of the Biometrics LAP’s scopes is handled by
third-party test facilities that are accredited as Biometrics Testing laboratories by NVLAP as described in
this handbook.

1.3.4 The following diagram provides a generic overview of the accreditation process and the
relationship between:

o the Accreditation Authority (NVLAP),

o the applicant laboratory (third-party laboratory), and

o the Qualified Product List (QPL) owner and/or Conformity Assessment Council (CAC)-as
customer and technical requirements provider.

AUTHORITY

National Voluntary
Laboratory

Accreditation

Figure 1: Accreditation process

For a summary of the possible alternatives for the biometrics products conformity assessment process, see
the informative diagrams in Annex A: Figure A.1 and Figure A.2.

1.4 References

The following documents are referenced in this handbook. For dated references, only the edition cited
shall apply. For undated references, the most current edition of the referenced document (including any

2 NIST Handbook 150-25:2009



amendments) shall apply within one year of publication or within the time limit specified by regulations
or other requirement documents.

See Annex A for additional scope-specific references and, if applicable, a descriptions of Biometrics
Testing tools relevant to the desired scope of accreditation.

1.4.1 NVLAP publications

— NIST Handbook 150, NVLAP Procedures and General Requirements,
http://ts.nist.gov/Standards/Accreditation/upload/nist-handbook-150.pdf.

1.4.2 ISO/IEC publications

In addition to the ISO/IEC references listed in NIST Handbook 150, ISO/IEC references specific to
particular scopes of accreditation and/or test methods are listed in Annex A. These may be purchased
from the 1SO store at http://www.iso.org.

— ISO/IEC Guide 43-2, Proficiency testing by inter-laboratory comparisons - Part2: Selection and use
of proficiency testing schemes by laboratory accreditation bodies, 1997.

1.4.3 Other publications

— Registry of USG Recommended Biometric Standards, version 1.0, June 2008 or successors, available
online at http://www.biometrics.gov/standards.

15 Terms and definitions

For the purposes of this handbook, the relevant terms and definitions given in NIST Handbook 150 apply
unless a term is redefined in this handbook. The definitions provided in this handbook are specific to the
Biometrics LAP, and when applicable, they supersede the definitions given in the NIST Handbook 150.
For a list of scope-specific terms and definitions, see Annex A.

151

acceptance (of a biometrics product)

The administrative act by the Procurement Agency of adopting biometrics products for its needs, based
upon the vendor’s self-declaration of conformity to specified standards and requirements.

152

algorithm

A limited set of well-defined instructions to solve a task, which leads reliably from a given starting point
to a corresponding identifiable end point. In biometric systems, specific algorithms are used, for example,
to indicate how a smart card determines whether the input fingerprint matches the template stored on the
card or in the database.

153

assessment

The administrative act by the QPL owner and/or Conformity Assessment Council of determining
conformance of a biometrics product to specified standards and requirements based, at minimum, on test
results prepared by the accredited laboratories and submitted by the vendor.

NIST Handbook 150-25:2009 3
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1.5.4

authentication

The process of establishing confidence in the truth of some claim. The claim could be any declarative
statement for example: “This individual’s name is ‘Joseph K.”” or “This child is more than 5 feet tall.” In
biometrics, “authentication” is sometimes used as a generic synonym for verification. (See also
verification.)

155

biometric template

A digital representation of an individual’s distinct characteristics, representing information extracted from
a biometric sample. Templates are used during biometric authentication as the basis for comparison.

1.5.6
biometrics
A general term used alternatively to describe a characteristic or a process.

As a characteristic:
A measurable biological (anatomical or physiological) and behavioral characteristic that can used for
automated recognition.

As a process:
Automated methods of recognizing an individual based on measurable biological (anatomical or
physiological) and behavioral characteristics.

157

conformance

The state of an implementation satisfying the requirements and specifications of a specific standard as
tested by a test suite or some approved test method.

158
conformance testing
The testing of an implementation against the requirements specified in one or more standards.

159

conformity assessment

An activity to determine that a biometrics process, product or service meets referenced standards or
derived test requirements and fulfills recommended technical requirements. The conformity assessment
process could imply an acceptance of the biometrics products based upon vendor’s declaration of
conformity (see 1.5.1), an assessments process which requires conformance test reports revision (see
1.5.23), or a combination of both acceptance and assessment processes.

1.5.10

Conformity Assessment Council (CAC)

A group of technical experts in biometrics systems and subsystems, whose members are equal in power
and authority, and whose responsibility is to review the conformity assessment technical requirements and
to advise the Qualified Product List owner on the accuracy and correctness of the biometrics products test
reports submitted by vendors with their request to have the product listed on the agency’s QPL.
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1511

Derived Test Requirements (DTR)

Description of the methods that will be used by accredited laboratories to test whether the SUT conforms
to the requirements of the specified standards and the requirements for vendor information that must be
provided as supplementary evidence to demonstrate conformance to the program specific standard
requirements.

1.5.12

Implementation Guidance (1G)

A set of documents published during the lifetime of the standard which provides additional clarification,
testing guidance and interpretations of the standard. (Implementation guidance cannot change or add
requirements to the standard.)

15.13

key personnel

The members of the staff who can perform a particular conformance testing task and who can not be
replaced by any other laboratory staff member due to their lack of experience, knowledge, or credentials.

15.14

Personally Identifiable Information (PI11)

Any personal information about an individual, maintained by an agency, including, but not limited to an
individual’s name; social security number; date of birth; mother’s maiden name; biometric records;
education; financial transactions; medical history; criminal or employment history; and information which
can be used to distinguish or trace an individual’s identity. PIl can also include address, phone number
and email address or any combination of indirect data elements such as gender, race, geographic indicator
(e.g., zip code) which taken in association can identify individuals.

1.5.15

procurement agency

An executive agency responsible for the acquisition of products and services. This document implicitly
refers to procurement agency for biometrics products.

1.5.16

Qualified Product List (QPL)

A list of products, qualified under the requirements stated in the applicable specification, including
appropriate product identification and test reference with the name and address of the manufacturer or
distributor, as applicable. This document only references qualified biometrics products lists.

15.17

security

The assurance that a system will maintain an acceptable level of information confidentiality, integrity and
availability.

1.5.18
security requirements
Functionality and design controls which, when implemented in a system, facilitate information assurance.

1.5.19

self-declaration of conformity

Suppliers declaration, based upon in-house or third-party testing, that the product under assessment
complies to all referenced standards and additional mandated technical requirements.

NIST Handbook 150-25:2009 5



1.5.20

System-Under-Test (SUT)

The entity (the product, device, system, sub-system, template, etc.) that is the subject of the conformance
testing.

1521

test method

The definitive procedure that produces a test result. The test result can be generated by one test or by a
test suite and can be qualitative (yes/no), categorical, or quantitative (a measured value). The test result
can be a personal observation or the output of a test tool.

1.5.22

traceability

Interpreted in the Biometrics LAP to mean that the conformance testing tool is traceable back to the
underlying requirements of the provided normative standards.

1.5.23

validation

The administrative act by the QPL owner and/or Conformity Assessment Council of determining the
accuracy, standard and/or DTR compliance of the testing tools and/or testing harnesses used by the
accredited laboratory for the biometrics product testing. When applicable, the validation of a test tool
implies the verification, as far as possible, that the test tool behaves properly and produces results that
are consistent with the specifications, with any relevant standards and, if applicable, with a previously
validated version of the test tool.

1.6 Program documentation
1.6.1 General

This handbook details the Biometrics Program-specific requirements and technical procedures, while it
interprets, details, and expands portions of NIST Handbook 150 for Biometrics LAP use. Assessors use
NVLAP checklists to ensure that each laboratory receives an assessment comparable to that received by
others. Checklists assist assessors in documenting the assessment to the NVLAP requirements found in
NIST Handbook 150, in this handbook, and in the checklists themselves. Checklists contain definitive
statements or questions about all aspects of the NVLAP criteria for accreditation, and form part of the On-
Site Assessment Report (see NIST Handbook 150). The current version of each checklist is available
upon request or on the NVVLAP website (http://www.nist.gov/nvlap).

1.6.2 NIST Handbook 150 Checklist

All NVLAP programs use the NIST Handbook 150 Checklist (formerly called the General Operations
Checklist), which contains the requirements published in NIST Handbook 150. The checklist items are
numbered to correspond to clauses 4 and 5 and annexes A and B of NIST Handbook 150.

1.6.3 NIST Handbook 150-25 Checklist

1.6.3.1 The NIST Handbook 150-25 Checklist (also referred to as the Biometrics Program-Specific
Checklist) addresses the requirements specific to biometrics products testing given in NIST Handbook
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150-25. The checklist contains guidance expressed at a more detailed level than found in this handbook.
The checklist contains the requirements provided in this handbook, including testing requirements and
additional details and notes for the assessors (e.g., the names of the key personnel) when necessary, with
an emphasis on observing and performing tests, testing accuracy, instrumentation, calibration, personnel
competency, and test reporting. The current version of the checklist is available from the Biometrics LAP
website.

1.6.3.2 The Biometrics Program-Specific Checklist applies only to biometrics systems and products
testing. The checklist focuses on the testing requirements and the special personnel and equipment
requirements corresponding to the scopes of accreditations elected by the applicant laboratory. Annex A
provides additional information on the scopes of accreditation and derived requirements.

1.6.3.3 The Biometrics Program-Specific Checklist also includes a place to record the assessor’s
observations of test demonstrations when performed and/or proficiency testing results when applicable.
This checklist may be revised when appropriate to reflect changes in the technical requirements, scope(s),
and/or technology of the program.

1.6.3.4 The checklist concludes with a Comments and Nonconformities section used by the assessor(s) to
explicitly identify and describe all nonconformities noted in the body of the checklist. Additionally, the
assessor(s) may use the form to document comments on any aspect of the laboratory or its performance.

1.6.4  Scopes of accreditation and test method selection

1.6.4.1 The Biometrics LAP offers a set of scopes for accreditation. Depending on the breadth of its
testing capabilities, the applicant laboratory may select its scope(s) of accreditation from the list of
offered scopes. The minimum required scope of accreditation is the Biometrics Testing and Analysis
(30/BTA\) scope, as defined in the Annex A and on the Biometrics LAP website. Some of the scopes have
additional scopes as prerequisites. For example, the Technical Interface Standards Conformance Testing
(30/TISCT) scope requires the Conformance Testing (30/CT) and the Biometrics Testing and Analysis
(30/BTA) scopes as prerequisites. In this example, neither 30/BTA nor the 30/CT scopes of accreditation
are stand-alone scopes, therefore there are no separate test methods associated with them.

1.6.4.2 Each scope of accreditation has at least one test method associated with it. A Test Method
Selection List is provided to a laboratory seeking accreditation as part of the NVLAP application package
for the program.

1.6.5 Test Method Review Summary

Because of the large number of relevant standards and test methods in the Biometrics LAP, an assessor(s)
uses the Test Method Review Summary, along with applicable checklists, to review the laboratory’s ability
to perform the biometrics test methods associated with the scope(s) of accreditation the laboratory is
applying for. The review of the test methods by the assessor ranges from observing tests while performed
to having laboratory’s staff describe the test procedures. The assessor notes on the Test Method Review
Summary the depth into which each part of the test method was reviewed (e.g., Observed Test, Examined
Apparatus, Walked/Talked Through Test, Listened to Description of Procedures).

1.6.6 NVLAP Lab Bulletins

NVLAP Lab Bulletins are issued to laboratories and assessors, when needed, to clarify program-specific
requirements and to provide information about the most current program additions and changes.

NIST Handbook 150-25:2009 7



1.6.7 Other publications

Some of the scopes of accreditation and associated test methods reference additional documentation that
can be found in Annex A and/or on the Biometrics LAP website.

2 LAP establishment, development and implementation

2.1 Bases for establishment

This subclause contains no information additional to that provided in NIST Handbook 150, 2.1.

2.2  Development of technical requirements

All technical requirements mandated for a laboratory under accreditation tailor the requirements discussed
in Clauses 4 and 5 which are derived from the elected scope of accreditation and associated test methods
for which a candidate requests accreditation.

2.3 Announcing the establishment of a LAP

This subclause contains no information additional to that provided in NIST Handbook 150, 2.3.

2.4  Adding to or modifying a LAP

Upon identifying the need for additional biometrics products tests or test types, NVLAP reserves the right
to add or modify the Biometrics LAP either by adding new subsidiary programs or new test methods to
existing programs, or modifying the existing test methods. All changes will be published in a timely
manner in a NVLAP Lab Bulletin and will be reflected on the website:

http://www.nist.gov/nvlap.

25 Termination of a LAP

This subclause contains no information additional to that provided in NIST Handbook 150, 2.5.

3 Accreditation Process

3.1  Application for initial accreditation

3.1.1 A laboratory interested in accreditation for any of the scopes of accreditation offered under the
Biometrics LAP shall familiarize itself with all the requirements listed in NIST Handbook 150 and in this
handbook. A laboratory may review the Biometrics LAP website at
http://ts.nist.gov/Standards/Accreditation/bio-lap.cfm, or contact NVLAP for the most current updates on
the requirements and application process.

8 NIST Handbook 150-25:2009
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3.1.2  Anoverview of the laboratory accreditation process is provided in NIST Handbook 150, clause 3,
and includes information pertaining to application for accreditation; on-site assessment; proficiency
testing; accreditation decision; granting accreditation; renewal of accreditation; changes to scope of
accreditation; monitoring visits; and suspension, denial, revocation, and voluntary termination of
accreditation.

3.1.3 Prior to applying to NVLAP for accreditation, a laboratory shall have a fully implemented
management system. A copy of the latest quality manual and relevant associated documents shall be sent
to NVLAP with the application forms.

3.1.4 The assessment process consists of a NVLAP review of the application and laboratory
management system documentation and an on-site assessment visit.

3.1.5 For an initial accreditation, NVLAP management may consider a preassessment on-site visit to
better define the laboratory’s requested scope of accreditation. In such cases, the preassessment costs will
be charged to the laboratory in addition to the On-Site Assessment Fee.

3.1.6 The accreditation process starts with the submission of the laboratory’s application and fees
payment; continues with the on-site visit and laboratory’s proficiency evaluation, which includes the a)
through d) steps represented below; and ends with NVLAP’s final decision regarding the laboratory’s
accreditation.

a) 5ua||_zy Manual E_va|l_1a_1i'|on

b)

d)

Figure 2: Accreditation flow chart

a)  Quality manual evaluation - When the laboratory is applying for initial accreditation, the
assessor(s) must first determine that the management system meets the requirements.

NIST Handbook 150-25:2009 9



b)  Proficiency written exam - If the assessor(s) determine that the management system meets the
requirements, a written exam is then provided to the applicant laboratory, with a 5-business-day
deadline for response, unless otherwise specified. This exam evaluates the laboratory personnel’s
technical expertise and knowledge of the standards and test methods applicable to the scope(s) of
accreditation for which the laboratory is applying. The laboratory shall score greater than 75 %
correct responses for the accreditation process to continue and the on-site visit to be scheduled.

c)  On-site visit and proficiency/round-table quiz - Once the written exam is passed, an on-site visit is
scheduled at a mutually agreed date and time. During the on-site visit, the laboratory’s personnel
will be quizzed and team dynamics observed for proficiency and expertise in the technical area for
which the laboratory is applying for accreditation. Staff member interaction and knowledge
distribution among team members are key factors that will be monitored by the assessor(s). The
laboratory staff shall provide greater than 75 % correct responses for the accreditation process to
continue.

d)  Proficiency artifact and/or operational exam - Once the assessor(s) determines that the laboratory
has satisfactorily completed the on-site visit, a proficiency artifact and/or operational exam is
provided to the applicant laboratory (at the end of the initial on-site visit or after the on-site visit).
Unless otherwise specified by NVLAP, the laboratory shall complete the test by the scope-
dependent deadline. The proficiency artifact and/or operational exam is designed to evaluate the
laboratory’s understanding of and competence to apply the Biometrics Products Testing
conformance testing methodology specific to the scope(s) of accreditation for which the laboratory
is applying. The laboratory shall successfully complete the proficiency test as evaluated by the
assessor(s) and/or an assigned technical expert in order to be accredited by NVLAP. The
proficiency artifact and/or operational exam requirement applies only to initial accreditation.

3.2 Activities prior to initial on-site assessment

3.2.1 Prior to the on-site assessment, the assigned assessor(s) will review all relevant management
system documentation for conformity with NVLAP requirements, including the requirements of this
handbook and NIST Handbook 150. During this review, the assessor may request additional management
system documents and/or records, which will be returned upon request. Because of the very large number
of relevant standards in the Biometrics LAP, relevant test method(s), operator instructions and/or test
procedures may be requested by the assessor for review in advance of the on-site assessment. The
laboratory shall provide requested test method(s), operator instructions and/or test procedures to the
assessor.

3.2.2 The quality manual and related documentation shall contain or refer to documentation that
describes and details the implementation of procedures covering all of the technical requirements in this
handbook. This information will be reviewed by NVLAP assessors prior to the on-site assessments.
Satisfactory quality of the manual is a condition for the on-site visit. Defects and recommendations for
guality manual enhancements will be discussed during the on-site visit.

3.3 On-site assessments
3.3.1 Conduct of on-site assessment

3.3.1.1 The on-site assessment is scheduled at a mutually acceptable date between NVLAP’s assessors
and the laboratory. The on-site assessment will most likely span about two days and will most likely be
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performed by two or more NVLAP assessors. All observations made by the assessors during the
assessment are held in the strictest confidence.

3.3.1.2 In some cases, the on-site assessment may involve the laboratory site and a separate test site for
the proficiency testing. If the separate test site for the proficiency demonstration is within a short
commuting distance from the main laboratory site, the demonstration will have to be scheduled at a date
and time mutually agreed between assessor(s) and laboratory management but still part of the
approximately two-day on-site visit. If the geographic distance to the separate test site requires significant
travel, then this is deemed by NVLAP to be a separate laboratory that will have to be separately
accredited with its own separate on-site assessment, etc.

3.3.1.3 The assessors will use, in addition to the general checklist based on NIST Handbook 150, the
Biometrics Program-specific Checklist derived from the technical specifics contained in this handbook
and the Test Method Review Summary. Even though the Biometrics checklist is derived dynamically
from the elected scopes of accreditation and corresponding test methods, the derivation is done such that
the composed checklist ensures that the assessment is complete and that each assessor covers the same
items at laboratories with equivalent chosen scopes of accreditation.

3.3.1.4 Additionally, the assigned assessor(s) has the right and the responsibility to go beyond the
checklist whenever a need arises (e.g., new and updated requirements are available on the Biometrics
LAP’s website but are not incorporated yet in the checklist), in order to delve more deeply into technical
issues.

NOTE NVLAP will document all technical requirements prior to assessments.
3.3.1.5 The agenda for a typical on-site assessment is given below:

a)  Opening meeting: During the on-site visit, the assessor(s) conduct(s) an entry briefing with
laboratory management and supervisory personnel to explain the purpose of the on-site and to
discuss the schedule for the assessment activities. Information provided by the laboratory on the
accreditation application form may be discussed during this meeting. At the discretion of the
laboratory manager, other staff may attend this meeting.

b)  Staff interviews: The NVLAP assessor will ask the laboratory manager to assist in arranging times
for individual interviews with laboratory staff members. The assessor will interview staff members
filling key positions (e.g., Laboratory Manager, Technical Director, Quality Manager, Authorized
Representative, Approved Signatories) and staff members who have an effect on the outcome of the
testing, including staff who conduct the testing. The assessor does not need to talk to all staff
members; however, the assessor will select staff members representing all aspects of the laboratory.
These interviews are conducted to determine if the staff members are properly trained, assigned,
and supervised, and are technically competent for the tasks assigned to them.

C) Records review: During the on-site visit, the assessor(s) will also review the laboratory’s
documentation, including:
o conformance of the management system with ISO/IEC 17025 and NIST Handbook 150,
e quality manual,
e equipment and maintenance records;

o record-keeping procedures,
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d)

f)

9

e testing procedures,

o laboratory test reports,

e personnel competency records,

e personnel training plans and records,

e version of the testing tools and/or other conformity assessment specific software, when
provided;

o procedures for updating pertinent information (e.g., Implementation Guidance and the qualified
products list), and

e safeguards for the protection of confidential, vendor-sensitive and proprietary information.

One (or more) laboratory staff member(s) shall be available to answer questions; however, the
assessor may wish to review the documents alone. Under some circumstances, the assessor may
remove some documents from the laboratory during the assessment. Specifically, the assessor may
remove for review documents related to the quality system, such as a revised quality manual,
proficiency test data, or new procedures. The material will be returned or destroyed at the
laboratory’s direction.

The assessor will check personnel information for job descriptions, resumes, training records and
technical performance reviews. The assessor shall not be given information which violates
individual privacy such as salary, medical information, or performance reviews outside the scope of
the laboratory’s accreditation. At the discretion of the laboratory, a member of its human resources
department (or equivalent) may be present during the review of personnel information.

Internal audit and management review: The assessor(s) will review and discuss the laboratory’s
internal audit and management review activities with the laboratory staff. The discussion will
include all aspects of those activities including the management system procedures, the audit
findings, the results of the management review, and the actions taken to resolve problems
identified.

Equipment: The assessor will examine computer hardware, software, auxiliary test equipment, and
facilities for appropriateness, capability, adherence to specifications, etc.

Laboratory walk-through: The assessor(s) will inspect the laboratory in the following areas during
a walk-through:

e physical layout of the laboratory including entrance and exit points;

o all test equipment and tools, including computer hardware, servers used for records retention
and physical storage area;

e work environment in regard to providing adequate testing work space, heating, lighting, etc.;
and

e physical security including access control procedures and records.

Proficiency evaluations: Unless otherwise instructed prior to the on-site visit, the proficiency
artifact will be either provided at the end of the on-site visit or will be sent to the laboratory after
the on-site visit. NVLAP reserves the right to modify this rule, when appropriate, on a case-by-case
basis.

12
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h)  Closing meeting: At the end of the on-site visit, a closing meeting is held with the laboratory
manager and staff to discuss the assessor’s findings. See NIST Handbook 150 for more
information regarding the assessment report, nonconformities and the final resolution.

3.3.2  On-site assessment report

The assessor completes an On-Site Assessment Report which summarizes the findings. Copies of the
completed checklists are also attached to the report at the closing meeting. The report is signed by the
assessor and the laboratory’s Authorized Representative. A copy of the report and of the checklists is
given to the laboratory representative for retention. The decision to grant or renew accreditation is not
made by the assessment team, but by NVLAP in accordance with the procedures described in NIST
Handbook 150.

3.3.3 Nonconformities, comments, and recommendations

3.3.3.1 Nonconformities that have been corrected during the on-site assessment and any
recommendations will be specifically noted on the on-site assessment report.

3.3.3.2 Comments in the on-site assessment report should be given serious consideration by the
laboratory, but no action is mandated and changes are made at the laboratory’s discretion. However, the
assessor(s) frequently notes that comments often rise to the level of nonconformities on subsequent
assessments.

3.3.3.3 Positive feedback will also be recorded on the on-site assessment report.
3.4  Proficiency Testing

3.4.1 General

3.4.1.1 In addition to the proficiency testing methodology described in the NIST Handbook 150 for
initial and renewal accreditation, Biometrics LAP mandates program-specific proficiency testing. All
applicant laboratories are required to participate in proficiency testing for all test methods derived from
their scope(s) of accreditation, as designated in the Annex A.

3.4.1.2 To properly evaluate a laboratory, the proficiency testing consists of several parts. The
proficiency test concept is designed to allow the evaluation of the laboratory’s ability to produce
repeatable and reproducible test data.

3.4.1.3 The proficiency testing ranges from observing tests while performed to having laboratory’s staff
describe the test procedures. The assessor notes on the Test Method Review Summary the depth into
which each part of the test method was reviewed (e.g., Observed Test, Examined Apparatus,
Walked/Talked Through Test, Listened to Description of Procedures). See Annex A for more details
regarding the proficiency testing for each scope of accreditation.

3.4.2 Types of proficiency testing

NVLAP follows ISO/IEC Guide 43-2 for all of the types of proficiency testing used within the Biometrics
LAP, therefore, the LAP’s proficiency testing may consist of one or more of the following exercises:
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d)

f)

Demonstration of the understanding and correct interpretation of all data transformation and of all
test results reported by the test tools.

Demonstration of the reports generation in the approved format and with the content identical to
the results produced by the tests.

Demonstration of a solid background, theoretical knowledge and technical expertise in the area of
the elected scope(s) of accreditation.

Demonstration of System-Under-Test (SUT) conformance testing proficiency. Unless otherwise
instructed, the laboratory will perform a test of a specifically designed artifact, referred to as SUT,
with one or more features that is/are not in conformance with the standard. The laboratory shall
discover the nonconformities, document them, and indicate which standard’s requirements have
failed due to the presence of the nonconformities.

Demonstration of SUT conformance testing proficiency. The laboratory shall perform a
conformance test of a specially designed artifact, referred to as SUT, with one or more features that
is/are not in conformance with the standard. The laboratory shall discover the nonconformities,
document them, and indicate which standard’s requirements have failed due to the presence of the
nonconformities.

Unless otherwise specified by NVLAP, the proficiency artifact and/or operational exam for the
initial accreditation will be delivered to the laboratory at the end of the on-site assessment or later.

NVLAP, in collaboration with the biometrics Conformity Assessment Council, when applicable,
considers the test reports submitted to the vendors as on-going proficiency tests. A large number of
flaws in the reports provided to any vendor and submitted to CAC, when applicable, can trigger the
laboratory’s suspension or revocation of the accreditation.

3.4.3  Analysis and reporting

The results of the proficiency testing are presented by the assessor(s) to NVLAP as soon as the testing
process is completed. The results are then reported in appropriate documents to the candidate laboratory
within 30 days from the completion of the testing process.

344

Proficiency testing nonconformities

Problems indicated by proficiency testing will be discussed with appropriate laboratory personnel
responsible for developing and implementing plans for resolving the problems. Deficiencies identified by
proficiency testing during an on-site assessment, a scheduled proficiency testing, or submission of
incomplete or inaccurate test reports shall be resolved by the laboratory in order to attain or maintain
accreditation.

3.5

Accreditation decision

This subclause contains no information additional to that provided in NIST Handbook 150, 3.5.
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3.6  Granting accreditation

This subclause contains no information additional to that provided in NIST Handbook 150, 3.6.

3.7 Renewal of accreditation

It is important to note that the laboratory cannot be granted the renewal of the accreditation unless the
laboratory has effectively implemented the management system and has produced appropriate records of
all management system activities, including conducting at least one internal audit and management review
before initial accreditation.

3.8 Monitoring visits

This subclause contains no information additional to that provided in NIST Handbook 150, 3.8.

3.9 Changes to scope of accreditation

3.9.1 A laboratory can request at any time a change in its scope of accreditation. A laboratory that
requests additions to its scope of accreditation might be required to successfully complete additional
proficiency tests.

3.9.2 In some instances when the laboratory’s request is to increase the original scope, NVLAP may
require an on-site assessment.

3.10 Suspension of accreditation

3.10.1 Failure to appropriately address and resolve complaints from customers or other interested parties
may result in NVLAP surveillance activity, additional proficiency testing, and/or suspension or
revocation of accreditation.

3.10.2 Significant changes in a laboratory’s key technical personnel or facilities may result in a NVLAP
monitoring visit(s), and/or suspension of accreditation if the new personnel prove inadequately prepared
or unsuited for the job. Loss of key personnel without immediate adequate replacement may result in
laboratory’s suspension.

3.10.3 If the laboratory does not demonstrate continued competence to perform biometrics conformance
testing, NVLAP may suspend or revoke the laboratory’s accreditation. The accreditation may be
suspended or revoked if, any of the following statements is true:

o 25 % or more of the biometrics products test reports within one year are incorrect, invalid or
deficient as defined by CAC, when applicable;

e more than 60 % of the personnel that participated in the latest (re)accreditation process have left
the laboratory; or

e nonconformities are found during any on-site visit and are not addressed through corrective
actions taken by the laboratory.
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3.11 Denial and revocation of accreditation

This subclause contains no information additional to that provided in NIST Handbook 150, 3.11.

3.12 Voluntary termination of accreditation

This subclause contains no information additional to that provided in NIST Handbook 150, 3.12.

3.13 Appeals

This subclause contains no information additional to that provided in NIST Handbook 150, 3.13.

3.14 Conflict of interest

3.14.1 In order to ensure independence of the testing, neither the candidate laboratory nor other divisions
within its parent corporation shall provide consulting services for the products that the laboratory tests
under its NVLAP-accredited status (e.g., develop testing evidence, design advice, etc.).

3.14.2 For any other services of the laboratory’s parent corporation not listed in the subclause 3.14.1, the
laboratory shall have an explicit policy and a set of procedures for maintaining a strict separation, both
physical and electronic, between the laboratory testers and company’s consultant teams, product
developers, system integrators, and others who may have an interest in and/or may unduly influence the
testing outcome. The laboratory shall have no financial interest for the work performed under the present
scope of accreditation other than its conformance testing fees.

4 Management requirements for accreditation

4.1  Organization

4.1.1 The laboratory shall establish and maintain policies and procedures for maintaining laboratory
impartiality and integrity in the conduct of biometrics products testing. To avoid any conflict of interest,
the laboratory policies and procedures shall ensure that neither the applicant laboratory nor other divisions
within its parent organization can perform conformance testing if it is currently providing or has
previously provided consulting services to the vendor for the SUT (e.g., develop testing evidence, design
advice).

NOTE A biometrics laboratory may perform consulting services to provide clarification of the standards, the
Derived Test Requirements, and other associated documents at any time during the life cycle of the SUT.

4.1.2 For any other services of the laboratory’s parent organization not listed in 4.1.1, the laboratory
shall have an explicit policy and a set of procedures for maintaining a strict separation, both physical and
electronic, between the laboratory testers and company’s consultant teams, product developers, system
integrators, and others who may have an interest in and/or may unduly influence the testing outcome.

4.1.3 A biometrics laboratory shall have no financial interest in the work performed under the present
scope of accreditation other than its conformance testing fees.
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4.1.4  The laboratory shall not perform conformance testing on a module for which the laboratory has:

o designed any part of the SUT,
o developed original documentation for any part of the SUT,
e Duilt, coded or implemented any part of the SUT, or

o had any ownership or vested interest in the SUT.

NOTE Provided that a biometrics laboratory has met the other requirements, the laboratory may perform
conformance testing on SUT produced by a company when:

o the laboratory has no ownership in the company,
o the laboratory has a completely separate management from the company, and

e business between the biometrics laboratory and the company is performed under contractual agreements, as
done with other clients.

4.1.5 A biometrics product testing laboratory may take existing vendor documentation for an existing
SUT (post-design and post-development) and consolidate or reformat the existing information (from
multiple sources) into a set format. If this occurs, the vendor shall be notified of this action when the
conformance test report is submitted.

4.1.6 For additional guidance on laboratory organization, and interpretations and clarifications
concerning conflict of interest and strategies for avoiding it, the laboratory shall also consult the guidance
provided by CAC, when applicable. If any discrepancy in the provided information regarding the
accreditation process and/or conflict of interest arises, NVLAP’s guidance supersedes the documentation
provided by CAC.

4.2 Management system

4.2.1 The laboratory shall complete the cross-reference section of the applicable checklists allowing the
laboratory and the NVLAP assessor(s) to verify that all requirements of this handbook and NIST
Handbook 150 are addressed and their locations clearly identified in the management system
documentation.

4.2.2 The management system shall provide policy and procedures to ensure routine checks of the
competence of the staff involved in the conduct and evaluation of the biometrics products testing.

4.3 Document control

4.3.1 Data collected for biometrics testing is also identified as “Personally Identifiable Information”
(PI) and shall be properly collected, stored, transported, transmitted and disposed of such that the
information is not disclosed to unauthorized parties. PIl information can include both paper and electronic
formats in any information system.

4.3.2 The laboratory shall implement policies and procedures for handling and properly safeguarding
the PII that address safeguarding data at rest, properly protecting any Pll data in transfer, and disclosure
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of any PII data. The policies and procedures should be in compliance with all federal laws (e.g., Privacy
Act of 2005; Information Protection and Security Act; Identity Theft Prevention Act of 2005; etc.) and
state laws (e.g., Massachusetts’ Public Records Law and Fair Information Practices Act; California law
no. SB 1386 of September 25, 2002) that address “acceptable uses” of PIl and shall be included in the
quality manual and/or related documents.

NOTE As a safe harbor, laboratories could limit the risk of PII disclosure by:

e unless encrypted, prohibiting mobile devices use for storing, transferring or transmitting PIl data;

e implementing multi-factor authentication for access to the PIl data when remote access to the database