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Authority

This publication has been developed by NIST to further its statutory responsibilities under the Federal
Information Security Modernization Act (FISMA), Public Law (P.L.) 107-347. NIST is responsible for
developing information security standards and guidelines, including minimum requirements for Federal
information systems, but such standards and guidelines shall not apply to national security systems
without the express approval of appropriate Federal officials exercising policy authority over such
systems. This guideline is consistent with the requirements of the Office of Management and Budget
(OMB) Circular A-130, Section 8b(3), Securing Agency Information Systems, as analyzed in Circular
A-130, Appendix 1V: Analysis of Key Sections. Supplemental information is provided in Circular A-
130, Appendix I11, Security of Federal Automated Information Resources.

Nothing in this publication should be taken to contradict the standards and guidelines made mandatory
and binding on Federal agencies by the Secretary of Commerce under statutory authority. Nor should
these guidelines be interpreted as altering or superseding the existing authorities of the Secretary of
Commerce, Director of the OMB, or any other Federal official. This publication may be used by
nongovernmental organizations on a voluntary basis and is not subject to copyright in the United States.
Attribution would, however, be appreciated by NIST.

National Institute of Standards and Technology Special Publication 800-73-4
Natl. Inst. Stand. Technol. Spec. Publ. 800-73-4, 64 pages (May 2015)
http://dx.doi.org/10.6028/NIST.SP.800-73-4
CODEN: NSPUE2

Certain commercial entities, equipment, or materials may be identified in this document in order to
describe an experimental procedure or concept adequately. Such identification is not intended to imply
recommendation or endorsement by NIST, nor is it intended to imply that the entities, materials, or
equipment are necessarily the best available for the purpose.

There may be references in this publication to other publications currently under development by NIST
in accordance with its assigned statutory responsibilities. The information in this publication, including
concepts and methodologies, may be used by Federal agencies even before the completion of such
companion publications. Thus, until each publication is completed, current requirements, guidelines,
and procedures, where they exist, remain operative. For planning and transition purposes, Federal
agencies may wish to closely follow the development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and
provide feedback to NIST. All NIST Computer Security Division publications, other than the ones
noted above, are available at http://csrc.nist.gov/publications.

Comments on this publication may be submitted to:

National Institute of Standards and Technology
Attn: Computer Security Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930
Email: piv_comments@nist.gov
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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the
Nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference data,
proof of concept implementations, and technical analyses to advance the development and productive
use of information technology. ITL’s responsibilities include the development of management,
administrative, technical, and physical standards and guidelines for the cost-effective security and
privacy of other than national security-related information in Federal information systems. The Special
Publication 800-series reports on ITL’s research, guidelines, and outreach efforts in information system
security, and its collaborative activities with industry, government, and academic organizations.

Abstract

FIPS 201 defines the requirements and characteristics of a government-wide interoperable identity
credential. FIPS 201 also specifies that this identity credential must be stored on a smart card. This
document, SP 800-73, contains the technical specifications to interface with the smart card to retrieve
and use the P1V identity credentials. The specifications reflect the design goals of interoperability and
PIV Card functions. The goals are addressed by specifying a PIV data model, card edge interface, and
application programming interface. Moreover, this document enumerates requirements where the
international integrated circuit card standards [ISO7816] include options and branches. The
specifications go further by constraining implementers’ interpretations of the normative standards. Such
restrictions are designed to ease implementation, facilitate interoperability, and ensure performance, in a
manner tailored for PIV applications.
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I.  Revision History

Version | Release Date ’ Updates
SP 800-73 April 2005 Initial Release
SP 800-73-1 April 2006 Incorporated Errata
SP 800-73-2 September 2008 e  Separated SP 800-73 into four Parts:

1 - End-Point PIV Card Application Namespace, Data Model
and Representation
2 - End-Point PIV Card Application Card Command Interface
3 - End-Point PIV Client Application Programming Interface
4 - The PIV Transitional Interface and Data Model
Specification
o All PIV cryptographic key types, cryptographic algorithm
identifiers, and key sizes previously listed in SP 800-73-1,
are now specified in SP 800-78, Cryptographic Algorithms
and Key Sizes for Personal Identity Verification
e Removed default algorithms. Each PIV key type can be
implemented from a small subset of algorithms and key
sizes as specified in Table 3-1 of SP 800-78
e Added optional Discovery Object (Part 1, Section 3.2.6)
e Added optional capability to use the Global PIN (in addition

to the PIV Card Application PIN) with the PIV Card
Application (Part 1, Section 3.2.6)

e Added pivMiddlewareVersion API function (Part 3, Section
3.1.1)

e Deprecated the CHUID data object’'s Authentication Key
Map data element

o Deprecated the Printed Information data object’'s Employee
Affiliation Line 2 data element (tag 0x03)

e Removed size limits on signed data object containers (Part
1, Appendix A)

SP 800-73-3 February 2010 e Added preamble: | - Revision History, Il - Configuration
Management and Il — NPIVP Conformance Testing. (Part 1,
Preamble)

e Removed the CHUID data object’'s Authentication Key Map
data element

e Removed the Printed Information data object’s Employee
Affiliation Line 2 data element (tag 0x03)

e Deprecated IPv6 as optional value for the CHUID’s GUID
data element (Part 1, Section 3.2.1)

e Added Key History capability (Part 1, Section 3.2.7)
e Added ECDH key agreement scheme (Part 2, Section 3.2.4)

e Added UUID feature for non-Federal issuer cards (Part 1,
Section 3.3)

e Expanded Part 2, Appendix A (GENERAL AUTHENTICATE
examples) to illustrate ECDSA signatures and key
establishment schemes with the key management key

e Added an optional cardholder iris images data object, which
is specified in SP 800-76-2.

e Added Appendix C, PIV Algorithm Identifier Discovery.

e Updated PIV Middleware version number in Part 3.

iv
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Version
SP 800-73-4

Interfaces for Personal Identity Verification — Part 1: PIV

Card Application Namespace, Data Model and Representation

Release Date
April 2015

Updates

Removed Part 4, The PIV Transitional Data Model and
Interfaces

Removed “End-Point” from the titles and content of Parts 1
through 3

Added Section 1.3 “Effective Date”

Made asymmetric Card Authentication key mandatory
Made digital signature key and key management key
conditionally mandatory

Made the facial image data object mandatory

Introduced specifications for optional secure messaging
Introduced specifications for optional virtual contact interface
(VCI) over which all non-card-management functionality of
the PIV Card is accessible

Added support for pairing code that is used to establish VCI
Made Card UUID mandatory. Thus, removed the option to

populate the GUID data element of CHUID with all zeros or
an IPv6 address

Added PIV card level PIN length enforcement requirements
for the PINs

Added an optional Cardholder UUID as a unique identifier
for a cardholder

Removed information about encoding of NFI cards

Added optional on-card biometric comparison mechanism as

a means of performing card activation and as a PIV
authentication mechanism

Added requirement for signature verification and certification
path validation in the CHUID, BIO, and BIO-A authentication
mechanisms

Added the On Card Comparison (OCC) Biometric
Information (BIT) Group Template Data Object

Added Secure Messaging Signer Certificate Data Object
Added Pairing Code Reference Data Container
Deprecated some data elements in the CHUID (Buffer

Length, DUNS and Organization Identifier) and legacy data
elements in all X.509 Certificates (MSCUID)

Deprecated the optional Extended Application CardURL and
Security Object Buffer data elements from the Card
Capability Container

Updated PIV Middleware version number in Part 3
Expanded Part 1, Appendix C (PIV Algorithm Identifier
Discovery) to include an Algorithm Identifier discovery for
Secure Messaging

Expanded Part 2, Appendix A (GENERAL AUTHENTICATE
examples) to illustrate use of VCI
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I. Configuration Management

When a Federal agency adds one or several optional features listed in the previous section (Revision
History) to its PIV Cards, it is necessary for client applications to upgrade the PIV Middleware
accordingly. This will enable the PIVV Middleware to recognize and process the new data objects and/or
features.

Where maximum interoperability is required, it is necessary to upgrade to SP 800-73-4 based PIV
Middleware as they become available. Only SP 800-73-4 based PIV Middleware fully support all
capabilities outlined in the Revision History.! Previous versions of the PIV Middleware (based on
SP800-73-3, SP 800-73-2, or SP 800-73-1) are unaware of new SP 800-73-4 features and thus have the
following limitations:

+ SP 800-73-3 based PIV Middleware:
o Do not support On-card Biometric Comparison
o Do not support Secure Messaging.

Recommendation: SP 800-73-3 based PIV Middleware should be restricted to applications
that do not use the above features.

+ In addition to the limitations listed above, SP 800-73-2 based PIV Middleware:
o Do not support the Key History feature.
o Do not support the iris images data object.

Recommendation: SP 800-73-2 based PIV Middleware should be restricted to applications
that do not use the new features supported by SP 800-73-3 and SP 800-73-4 based
middleware.

+ In addition to the limitations listed above, SP 800-73-1 based PIV Middleware:

o Do not recognize the PIV Discovery Object and thus are unable to recognize or prompt
for the Global PIN for PI1V Cards with Global PIN enabled.

o0 Do not support the PIV Middleware version API function.
Recommendation: SP 800-73-1 based PIV Middleware should be restricted to applications

that do not use the new features supported by SP 800-73-2, SP 800-73-3, and SP 800-73-4
based middleware.

1 Implementation of secure messaging and virtual contact interface are optional.

Vi



Special Publication 800-73-4 Interfaces for Personal Identity Verification — Part 1: PIV
Card Application Namespace, Data Model and Representation

[I. NPIVP Conformance Testing

As outlined in FIPS 201-2, Appendix A.3, NIST has established the NIST Personal Identity Verification
Program (NPIVP) to:

+ validate the compliance/conformance of two PIVV components: PIV Middleware and P1V Card
Applications with the specifications in NIST SP 800-73 and

+ provide the assurance that the set of PIV Middleware and PIV Card Applications that have been
validated by NPIVP are interoperable.

For further information on NPIVP, see http://csrc.nist.gov/groups/SNS/piv/npivp/index.html.

With the final release of SP 800-73-4, NPIVP plans to revise and publish SP 800-85A-4, PIV Card
Application and Middleware Interface Test Guidelines. This document will outline the Derived Test
Requirements (DTRs) of SP 800-73-4 based PIV Card Applications and PIVV Middleware. In parallel,
NPIVP plans to update the test tools for NPIVVP laboratories to test PIV Card Applications and PIV
Middleware in accordance with the DTRs in SP 800-85A-4. Once SP 800-85A-4 is published, and the
test tools are available to NPIVP test laboratories, SP 800-73-3 based testing will be discontinued and SP
800-73-4 based testing will begin. NPIVP will announce the start of SP 800-73-4 based testing at
http://csrc.nist.gov/groups/SNS/piv/npivp/announcements.html.

vii
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(\VA Errata

Card Application Namespace, Data Model and Representation

02-08-2016

Substantive

Relaxed interface requirements to allow RESET RETRY COUNTER,
PUT DATA, and GENERATE ASYMMETRIC KEY PAIR to be
performed over the contactless interface in support of card
management.

02-08-2016

Substantive

Allow use of VERIFY command with key references other than '00',
'80', '96', '97', and '98', if they are used for card management
operations.

11

02-08-2016

Substantive

Removed the requirement for the PIV Card Application to return a
specific error status word ('6A 81' or '69 82') if the interface
requirements for submitting the VERIFY command (e.g., contact,
secure messaging, virtual contact) are not satisfied.

11

02-08-2016

Substantive

Allow use of CHANGE REFERENCE DATA command with key
references other than '80' and '81', if they are used for card
management operations.

14

02-08-2016

Substantive

Removed the requirement for the PIV Card Application to return a
specific error status word ('6A 81' or '69 82'") if the interface
requirements for submitting the CHANGE REFERENCE DATA
command (e.g., contact, virtual contact) are not satisfied.

14

02-08-2016

Substantive

Allow use of RESET RETRY DATA command with key references
other than '80', if they are used for card management operations.

16
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1. Introduction

Homeland Security Presidential Directive-12 (HSPD-12) called for a common identification
standard to be adopted governing the interoperable use of identity credentials to allow physical
and logical access to Federally controlled facilities and information systems. Federal Information
Processing Standard 201 [FIPS201], Personal Identity Verification (PIV) of Federal Employees
and Contractors, was developed to establish standards for identity credentials. Special Publication
800-73-4 (SP 800-73-4) contains technical specifications to interface with the smart card (PIV
Card?) to retrieve and use the identity credentials.

1.1 Purpose

FIPS 201 defines procedures for the PIV lifecycle activities including identity proofing,
registration, PIV Card issuance, and P1V Card usage. FIPS 201 also specifies that the identity
credentials must be stored on a smart card. SP 800-73-4 contains the technical specifications to
interface with the smart card to retrieve and use the identity credentials. The specifications reflect
the design goals of interoperability and PIV Card functions. The goals are addressed by
specifying a PIV data model, card edge interface, and application programming interface.
Moreover, this document enumerates requirements where the international integrated circuit card
standards [ISO7816] include options and branches. The specifications go further by constraining
implementers’ interpretations of the normative standards. Such restrictions are designed to ease
implementation, facilitate interoperability, and ensure performance, in a manner tailored for PIV
applications.

1.2 Scope

SP 800-73-4 specifies the PIV data model, application programming interface (API), and card
interface requirements necessary to comply with the use cases, as defined in Section 6 of FIPS
201 and further described in this document. Interoperability is defined as the use of PIV identity
credentials such that client-application programs, compliant card applications, and compliant
integrated circuits cards (ICC) can be used interchangeably by all information processing systems
across Federal agencies. SP 800-73-4 defines the PIV data elements’ identifiers, structure, and
format. SP 800-73-4 also describes the client application programming interface and card
command interface for use with the PIV Card.

This part, SP 800-73-4, Part 1 — PIV Card Application Namespace, Data Model and
Representation, specifies the PIV Card Application Namespace, the PIV Data Model and its
logical representation on the PIV Card, and is a companion document to FIPS 201.

1.3 Effective Date

In order to comply with the implementation schedule in FIPS 201-2, Federal departments and
agencies shall implement these recommendations immediately upon publication, with the

2 A physical artifact (e.g., identity card, “smart” card) issued to an individual that contains a PIV Card Application
which stores identity credentials (e.g., photograph, cryptographic keys, digitized fingerprint representation) so that the
claimed identity of the cardholder can be verified against the stored credentials by an automated process (computer
readable and verifiable) or by another person (human readable and verifiable).
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exception of the requirement for the PIV Card Application to enforce the minimum length
requirements for the PINS.

The requirement to enforce minimum length for the PINs at the card level is a security
requirement that did not appear in previous versions of SP 800-73. The implementation schedule
for this new requirement shall be phased in as part of new card stock acquisition by Federal
departments and agencies after final publication of this document.

1.4 Audience and Assumptions

This document is targeted at Federal agencies and implementers of PIV systems. Readers are
assumed to have a working knowledge of smart card standards and applications.

1.5 Document Overview and Structure

All sections in this document are normative (i.e., mandatory for compliance) unless specified as
informative (i.e., non-mandatory). Following is the structure of this document:

+ Section 1, Introduction, provides the purpose, scope, effective date, audience, and
assumptions, of the document and outlines its structure.

+ Section 2, PIV Card Application Namespaces, defines the three NIST managed
namespaces used by the PIV Card Application.

+ Section 3, PIV Data Model Elements, describes the PIV Data Model elements in detail.

+ Section 4, PIV Data Objects Representation, describes the format and coding of the PIV
data structures used by the PIV client-application programming interface and the PIV
Card Application.

+ Section 5, Data Types and Their Representation, provides the details of the data types
found on the PIV client-application programming interface and the PIV Card Application
card command interface.

+ Appendix A provides container information of PIV Cards and is normative. All other
appendices are informative and contain material that needs special formatting together
with illustrative material to aid in understanding information in the body of the document.
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2. PIV Card Application Namespaces

2.1 Namespaces of the PIV Card Application
Names used on the PIV interfaces are drawn from three namespaces managed by NIST:

+ Proprietary Identifier eXtension (PI1X) of the NIST Registered Application Provider
IDentifier (RID)

+ ASN.1 object identifiers (OIDs) in the personal identity verification subset of the OIDs
managed by NIST

+ Basic Encoding Rules — Tag Length Value (BER-TLYV) tags of the NIST PIV coexistent
tag allocation scheme

All unspecified names in these managed namespaces are reserved for future use.

All interindustry tags defined in ISO/IEC 7816, Information Technology — Identification Cards —
Integrated Circuit(s) Card with Contacts [ISO7816], and used in the NIST coexistent tag
allocation scheme without redefinition have the same meaning as they have in [ISO7816].

All unspecified values in the following identifier and value namespaces are reserved for future
use:

+ algorithm identifiers
+ key reference values

+ cryptographic mechanism identifiers

2.2 PIV Card Application AID

The Application IDentifier (AID) of the Personal Identity Verification Card Application (PIV
Card Application) shall be:

'A000000308 00001000 0100

The AID of the PIV Card Application consists of the NIST RID ("!A0 00 00 03 08") followed by
the application portion of the NIST PIX indicating the PIV Card Application ('00 00 10 00") and
then the version portion of the NIST P1X (‘01 00') for the first version of the PIV Card
Application. All other PIX sequences on the NIST RID are reserved for future use.

The PIV Card Application can be selected as the current application by providing the full AID as
listed above or by providing the right-truncated version; that is, without the two-byte version, as
follows:

‘A0 00000308 00001000
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3. PIV Data Model Elements

This section contains the description of the data elements for personal identity verification, the PIV
data model.

A PIV Card Application shall contain seven mandatory interoperable data objects, two conditionally
mandatory data objects, and may contain twenty-seven optional data objects. The seven mandatory
data objects for interoperable use are as follows:

Card Capability Container

Card Holder Unigue Identifier

X.509 Certificate for PIV Authentication
X.509 Certificate for Card Authentication
Cardholder Fingerprints

Cardholder Facial Image

Security Object

NookrwdE

The two data objects that are mandatory if the cardholder has a government-issued email account at
the time of credential issuance are:

1. X.509 Certificate for Digital Signature
2. X.509 Certificate for Key Management

The twenty-seven optional data objects are as follows:

Printed Information

Discovery Object

Key History Object

20 retired X.509 Certificates for Key Management
Cardholder Iris Images

Biometric Information Templates Group Template
Secure Messaging Certificate Signer

Pairing Code Reference Data Container

CONo Gk wWwN

3.1 Mandatory Data Elements
This section describes the seven mandatory data objects for interagency interoperable use.
3.1.1 Card Capability Container

The Card Capability Container (CCC) is a mandatory data object whose purpose is to facilitate
compatibility of Government Smart Card Interoperability Specification (GSC-IS) applications with
PIV Cards.

The CCC supports minimum capability for retrieval of the data model and optionally the application

information as specified in [GSC-1S]. The data model of the PIV Card Application shall be identified
by data model nhumber 0x10. Deployed applications use 0x00 through 0x04. This enables the GSC-1S
application domain to correctly identify a new data model namespace and structure as defined in this
document.
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For PIV Card Applications, the PIV data objects exist in a namespace tightly managed by NIST and a
CCC discovery mechanism is not needed by client applications that are not based on GSC-IS.
Therefore, all mandatory data elements of the CCC, except for the data model number, may
optionally have a length value set to zero bytes (i.e., no value field will be supplied). Unused optional
data elements shall be absent. The content of the CCC data elements, other than the data model
number, are out of scope for this specification.

The Security Object enforces integrity of the CCC according to the issuer.
3.1.2 Card Holder Unique Identifier

The Card Holder Unique Identifier (CHUID) data object is defined in accordance with the Technical
Implementation Guidance: Smart Card Enabled Physical Access Control Systems (TIG SCEPACS)

[TIG SCEPACS]. For this specification, the CHUID is common between the contact and contactless
interfaces. For dual chip implementations, the CHUID is copied in its entirety between the two chips.

In addition to the requirements specified in TIG SCEPACS, the CHUID on the PIV Card shall meet
the following requirements:

+ The optional Buffer Length TLV element is deprecated and will be eliminated in a future
version of SP 800-73. This element is the length in bytes of the entire CHUID, excluding the
Buffer Length element itself, but including the CHUID’s Asymmetric Signature element. The
calculation of the asymmetric signature must exclude the Buffer Length element if it is
present.

+ The previously deprecated Authentication Key Map data element shall not be present in the
CHUID.?

+ The Federal Agency Smart Credential Number (FASC-N) shall be in accordance with TIG
SCEPACS [TIG SCEPACS] with the exception that credential series, individual credential
issue, person identifier, organizational category, organizational identifier, and
person/organization association category may be populated with all zeros.

A subset of the FASC-N, the FASC-N Identifier, shall be the unique identifier as described in
[TIG SCEPACS, Section 6.6]: “The combination of an Agency Code, System Code, and
Credential Number is a fully qualified number that is uniquely assigned to a single
individual.” The Agency Code is assigned to each department or agency by SP 800-87, Codes
for Identification of Federal and Federally-Assisted Organizations [SP800-87]. The
subordinate System Code and Credential Number value assignment is subject to department
or agency policy, provided that the FASC-N identifier (i.e., the concatenated Agency Code,
System Code, and Credential Number) is unique for each card. The same FASC-N value shall
be used in all the PIV data objects that include the FASC-N. To eliminate unnecessary use of
the SSN,* the FASC-N’s Person Identifier (P1) field should not encode the SSN. TIG
SCEPACS also specifies PACS interoperability requirements in the 10" paragraph of [TIG
SCEPACS, Section 2.1]: “For full interoperability of a PACS it must at a minimum be able to
distinguish fourteen digits (i.e., a combination of an Agency Code, System Code, and
Credential Number) when matching FASC-N based credentials to enrolled card holders.”

3 See Revision History in preamble of this document.
4 See the attachment to OMB M-07-16, Section 2: “Reduce the Use of Social Security Numbers.”
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The optional DUNS and Organizational Identifier fields are deprecated and will be eliminated
in a future version of SP 800-73.

The Global Unique Identification number (GUID) field must be present, and shall include a
Card Universally Unique Identifier (UUID) (see Section 3.4.1).

The Expiration Date is mapped to the reserved for future use (RFU) tag 0x35, keeping that
within the existing scope of the TIG SCEPACS specification. This field shall be 8 bytes in
length and shall be encoded in ASCIl as YYYYMMDD. The expiration date shall be the
same as printed on the card.

The optional Cardholder UUID field is mapped to RFU tag 0x36. If present, it shall include a
Cardholder UUID as described in Section 3.4.2.

The CHUID shall be signed in accordance with Section 3.1.2.1. The card issuer’s digital
signature key shall be used to sign the CHUID and the associated certificate shall be placed in
the signature field of the CHUID.

3.1.2.1 Asymmetric Signature Field in CHUID

FIPS 201 requires inclusion of the asymmetric signature field in the CHUID data object. The
asymmetric signature data element of the CHUID shall be encoded as a Cryptographic Message
Syntax (CMS) external digital signature, as defined in RFC 5652 [RFC5652].

The issuer asymmetric signature field is implemented as a SignedData type, as specified in
[RFC5652], and shall include the following information:

+

+

The message shall include a version field specifying version v3
The digestAlgorithms field shall be as specified in [SP800-78]
The encapContentinfo shall:

— Specify an eContentType of id-PIV-CHUIDSecurityObject
— Omit the eContent field

The certificates field shall include only a single X.509 certificate, which can be used to verify
the signature in the Signerinfo field

The crls field shall be omitted

signerinfos shall be present and include only a single Signerinfo
The Signerlnfo shall:

— Use the issuerAndSerialNumber choice for Signerldentifier
— Specify a digestAlgorithm in accordance with [SP800-78]

— Include, at a minimum, the following signed attributes:

o A MessageDigest attribute containing the hash computed in accordance with
[SP800-78]
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e A pivSigner-DN attribute containing the subject name that appears in the PKI
certificate for the entity that signed the CHUID

— Include the digital signature.

The public key required to verify the digital signature shall be provided in the certificates field in an
X.509 digital signature certificate that has been issued in accordance with Section 4.2.1 of FIPS
201-2.

3.1.3 X.509 Certificate for PIV Authentication

The X.509 Certificate for PIV Authentication and its associated private key, as defined in FIPS 201,
is used to authenticate the card and the cardholder. The PIV Authentication private key and its
corresponding certificate are only available over the contact interface or virtual contact interface
(VCI). The read access control rule for the X.509 Certificate for PIV Authentication is “Always,”
meaning the certificate can be read without access control restrictions. The Public Key Infrastructure
(PKI) cryptographic function (see Table 4b) is protected with a Personal Identification Number (PIN)
or on-card biometric comparison (OCC) access rule. In other words, private key operations using the
PIV Authentication key require the PIN or OCC data to be submitted and verified, but a successful
submission enables multiple private key operations without additional cardholder consent.

3.1.4 X.509 Certificate for Card Authentication

FIPS 201 specifies the mandatory asymmetric Card Authentication key (CAK) as a private key that
may be used to support physical access applications. The read access control rule of the
corresponding X.509 Certificate for Card Authentication is “Always,” meaning the certificate can be
read without access control restrictions. The PKI cryptographic function (see Table 4b) is under an
“Always” access rule, and thus private key operations can performed without access control
restrictions. The asymmetric CAK is generated by the PIV Card Issuer in accordance with FIPS 140-2
requirements for key generation. An asymmetric CAK may be generated on-card or off-card. If an
asymmetric CAK is generated off-card, the result of each key generation shall be injected into at most
one PIV Card.

3.1.5 Cardholder Fingerprints

The fingerprint data object specifies the primary and secondary fingerprints for off-card matching in
accordance with FIPS 201 and [SP800-76].

3.1.6 Cardholder Facial Image

The facial image data object supports visual authentication by a guard, and may also be used for
automated facial authentication in operator-attended PIV issuance, reissuance, and verification data
reset processes. The facial image data object shall be encoded as specified in [SP800-76].

3.1.7 Security Object

The Security Object is in accordance with Appendix 3 to Section IV of Volume 2 of Part 3 of
Machine Readable Travel Documents (MRTD) [MRTD]. Tag OXBA is used to map the ContainerlDs
in the PIV data model to the 16 Data Groups specified in the MRTD. The mapping enables the
Security Object to be fully compliant for future activities with identity documents.
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The “DG-number-to-Container-ID” mapping object TLV in tag 0XBA encapsulates a series of three-
byte sequences — one for each PIV data object included in the Security Object. The first byte is the
Data Group (DG) number, and the second and third bytes are the most and least significant bytes
(respectively) of the Container ID value. The DG number assignment is arbitrary; however, the same
number assignment applies to the DataGroupNumber(s) in the DataGroupHash(es). This will ensure
that the ContainerIDs in the mapping object refer to the correct hash values in the Security Object
(0xBB).

The 0xBB Security Object is formatted according to [MRTD, Appendix 3 to Section IV]. The Logical
Data Structure (LDS) Security Object itself must be in ASN.1 DER format, formatted as specified in
[MRTD, Appendix A.3.2]. This structure is then inserted into the encapContentinfo field of the
Cryptographic Message Syntax (CMS) object specified in [MRTD, Appendix A.3.1].

The card issuer’s digital signature key used to sign the CHUID shall also be used to sign the Security
Obiject. The signature field of the Security Object, tag 0xBB, shall omit the issuer’s certificate, since
it is included in the CHUID. At a minimum, unsigned data objects, such as the Printed Information
data object, shall be included in the Security Object if present. For maximum protection against
credential splicing attacks (credential substitution), it is recommended, however, that all PIV data
objects, except the PIV X.509 certificates and the Secure Messaging Certificate Signer data object, be
included in the Security Object.

3.2 Conditional Data Elements

The following two data elements are mandatory if the cardholder has a government-issued email
account at the time of credential issuance. These two data elements, when implemented, shall
conform to the specifications provided in this document.

3.2.1 X.509 Certificate for Digital Signature

The X.509 Certificate for Digital Signature and its associated private key, as defined in FIPS 201,
support the use of digital signatures for the purpose of document signing. The digital signature private
key and its corresponding certificate are only available over the contact interface or VCI. The read
access control rule for the X.509 Certificate for Digital Signing is “Always,” meaning the certificate
can be read without access control restrictions. The PKI cryptographic function (see Table 4b) is
protected with a “PIN Always” or “OCC Always” access rule. In other words, the PIN or OCC data
must be submitted and verified every time immediately before a digital signature key operation. This
ensures cardholder participation every time the private key is used for digital signature generation.®

3.2.2 X.509 Certificate for Key Management

The X.509 Certificate for Key Management and its associated private key, as defined in FIPS 201,
support the use of encryption for the purpose of confidentiality. The key management private key and
its corresponding certificate are only available over the contact interface or VVCI. This key pair may be
escrowed by the issuer for key recovery purposes. The read access control rule for the X.509
certificate is “Always,” meaning the certificate can be read without access control restrictions. The
PKI cryptographic function (see Table 4b) is protected with a “PIN” or “OCC” access rule. In other
words, once the PIN or OCC data is submitted and verified, subsequent key management key

5 [NISTIR7863], Cardholder Authentication for the PIV Digital Signature Key, addresses the appropriate use of PIN caching
related to digital signatures.
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operations can be performed without requiring the PIN or OCC data again. This enables multiple
private key operations without additional cardholder consent.

3.3 Optional Data Elements

The twenty-seven optional data elements of FIPS 201, when implemented, shall conform to the
specifications provided in this document.

3.3.1 Printed Information

All FIPS 201 mandatory information printed on the card is duplicated on the chip in this data object.
The printed information data object shall not be modified post-issuance. The Security Object enforces
integrity of this information according to the issuer. This provides specific protection that the card
information must match the printed information, mitigating alteration risks on the printed media.

3.3.2 Discovery Object

The Discovery Object, if implemented, is the Ox7E interindustry 1SO/IEC 7816-6 template that nests
interindustry data objects. For the Discovery Object, the 0x7E template nests two mandatory BER-
TLV structured interindustry data elements: 1) tag Ox4F contains the AID of the PIV Card
Application and 2) tag Ox5F2F lists the PIN Usage Policy.

+ Tag 0x4F encodes the PIV Card Application AID as follows:
{'4F 0B A0 00 00 03 08 00 00 10 00 01 00'}

+ Tag Ox5F2F encodes the PIN Usage Policy in two bytes:

First byte: Bit7 issetto 1 to indicate that the mandatory PIV Card Application PIN
satisfies the PIV Access Control Rules (ACRs) for command
execution® and data object access.

Bit 6 indicates whether the optional Global PIN satisfies the PIV ACRs for
command execution and PIV data object access.

Bit5 indicates whether the optional OCC satisfies the PIV ACRs for
command execution and PIV data object access

Bit4 indicates whether the optional VVCI is implemented

Bit3 issetto zero if the pairing code is required to establish a VCI and is
set to one if a VCI is established without pairing code

Bits 8, 2, and 1 of the first byte shall be set to zero.

Table 1 lists the acceptable values for the first byte of the PIN Usage Policy and
summarizes the meaning of each value.

6 Command execution pertains to the VERIFY APDU and optionally to the CHANGE REFERENCE DATA APDU.
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The second byte of the PIN Usage Policy encodes the cardholder’s PIN preference for
PIV Cards with both the PIV Card Application PIN and the Global PIN enabled:

Second byte: 0x10 indicates that the PIV Card Application PIN is the primary PIN used
to satisfy the PIV ACRs for command execution and object access.

0x20 indicates that the Global PIN is the primary PIN used to satisfy the
PIV ACRs for command execution and object access.

Note: If Bit 6 of the first byte of the PIN Usage Policy is set to zero, then the second byte
is RFU and shall be set to 0x00.

PIV Card Applications that implement the VVCI or for which the Global PIN or OCC
satisfy the PIV ACRs for PIV data object access and command execution shall
implement the Discovery Object.

Table 1. First Byte of PIN Usage Policy Discovery

PIV Card Global Pairing Code

Application PIN ’ PIN ’ occ ‘ Vel ’ Required
0x40 v
0x48 v v v
0x4C v v
0x50 v v
0x58 v v v v
0x5C v v v
0x60 v v
0x68 v v v v
0x6C v v v
0x70 v v v
0x78 v v v v v
0x7C v v v v

The encoding of the 0x7E Discovery Object is as follows:

{'7E 12' {'4F 0B A0 00 00 03 08 00 00 10 00 01 00'} {'5F 2F 02 xx yy'}}, where xx and yy
encode the first and second byte of the PIN Usage Policy as described in this section.

The Security Object enforces integrity of the Discovery Object according to the issuer.
3.3.3 Key History Object

Up to twenty retired key management private keys may be stored in the PIV Card Application. The
Key History object provides information about the retired key management private keys that are
present within the PIV Card Application.’ Retired key management private keys are private keys that
correspond to X.509 Certificates for Key Management that have expired, have been revoked, or have
otherwise been superseded. The Key History object shall be present in the PIV Card Application if

7 See NIST Interagency Report 7676 [IR7676] for suggestions on the implementation and use of the Key History
mechanism.

10
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the PIV Card Application contains any retired key management private keys, but may be present even
if no such keys are present in the PIV Card Application. For each retired key management private key
in the PIV Card Application, the corresponding certificate may either be present within the PIV Card
Application or may only be available from an on-line repository.

The Key History object includes two mandatory fields, keysWithOnCardCerts and
keysWithOffCardCerts, and one optional field, offCardCertURL. The keysWithOnCardCerts field
indicates the number of retired private keys within the PIV Card Application for which the
corresponding certificates are also stored within the PIV Card Application. The
keysWithOffCardCerts field indicates the number of retired private keys within the PIV Card
Application for which the corresponding certificates are not stored within the PIV Card Application.
The numeric values in both keysWithOnCardCerts and keysWithOffCardCerts are represented as
unsigned binary integers. The offCardCertURL field contains a URL that points to a file containing
the certificates corresponding to all of the retired private keys within the PIV Card Application,
including those for which the corresponding certificate is also stored within the PIV Card
Application. The offCardCertURL field shall be present if the keysWithOffCardCerts value is greater
than zero and shall be absent if the values of both keysWithOnCardCerts and keysWithOffCardCerts
are zero. The offCardCertURL field may be present if the keysWithOffCardCerts value is zero but the
keysWithOnCardCerts value is greater than zero.

The file that is pointed to by the offCardCertURL field shall contain the DER encoding of the
following data structure:

OffCardKeyHistoryFile ::= SEQUENCE SIZE (1..20) OF SEQUENCE {
keyReference OCTET STRING (SIZE(1))
cert Certificate

}

where keyReference is the key reference for the private key on the card and cert is the
corresponding X.509 certificate.® The offCardCertURL field shall have the following format:

"http://" <DNS name> "/" <ASCII-HEX encoded SHA-256 hash of OffCardKeyHistoryFile>

The private keys for which the corresponding certificates are stored within the PIV Card Application
shall be assigned to the lowest numbered key references reserved for retired key management private
keys. For example if keysWithOnCardCerts is 5, then the corresponding private keys shall be
assigned to key references '82', '83', '84', '85', and '86'".

The private keys for which the corresponding certificates are not stored within the PIV Card
Application shall be assigned to the highest numbered key references reserved for retired key
management private keys. For example, if keysWithOffCardCerts is 3, then the corresponding private
keys shall be assigned to key references '93', '94', and '95'".

Private keys do not have to be stored within the PIV Card Application in the order of their age.
However, if the certificates corresponding to only some of the retired key management private keys
are available within the P1V Card Application then the certificates that are stored in the PV Card
Application shall be the ones that were most recently issued.

8 The ASN.1 for Certificate may be imported from the ASN.1 module PKIX1Explicit88 in Appendix A.1 of [RFC5280].

11
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The Key History object is only available over the contact interface and VCI. The read access control
rule for the Key History object is “Always,” meaning that it can be read without access control
restrictions.

The Security Object enforces integrity of the Key History object according to the issuer.
3.3.4 Retired