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Reports on Computer Systems Technology 90 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 91 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 92 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 93 
methods, reference data, proof of concept implementations, and technical analyses to advance the 94 
development and productive use of information technology. ITL’s responsibilities include the 95 
development of management, administrative, technical, and physical standards and guidelines for 96 
the cost-effective security and privacy of other than national security-related information in federal 97 
information systems. The Special Publication 800-series reports on ITL’s research, guidelines, and 98 
outreach efforts in information system security, and its collaborative activities with industry, 99 
government, and academic organizations. 100 

Abstract 101 

Federal agencies will increasingly use Internet of Things (IoT) devices for the mission benefits 102 
they can offer, but care must be taken in the acquisition and implementation of IoT devices. This 103 
publication contains background and recommendations to help federal agencies consider how an 104 
IoT device they plan to acquire can integrate into a federal information system. IoT devices and 105 
their support for security controls are presented in the context of organizational and system risk 106 
management. This publication provides guidance on considering system security from the device 107 
perspective. This allows for the identification of device cybersecurity requirements—the abilities 108 
and actions a federal agency will expect from an IoT device and its manufacturer and/or third 109 
parties, respectively. 110 

 Keywords  111 

Cybersecurity baseline; Internet of Things (IoT); securable computing devices; security 112 
requirements; Risk Management Framework; Cybersecurity Framework.  113 
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Supplemental Content 114 

The NIST Cybersecurity for IoT Team has undertaken an effort that aims to help manufacturers 115 
and federal government agencies better understand what kinds of device cybersecurity 116 
capabilities and supporting non-technical capabilities may be needed from or around IoT devices 117 
used by federal government agencies.  To that end, NIST has developed a catalog 118 
(https://pages.nist.gov/IoT-Device-Cybersecurity-Requirement-Catalogs/) of IoT device 119 
cybersecurity capabilities and supporting non-technical capabilities for manufacturers and IoT 120 
device customers.  This catalog identifies technical and non-technical capabilities that may be 121 
necessary for supporting NIST SP 800-53 controls implemented in federal information systems. 122 
Just as not every Federal IT system uses every control, not every capability in the catalog is 123 
needed in every IoT device. Ultimately, the goal is to enable federal agencies to securely 124 
incorporate IoT devices into their information systems and meet their security requirements.   125 
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Call for Patent Claims 139 

This public review includes a call for information on essential patent claims (claims whose use 140 
would be required for compliance with the guidance or requirements in this Information 141 
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be 142 
directly stated in this ITL Publication or by reference to another publication. This call also 143 
includes disclosure, where known, of the existence of pending U.S. or foreign patent applications 144 
relating to this ITL draft publication and of any relevant unexpired U.S. or foreign patents. 145 

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, 146 
in written or electronic form, either: 147 

a) assurance in the form of a general disclaimer to the effect that such party does not hold 148 
and does not currently intend holding any essential patent claim(s); or 149 

b) assurance that a license to such essential patent claim(s) will be made available to 150 
applicants desiring to utilize the license for the purpose of complying with the guidance 151 
or requirements in this ITL draft publication either: 152 

i. under reasonable terms and conditions that are demonstrably free of any unfair 153 
discrimination; or 154 

ii. without compensation and under reasonable terms and conditions that are 155 
demonstrably free of any unfair discrimination. 156 

Such assurance shall indicate that the patent holder (or third party authorized to make assurances 157 
on its behalf) will include in any documents transferring ownership of patents subject to the 158 
assurance, provisions sufficient to ensure that the commitments in the assurance are binding on 159 
the transferee, and that the transferee will similarly include appropriate provisions in the event of 160 
future transfers with the goal of binding each successor-in-interest. 161 

The assurance shall also indicate that it is intended to be binding on successors-in-interest 162 
regardless of whether such provisions are included in the relevant transfer documents. 163 

Such statements should be addressed to: iotsecurity@nist.gov   164 
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1 Introduction 194 

As Internet of Things (IoT) technology evolves, it is inevitable that most federal agencies will 195 
integrate this equipment into federal information systems1. IoT2 technology creates many 196 
opportunities for federal agencies in support of mission objectives. IoT technology may also 197 
present cybersecurity challenges if proper considerations are not made during the acquisition and 198 
integration of an IoT device.  199 

Existing NIST risk management guidance helps federal agencies satisfy their security 200 
requirements3 from the information system level up through the organizational4 level. However, 201 
the increasing scale, heterogeneity, and pace of IoT deployment motivates a focus on security 202 
requirement support below the information system level, at the system element level5.  IoT 203 
devices used by federal agencies will frequently be integrated as system elements, and this 204 
integration will often happen well after the information system has been initially deployed. As an 205 
example, an agency may purchase voice-activated printers and integrate them into the existing 206 
enterprise network. Agencies must also grapple with the challenge that many IoT devices lack 207 
features and functions that are common in conventional information technology (IT) equipment. 208 

To help agencies with these and other IoT-related challenges, this publication provides guidance 209 
on considering system security from the device perspective. This allows for more direct 210 
identification of device cybersecurity requirements—the abilities and actions a federal agency 211 
will expect from an IoT device and its manufacturer and/or third parties, respectively. 212 

1.1 Purpose and Applicability 213 

This publication is intended to help federal agencies incorporate IoT devices into an existing 214 
information system as system elements.  IoT devices in-scope for this publication have at least 215 
one transducer (sensor or actuator) for interacting directly with the physical world and at least 216 
one network interface (e.g., Ethernet, Wi-Fi, Bluetooth, Long-term Evolution (LTE), Zigbee, 217 

1 While the term information systems is used in the document. The scope of the document and concerns discussed would apply 
equally to operational technology (OT) systems. 

2 Definitions of IoT vary, but generally agree that IoT technology bridges operational technology such as sensors and actuators 
with information technology such as data processing and networking. This document uses the same definition/scope for an IoT 
device that appears in prior cybersecurity for IoT work such as NISTIR 8228 and NISTIR 8259. NISTIR 8228 Section 2 
provides additional detail on how device capabilities are understood relative to IoT devices. 

3 As identified in SP 800-53 Rev. 5, security requirements are “applicable laws, executive orders, directives, regulations,
policies, standards, procedures, or mission/business needs to ensure the confidentiality, integrity, and availability of 
information that is being processed, stored, or transmitted.”

4 Like other NIST guidance, organization is meant to describe entities of any size, complexity, or positioning within an 
organizational structure. 

5 A system element is discrete part of a system such as a device, equipment, or application that is connected to other system 
elements and works with them to achieve the system’s goals. IoT devices will commonly be system elements relative to the 
federal information system they are connected to. 
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Ultra-Wideband (UWB)) for interfacing with the digital world. The IoT devices in-scope for this 218 
publication can function on their own, although they may be dependent on specific other devices 219 
(e.g., an IoT hub) or systems (e.g., a cloud) for some functionality6.  While this publication 220 
might be helpful for IoT products that fall outside this scope or for other situations (e.g., when 221 
IoT devices are being integrated as system elements from the conception of an information 222 
system),  other NIST publications, such as the Risk Management Framework (RMF) suite of 223 
security standards and guidance, address those situations more directly.  224 

1.2 Target Audience 225 

The target audience of this publication is information security professionals, system 226 
administrators, and others in federal agencies tasked with assessing, applying, and maintaining 227 
security on a federal information system. Personnel within the following Workforce Categories 228 
and Specialty Areas from the National Initiative for Cybersecurity Education (NICE) 229 
Cybersecurity Workforce Framework [1] are most likely to find this publication of interest, as 230 
are their privacy counterparts:  231 

• Securely Provision: Risk Management, Systems Architecture, Systems Development  232 
• Operate and Maintain: Data Administration, Network Services, Systems Administration, 233 

Systems Analysis   234 
• Oversee and Govern: Cybersecurity Management, Executive Cyber Leadership, 235 

Program/Project Management and Acquisition 236 
• Protect and Defend: Cybersecurity Defense Analysis, Cybersecurity Defense 237 

Infrastructure Support, Incident Response, Vulnerability Assessment and Management 238 

1.3 Relationship to Other Publications 239 

This publication uses concepts from the NIST Risk Management Framework, specifically 240 
publications such as NIST SPs 800-18 [2], 800-30 [3], 800-37 [4], 800-39 [5], 800-53 [6],  800-241 
60 [7], 800-82[8], and 800-160 v1 [9] and v2 [10] as well as the NIST Cybersecurity Framework 242 
[11]. It also follows from the foundational cybersecurity for IoT work from NIST documented in 243 
NISTIR 8228 [12]and the NISTIR 8259 series [13, 14, 15, 16, 17]. Details on the relationship to 244 
these other publications is in Section 2. 245 

This publication uses both the terms “security” and “cybersecurity.” For most purposes, these 246 
terms are interchangeable and relate to protecting confidentiality, integrity, and availability of 247 
data, but as convention, security is used when discussing the protection of these for the system 248 
while cybersecurity is used when discussing how elements might support security or protect 249 
security themselves. This mixed terminology is motivated by common use of the term security in 250 
the RMF, but the term cybersecurity is used for the same concepts in IoT to avoid confusion with 251 
physical security/safety requirements. 252 

 

6 This scope for IoT devices is taken from NISTIR 8259 and is a definition of IoT devices that has been well vetted and received 
by both the public and private sectors. 
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1.4 Document Conventions 253 

This publication uses conventions relative to other RMF guidance that should be understood: 254 

This document contains guidance for federal agencies when acquiring and/or integrating 255 
an IoT device into an existing information system.  256 

a. Where the term “shall” is used, the statement is to be interpreted as a requirement. 257 
b. Where the term “should” is used, the statement is to be interpreted as a 258 

recommendation. 259 

1.5 Publication Organization 260 

The rest of this publication is organized as follows: 261 

● Section 2 provides background considerations and connects the challenges presented by 262 
IoT devices with risk management practices discussed in NIST publications.  263 

● Section 3 details how the background considerations in Section 2 can be used with 264 
existing sources to identify device cybersecurity requirements.  265 
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2 Background Considerations 266 

This section presents background information about IoT devices that agencies should consider in 267 
their device acquisition processes. This publication draws from other NIST guidance, namely the 268 
Risk Management Framework (RMF) [4] and the Cybersecurity Framework (CSF) [11]. Since 269 
IoT devices will often be integrated into existing federal information systems, this publication 270 
will provide guidance for agencies in the context of the RMF. 271 

2.1 Systems and Elements 272 

As discussed in Section 1, federal cybersecurity risk management processes generally consider 273 
the security of organizations and systems; but systems are made up of elements.  Increasingly, 274 
IoT devices may become elements of federal information systems.  The relationship between 275 
systems and elements is a foundational concept in this publication.  To understand more about 276 
this relationship between systems and elements, readers should refer to NIST Special Publication 277 
800-37, Revision 2, Risk Management Framework for Information Systems and Organizations: 278 
A System Life Cycle Approach for Security and Privacy [4].  Some of the key concepts, 279 
particularly those covered in section 2.4 of SP 800-37, will be highlighted here.  Figure 1 shows 280 
these concepts visually, adapted from a figure in SP 800-37, Revision 2. 281 

An information system “is a set of interacting elements that are organized to achieve one or more 282 
stated purposes.” [4] Information systems are defined by the authorization boundary, which for 283 
federal information systems will encapsulate elements owned and operated by federal agencies. 284 

Figure 1 - Visualization of the System and Environment 
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The information system can also be supported by other enabling systems, which will fall outside 285 
the authorization boundary. Information systems can also interact with other systems, which 286 
might be beneficiaries of capabilities offered by the information system. The federal information 287 
system—as well as some enabling and other systems—will fall within the environment of 288 
operation, which is the physical environment in which these systems reside and operate.  289 

As explained in SP 800-37, federal agencies define and determine the parts of the environment of 290 
operation that are within the authorization boundary of each information system.  As shown in 291 
Figure 1, the environment of operation can contain multiple authorization boundaries, including 292 
other systems and enabling systems. Elements, including IoT devices, may interact and 293 
communicate across multiple systems/authorization boundaries.  However, for accountability 294 
and risk management purposes, each IoT device is only included within one authorization 295 
boundary, in general. Additional enabling systems will fall outside of the environment of 296 
operation (e.g., a system hosted by another agency or service provider).  This concept of systems 297 
and elements can help clarify the ways IoT devices might be used by federal agencies and the 298 
subsequent identification of device cybersecurity requirements.   299 

Some IoT devices might be best characterized as an other system if the IoT device is architected 300 
as a system that requires minimal interaction with the federal information system (e.g., the 301 
agency’s internal network). An example of this type of other system might be a building or 302 
campus monitoring system that is primarily autonomous. Such an other system will mainly 303 
benefit from some of the federal information system’s capabilities (e.g., an internet connection, 304 
access to data within the authorization boundary), while implementing its own security controls.  305 

Other IoT devices acquired by federal agencies will be best characterized as system elements that 306 
fall within the authorization boundary of an existing information system.  This is depicted in 307 
Figure 1 by the element in the bottom right corner of the authorization boundary. Since the 308 
device will be integrated as a system element, agencies may have significantly more expectations 309 
about how this IoT device must support the security controls of the information system and/or 310 
organization. If the IoT device lacks technical and non-technical capabilities (discussed further in 311 
Section 2.2) to support the information system’s security controls, challenges can arise for the 312 
agency.  In this situation, the agency may need to implement compensating controls (e.g., 313 
creating a segmented network for IoT) or costly reimplementation of existing controls. If risk(s) 314 
introduced by the IoT device cannot be mitigated, the agency may have to accept these new risks 315 
or decide to not incorporate the IoT device into the information system. 316 

This publication can apply to IoT devices in both scenarios (i.e., as another system, or as an 317 
element of an existing system) but is primarily aimed at IoT devices as system elements since the 318 
agency typically has greater responsibility and control over these IoT devices. Understanding the 319 
IoT device’s relationship to the information system is important to properly define the device 320 
cybersecurity requirements needed to support organizational and information system security 321 
requirements. 322 
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2.2 How IoT Devices Support Security 323 

The relationship of an IoT device to an information system provides the context to understand 324 
how an IoT device supports both information system and organizational objectives. NIST SP 325 
800-39, Managing Information Security Risk: Organization, Mission, and Information System 326 
View [5], discusses how higher-level mission and organizational objectives inform the 327 
architecture and control structure around information systems. In this publication, we extend the 328 
discussion from SP 800-39, highlighting the connection between systems and elements as 329 
discussed in SP 800-37 and Section 2.1 above. Figure 2 shows the connection between the 330 
concepts discussed in SP 800-39 and system elements. 331 

SP 800-39 describes how the organization’s risk management strategy informs the enterprise 332 
architecture, including the information security architecture. Key to the information security 333 
architecture is the identification of security requirements and the selection and allocation of 334 
security controls. The information security architecture informs the information systems within 335 
the environments of operation, particularly through the application of security controls. This 336 
publication focuses on IoT devices as system elements that must both support and be informed 337 
by the information system and its security controls. 338 

The primary way that IoT devices support security controls is via technical means, which are 339 
called device cybersecurity capabilities. The NISTIR 8259 series discusses the concept of device 340 
cybersecurity capabilities extensively from the manufacturer’s perspective—that is, for 341 
manufacturers to understand the capabilities that customers need in IoT devices.  But the 342 
information in the NISTIR 8259 series could also be helpful for federal agencies. In particular, 343 

Figure 2 - Information Security Requirements Integration to the Element Level 
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NISTIR 8259D, Profile of the IoT Core Baseline for the Federal Government [17], focuses on 344 
the federal government as a sector of IoT device customers and identifies foundational device 345 
cybersecurity capabilities needed in IoT devices acquired by the federal government. NISTIR 346 
8259D also identifies non-technical supporting capabilities, which are actions that 347 
manufacturers or third parties take in support of the initial and on-going security of IoT devices. 348 

Example Device Cybersecurity and Non-Technical Supporting Capabilities 349 

For an IoT device such as a smart appliance, a device cybersecurity capability could be the 350 
ability to establish, manage, and enforce authentication and authorization for entities that attempt 351 
to access the device or its data. A corresponding non-technical supporting capability could be 352 
manufacturer-provided instructions on how authentication and authorization policies can be 353 
established and managed through or for the device. 354 

Both device cybersecurity capabilities and non-technical supporting capabilities are vital to 355 
federal agencies’ ability to implement controls that the agency has allocated for their federal 356 
information systems. Figure 3 illustrates how device cybersecurity capabilities and non-technical 357 
supporting capabilities (grouped together as ‘Device Cybersecurity Requirements’) support 358 
system/organizational security capabilities, which in turn satisfy organizational security 359 
requirements. 360 

Allocation and application of security controls to information systems is a key step of risk 361 
management. Controls used by the federal government generally are selected from the NIST SP 362 
800-53, Revision 5 Security and Privacy Controls for Information Systems and Organizations 363 
[6]. These controls are technology agnostic and can apply to IoT devices incorporated into 364 
federal information systems as system elements. 365 

Figure 3 - Role of Device Cybersecurity and Non-Technical 
Supporting Capabilities in Satisfying Security Capabilities 

and Requirements 
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IoT Devices in the Context of the Risk Management Framework 366 

Understanding that an IoT device is a system element facilitates an understanding of how the IoT 367 
device must be considered in the risk management process. The acquisition and integration of an 368 
IoT device into an information system may alter the information system’s risk assessment based 369 
on new risks introduced by the device. An altered risk assessment may require additional or new 370 
controls to be implemented in the information system.  371 

The guidance in this publication focuses on establishing device cybersecurity requirements to 372 
support security controls. This publication does not provide details on how IoT devices may 373 
impact an information system’s risk assessment or reallocation of controls that may be necessary.  374 
Readers are encouraged to reference SP 800-30, Guide for Conducting Risk Assessments and 375 
other publications in the RMF suite of publications for guidance on assessing risk due to the 376 
inclusion of an IoT device into an information system. 377 

2.3 How IoT Devices May Create Security Challenges 378 

Integrating an IoT device into an information system can present a number of challenges for 379 
federal agencies.  Federal agencies should strive to understand these challenges before an IoT 380 
device is integrated into an information system. For example, due to a number of market and 381 
technological factors, IoT devices often lack security functionality commonly present in 382 
conventional IT equipment (e.g., laptops).  A lack of security functionality in an IoT device 383 
could introduce unacceptable levels of risk to the information system.  NISTIR 8228, 384 
Considerations for Managing Internet of Things (IoT) Cybersecurity and Privacy Risks [12] 385 
details some of these challenges that IoT devices can create for federal agencies. The challenges 386 
described in NISTIR 8228 represent generic, high-level use cases. For specific agencies or 387 
particular IoT devices, the challenges faced could diverge from those explored in NISTIR 8228. 388 
Agencies are encouraged to apply the concepts in NISTIR 8228 to identify challenges applicable 389 
to their use cases. 390 

Overview of NISTIR 8228 Concepts 391 

NISTIR 8228 explores a number of challenges, grouped around conventional risk mitigation 392 
areas such as asset management, data protection, incident detection, and vulnerability 393 
management. The publication further groups these areas into goals of protecting device security, 394 
data security, and/or individual privacy. Challenges can arise that hinder risk mitigations in 395 
various areas or could impact some or all of the goals. For example, to mitigate risks related to 396 
vulnerability management, software updates may need to be performed.  However, not all IoT 397 
devices allow for software updates (Challenges 8, 10, and 11). Even mitigations as simple as 398 
hiding passwords might not be achievable on IoT devices (Challenge 17). 399 

Federal agencies should not underestimate the challenges of integrating an IoT device into an 400 
information system. NIST SP 800-160, Volume 1, Systems Security Engineering: Considerations 401 
for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems [9] 402 
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demonstrates how an integrated process is best for engineering trustworthy systems. SP 800-160 403 
presents concepts reflected in other NIST SPs from a system engineering perspective, giving a 404 
detailed look at how trustworthy systems can be engineered. The approach outlined in SP 800-405 
160 considers acquisition early in system design and integration later, which are important 406 
concepts in building a trustworthy system.  Federal agencies are encouraged to apply concepts 407 
from SP 800-160 when integrating IoT devices into information systems to ensure the 408 
trustworthiness of the information system. 409 

Federal information systems will frequently be engineered at one point in time, but then 410 
modified as system elements are removed or other elements added. When IoT devices are added 411 
as system elements, federal agencies should consider how the integration of the IoT device could 412 
impact system and organizational security requirements.  However, integrating an IoT device 413 
into an information system can also be aided by taking a device-centric perspective.  Through a 414 
device-centric perspective, a federal agency can identify and articulate the device cybersecurity 415 
requirements (i.e., the set of device cybersecurity capabilities and non-technical supporting 416 
capabilities) required from IoT devices and manufacturers/third parties to support security 417 
capabilities and satisfy security requirements.  Federal agencies should be aware that even if the 418 
articulated device cybersecurity requirements are provided by a device and manufacturer/third 419 
party, the integration of the IoT device into an information system can still introduce risk.  420 
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3 Identifying Device Cybersecurity Requirements for IoT Devices 421 

This section provides guidance to federal agencies in determining the applicable device 422 
cybersecurity requirements (i.e., the set of device cybersecurity capabilities and non-technical 423 
supporting capabilities) for an IoT device. Figure 4 illustrates the information sources that 424 
agencies can use to help identify device cybersecurity requirements. Each type of source is 425 
explored in more detail in this section. 426 

 427 

Figure 4 - Information Sources to Identify Device Cybersecurity Requirements 428 

Section 3.1 provides an overview of important IoT device considerations. The questions in 429 
section 3.1 help federal agencies understand the device cybersecurity capabilities and non-430 
technical supporting capabilities that are needed.  Section 3.2 presents sources of device 431 
cybersecurity requirements. Federal agencies may reference these sources when selecting 432 
applicable IoT device cybersecurity requirements. Section 3.3 discusses how federal agencies 433 
can utilize organization-specific and information system-specific knowledge (e.g., controls 434 
allocated to the information system) to determine applicable device cybersecurity requirements. 435 

Each federal agency should develop a process for identifying and articulating IoT device 436 
cybersecurity requirements that aligns with existing policies and procedures (e.g., acquisitions, 437 
security, system administrations, etc.). The guidance presented in this publication provides a 438 
starting point for agencies—as well as additional resources agencies can use—in identifying IoT 439 
device cybersecurity requirements. 440 

3.1 Important IoT Device Cybersecurity Considerations 441 

The decision to integrate an IoT device into a federal information system may occur for a variety 442 
of reasons (e.g., to achieve business objectives, further technical advancements, provide 443 
administrative support, etc.). The reason the IoT device is being acquired will influence its use 444 
case.  For one agency, IoT sensors may be sought to help remotely monitor environmental 445 
conditions; another agency may acquire IoT office equipment to increase productivity; still other 446 
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agencies may seek to leverage IoT technology in the delivery of services to citizens. 447 

Agencies should fully understand the specific use case for an IoT device since the use case could 448 
influence device cybersecurity requirements. The following questions can help federal agencies 449 
think through some of the common considerations for IoT devices. The answers to these 450 
questions can ultimately help federal agencies identify IoT device cybersecurity requirements for 451 
their use case(s). 452 

1. What is the benefit of the IoT device and how will it be utilized?  Agencies can help 453 
ensure that device cybersecurity requirements receive proper consideration by 454 
establishing an explicit benefit for integrating the IoT device and understanding how the 455 
IoT device will be used. For example, is the IoT device replacing equipment that did not 456 
connect to the information system? In such a case, agencies should consider the benefit of 457 
the system connection compared to the potential risks. 458 

2. What data is collected? IoT devices can collect many kinds of data, some innocuous, 459 
others of concern to federal agencies. Any data collected could be a risk to the agency.  460 
All data collected or reported by IoT devices should be understood, but three main types 461 
of data may be of concern: 462 

1. Personal data: Many IoT devices can sense or collect data of, from, or about 463 
people, which can constitute personal data and represent privacy sensitive data. 464 

2. Confidential agency/Federal government data: The IoT device may collect 465 
agency restricted or confidential data. For example, IoT devices may help create 466 
or have access to agency-restricted test results, analysis materials, or device 467 
prototypes that require special protection.  468 

3. Environmental data:  Many IoT devices can sense and/or collect data of, from, or 469 
about the physical environment. Federal agencies should consider whether the 470 
collection of environmental data poses any risk to individuals or the agency 471 
mission. 472 

3. In what technologies will the data be stored?  Many IoT devices maintain connections 473 
to cloud services and mobile/web applications that are central to the device’s 474 
functionality. IoT devices can also connect to additional external services, which may be 475 
provided and hosted by a number of third parties. Agencies should consider where the 476 
IoT device might store data —in the device, the manufacturer’s network, a manufacturer-477 
contracted entity’s network (e.g., cloud), etc. 478 

4. In what geographic areas will the data be shared and/or stored? The architecture that 479 
supports IoT devices is increasingly global. Federal agencies should consider where data 480 
from prospective IoT devices will be transmitted and stored to ensure applicable security 481 
requirements are met. An IoT device may connect to and transmit data to systems in 482 
many diverse areas, including other cities, states, and countries.  These connections may 483 
change over time due to the dynamic nature of IoT systems. 484 
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5. With what other third parties will data from, or about, the IoT devices be shared 485 
and/or stored? In some cases, an IoT device will only exchange data with the owner and 486 
manufacturer-owned and operated systems.  In other instances, the IoT device will share 487 
data with third parties. For example, many manufacturers use cloud storage and services 488 
from other providers to support their IoT devices’ back end infrastructure. 489 

After understanding the contextual considerations about the IoT device discussed above, federal 490 
agencies should consider the following questions about how the IoT device will interact with the 491 
organization and information system: 492 

1. Might the device interfere with other aspects of operations or system functionality? 493 
Unlike conventional IT equipment, IoT devices are more likely to interact with the 494 
physical world through sensing and/or actuating. This interaction increases the possibility 495 
that a compromised IoT device could affect operations and the environment (e.g., alarms, 496 
thermostats, environmental controls, heating elements) as well as the security posture of 497 
the information system. For example: 498 

a. Could the IoT device introduce privacy or safety risks for people? IoT devices 499 
could collect and share sensitive data about people, including audio and video 500 
data. An IoT device can also interact with the physical world (e.g., IoT vehicle) or 501 
might be intended to protect human safety (e.g., an IoT smoke alarm), potentially 502 
posing safety risks. Considering if an IoT device may introduce privacy or safety 503 
risks is critical to planning for risk mitigation. 504 

b. Could the IoT device interfere with system reliability or resiliency? The diversity 505 
of IoT device use cases also creates the possibility that the IoT device’s expected 506 
operational environment may vary from where it is actually deployed. In such an 507 
instance, the IoT device might negatively interact with other system elements or 508 
operational systems in federal agencies if not properly planned for. For example, 509 
an IoT device may go offline to apply a software update. This behavior is 510 
acceptable in many circumstances but may hurt system reliability if the offline 511 
device hurts operations in other parts of the system. Likewise, IoT devices may 512 
not be as digitally and physically resilient as their IT or OT counterparts since IoT 513 
devices must sometimes attempt to deliver both IT and OT functionality. 514 

2. Would the IoT device introduce unacceptable risks to the agency or result in non-515 
compliance with cybersecurity requirements? Organizations should also consider how 516 
they will secure the IoT device and mitigate any associated risks in accordance with their 517 
cybersecurity requirements. IoT devices can alter the level of impact (i.e., low, moderate, 518 
high) that has been determined for a system, which could, in turn, require additional 519 
controls. Some IoT devices might be unable to support the organization’s current 520 
cybersecurity strategies due to their design, requiring agencies to implement 521 
compensating controls for the IoT device (e.g., network segmentation).  522 

3.  Is the IoT device known to have had published security and/or privacy 523 
vulnerabilities? Like all connected products, IoT devices attract attention from security 524 
professionals and researchers who identify security and/or privacy concerns. 525 
Manufacturers also commonly publish similar information concerning their devices. 526 
Federal agencies should look to these disclosures to inform themselves of known 527 
vulnerabilities. If the manufacturer cannot mitigate the vulnerabilities, agencies would 528 
have to identify and address risks introduced by the IoT device. 529 
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As discussed extensively in NISTIR 8228, IoT devices can have significantly different feature 530 
sets compared to conventional IT devices. These differences in device capabilities and support 531 
for security controls can create challenges for federal agencies if not adequately planned for. 532 
Federal agencies should refer to NISTIR 8228 and consider if the IoT device will create any 533 
security and privacy challenges for the information system and organization. Consider: 534 

Are there aspects of the IoT device and its functionality that will cause foreseeable 535 
challenges when applying security controls? In particular, agencies should consider: 536 

1. Does the IoT device lack key device cybersecurity requirements? Key device 537 
cybersecurity requirements are those the agency has determined that the IoT 538 
device must possess in order for the device to be integrated in the federal 539 
information system. Lack of key device cybersecurity requirements means that 540 
the IoT device cannot support existing information system controls and/or 541 
subsequently introduces unacceptable levels of risk to the information system.  542 

2. Will the implementation or maturity of device cybersecurity capabilities and/or 543 
non-technical supporting capabilities fail to satisfy the agency’s key device 544 
cybersecurity requirements? Some IoT devices may completely lack key device 545 
cybersecurity requirements, making the IoT device unusable by the federal 546 
agency. Other IoT devices may provide device cybersecurity requirements but not 547 
in the manner expected by the federal agency. For example, an IoT device may 548 
have a unique device identifier, but it may not be in a format the federal agency 549 
uses with other equipment. The agency will need to plan for how this identifier 550 
will be incorporated into its asset management processes. When an IoT device’s 551 
cybersecurity capabilities lack maturity, the task of securing the device may be 552 
much more difficult. For example, an IoT device may encrypt data, but use a 553 
deprecated encryption module due to device resource constraints. In this case, 554 
agencies may need to apply significant compensating controls. 555 

By taking the time to carefully consider the preceding questions, agencies can understand, 556 
articulate the applicable IoT device cybersecurity requirements. 557 

3.2 Sources of Device Cybersecurity Requirements 558 

Determining IoT device cybersecurity requirements may be challenging for some use cases. To 559 
assist federal agencies in selecting IoT device cybersecurity requirements, this section presents 560 
several NIST publications. Federal agencies should reference these NIST publications to select 561 
IoT device cybersecurity requirements that support existing security controls as well as mitigate 562 
risks identified from the considerations in Section 3.1. 563 

The NISTIR 8259 series of documents provides examples of device cybersecurity requirements 564 
as well as guidance that may be helpful to federal agencies. The NISTIR 8259 publications focus 565 
on helping manufacturers understand their critical role in the cybersecurity of IoT devices, which 566 
is rooted in the cybersecurity needs and goals of customers. This focus on the needs and goals of 567 
customers makes the 8259 series of documents helpful to organizations that are consumers of 568 
IoT devices.  569 
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NISTIR 8259, Foundational Cybersecurity Activities for IoT Device Manufacturers [13], directs 570 
manufacturers to support the cybersecurity needs and goals of expected IoT device customers in 571 
the device’s expected use case. The manufacturer’s primary role is to ensure minimal 572 
securability, providing the minimum necessary device cybersecurity capabilities and non-573 
technical supporting capabilities to meet customer needs and goals. NISTIR 8259A, IoT Device 574 
Cybersecurity Capability Core Baseline [14] specifies the high-level device technical 575 
cybersecurity capabilities that generally achieve minimal securability for most customers. The 576 
IoT core baseline, as the IoT device cybersecurity capability core baseline from NISTIR 8259A 577 
is called, is meant to apply to all IoT use cases and customers, meaning it is phrased at a high 578 
level to meet many different needs.  NISTIR 8259B, IoT Non-Technical Supporting Capability 579 
Core Baseline [15] presents a set of non-technical supporting capabilities—the IoT non-technical 580 
supporting capability core baseline—generally needed from manufacturers or other third parties 581 
to support common cybersecurity controls. Like 8259A, the non-technical capabilities in 8259B 582 
are phrased at a high level to be broadly applicable to various use cases and customers. 583 

The IoT core baselines presented in NISTIR 8259A and 8259B can be profiled for a specific 584 
customer, sector, or use case. The process of profiling tailors and/or extends the IoT core 585 
baselines and can be performed at any level of specificity, even to an individual customer (e.g., 586 
federal agency). NISTIR 8259C, Creating a Profile Using the IoT Core Baseline and Non-587 
technical Baseline [16], discusses this process of profiling the IoT core baselines to identify IoT 588 
device requirements that best meet the customer’s cybersecurity needs and goals.   589 

Difference between the IoT Core Baseline and SP 800-53B Control Baselines 590 

Readers may be familiar with the low-, moderate-, and high-impact security control baselines in 591 
the NIST SP 800-53B, Control Baselines for Information Systems and Organizations. The IoT 592 
core baselines are distinct from the SPP 800-53B security control baselines and shall be 593 
considered separately. The device cybersecurity capabilities and non-technical supporting 594 
capabilities presented in the IoT core baselines enable IoT devices to support the controls in a SP 595 
800-53B control baseline.  596 

NISTIR 8259D presents a profile of the IoT core baselines that is guided by the needs and goals 597 
of federal agencies. The federal profile in NISTIR 8259D uses the SP 800-53 controls catalog as 598 
an input source of federal government cybersecurity needs and goals. Whereas the controls in SP 599 
800-53 generally focus on the information system and organization, the capabilities in the federal 600 
profile articulate the device cybersecurity capabilities and non-technical supporting capabilities 601 
needed to support the controls. The federal profile considers the IoT device as an information 602 
system element in which SP 800-53 security controls have already been identified and allocated. 603 

Since the federal profile in NISTIR 8259D targets minimal securability for all federal 604 
government use cases, it focuses on device capabilities that support the low-impact baseline set 605 
of SP 800-53 controls. This focus is based on the assumption that the low-impact baseline set of 606 
controls—with minimal tailoring and application of compensating controls—will be used for 607 
many federal information systems. The federal profile in NISTIR 8259D is therefore 608 
recommended as a starting point for federal agencies to use when identifying IoT device 609 
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cybersecurity requirements 7. The use of the low-impact baseline will not be appropriate for all 610 
agencies and use cases, particularly if an IoT device is integrated into a moderate- or highimpact 611 
information system. The device cybersecurity requirements in the federal profile may not 612 
adequately support the security controls in  moderate- and high-impact information systems.  613 

In addition to the IoT core baselines and federal profile, federal agencies may also leverage the 614 
IoT Device Cybersecurity Requirement Catalogs [https://pages.nist.gov/IoT-Device-615 
Cybersecurity-Requirement-Catalogs/]. These two catalogs contain additional device 616 
cybersecurity requirements organized by technical (i.e., device cybersecurity capabilities) and 617 
non-technical (i.e., non-technical supporting capabilities). The device cybersecurity requirements 618 
in the catalogs are derived from security controls in SP 800-53 and therefore may be helpful in 619 
supporting security controls in moderate and high impact information systems. The NIST Pages 620 
Catalogs can be a valuable resource for federal agencies when identifying applicable IoT device 621 
cybersecurity requirements. 622 

Federal agencies shall identify all applicable IoT device cybersecurity requirements, ensuring 623 
that information system security controls are supported while also incorporating output from the 624 
considerations in Section 3.1. Federal agencies in communicating these device cybersecurity 625 
requirements to manufacturers, will need to consider how to consolidate requirements with those 626 
of other federal organizations to effectively achieve economies of scale. If the IoT device and/or 627 
manufacturer will not provide all required device cybersecurity capabilities and non-technical 628 
supporting capabilities, agencies should follow established risk management strategies to plan 629 
for the IoT device’s incorporation into the information system. 630 

3.3 Use Context and Other Organization-Specific Information 631 

The guidance in Sections 3.1 and 3.2 will aid federal agencies in identifying applicable IoT 632 
device cybersecurity requirements. Device cybersecurity requirements should be based on the 633 
security capabilities and security requirements of the information system and organization.  For 634 
this reason, the set of device cybersecurity requirements identified through the guidance in 635 
Sections 3.1 and 3.2 should be tailored according to the use context and other organization-636 
specific information.  637 

Since IoT device cybersecurity requirements are in support of security controls allocated to 638 
information systems, federal agencies can identify the device cybersecurity requirements needed 639 
to support the security controls allocated to the information system(s) to which the IoT device 640 
will be connected. Information security and systems administration personnel should collaborate 641 
to identify security controls that require support from system elements (e.g., IoT devices). 642 

Federal agencies should remember that the incorporation of an IoT device can alter the 643 
information system’s risk assessment. Any change in the risk assessment may require the 644 
allocation of additional security controls or the introduction of compensating controls to reduce 645 
risk to acceptable levels. Section 3.1 provides a starting point for considerations about IoT 646 

 

7 Manufacturers may choose to incorporate the device cybersecurity requirements from the federal profile in their IoT devices, 
especially for IoT devices where federal agencies are an expected customer 
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devices that may help federal agencies determine the risk associated with an IoT device. It is 647 
important for federal agencies to identify all security controls required for an information system 648 
before identifying the device cybersecurity requirements to support those controls. This is 649 
especially important if additional security controls (or increased support for existing controls) are 650 
needed. All applicable security controls should be considered when selecting device 651 
cybersecurity requirements. Ideally the inclusion of an IoT device as a new system element will 652 
not significantly alter the information system’s risk assessment. Following this process will help 653 
federal agencies avoid purchase of unusable devices or unintended introduction of unmitigated 654 
risks. 655 

Example of Device Cybersecurity Requirements Supporting Security Controls 656 

An agency might want to acquire an IoT device such as a smart speaker to use in the office 657 
environment. The smart speaker will need to connect to the federal information system (e.g., 658 
internal network) so that agency management can remotely (but within the environment of 659 
operation) access and play audio over the speaker. These remote connections will require proper 660 
authentication and authorization. To support the authentication and authorization controls, the 661 
smart speaker may require device cybersecurity capabilities such as the ability to deny remote 662 
connections; the ability to authenticate and/or authorize entities attempting to make remote 663 
connections; and the ability to terminate connections within organizational policy. Other device 664 
cybersecurity capabilities may apply, but these are presented as example capabilities. 665 
Additionally, the allocated security controls may require the federal agency to configure the 666 
smart speaker to authenticate and authorize users within organizational policy, which could 667 
require non-technical supporting capabilities from manufacturers.  These non-technical 668 
supporting capabilities could include obtaining documentation from the manufacturer about how 669 
the IoT device can be configured to support organizational authentication and authorization 670 
policy. 671 

When the full set of security controls is identified, federal agencies can translate those controls 672 
into device cybersecurity capabilities and non-technical supporting capabilities. Information 673 
security and systems administration personnel could leverage their expertise about security 674 
controls to identify appropriate device cybersecurity requirements from the NIST Pages 675 
Catalogs, the federal profile, and other profiles/lists of device cybersecurity requirements. 676 
Agency personnel can also leverage existing mappings between device cybersecurity 677 
requirements and SP 800-53 controls. These mappings are located in the NIST Pages Catalogs. 678 

Organization-specific Considerations Impact Device Cybersecurity Requirements 679 

When selecting IoT device cybersecurity requirements, agencies also need to consider how 680 
organization-specific policies, procedures, or environment may affect device cybersecurity 681 
requirements.  In the previous call-out box, an example was presented of a smart speaker that 682 
requires proper authentication and authorization before allowing connections.  Does the agency 683 
require Personal Identity Verification (PIV) card-based authentication or does it allow password-684 
based authentication in limited circumstances?  These agency policies will influence IoT device 685 
cybersecurity requirements.  Does the agency purchase products from particular manufacturers 686 
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or 3rd parties?  The IoT devices available to the agency through those parties may limit the 687 
device cybersecurity capabilities and non-technical supporting capabilities available.  Are there 688 
any environmental considerations (e.g., temperature, humidity, etc.) in the environment of 689 
operation?  If so, device requirements may need to account for these environmental 690 
considerations.  These organization-specific considerations may impact not only the device 691 
cybersecurity requirements, but also the design of the device.  In the examples above, perhaps 692 
the IoT device needs to provide support for derived PIV credentials, or the IoT device may need 693 
to have a durable housing to withstand excessive heat while still providing functionality.  694 
Agencies will need to carefully account for these organizational considerations that may impact 695 
device requirements. 696 
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Acronyms  699 

Selected acronyms and abbreviations used in this paper are defined below.  700 

CSF Cybersecurity Framework 701 

FISMA  Federal Information Security Modernization Act 702 

IoT  Internet of Things 703 

ITL  Information Technical Laboratory 704 

LTE  Long-term Evolution 705 

NIST  National Institute of Standards and Technology 706 

OMB Office of Management and Budget 707 

OT Operational Technology  708 

RMF  Risk Management Framework  709 

SP Special Publication 710 

UWB  Ultrawide Band 711 
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Glossary 713 

Capabilities 
Catalog 

 

 

Comprehensive list of device cybersecurity capabilities derived from 
analysis of comprehensive list of source documents for the application or 
sector. For the federal sector, NIST SP 800-53 Rev. 5 Security and Privacy 
Controls for Information Systems and Organizations provided the 
definition of controls used to generate the NIST generated capabilities 
catalog used for the Federal profile.  

Configuration 
[19, Adapted] 

The possible conditions, parameters, and specifications with which an 
information system or system component can be described or arranged. 
The Device Configuration capability does not define which configuration 
settings should exist, simply that a mechanism to manage configuration 
settings exists. 

Core Baseline A set of technical device capabilities needed to support common 
cybersecurity controls that protect the customer’s devices and device data, 
systems, and ecosystems. 

Customer 
[23] 

The organization or person that receives a product or service. 

Device 
Cybersecurity 
Capability 

Cybersecurity features or functions that computing devices provide through 
their own technical means (i.e., device hardware and software). 

Device 
Cybersecurity 
Capability Core 
Baseline 

See core baseline. 

Device Identifier 
[20, Adapted] 

A context-unique value—a value unique within a specific context—that is 
associated with a device (for example, a string consisting of a network 
address).  

Entity A person, device, service, network, domain, manufacturer, or other party 
who might interact with an IoT device. 

Federal Profile Profile of the IoT device cybersecurity capability core baseline [14] and 
non-technical supporting capability core baseline [15] to provide security 
guidance provided to federal government organizations related to IoT 
devices.  

Interface 
[21, Adapted] 

A boundary between the IoT device and entities where interactions take 
place. There are two types of interfaces: network and local. 

Local Interface An interface that can only be accessed physically, such as a port (e.g., 
USB, audio, video/display, serial, parallel, Thunderbolt) or a removable 
media drive (e.g., CD/DVD drive, memory card slot). 

Network 
Interface 

An interface that connects the IoT device to a network. 
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Non-Technical 
Supporting 
Capability  

Non-Technical 
Supporting 
Capability Core 
Baseline  

Non-technical supporting capabilities are actions an organization performs 
in support of the cybersecurity of an IoT device. 

 

The non-technical supporting capability core baseline is a set of non-
technical supporting capabilities generally needed from manufacturers or 
other third parties to support common cybersecurity controls that protect an 
organization’s devices as well as device data, systems, and ecosystems. 

Profile A profile is a baseline set of minimal cybersecurity requirements for 
mitigating described threats and vulnerabilities, as well as supporting 
compliance requirements for a defined scope and type of a particular use 
case (e.g., industry, information system(s)), using a combination of existing 
cybersecurity guidance, standards and/or specifications baseline documents 
or catalogs. A profile organizes selected guidance, standard(s) and/or 
specification(s) and may narrow, expand and/or otherwise tailor items from 
the starting material to address the requirements of the profile’s target 
application. 

Software 
[6, Adapted] 

Computer programs and associated data that may be dynamically written or 
modified during the device’s execution (e.g., application code, libraries).  

Update 
[22, Adapted] 

A patch, upgrade, or other modification to code that corrects security 
and/or functionality problems in software. 
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